[RE017-2] Phan tich ky thuat dong ma doc méi dwoc swr
dung dé tan cong chubi cung trng nham vao Ban Co yéu
Chinh phu Viét Nam ctia nhém tin tic Panda Trung Quéc
(Phin 2)

&

Static analysis code cua eToken v&i IDA

Tiép tuc v&i phan trwdc, nhw da dé cap chung ta chi c6 RTTI cua class type_info, 1&p root
cua RTTL

; class Eype_info: (#classi
dd offset const Eype_i :
const E¥peElinifa: : “vftable® dd offse

set Eypelinfa "RTTI Type' Descriptor’
e dnfa:: RTTI Base Class Array':o

Hinh 1. Théng tin RTTI cua class type_info

Phan phan tich sé trinh bay chi tiét cach xac dinh cac class, tai tao code ctia malware nay,
dodng thoi chia sé kinh nghiém ap dung khi phan tich cac malwares/files c6 dung MFC.

Céc plugin can dung:

e ClassInformer cua Simabus
» HexRaysCodeXplorer cua Matrosov
o MFC_Helper (tw phat trién)

Ma ngudn C++ cia MFC cac ban c¢6 thé tim trong thw muc src\mfc ctia bo cai dat Visual
Studio. Do MFC4.2 (MFC cutia VS6) da rat cii nén cé thé tim trén Github. Chang t6i tham
khao tai day. Vé biéu dé quan hé cla cac class ctia MFC (Hierarchy Chart), cac ban c6 thé
xem tai dwdng link nay.

Ba file dlls quan trong dé diffing/compare vé&i cac malware dung MFC, vi du trong mau
eToken nay, la mfc42.dll, mfc42d.dll, mfcod42d.dll. Cac ban tim va tai luén ca debug
symbol file (.pdb) dung ctia cac dlls cac ban cd. Quan trong nhét 1a mfc42d.dll (debug
build), vi .pdb clia né sé chira day du thong tin vé cac types, enumes, classes, vtables cla
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cac class ctia MFC. Chung ta export local types tir mfc42d.dll thanh file .h, rdi import vao
idb database cuia chung ta. Parse C++ clia IDA con 16i, khdng parse duwoc template syntax
“<>” nén ta tim va thay thé cac cap “<” va “>” thanh “_” trong cac file .h.

Mé& song song mfc42d.dll trong IDA m&i cung véi IDA dang phan tich malware, thyc hién
copy name, type cla cac classes, functions tir mfc42d.dll qua. Nhw da néi, malware nay la
mo6t MFC Dialog application, nén chuing ta sé chac chan co cac class sau trong malware:
CObject, CCmdTarget, CWinThread, CWnd, CDialog. Theo quy tac dat tén tw ddng cla
MFC Wizard, ching ta da cé cac class voi tén sau: CVVSupApp (ké thira tir CWinApp),
CAboutDlg (dialog About, resID = 100), CVVSupDIg( dialog chinh, resID = 102).

Két qua scan vtables, classes cla hai plugin ClassIinformer va HexRaysCodeXplorer.

Object Explorer D

= Pseudocode-A

Ox404370 - 0x4043c8: off_40437 methods count:
Ox4044cO: off_4043E8 methods count:
@x4045ac: off_404508 methods count:

Ox404770: off_404698 methods count:
0x404848: off_404770 methods count:

& [Class Infarmer]

Vitable Methods Flags Type Hierarchy

.............................

¥ 0040484C 11 i type_info type_info:

Hinh 2. Két quéa scan vtables, classes

Dung MFC_Helper scan CRuntimeClass, phat hién ra dung nhv dw doan, CVVSupDlIg c6
CRuntimeClass va thém mot class khac: CVVSupDIgAutoProxy. Chirng té tin tac khi chay
MFC Wizard, da bAm chon support OLE Control.

L L RuntimeClass COWSupDlgAutaPraxy
public: static struct CRuntimeClass const

public: static struct CRUREIMBCTASE const

Hinh 3. Két quéa sau khi chay MFC_Helper nhan dién duoc céc class

Dwa vao ham import CWinApp::GetRuntimeClass, xac dinh dwoc CVVSupApp vtable, va
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dwa vao CDialog::GetRuntimeClass chung ta xac dinh dwoc hai vtable ctia hai dialog con
lai. Nhwng dialog 1a About, dialog nao 1a malware dialog. Xac dinh hét cac internal structures
cua MFX nhuv AFX_MSGMAP, AFX_DISPMAP, AFX_INTERFACEMAP...

St dung tinh nang Xref to cac Iénh call CDialog constructor: void __thiscall
CDialog::CDialog(CDialog *this, unsigned int nIDTemplate, CWnd *pParentWnd),
nIDTemplate chinh la resID cula dialog, chung ta xac dinh dwoc vtable cia CAboutDIg va
CMalwareDIg. Do CMalwareDIg khéng c6 CRuntimeClass va RTTI nén tam dat tén nhw
vay. Tin tac khi build da x6a di dong DECLARE_DYNAMIC_CREATE cua hai class nay va
class CVVSupApp.

; CDialog *__thiscall CAboutDlg: :CAboutDlg(CAboutDlg *this)
proc near
CODE XREF: CWV

2]

188

dword ptr [ ]. offset const CAboutDlg:: 'vftable'

L
t
L

r[ 1. offset const CMalwareDlg:: vftable’
lwareDlg.m_pfnmemcpy ],

«+CMalwareDlg.m_pfnmemset],

«+CMalwareDlg.m_pfnsShellExecuteExA].

; il
e et

Hinh 4. Xac dinh dworc vtable cua cua CAboutDIlg va CMalwareDlg

Cay quan hé cac class clia malware nay dwoc vé lai nhw sau:
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CObiject

f

CWinThread » COCmdTarget
CWinApp CWhnd
CVVSupApp > Chialog
CAboutDlg CVVSupDig
:l:LI_EL'.t.'\'JLI':T O & =

const CVVSupDlgautoProxy:: vftable' methods count: 22
const CMalwareDlg:: vftable' methods count: 54
const CVVSupapp:: vftable' method ntg 41

; :t CAboutDlg:: vftable' method ountk 54
Ox404770 Bx4E48 const CVWSupDlg:: 'vftable' methods count: 54

Hinh 5. Cay quan hé cac class cua malware
Copy tén cac ham, type, function type, parameter... tlr cac class me twong (rng cla cac

class trén, dung th tw trong vtable, xac dinh dwgc cac ham MFC Wizard sinh ra va cac ham
tin tic da viét.
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.rdata:ge0404418 dd offset

.rdata:904044AC
.rdata: 4

Hinh 6. Két quéa sau khi copy tén cac ham, type, function type, parameter

Moi trng dung MFC déu cé mot bién toan cuc 1a theApp, thudc class chinh CXXXApp ké
thira tr CWinApp. Trong truéng hop malware nay la: CVVSupApp theApp; Bién toan cuc
nay dwoc khéi tao bédi C RTL trong ham start, goi treéc main/WinMain, thuéc table
__xc_a. Cac ham trong table nay goi sau cac ham khéi tao cia C RTL trong __xi_a. Cac
table nay 1a param truyén cho ham internal _initterm cta C RTL.

proc near

proc near

Hinh 7. Bién toan cuc theApp trong trng dung MFC

Lwu dé khai tao va thwe thi mét rng dung clia MFC nhw sau:

| e EURER . . " J | w130 | theApp | thespn | A | -
SET = e s heApp | Wi AN AT 'Irl MEC InitAppicalion cailed - IntiFstance cated ki INEhEE Run L Erd
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Hinh 8. Luu db khéi tao va thuc thi mét img dung ctia MFC

Ham CVVSupApp::Initinstance ciling la code théng thwdng ma MFC wizard tao ra

Hinh 9. Ham CVVSupApp::Initinstance

Constructor cia CVVSupDlg: void CVVSupDIg::CVVSupDlg() ciing la code thdong thuwong
cua MFC Wizard tao ra. Nhwng trong CVVSupDIg::OnlinitDialog, la ham duwgc goi tw
CVVSupDlg::DoModal(), ta thdy ngay, & cubi doan code ma MFC Wizard sinh ra,
CMalwareDlg dwoc khéi tao va show, sau dé malware thoat cwdng ché exit(0) ngay.
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pCMalwareDlg = (CMalwareDlg *)
5_pMalwareDlg = pCMalwareDlg;
tryLevel = 1;

if ( pCMalwareDlg )

1

pMalwareDlg (pCMalwareDlg, 0);

}
ols

pMalwareDlg 0;
)
tryLevel = @xFFFFFFFF;
hDesktopwnd = oF
pDesktopwnd = (hDesktopwnd);
(&pMalwareDlg-=>basec s, 129u, pDesktopwnd);
. class, SW_SHOW);

CMalwareDlg pDlg = new CMalwareDlg();

pDlg->Create(129, CWnd::FromHandle(GetDesktopWindow()));
pD1g-=ShowWindow(SW_SHOW) ;

exit(9);

Hinh 10. CMalwareDIg dwoc khdi tao va show

Gia tri 129 chinh la resID cua dialog CMalwareDlg, va sizeof(CMalwareDlg) = 0x290, I&n
hon size ctia CDialog me. Chirng t&6 CMalwareDlg dwoc tin tdc thém vao mét sb data
member. Qua phan tich, ching t6i da tai tao lai dwoc cac data member ciia CMalwareDlg:

Dffset|Size|struct declspec({align{4)) CMalwareDlg
q
; Chialog baseclass;
char m_szBase&edTable[256]:
char m_szServiceName[260];
char m_szMask[32]:
void *m_pfnmemcpy:
vold *m_pfnmemset;
wvold *m_pfnShellExecuteExA;

| £

Hinh 11. Tao lai cac data member cia CMalwareDIg

Constructor CMalwareDIlg::CMalwareDlg lam cac cong viéc khéi tao sau. D& y vao doan
copy chudi “192.168” vao field m_szMask:
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-=m_pfrinemset
-=M_pTnsSh
{this-=m_:

Hinh 12. Boan code copy chubi “192.168” vao field m_szMask

Khi dwgc show, CMalwareDIg::OnlnitDialog sé duwgc goi, va ham chinh quan trong dé thue
thi nhiém vu cla malware dwgc call & day:

g(c

(&this-=baseclass);

(this); /[ this->Infect();

return 1;

i

Hinh 13. Ham chinh Infect sé thuwe thi nhiém vu ctia malware

Ham Infect (chung t6i d&t tén) twong dbi dai, nén dwoc trinh bay théng qua lwu d6 dudi:
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basetid Decode Sericelame: = Updale e d3 extraci ra & rz.cab
"NetBios Messager Regisier k- wirl ihéng Bn vé CC va Promy
Base 64 Decode ServiceDescripiion
TetBios communicalion bebyeen
SYSIEm components”
Extract CAB file trong .data section b
HUSERPROFILE%MesINTz ca User is Admin
2 o]
- ¥
Taa Service DE cho netapia2 dil vdi
u
Senacebl ame va SenviceDescription & trén
¥ES YES
Y
Tao ndu khing cé thar muc: Run extrac32 exe fie 72.cab tac file netapi32 dil
% TEMP% WMesa wio 1hie e WinDirs\apppaich Return TRUE
Run ﬁtmtﬁ.ﬂele?:.cﬂl
A0 fike ngdu nkidn %a imp
trong thar miuc Enén "
Read ProsyConfig from Registry,

i beving £ o 1 confi fike predjs ca FinSo

Hinh 14. Lwu db thuec thi cia ham Infect

Chung ta sé di vao chi tiét tt'ng ham con quan trong dwo'c ham Infect cla class
CMalwareDIg goi. Ham UserlsAdmin, dung API IsUserAdmin() ctda shell32.dll:
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hModule
if (!
{
hModule =
= hModule;
it ( 'hModule )
{

}
}
IsUserAnAdmin = (hModule, "IsSUsSerAnAdmin');
it ( IsUserAnAdmin )

f
}

else

|
}

return result;

return 1;

result IsUserfanAdmin();

result = 0;

Hinh 15. Ham UserlsAdmin

Ham GetSomeAPIAddrs |a mdt ham dw thira, cac con tré ham dwoc ldy ma hoan toan
khong dung tdi. Chung téi doan day cé thé 1a mét code cd.

o A eax

A eax

2: //f eau
- _'J(

#oid ’pfnmemsét; Iy

hNtD1l = wtdll.d11");

this-=m_pfnmemcpy = (hNtD11,

hNtdll = 'ntdll.d11");

this-=m_pfnmemset {hNtdll,

hShell3z = ("shell32.d11");

ShellExecuteExA = {hShella2,

pfnmemset = this-=m_pfnmemset:

this-=m_pfnShellExecuteExA = ShellExXecuteExA;

return pfnmemset && this-=m_pfnmemcpy && ShellExXecuteExA;
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Hinh 16. Ham GetSomeAPIAddrs

Ham Base64Decode ciing gibng nhw cac ham Base64 decode khac, chi khac mét diém la
bang Base64 code table lai dwoc tin tac copy vao mot char arrary m_szBase64Table va truy
xuét tlr day. Sau khi dwoc gidi ma Base64, ServiceName ban dau la
“TmV0QmIvcyBNZXNzYWdIciBSZWdpc3RIcg==" sé |a "NetBios Messager Register".
ServiceDescription ban dau
“TmV0QmIivcyBjb21tdW5pY2F0aW9ulGJIdHdIZW4gc3lzdGVtIGNvbXBvbmVudHMu” sé
la "NetBios communication between system components."

Ham ExtractCabFile la ham global, khéng thudc class CMalwareDIg. Cha y & diém 14 file
dworc tao ra véi attribute 1a hidden.

HANDLE hFile; // esi

pszCabFile = 1pDst;

USERPROFILEXM\test \\T7z.cab",| LpDst, MAX_PATH);
(PEFCabFLIlETT

hFile = (
pszCabFile,
FILE_WRITE_DATA,
FILE_SHARE_WRITE,
&,
CREATE ALWAYS,
FILE_ATTRIBUTE_HIDDEN,
=

if [ hFile == INVALID_HANDLE_VAILUE && () == ERROR_ACCESS_DENIED )

[

return @;
}
lpDst = ©;
(hFile, , 94874u,| &lpDst, 8);

(hF1ileT;

return 1;

Hinh 17. Ham ExtractCabFile

File .cab dwoc nhung hoan toan trong .data section, size = 94874 (0x1729A). Turc tin tac da
khai bao twong dwong sau: “static BYTE g_abCabFile[] = { OxXXXX, 0xYYYY };” (khdng
c6 const nén s& nam & .data section). Trich xuat vung dé ra, ta cé moét file .cab chira mot
file bén trong, tén la smanager_ssl.dll, ngay add vao cab la 26/04/2020 — 23:11 UTC, ngay
build 26.04.2020 15:11:24 UTC.
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_data:0a486198 g_abCABFile db| 'MEEE"|e : DATA XREF: ExtractCabFile+54:o
Ol 2

@

7

Mame Sze  Modified Attributes  Method Block

Hinh 18. File .cab dwgc nhung chira file smanager_ssl.dll

File smanager_ssl.dll (tirc netapi32.dll) s& duwoc phan tich trong phan tiép theo vi né
twong dbi phirc tap.

n dirs”

Hinh 19. Ham RunExtrac32Exe

Ham ExecuteAndWait cling Ia ham global, dung API ShellExecuteExA dé goi va cho toi
khi thyee thi xong.
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Ex

FTSLUrn

ExecInfo.1lp
hShell32 sh B R M
ShellExecuteEx = {(hShell32, "ShellExecu

3 <) (SHELLEXECUTEINFOA *); /7
cInfo; // [esp+4ah] [ebp-3Ch] BYREF

sizeof (ExecInfo));

ASK_NOCLOSEPROCESS;
ﬁszparams;
pszFile:

i

(ExecI nfo.hProcess, INFINITE B

Hinh 20. Ham ExecuteAndWait

Config cua Proxy trén may victim dworc tin tdc dinh nghia qua mét struct nhw hinh,

PROXY_TYPE la mot enum:

Offset|{Size||struct PROXY_CONFIG
1
£ char szAddress[6&4];
char szPort[36];
PROXY_TYPE proxyType;

Hinh 21. struct PROXY_CONFIG

Ham ReadProxyConfig sé doc tir registry cia nan nhan trwdc, néu khéng cé sé doc twr file
pref.js ctia Firefox. Hién chung t6i van chwa rd tai sao tin tac lai cd doc tir Firefox, co thé
chung da thwe hién cac hoat ddng tim hiéu truéc dé biét vé cac trinh duyét web dwoc dung

phd bién & muc tiéu.
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result = {pConfig);
if ( lresult
P

result = (pConfig)

-

i
return result;

Hinh 22. Ham ReadProxyConfig
Ham ReadProxyConfigFromRegistry hoi dai nén & day chi néu cac doan quan trong:

ff.ﬁzSubKey = “Sﬂftwaré&\ﬁicrusuft\\wlndowﬁ\\CurrentVErsiDn\\Internet Settings
if | (
HKEY_CURRENT_USER,
sZ25ubKkey,
e,
szProxyEnable[@xC] = 8;
(szFroxyEnable, "ProxyEnable");
if | (hkResult, szProxyEnable, &, &, szData, &cbData) )

{
}
it (szData, "http=") )

{

return @;

pos = &pConfig-=proxyType;
pConfig-=proxyType = PROXY_HTTF;
(szData, "http=%[~:]:%d", pConfig, pConfig-=szPort);

else 1f [ {szData, "socks=") }
1
pos = &pConTig-=proxyType:
pConfig-=proxyType = PROXY_SOCKS;
(szData, "socks=%[n:]:%d", pConfig., pConfig-=>szPort);
}
else

1

pos = &pConfig-=proxyType:
it | (szData, "htt

1

=") )

"Pos = PROXY_HTTPS;
pszPort pConfig-=szPort;
pszaddr pConfig;

SebmE = "https=%[A:]:%d";

else

pszZPort pConfig-=szPort;
psziddr pConfig;

SZEME = "%[M:]:%d":

*pos = PROXY_HTTP;

(szData, SZFmE. pszAddr, pszPort);

}

return *pos lI= 0;

Hinh 23. Nhiém vu chinh ctia ham ReadProxyConfigFromRegistry
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Ham ReadProxyConfigFromFireFox rat dai nén chung téi sé khong dé cap chi tiét & day.
Ham UpdateFile dung ham twong dwong memsearh dé tim mét chudi trong ndi dung file,
va C&C Info sé& dwoc ghi vao tai vi tri tim ra. Trong trwéng hop malware nay thi chudi mask
la “192.168".

(hFile, 8);
dwFileSize;

(pMem, s_dwFllesSize,

pos = @ )

re
{s_hFile, pbNewContent,

(s_hFile);

1;

Hinh 24. Ham UpdateFile dung ham twong duong memsearh dé tim mot chudi
Chung téi da tai tao lai struct cia C&C Info nhw sau:

8 ECINFO struc
"set(Size|struct __declspec(align(4)) CC_INFO

{
szAddr_1 db 64 c ) alalule] [elaE char szaddr_1[64];
ZPort_1 ¢ e char szPort_1[186];
szAddr_2 db C ) 4 char szaddr_2[64];
sZPort_2 db 16 slakelel il char szPort_2[16];
szAddr_3 db &4 BEAB|OE char szaddr_3[64];
szPort_3 ) BEER|BE char szPort_3[16];
sZKey y 32 dup(?) I char szKey|32];
B wAlive ? 31 16|06¢ __inti1l6 wAlive;
2 Padding_1 db 1@ (7} 5112{80E char Padding_1[1@];
1C proxyConfig PR 16 7 B11C|eg PROXY CONFIG proxyConfig;
p184|0¢ char Padding_2[40];
Padding_2 db 46 dup(?) LAC! ¥ ;

\C CC_INFO ends

Hinh 25. struct cua C&C Info

Va C&C info da duworc tin tac hard-coded ngay trong code:
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g CCInfo db |

Hinh 26. Théng tin C&C dwoc hard-coded trong code ctia ma déc

Noi dung cla file smanager_ssl.dll* (netapi32.dll**) nguyén gbc va sau khi dwoc update tw
g_CClinfo structure qua:

¥

FAFSIT6E00001FFS. .. .. ..

.....auUpdate .

Hinh 27. Néi dung cua file smanager_ssl.dll (netapi32.dll) triréc va sau khi duoc update

Ham dé load file da extract I1én va tao Scheduler Task:
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L ]
L
L
L ]
L
L ]
L
L
L ]
L
L
L ]
L

[hKerneliz,

(A X N R N F

r "netapl3z.dll path" ssc HOURLY

Hinh 28. Ham LoadDIIAndCreateSchedulerTask dé load file da extract Ién va tao
Scheduler Task

Sau d6, néu malware dwoc khéi chay véi quyén admin, né sé dang ky nhuw mot ServiceDIl,
véi name da dé cap & trén, Service registry key dwoc chon ngdu nhién tlr mot table gébm
muwdi phan ti, va dwoc nbi thém “Ex” vao. Cac chubi dé gdm: “Winmads”, “Winrs”,
“Vsssvr’, “PlugSvr’, “WaRpc”, “GuiSvr”, “WlanSvr”, “DisSvr”, “MediaSvr’, “NvdiaSvr”.
Sau khi ndi thém Ex bang ham sprintf, thi registry key trén may victim dwoc tao dwdi nhanh
HKLM\ SOFTWARE\Microsoft\Windows NT\CurrentVersion\Svchost sé Ila mét trong cac
chudi sau: “WinmadsEx”, “WinrsEx”, “VsssvrEx’, “PlugSvrEx”, “WaRpcEx”, “GuiSvrEx”,

“WlanSvrEx”, “DisSvrEx”, “MediaSvrEx”, “NvdiaSvrEx”.

Do ham ciing twong dbi dai nén & day chi trinh bay cac diém chinh:
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F‘.ll.i'JEI_E.E. LLPath, [ LPath) =

Hinh 30. Tao service trén may victim
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Ham RegistryCall Ia ham tin tac ty viét, nd 1a ham toan cuc, cling chi lam cac nhiém vu thao
tac v&i Registry. Theo géc nhin cta chung téi, phong cach Iap trinh cua tin tac cwc ky 16n
x6n va khéng théng nhat (ciing c6 thé day Ia cach ho cb tinh tao nhiéu), da gay nhiéu kho
khan cho chung téi trong qua trinh phén tich. Sau khi dang ky nhw mét service DIl xong, ham
Infect hoan tat va return. Malware sé thoat do I&nh goi exit(0) & OnlInitDialog d& néi & trén

Chung t6i sé& cung cap file .xml chira théng tin phan tich trén IDA dé& nhirng ai quan tam t&i
ma doéc nay co thé sir dung dé& import vao lai IDA va Ghidra bang plugin xml_importer.py
cua Ghidra.

Céc I0Cs ctia ma doc da dwoc phan tich rd trong bai viét. Cac ban co thé tw viét file .bat
hay script bang PowerShell, VBS... dé tim va g& bd malware nay trén cac may clia cac nan
nhan.

Note:
*smanager_ssl.dll gbc:

o MD5: C11E25278417F985CC968C1E361A0FBO
o SHA256:
F659B269FBE4128588F7A2FA4D6022CC74E508D28EEE05CS5AFF26CC23B7BD1AS

**netapi32.dll (trc smanager_ssl.dll da cap nhat CCinfo):
o MD5: 43CE409C21CAD2EF41C9E1725CA12CEA
o SHA256:
6C1DB6C3D32C921858A4272E8CC7D78280B46BAD20A1DE23833CBE2956EEBF75

(Con tiép...)

Trwong Quéc Ngan (aka HTC)

Chuyén gia Phan tich ma doc - VinCSS (a member of Vingroup)
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