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A few months back, Delphibased malware was being distributed on multiple systems via
SMB exploit. The payloads used by this malware have close similarities with open-source
GhOstRAT code. GhOst has been used by Chinese threat actors to target multiple agencies
in Asia — GhOst is a Remote Access Trojan having multiple capabilities like keylogging,
microphone surveillance, download and execution of payloads from remote servers,
restarting computers, taking the remote shell of systems, et al.

We have observed this malware targeting important institutions in India such as —

Banks

Railways

Milk Distributors

Hospitals and Pharmaceuticals
Agro Industries
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e Food Production Industries

After analysis, it was found that this malware is creating two different payloads app.exe and
mfc.exe. After execution, both executables extract dlls in ststem32 folder of Windows
directory and register them as service for persistence. Major code of all exacted payloads
shares similarities with the open-source code of Ghost RAT.

Technical Analysis

Payload 1 — app.exe

This executable had an embedded DLL file stored in reverse order as shown in the below

figure.

jpool1ig8co o0 00 OO O3 00 00 OO0 00 00 00 04 Qg 00 00 CO 00 ..occinnennnnnn h.
opooligDo OO0 900 OO OO0 OO0 00 OO0 04 00 00 00 OO0 OO0 OO 00 04 ....cienscusunas
000118EQ0 00 00 ©O2 00 00 00 10 00 10 OO0 00 00 00 OO 80 00 . . EL
QO0118F0 00 Q0 10 00 00 Q0 Te DA OO0 Q0 00 Q0 Q0 Q0 28 00 ..oe.:s L[5 (RN (
20011200 OO 00 &A 00 00 O& 01 OB 21 OE 00 EO Q00 Q0 00 00 ..J.:... leallacas
0011910 OO0 00 OO Q0D 58 &C 94 B6 00 D04 01 4C 00 00 45 50 X1*t...L..EF
0011920 00 00 OO 0D OO0 OO0 OO0 OO0 OO0 OO OO0 OO0 OO0 OO0 00 00 .iscewvansnsnnsn
pO011%30 F5 BT &0 71 &8 63 6% 52 F5 BT 80 70 F5 B3 BF 8% & -.ghciRf-.pdr.m
p0011940 FS5 BT 90 7B F5 BC 8F 99 F5 BY 80 76 F5 EA 9F B2 &-.{54.™3 - vaai:
0011950 FS BT 90 3D F5 B6€ 90 71 F5 BT 90 70 F5 B7 90 71 &-.=891.98-.pd-.q
p0011960 FS B7 90 70 FS E§ 9F B2 FS5 B7 90 73 FS B3 8F 1E &-.p3a¥e=d- a32
00011870 FS5 B7 90 75 F5 BD &F 1E F5 B7 90 72 F5 BS BC F2 &-.udM..8 .rd5%Ed
00011980 F5 BT 90 70 F5 BC 8F 1E FS5 B7Y 90 72 FS BB 8C OA &-.pdh..5-.r0aE.
pooiisso F5 BT 80 71 F5 BT @0 71 F5 BY 90 71 A6 D& F1 35 &-.gd-.gb-.ql0As
p0011%A0 00 00 OO0 OO0 00 00 00 24 OA OD OD 2E 65 64 6F 6D .......%. edom
POD1198B0 20 353 4F 44 20 6E &2 20 &E 75 72 20 &5 &2 20 T4 S0D ni nur eb t©
PO0119C0 &F 6E &E &1 &3 20 &D &1 72 &7 &F 72 70 20 73 &9 onnac margorp =i
p00115D0 68 54 21 CD 4C 01 BE 21 CD 09 B4 00 OE BA 1F OE hT'fIL.,'I.-..°..
o0011SED OO0 00 01 00D OO0 00 OO0 00 00 OO0 OO0 OO0 00 OO 00 00 ..eceecmunnnwans
pO0118F0 OO0 00 OO0 OO0 OO0 00 OO0 00 00 00 00 OO0 00 Q0 00 00 ...ccvvenennunns
00011A00 00 00 OO0 OO0 00 00 00 40 00 00 00 00 00 00 00 B8 ..xasss Bessuanns .
POOIIAL0 OO0 00 FE FE OO0 00 OO 04 00 00 0D O3 00 90 SA 4D . 4. ..... s il

DLL in app.exe
This embedded binary is decrypted and written to %SYSTEMROOT%\System32\ folder.
The below code shows the decryption code — DLL name is generated from the return value

of GetTickCount() API.

. |[Figure 1: Embedded
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LEeRt:BORISES push  ebk

text : BOAKIASET lea ecy, [eaxsrcx-1]
Eext : DO ITSER
Cext :BIRINSER loc S@158E: : CODE XREF: subs WOASTE«1FL]

" SEEwt ORISR cap pay, PCx |
Jtewt cBORINSED jr short Lloc_BIFSSF
LRt RONITSEF Moy bl, [eck]
bent :BORISET mov dl; [eax)
SRt D B ETSRD ey [®ax], bl
Jtewt Dt BOREAS9S dnc [ET
et s DORITS9E cap PAN, PO
SeRt  BINITSRR i [ecx], dl
Jbewt D BIRIASEAE =z short Loc_ KESSF F_ 2
Bt D BIRIASEE dec [l -
l— SJERHL I BDRIISRD fap short Lot h@1SER Igure -
G0O00ISER (MMO015481 sub d0M5TEzloc 401SEB {(Symchronized wich EIF)
] Hex Views-1

IIIRFE FS BY BC F2 F5 BT 90 7@ F5 BC &F 1E FS B7 90072 )}
W11YEC F5> BB BC DA F> BT 9O 71 F5 BT FO M1 FS BF FOOT1 )
MNTIRRE A DR F1 D5 B0 DD 00 0@ B0 0D 00 Fh 0f B0 80 PE  fesS. .. .naefanes
I 1I9AL &5 &% 6F 60 20 53 SF N4 20 &E &9 2@ 6 7% 72 20 edom-500-nd-nur
moniieec [ 62 2o T 0F &E SE 61 63 20 4D &1 T2 AT OF T2  eb-tonnac-marger
JNTIREE T0OR0 7D 6% 4B 5h 21 0D AC 0 BB 21 COD @R D4 B0 posihTi-L.ef-. .
19900 BE DO D@ DD B0 DO D@ 0@ B0 00D 0D 0@ 02 B0 BD BD ... ... ..........
JORTISEC DD DO U@ DO DD DO DR D@ B0 DD DD D9 o0 B0 B B0 L. ..liiiiiciaaas

Decryption loop.
App.exe then registers this DLL as service by calling Install exported function. Below are
details of service:

ol L ) L L

T
.
+
=
-
)
.
i
-=

ServiceName: csrss

DisplayName: Security Manager Accounts

DesiredAccess: SERVICE_ALL_ACCESS

ServiceType: SERVICE_WIN32_OWN_PROCESS|SERVICE_INTERACTIVE_PROCESS
StartType: SERVICE_AUTO_START

ErrorControl: SERVICE_ERROR_IGNORE

BinaryPathName: %SystemRoot%\System32\svchost.exe -k “csrss”

The exported function of DLL are as below:

DllUpdate
Install
MainThread
ServiceMain
Uninstall

C2 Functions

There are multiple C2 commands observed in the code of GhOstRat. Some C2 functions
observed by static analysis of DLL are as below:

e Shutdown System
e Open URL
e Download and Execute File
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e Find Process
e Clean Event Logs

Shutdown System

This function takes shutdown debug privileges and calls the ExitWindowsEXx() function to

shut down systems.

B R R w8 RS ARS ERE A

dext:10002A60
dext:108862A60
Jdext:10082A60
Jtext 10002060
Jext10002A60
Jext 10002860
Jdext:10002A60
dext:10082A62
Jdext10002A6T
Jtext 10002060
LJext10002A7 0
Jdext 10002073
Jdext 10002075
Jdext:10882A76
et 10802A7C
Jtext:1000207E
LJext 10002083
Jdext: 10002088
Jdextc1B08ZABE
dext:10002ABB
Jtext:10002RB88

Shutdown proc neag

arg_@= dword ptr &

push 1

push offset aSeshutdownpriv
call Ghange Process Privileges
My eax, [esp+8+arg_ 0]

add esp, 8

push a

push eax

call ExitWindowsEx

push 1]

push offset aSeshutdownpriv
call Change_ Process Privileges
add esp, B

retn
Shutdown enup

Figure 3: Shutdown System

Download and Execute File

: CODE XREF: sub_18082530+73Tp

: "SeShutdownPrivilege'

; “SeShutdownPrivilege®

This function will download a specific file from the server and execute it.
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[TERT . T OO
text:z 10006050 ; int _ cdecl Download File{int, LPCSTR 1lpFileHame)
text:10BB6DS0 Download File proc near
text: 10006050 ; UpdateServer=19Tp
text:100aG050

text:10006D50 var W15%= byte ptr -415h

textz 10006050 nHunber0FBytesToWrite= dword ptr -h1Eh

text:10006D50 var_ Wi0= dword ptr -h1ih

text:z10006D50 hFile= dword ptr -40Ch

text:10006D50 HumberOFBytesWritten= dword ptr -408h

text:z 10006050 var 4ib= dword ptr -hibhh

texbz 1006050 BufFer= word pte L0600

textz 10006050 arg_ @= dword ptr &

LEXtz10RA6D50 LpFileHane= dword ptr 8

text: 1006050

textz1A0N@SDE0 sub esp, 18R

text: 10006056 push [

text:10R06057 push ebp

text:10B04D5R push e5i

; CODE XREF: Download Execute File+4CTp

text:z10006D59 push edi .
text:10BB6DSA Kor edi, edi Figure
text:10006D5C mov ehx, 1
textz1BRasnGs1 push ofFset aWininet_dll ; winipet.gll”
text: 1000606466 mov [esp+hZCh+nHumber OFBytesToWrite], edi
text:10006D6A mou [esp*h2Ch+HumberDFBytesiritten], edi
text:10006DGE mow [esp+hZ2Ch+var_k15], bl
textz10006D072 call ds:LoadLibraryn
text:100R4DTE mou ebp, ds:GetProcAddress
text:10006D7E mov esi, eax
text: 10006080 push oFFset alnternetopena » UInternetOpena®
text:10006D85 push esi 7 hHodule
textz10006D86 call ebp ; GetProcAddress
text: 10006088 push edi
text:z10006DEY push edi
text:10006D8A push edi
text:z10DDSDEE push edi
text:10006DEC push of Fset aMsied 0 » "HSIE 6.0
text: 10006091 call eax
text:1 BRBE093 mou edi, eax
ltextz 10006095 test edi. edi
4: Download and execute file
Find Process
This function searches for a specific process by calling process enumeration APIs.
|i.n1 cdecl Find Process(LPCSTR 1pStringi)
{
HHODULE wiz Ff esim
FARPROC w25 FF &
FARPROC wdj ff ebpEd
void =wh; SF edim
signed int ws; fJ eb=ES
FARPROC w?z FF [sp+*1Ch] [bp-12Ch]E4
int vB: JF [spe20h] [bp-128h]@2
CHAR String2; /f [spebbh] [bp-104h])E3 .
Figure
ul = Loadlibraryi{Hoduledane ) ;
u2 = LGetProchddress{ul, aCreatetaalhelp):
vi = GetProcAddress{ui, aProcess32first);
u? = GetProcaddress{vl, aProcessdZnext);
wl = fuoid s){(ink { stdcall =)({signed inkt, OWORD))uZ2}{Z, @);:
ifF [ va B (vE = 296, ((int { stdcall =)}{uvoid =, int =)juid{ul, BuRl) )
{
while § lstrempiRflpStringl, BString2) )
1

5: Find process in an existing running process

Open URL

This function creates an iexplore.exe process with a specified URL.
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1@ 1co
188831C0
180E31E0
1BRE31CH
1@ 1Co
18R 1C0
188831C0
1@0031C0
1BeEa1cn
1@ 1C0
18R 1C0

: dnt _ edecl sub_1@@E31CO0{LPCSTR 1pString?, int)

sub 188E31CH proc near

var_158= dward ptr -158h
war_154= bpte ptr =154k
war_150= duard pti =150
war_12C= dword ptr -12Ch
var_128= ward ptr -128h
var_1ih= dword ptr -114h
String= byte ptr -184h

1pString2= dword ptr &

100B31C0 arg_h= dword ptr 8
1RBEz1cn
1@RE31C0 sub esp, 158h
TR 1CE o ecx, OFFFFFFFFR
100E31EY wor rax, FIN
1083 1CE push esi
10083 1CC Moy esi, [esp+15Che1pString2]
1RREA10E push edi
10063104 mouw edi, esi
1083106 repne scash H
1RRE31DE ok BCx Flgure
1003 10A dec (143
1003 1DE jr loc 100@832AB
|
TORRIIEY P ecx, 41h
108B31ES Lea edi, [espsisBhestring]
100E1ER push eax + int
100831EE push 184k 7 inmt
100E31F 0 rep stosd
100RI1F2 push eax 3 int
108E1F3 1ea eax, [espsibdChsString]
100E31F T push rax 3 lpStringi
100E1FE push 1 i dnt
100EIIFA push ] 7 dnt
1AREIIFC push oFfFset anpplit:atlinsle : “Applicationsyiiexplore .exe\\shell\ \open™...
100E2 I push R LTI R + imt
100E32 0 call sub_ 10007888
102 B8 add esp, Zih
6: Open URL
Clean Event Logs
This function clears all event logs of Application, Security, and System
Stextz10802B3a
LLERtz 10002830 CleanEvent proc near ; CODE XREF: sub_10002530+248Tp
LEext1000ZE3I0
Lbext 10802838 l.urJ’.:l dward pte -0Ch
Ltextz10802838 var 8- dword ptr -8
LEExtz1000ZB30 var h= dword pte -&
LEexE1000ZBIN arg_B= dword pte &
Ltext:z10002B30
etz 10002BAR sub esp, OCh
Lbextz 10002833 nov eax, [esp+iChearg_#] Figure
Ltext 10802837 nou [esp+BCh+var C], offset afpplication | “Application™
Stext:1000ZB3AF and eax; OFFh
Lbext 1 0002E40 nov [esp+iCh+var 8], offset aSecurity ; “Security”
Ltext 10002840 dec eax
Ltext:10002B40 Rou [espsBCh+var_h], offset aSystem ; “Systen”
Lbext:10002B5S cRp eax, 3 ; switch & cases
Lbextz10002B5H ji short ]_m:__‘IﬂIIE‘BDa ; jumptable 1000258 default case
L text 1 BAOZBSA jnp d=sofF_10002B08 [ eaxs=h] : swibeh jump
Lbextzi@dizEsT

7: Clear event logs

Payload 2 — mfc.exe

The second executable dropped by the main payload is mfc.exe having embedded

executable in resource under the name “BIN”.
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mic.ene

B BN .
£ 120 - [lang:2052] h B W @ pE
Of fs=t 0 1 ¥ 3 4 5 & 7 B 9 A B C D E F A=cii
Qoooooaon | 4D 5A S0 00 03 OO0 00 00 04 OO0 00 QO FF FF 00 OO HZ L. .4 ¥y
QoOoOO0LD | B8 00 00 00 OO0 00 OO DO 40 OO QO 0D QOO OO Q0 OO L]

] .

0000a0z0 | 00 00 OO0 00 OO0 00 00 00 00 OO0 OO0 0D 00 OO 00 OO e
oooooozE0 | 00 00 00 00 OO 00 00 00 OO0 Q0 OO 0O 10 O1 a0 OO =
00000040 | OE 1F BA OE 00 B4 09 CD 21 BR 01 4C CD 21 54 68 (2 22 . 1I1, LIITh
oDOoOOOED | &% 73 20 70 72 6F 67 T2 Bl 6D 20 £3 &1 EE &E EF | is.program.canno
Q0ODOOED | 74 20 &2 &5 20 72 75 6E 20 69 6E 20 44 4F 53 20 | t_ be . run.in. DOS
oooooo7o | 6D 6F &4 &5 ZE OD 0D D& 24 00 OO0 0D 00 OO 00 OO0 | mode 5
O000O0ED | B3 S6 9& 28 F7 37 F4 7B F7 37 F4 7B F7 37 FA 7B | *Wi{+7&{<7a{<7a{
ooooooeo | 1F 28 FE 7B EE 37 F4 TE F7 37 F4 7B E9 37 F4 7B (BLi70{=70{e70(
O000O0AD | E% 65 70 7B C7 37 F4 7B E% 65 61 7B D0 37 Fd4 7B | dep{CY&{dea{B74{
0OODODED | E9 65 77 7B 44 37 F4 7B F7 37 FS 7B C2 36 F4 7B | éew{D7o{-T8{A6a{ H
000QOoOCo | D0 F1 6F 7B Ek 37 F4 7B D0 F1 99 7B F4 37 F4 7B | BR {a7&{BRN{a78{ Flgure
oooooopo | EY &5 FE TR EO 37 F4 TE EY 65 &6 TH Fi 37 F4 VB | ée™{aT70{é=af{070{
OO0DOOED | E9 65 &0 7B F& 37 F4 7B E9 65 65 7B Fe 37 FA4 7B | da” [&7&{dea{a78]
DO0OOOFD | 52 69 &3 68 F7 37 F4 7B 00 00 00 00 00 00 00 00 | Rich+7&{

00000100 | 00 00 00 00 OO0 00 00 00 00 OO0 OO0 00 00 OO 00 o0 S
0O0DOLL10 [ S0 45 00 00 4C 01 06 00 EF 74 40 49 00 00 00 00 | PE. . I —. itd
00000120 | 0O 00 OO 00 E0 OO0 02 21 OB 01 09 00 00 S& 07 00 ool el o Te
00000130 | 00 C4 0% 00 00 00 00 00 9C CE 00 00 00 10 00 00 A 1t.. .+
00000140 | 00 70 OF7 00 OO OO0 OO0 10 00 10 OO 0D 00 02 00 OO 3] +.+...4
0O000L50 | ©5 00 00 00 00 00 00 00 05 00 00 00 00 00 00 OO

QO0DOLED | 0O 50 11 00 OO 04 OO0 OO0 OO OO Q0 0D 02 OO0 40 01 | 3 [ I 5.9
00000170 | 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 +. .+ +. .+
0000010 | 0O 00 OO0 00 10 OO0 OO0 00 70 D7 08 00 80 OO OO0 OO . +. . p=2. 0
ooooa1e0 | 3C BD 08 00 2C 01 00 00 00 E0 10 00 DO 03 00 00 | <ko &+ EL
O00001AD | OO OO0 OO 00 OO OO0 00 00 OO0 OO0 OO0 00 00 OO 00 OO e
O00OALED | 00 FO 10 00 E0 43 00 00 00 00 00 00 Q0 00 00 00 E+ Al

Q000OLCo | 00 00 00 00 OO OO0 OO0 00 OO0 OO OO OO Q0 OO 00 OO | ...............
0000a1Do | 00 00 00 Q0 00 00 00 00 00 00 OO0 00 00 00 a0 00

8: Embedded DLL in the resource.

When this payload is run it drops dll (random name) from the above resource into the
system32 folder and installed as a service with the name “NetworkServices” on an infected
system. After creating DLL into the system32 folder, mfc.exe calls the Install() function of dll.

This DLL has four exported functions as below:

Install
Launch
ServiceMain
Uninstall

Below are C2 Commands observed in this sample:

Install Keyboard Hook
Process Enumeration
Remote Shell

Audio Capture

Download and Execute File

Install Keyboard Hook

Below figure, XX shows that a thread is created to install a keyboard hook. All keylogging
data is written to a file named “syslog.dat”.

Figure XX shows a similar keylogger code of GhOst RAT.
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TexC:AOEERZED

text:63EEAZEB loc_G3EEAZEB: ; CODE XREF: Launch+ASTj
text:63EEAZEBR push edi ; 1pThreadld

text :63EERZEC push edi » dwCreationFlags
text:63EEAZED push edi ; int

text :63EEAZEE push offset Loop_HookKeyhoard ; int
text:63EERZF3 push edi ; dwitacksize
text:63EEAZFY push edi ; 1pThreadAattributes
texti63EEAZFS call beginthreadep

text:63EEAZFA push QCABN ; size_t

text :63EERZFF now [espr46aCh+hThread], eax

text:63EEAZ D3 call TTIRYAPARIEZ ; operator new{uint})
text:63EEA3 08 add esp, 1Ch

text:63EEA3 DB cmp eax, edi

text:63EERA3 D jz short loc_63EER316

text :63EEAIOF call sub_63EE4D30

text :63EEA31Y jmp short loc G63EERA318

T LT —

9: Install ké&(board hook

[DWORD WINAFI Loop HookKeyboard (LEARAM lparam)

{
char strKeyboardOfflineRecord [MAX PATH]:

latrcac (strEeyboard0fflineRecord, "“\aysl dac™);

if (GetFileAttributes(strEevboard0fflineRecord) = =1)
g_bSignalHook = true;

else
g_bSignalHook = false;

while (1)

{
while (g _bSignalHook == false)Sleep( Yz
CHeyboardManager: :StartHook() ;
while (g _bSignalHook == true)Sleep( ' H

CHevboardManager: :StoplHook ()

retarn 0

}

FerSyscemDirectory (scrieyboardOfflineRecord, sizeof (scrEeyboardOfflineRecord))

10: Keylogger function from open-source GhOst RAT code.

Process Enumeration

Figure

Figure

Process enumeration involves getting the list of running processes to enumerate modules.
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Text :60EENF 2T push 0 ; DInheritHandle
text:63EEAF31 push 418h : dubesiredfAccess
text:63EEAF36 call ds:0penProcess

text:63EEAF3C mow ebx, eax

text:63EEAF3E mow eax, [esp+478h+pe.th32ProcessiD]
text :63EEAF 42 test eax, eax

text:63EEAF LY jz loc_63EEBBBE

text:63EEAF4A cmp eax, 4

text:63EEAFL4D jz loc_63EEBBOE

text:63EEAFS3 cmp eax, B

text:63EEAFSG jz loc_63EEBAOE

text:63EEAFSC lea edx, [esp+478h+cbHeeded]

text :63EEAFGA push edx ; lpcbHeeded
text:63EEAF61 push L ; ch
text:63EEAFG3 lea eax, [esp+486h+hModule] Figure
text:63EEAFGT push eax ; lphModule
text:63EEAFGE push ebx ; hProcess
text:63EEAFA6T call EnumProcessiodules

text:63EEAFGE moy ed®, [esp+478h+hModule ]
text:63EEAFT72 push 288h ; nsize
text:63EERAFTTY lea ecx, [esp+47Ch+Filename]
text:63EEAFTE push ecx ; 1pFilename
text :63EEAFTF push edx : hModule

text :63EEAFS8O push ebhx ; hProcess
text:63EEAFB1 call GetModuleFileHameExW
text:63EEAFBG lea eax, [esp+478h+pe_szExeFile]
text:63EEAFBA push eax ; 1pString
text:63EEAFBB call ds:lstrlen

11: Process listing function

Remote Shell

This function will create a remote shell to accept and execute any command.

TexL-COEENRNg moy [esp+2Phh+5Tartupinto . wihowlindow], ax
text:63EEABRE moy eax, [edi] i

text:63EEABAA push edx y 1lpDst

text :63EEASAB push offset Src ; "EConSpecy”
text:63EEABED moy [esp+29Ch+5tartupinfo.ch], 4&h
text:63EEABEE moy [esp+29Ch+StartupInfo.dwFlags], 1®h
text:63EEABCA moy [esp+22Ch+5tartupinfo.h3tdInput],; ecx
text-63EEABCH moy [esp+22Ch+Startuplnfo. . hStdErvor], eax
text:63EEABCE moy [esp+29Ch+StartupInfo.hStdlutput], eax
text:63EEABD2 call dsz:ExpandEnvironmentStringsy
text:63EEASDE lea eax, [esp+29Bh+Processinformation]
text:63EEABDD push eax ; 1pProcessInformation
text:63IEEASDD lea ecx, [esp+*294h+Startuplnfo]
text:63EEABE push BCK ; 1pStartupinfo |Fig“re
text:63EEABEZ push 8 ; 1lpCurrentDirectory
text:63EEABEL push 5] ; 1pEnvironment
text:63EEABES push 28h ; duCreationFlags
text:63EEABER push 1 ; bInheritHandles
text:63EEASER push @ ; 1pThreadAttributes
text:63EEABEL push A ; 1pProcessattributes
text:63EEASEE lea edx, [esp+2BBh+Dst]

text:63EEABFS push edx v lpCommandLine
text:63EEABFG push a ; lpapplicationHame
text:63EEABFB call ds:CreateProcessW

text:63EEABFE test eax, eax

text:63EEA? 0D jnz short loc 6G63EER926

text:63EEAD A2 moy eax, [ebx]

12: Function to get a remote shell
Audio Capture
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This function records audio with the help of functions like wavelnOpen(), wavelnStart(),

wavelnStop() etc.

%L - - — [] §- [ FameLer )
text :63EEBB2A CAudio__InitializeWaveln proc near ; CODE XREF: sub_63EEBCY@+15)p
text :63EEBBZ20
text :63EEBB20 1pParameter = duword ptr 4
text :63EEBB20
text :63EERBZ2H push ebp
text :63EEBR21 Moy ebp, [espriy+lpParaneter]
text :63EEBB25 call ds :wave InGetHumbeus
text :63EERB2B test eax, eax
text (63EERB2D jnz short loc_ 63EERB3I
text :63EEBB2F pop ebp
text :63EEBB3Q retn h
text:63EEBB3T ;
text :63EEBB33
text :63EEBR3T loc HIEEBBAI: : CODE XREF: CAudio  Initializevave In+DTj
text (63EEBBAI mow eax, [ebp+RB0h]
text :63EERB3Y push esi
text :63EERBIA push edi
text :63EERBIB Moy edi, ds:wavelnlpen
text :63EEBBU1 push 1 ; FdwbDpen
text :63EEBBLI push a ; duwinstance
text :63EEBBLS push L] ; duCallback
text :63EEBB4T lea esi, [ebp+BBLNh]
text :63EERBLD push esi ; pufx
text (63EEBBLE push eax ; ubevicelD
text :63EEBBLF push [} ; phwi

[Figure

13: Function for audio recording

Download and Execute File

Function to download the executable file from a

remote server and execute it.

ifF [ aZ? )
{
result =
vt = presult;
hinternet = result;
if { result )

1

vh = InternetDpenUrlW{result, vZ, @,

ui = B;

ifF { vt )

4
Ul = 1824;
vl = =(uoid ==){ud + 4);
dvHumberOfBytesRead = @;
vilB = Heapalloc{u?, 8u, Ox480u);
do
1

memset{(&Eurfer, B, Bx400u);
InternetReadFile{vd, &Buffer,
v11 = deNHumberOfBytesRead;

uiy += duNHumberOfBytesRead;

if ( u? > v )

{

v12 = GetProcessHeap();

vl
Ul =

= dwHumberOFfBytesRead;
vl

vi1d = HeapReAlloc({vi1Z, Bu, uvi@,

InternetOpenW{L"Hozilla/4.8 {compatible)", 9, 8, 8, 8);

0, 0x80000100, 0);

0x400u, &dwHumberODfBytesRead);

uid;

Download and execute the payload

Figure 14:
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I0Cs

» FF6511DE176A434FA2F7C939795A13CC
» AG6CC92A1993F040E87090F8B89836332

o 550C055339A9FEC141997CDA3F32FDOA
o A2B75BD7254997BEC6A19D752E26FA50
» 4B8C6D70A186FEC7C79D5B52B2FFOE76
o E22E5A85ED5294B179EBD416EEB5BEBB
o 5CE36CBD7D4A58A1B1A8C5B7BE194F23
o E94FO9AF9EA11301831AAA1BDE34D3DEB
o 23D4EC869960CE02865C98F64581136A

» 367150ESDA2ED1BFAAE9210105BCEEA1
o BFBO95C595FAA47CBFD4AB6199ATE297
o CA07E26D95D927953197840EA93EDDO03
» 6B8A19DF9827CFB95F6461FEF9929F83
o 7TDC43FCA774E612BF611ACD882400308
e 1127149CB5378FCA7181F81EB8149FC9
o F1E921F5730919E946D9A64019867E13

» BBOA559CD7D48C9D3115A013EA662263
» 9403464BB99D87A02667E3ESDBA4A57C

Alerts
Yr-2020
1200
1000
800
600
H Total
400
200 I
0 l I B s o _ =
Jan Feb Mar Apr May  Jun Jul Aug Sep Oct Nov
Conclusion

These samples are modified variants of GhOst RAT and actors are constantly updating them
to evade AV detections. Samples and TTPs that are seen in victim organizations are mostly
associated with China-based APT groups. We have been following these samples for the
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last 1 month but were unable to identify the initial attack vector. As they are targeted towards
specific industries, we suspect to find more malware associated with these attack chains.
Interestingly few of the victims were also infected with Monero miners during the same
period. We would be closely monitoring the campaign to hunt for the entire infection chain.
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