[RE017-1] Phan tich ky thuat dong ma doc méi dwoc swr
dung dé tan cong chubi cung trng nham vao Ban Co yéu
Chinh phu Viét Nam ctia nhém tin tic Panda Trung Quéc
(Phan 1)
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I. M& dau

Trong qua trinh thwe hién cac hoat déng theo ddi va phan tich cac mau méa doc, chung téi
phat hién mét bai blog tha vi cia NTT tai day. Lan theo cac hash trong bai viét nay, chung téi
thdy mot ma hash cho théng tin chu y trén VirusTotal:

History

Creation Time 2020-04-2615:12:58
First Seen In The Wild  2020-04-26 22:12:58
First Submission 2020-07-22 04:46:44
Last Submission 2020-07-22 04:46:44
Last Analysis 2020-12-15 01:56:18
Names

VVSup

EXE

eToken.exe

830DD354A31EF408546978616F35BD6B7 _etoken.exe

Hinh 1. Théng tin ttr ma hash trén blog cua NTT

Nhan sy kién mét nhém tin tdc dwoc cho 1a ctia Nga tAn cdng khai thac chudi cung (rng
phan mém dé nhdm vao hang loat cac co quan Ién ctia nwéc My, cling véi viéc phat hién
thay tlr khoa eToken.exe la mot trong sb cac phdn mém dwoc sir dung kha phd bién & cac
co quan, té chirc va doanh nghiép tai Viét Nam, chung t6i da sir dung eToken.exe va
SafeNet lam keywords tim kiém trén cac nén tang VirusTotal va Google. Két qua, chung toi
da phat hién ra thong tin vé hai files (1, 2) cai dat rat dang chu y da duwoc tai Ién VirusTotal tir
thang 8/2020:
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https://blog.vincss.net/2020/12/phan-tich-ky-thuat-dong-ma-doc-moi-co-nhieu-dau-hieu-lien-quan-toi-nhom-tin-tac-Panda.html
https://insight-jp.nttsecurity.com/post/102glv5/pandas-new-arsenal-part-3-smanager
https://www.virustotal.com/gui/file/97a5fe1d2174e9d34cee8c1d6751bf01f99d8f40b1ae0bce205b8f2f0483225c/details
https://1.bp.blogspot.com/-p37M6Il_0oI/X9tkgguY28I/AAAAAAAABZw/RYHOVlzJWDsNbuZ5oDr8YXuuZ4uFcG7gQCNcBGAsYHQ/s668/image1.png
https://www.virustotal.com/gui/file/6be34df727fcb79123e4e8f472ad24b698d83395fb17d4db019e9976f485cd83/detection
https://www.virustotal.com/gui/file/b0fd1ff7f5d45be89fffc04937f352754c6055e1f4ca26a9257169ce168569ef/detection

Hinh 2. Théng tin tim kiém dworc trén VirusTotal

Khi thay tén cac file cai dat la gca01-client-v2-x32-8.3.msi va gca01-client-v2-x64-8.3.msi
kha quen thudc, ching t6i da thir tai vé& hai file nay tr trang chi cung cip. Két qua, cac ma
hash nay trung nhau. Tuy nhién, & thdi diém hién tai thi cac file trén trang chi da duoc g&
bd va thay thé bang phién ban sach, chinh gbc. Bwéc dau, ching tdi nhan dinh day cé thé 1a
mot chién dich tAn cong cé chi dich APT nham vao chudi cung trng phan mém dé t do lam
ban dap tan cong vao cac co quan, t6 chirc va doanh nghiép quan trong tai Viét Nam.

Ngay 17/12, ESET da cong bd mot phat hién mét chién dich tn cong APT dwoc ho goi la
"Chién dich SignSight" nham vao Ban Co yéu Chinh pha Viét Nam. Buoc biét, ESET da
thédng bao cho VNCERT va Ban Co yéu Chinh pht Viét Nam va da nhan duwoc théng tin Ban
Co yéu da phat hién bj tAn cong truwdc d6 va da théng bao cho cac co quan lién quan da tai
vé cac phan mém bij tin tic can thiép.

O thoi diém phan tich, ching t6i da c6 dwoc hai file cai dat da bij tin tic can thiép, thay dbi.
Toan bd chudi bai viét nay sé tap trung vao phan tich cac dau hiéu va ky thuat da dwoc tin
tac ép dung vao cac mau méa doc trong hai file cai dat nay.
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https://1.bp.blogspot.com/-qrrNFKA0cUo/X9tmbTIK7tI/AAAAAAAABZ8/LvxroLcul-UA1wpSOy2Mn-5Obq1q0p7ngCNcBGAsYHQ/s2502/image2.png
https://1.bp.blogspot.com/-DLi4wV95fKk/X9tmovFbZmI/AAAAAAAABaA/m8iHVcxgS-o8NQkgeUM7iBFI6UwHLmwOwCNcBGAsYHQ/s2478/image3.png
https://www.eset.com/us/about/newsroom/press-releases/eset-discovers-operation-signsight-supply-chain-attack-against-a-certification-authority-in-southea-1/

Il. Phan tich file cai dat

Yng dung nay tén la “SafeNet Authentication Clients” clia cong ty SafeNet .Inc. Céc file
PE (Portable Executable) da sb déu dwoc sign bang certificate ctia SafeNet.
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Hinh 3. Céc PE files duorc sign bang certificate clia SafeNet

S dung céng cu UniExtract, ching t6i trich xuat ra toan bo file tir mot bd cai dat, bo x64.
Téng sb file 1a 218 files, 68 thw muc con, tdng dung lwong |1a 75.1 MB (78,778,368
bytes). Pé tim ra dwoc file bj tin tic chén vao trong sb lwong files trén, chung t6i chi tap
trung vao phan tich va xac dinh cac files PE khéng duwoc sign.

Chay c6ng cu sigcheck thudc bo Syslinternals Suite clia Micorsoft, v&i cac théng sb kiém
tra signed, hash, quét hét cac PE file, két qua scan hash trén VirusTotal, output la csv file.
Sau do sap xép theo unsigned file, két qua tir VirusTotal, chung téi phat hién ra file da b tin
tac chéen vao, dwoc dat tén la eToken.exe.

Hinh 4. Phat hién ra file da bi tin tdc chen vao

Ma hash cua file eToken.exe trén trung v&i mét ma hash trong report ciia NTTSecurity. Cac
dau hiéu la khac 1a PE 32bit nhwng lai nam trong thw muc x64, cac version info nhw
“Company, Description, Product...” khdng hop & v&i mdt (’ng dung I&n cia mét céng ty nhw
vay. Link két qua scan cua file eToken trén VirusTotal.

Vi b6 ng dung trén duwoc build véi Visual C++ cua Visual Studio 2005, da ci, va dung thw
vién Qt4, nén mot sé file dlil ctia bd cai dat nay cling khéng dwoc signed. Chung toi da kiém
tra tirng file va xac dinh la cac file sach, chi con ba file Ia nghi ng&: RegistereToken.exe,
eTOKCSP.dIl va eTOKCSP64.dlIl.

3/8


https://1.bp.blogspot.com/-4Yqa8Zgx5w4/X9toiR9KmMI/AAAAAAAABaQ/il2Z5GrGUJgK-x_bgz-g-ARiKCNSNsKkgCNcBGAsYHQ/s1124/image4.jpg
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https://www.virustotal.com/gui/file/97a5fe1d2174e9d34cee8c1d6751bf01f99d8f40b1ae0bce205b8f2f0483225c/detection

Vay eToken.exe file chinh [& mdt malware ma tin tdc da thém vao bo cai dat ctia bo phan
mém ndi trén. Dé& tim hiéu cach ma eToken.exe dwoc thyc thi, ching tdi tién hanh phan tich
file cai dat, msi file (Microsoft Windows Installer file). gca01-client-v2-x64-8.3.msi

Tién hanh trich xuét file msi ra dang raw trwdc installing, ching t6i thu dwoc hai file .cab
(Microsoft Cabinet file): Data1.cab va Cabs.w1.cab. Day la diém di thuwong vi thong thuong
mot file msi chi c6 mét file .cab chinh. Kiém tra file Data1.cab va MSI log text file,
eToken.exe va RegistereToken.exe déu nam trong file Data1.cab. Va ca hai file .exe déu
khéng c6 GUID ID di kem:

& || = =
J Iz3) JDatal.cabl,

Mame

LB ::'i\l.-.-l eloken.exe

[6E etoken.exe

nosxs.98CB24AD_52FB_DB5F_FF1F_C8B3B9ATE18E
regSetInstallPath.9ED65/7/36_9665_4658_9DC1_772F5BA458F2

Feature Name: DriverFeature
Components:

eloken.exe

RegistereToken.exe

Feature Name: BsecDrivers
Components:

IKEYENUM_2K.2BD446E7_B3A2_479D_8D33_AASBD4EC424D
IKEYENUM_VISTA.2BD44BE7_B3A2_479D_8D33_AASBD4AFC424D
IKEYENUM_XP.2BD446E7_B3A2_479D_8D33_AASBD4AFCA424D

Hinh 5. Cac file exe khéng c6 GUID ID di kem

Kiém tra feature: DriverFeature, va hai file eToken.exe va RegistereToken.exe cla file msi
v&i céng cu Orca cla Microsoft (céng cu chuyén dung dé phén tich, stra déi msi file). Théng
qua tim kiém, ta thay tin tdc da chén thém mot custom action: RegisterToken (khdng cé “e”)
vao file msi va thém vao CustomAction d6 vao cudi InstallExecuteSequence.
RegistereToken.exe sé dwoc goi voi parameter la eToken.exe:
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Hinh 6. Tin tac chen thém mot custom action

Phan tich file RegistereToken.exe, ching tdi thay file nay dwoc build vao thei gian
“Wednesday, 22.07.2020 07:40:31 UTC”, tirc 22/07/2020, 2h40m31s PM GMT +7, PE64,
dung VC++ 2013:

Hinh 7. Théng tin cua file Registere Token.exe

Ma gia C cla RegistereToken.exe chi lam nhiém vu goi APl WinExec dé thuc thi tham sb
truyén vao:

szexePath[@] = ©O;
(&szExePath[1], 0, MAX _PATH),;
(0164, szExePath, MAX_PATH);
(szExePath, '\\')[1] = 0;
pos = (char *)&mask + 31;
while ( *++pos != 0 )

// pos = point to NULL char szExePath

pExeInput = argv[1];
i1 = 0i64;

do

T

L

aChar = pExeInput[i++];
pos[i - 1] = aChar;
1
J
while ( aChar );
(szExePath, @);
return 09;
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Hinh 8. Nhiém vu cta Registere Token.exe

Két luan, qua cac timestamp trong file Data1.cab va RegistereToken.exe, ching t6i xac
dinh nhw sau

« Tin tac tao va stra déi file install .msi va tao file Data1.cab tai timestamp: 20/07/2020 —
15:15 gio UTC, add file eToken.exe vao luc nay.

 Build file RegistereToken.exe tai timestamp: 22/07/2020 — 07:40 gio UTC.

o Add file RegistereToken.exe vao Data1.cab tai timestamp: 22/07/2020 — 08:40 gi&
UTC.

Ghi chu: Theo Cab file format, hai tredng Date va Time cua mét file trong file cab 1a DOS
Datetime format, méi trwéng 1a mot Word 2 bytes, ghi lai thoi gian file dwoc thém vao theo
DOS time. Cac chwong trinh xt ly file Cab sé& convert va hién thj theo UTC time. Tirc cac
UTC time trén chinh la time hién tai trén may tin tac. Xem thém tai day.

00 00 00 00 00 03 O 0 D2 00 MSCF

0 00 00 F4 50

Hinh 9. Théng tin MS DOS Datetime

lll. Phan tich file eToken.exe
1. Phan tich PE Structure file
File eToken.exe:

« Size = 192 KB (196,608 bytes)

« MD5 = 830DD354A31EF40856978616F35BD6B7

« SHA256 =
97A5FE1D2174E9D34CEESC1D6751BF01F99D8F40B1AEOBCE205B8F2F0483225C
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Céc thong tin vé compiler, RichID va build timestamp:

« Build bang VC++ 6 ctia Microsoft Visual Studio, Service Pack 6.

e Build luc: 26/04/2020 — 15:12:58 UTC.

e Checksum dung, file chwa bi stra déi PE Header.

e Link v&i thw vién MFC42.dll, thw vién Microsoft Foundation Class v4.2 ciia Microsoft,
la thw vién hé tro 1ap trinh GUI trén Windows, ludn di kém trong cac b Visual Studio.

e Link v&i mét thw vién kha dac biét: dbghelp.dil. Dung ham API
MakeSureDirectoryPathExist. Xem thém tai day.

Kiém tra resource section cua file, chung t6i xac dinh dwoc day la mét Dialog application,
dwoc tao bang MFC Wizard cla Visual Studio 6. Tén project 1a VVSup, tirc file .exe khi build
ra sé la VVSup.exe. Dialog chinh c6 resource IDD = 102, dialog About c6 IDD = 100. Va
diém d&c biét 1a con cé mot dialog khac cé IDD = 129, duoc tin tic add vao bang MFC
Wizard, va quén (hay cd y) van dé resource language 1a Chinese. Dialog nay ciing khéng c6
control nao dwoc thém vao, ngoai hai button OK va Cancel mac dinh. Chang ta sé lvu y
dialog nay.

loon B Dialeg - 100 % | B Dielog - 102 b

¢ 100 : 1033
¥ 102 : 1033 - = |
|
¢ 129 : 2052 ™ i i T ; . - .
. ; ] ; 3
: [ WWSup Vesion | | G e e ek L B e T | i |
¢ Ioan Group ! :m.ﬂ:'.un 3 i : ! . i Sl ! i3 :
Version Info o Lapyngit [C] 20113 Butioe] e
................. Helo

1120 PIALOG 0, 0, 187, 96
2 | STYLE DS_SETFONT | DS_MODALFRAME | WS_POFPUP | WS_CAPT
3 | CAPTION "Dialog"

4 [LANGUAGE LANG_CHINESE, SUBLANG_CHINESE_SIMPLIFIED |
5 1TONT IT, "Syeem
6 4
7| CONTROL "0K", 1, BUTTON, BS_DEFPUSHBUTTON | WS_CHILD |
8 CONTROL "Cancel”, 2, BUTTON, BS_PUSHBUTTON | WS_CHLLD |
el
BH Dialog - 129 % |
r —
i i3
Cancel

Hinh 10. Thong tin resource cua file
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2. Static analysis code cua eToken v¢&i IDA

eToken.exe (VVSup.exe) dugc build véi mode link dynamic DLL véi MFC42.dll, nén file
.exe s& nhd va cac ham ctia MFC42 libirary sé dwoc dé dang xac dinh qua name import cla
DLL. Quy tdc name mangling clia Microsoft VC++ compiler phan anh tén class, tén ham, tén
théng s6, kiéu goi... clia cac ham. IDA gilp ching ta xac dinh cac ham import by ordinal cla
MFC42.dll bang file mfc42.ids va mfc42.idt di kém cla IDA.

Tuy nhién VVSup dworc build v&i option RTTI (Runtime Type Information) bi tat, nén sé
khong c6 thdng tin vé RTTI va Virtual Method Table clia diy dd cac class (I6'p) trong file.
Chung ta chi cé RTTI cua class type_info, |&p root cia RTTI.

(Con tiép...)
Trwong Quéc Ngan (aka HTC)

Chuyén gia Phan tich ma doéc - VinCSS (a member of Vingroup)
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