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Learn about other threats

Detected by Microsoft Defender Antivirus
Aliases: No associated aliases

Summary

This threat can allow remote sophisticated attackers to gain access and perform backdoor
commands on an affected device. It is a modified DLL component of a legitimate software.

Attackers use this threat to gain initial access to a device. When the related software is
opened, this modified DLL is loaded and connects to command-and-control servers to listen
for commands and get additional payloads.

Microsoft Defender Antivirus detects this threat. It raises an alert when it detects the threat
on your device, but it doesn't automatically remediate it in order to not affect legitimate
services. If this threat is detected on your environment, we recommend that you immediately
investigate and manually remediate it.

NOTE: Microsoft continues to work with partners and customers to expand our knowledge of
the threat actor behind the nation-state cyberattacks that compromised the supply chain of
SolarWinds and impacted multiple other organizations. Microsoft previously used ‘Solorigate’
as the primary designation for the actor, but moving forward, we want to place appropriate
focus on the actors behind the sophisticated attacks, rather than one of the examples of
malware used by the actors. Microsoft Threat Intelligence Center (MSTIC) has named the
actor behind the attack against SolarWinds, the SUNBURST backdoor, TEARDROP
malware, and related components as NOBELIUM. As we release new content and analysis,
we will use NOBELIUM to refer to the actor and the attack campaigns.

Read our latest reports: 

To help reduce the impact of this threat, you can:

https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-description?Name=Trojan:MSIL/Solorigate.B!dha
https://www.microsoft.com/en-us/wdsi/threats/
https://www.microsoft.com/en-us/windows/windows-defender?ocid=cx-wdsi-ency
https://www.microsoft.com/en-us/windows/comprehensive-security?ocid=cx-wdsi-ency
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.microsoft.com%2Fsecurity%2Fblog%2F2021%2F03%2F04%2Fgoldmax-goldfinder-sibot-analyzing-nobelium-malware%2F&data=04%7C01%7Cv-papree%40microsoft.com%7C9c562afa6a7040eaed2a08d8e443c491%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637510327048656578%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=nLPyw3HOy5BwGrU3PuWo6ljVpA03s6cN6kkB1wRiHVc%3D&reserved=0
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Immediately isolate the affected device. If malicious code has been launched, it is likely
that the device is under complete attacker control.
Identify the accounts that have been used on the affected device and consider these
accounts compromised. Reset passwords or decommission the accounts.
Investigate how the affected endpoint might have been compromised. Check web and
email traffic to determine how the malware arrived.
Investigate the device timeline for indications of lateral movement activities using one
of the compromised accounts. Check for additional tools that attackers might have
dropped to enable credential access, lateral movement, and other attack activities.

Microsoft Defender Antivirus detects this threat. It raises an alert when it detects the threat
on your device, but it doesn't automatically remediate it in order to not affect legitimate
services. If this threat is detected on your environment, we recommend that you immediately
investigate and manually remediate it.

You can also visit our advanced troubleshooting page or search the virus and malware
community for more help.

https://www.microsoft.com/en-us/windows/comprehensive-security?ocid=cx-wdsi-ency
https://www.microsoft.com/wdsi/help/troubleshooting-infection
https://answers.microsoft.com/en-us/protect

