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Provide information on a new target and

share it on our social media. It will be
added to the list.
Address

?

On 09 December 2020, details emerged concerning network infrastructure I'd previously
identified as suspicious on 07 December:
Statement from Jim Walden, Attorney for
Christopher Krebs, former Director of CISA

New York, NY, December 9, 2020 —
Yesterday, Jim Walden of Walden Macht &
Haran, attorney for Christopher Krebs, the
former Director of the Cybersecurity and

Infrastructure Security ~ Agency, filed a

lawsuit accusing the Trump campaign and its

agents of fomenting a campaign of violence toward

those who wuphold the integrity of the 2020
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https://pylos.co/2020/12/10/terrorism-or-information-operation/
https://twitter.com/dnvolz/status/1336867523594219527
https://twitter.com/jfslowik/status/1335973730418192389

Today, Walden states, “We became aware tonight
that a shadow group has launched a campaign on a
website called ‘enemies of the people’ proposing
the assassination of various Republican and
Democratic leaders who they falsely claim are
complicit in manipulating the 2020 presidential
campaign. If anyone needs to be reminded that
public calls for violence beget violence, this is the
clarion call. If blood is spilled, it is on the hands of
the president, his campaign, his lawyers, and the
silent Republicans standing in the president’s
shadow. We have deployed every conceivable

resource to counteract this tangible step toward

terrorism — although it may be domestic or foreign

actors trying to stoke the violence. Either way, this
toxic campaign proves the truth of everything we

said in our lawsuit yesterday.”

Further research and investigation showed that the domains in question — which were
relocated from “.org” to “.us” infrastructure — were hosting “kill lists” comprising politicians,
civil servants, and employees of Dominion Voting_Systems, including information such as
home addresses. As seen in the following image, the intent of this page is not left to one’s
imagination, thanks to the crosshairs superimposed over the faces of each “enemy of the
people.”
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https://www.dominionvoting.com/

P gab CONTACT US

It is possible that our enemies will suspend this site. Therefore, follow us on to stay informed about the latest news.

The following individuals have aided and abetted the fraudulent election against Trump. The list includes the governors and secretaries of state who certified
elections even though there are legal cases still pending and numerous irregularities that were not addressed. Those who work for Dominion Voting Systems and
collaborated with certain individuals in the intelligence community to change votes from Trump to Biden are included on this list.

Changing votes and working against the President is freason and patriotic Americans should never forget those who helped overthrow our democracy! Let's
make sure this list is distributed to everyone. Download or copy this list and you can add or update the information and then spread the list around again. We vow
to never forget those who betrayed our country and democratic ideals!

Name Governor of Michigan: She has always been against Trump and the
Gretchen Esther Whitmer election in her state was completely rigged. She is one of the top
traitors on this list.

Email

Name Voting implementation manager for the state of Georgia: He came out
" Gabriel Sterling against Trump and should have instead used his passion fo
investigate the massive voter fraud in his state.

Email

Investigation of network infrastructure identified the following indicators or observations
related to this activity:

» enemiesofthepeople\.org

¢ donttouchthegreenbutton\.org
» enemiesofthepeople\.us

o donttouchthegreenbutton\.us
o donttouchthegreenbutton\.net
e 193.56.255\.179

o 2.56.242\.22

o voychik-7923@yandex\.com
e ivanOv.pi@yandex\.com

e onzayt@yandex\.com

From the above, several observations stand out:

» Use of the Yandex mail service, a company domiciled in the Russia Federation.

o Apparent use of Slavic-looking names in email addresses and registration information
(when not privacy protected).

o Hosting of infrastructure in the Russian Federation and Romania.
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https://mail.yandex.com/

« Additional references in active webpages to services owned by Russian companies,
and hosted in Russia, such as the following:

<html lang="en" ng-spp="SocialModule"=
<head=
=link rel="stylesheet" type="text/css" href="gcss.css"/=
<meta charset="UTF-8"=
<meta name="viewport" content="width=device-width,initial-scale=1"/=
<meta nams="description" content="Enemies of the People'=
=meta nams="robots" content="enemies of the people,enemies of the nation,dominion voting system,election fraud,enemy,election
2020, election news,republican party,democratic party,news,enemies,vote,biden harris,us patriot,trump,georgia governor,georgia
recount, representative,georgia, mchigan, arizona,senators'=
<title=Enemies Of The People</title=
<link type="text/css" rel="stylesheet" href="bower_ components/bootstrap/dist/css/bootstrap.mn.css"=
=link type="text/css" rel="stylesheet" href="bower_ components/fontawesome/css/all.min.css"=
=link rel="stylesheat" type="text/css" href="bower_components/lightbox2/src/css/lightbox.css" />
<link rel="shortcut icon" href="images/ep/ep-title.png"=
<script src="bower_components/jquery/dist/jquery.min.js"=</script=
</head=
<body ng-controller="SocialController"=
klmg src="https://erstat.ru/13Kuy7" style="display: none"4

<Oiv Class="loading-class’ ng-class="{ snow :1loadingl =
<img src="lmages/ep/ep-header.png">
-:/dl N

=div class="container'=
=div class="row header ns"=
- o 2ronst=

While overall “themes” are focused on the US election — and with the “green button”
reference in domains, they may appear to be specifically focused on or aware of particular
concerns in Arizona — nearly all network selectors and observations are linked to Russia or
Eastern European entities. However, Whols information for the domains — where available —
reflects a location in Georgia that appears to be a small residence that also is the home of a
tax preparation company:
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https://www.azfamily.com/video/arizona-gops-dont-touch-the-green-button-lawsuit-goes-to-court-today/video_36ffcf47-d7d4-5cb6-8ed2-ed14fede1da0.html

Demain MName: enemiesofthepeople.us

Registry Domain ID: D9571D888D3CF4C379084D1F9F7025680-NSR
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: publicdomainregistry.com

Updated Date: 2020-12-06T14:56:59Z

Creation Date: 2020-12-06T12:45:317

Registry Expiry Date: 2621-12-06T12:45:317

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303

Registrar Abuse Contact Email: abuse@publicdomainregistry.com
Registrar Abuse Contact Phone: +1.2813775952

Domain Status: clientTransferPrehibited https://icann.org/epp#clientTransferProhibited

Domain Status: addPeriod https://icann.org/epp#addPeriod
Registry Registrant ID: CEGO40BDFBC1E4190947481DBEDDG986D-NSR

Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant

Name: Zayt sevaon
Organization: N/A
Street: 187 5 4th 5t McIntyre,
Street:

Street:

City: McIntyre
State/Province: geogia
Postal Code: 31054
Country: US

Phone: +1.12016854689
Phone Ext:

Fax:

Fax Ext:

Email: onzayt@yandex.com
Application Purpose: Pl
Nexus Category: C1l1

Registry Admin ID: CEO840BDFBC1E4190947481DBEDD6986D-NSR
Admin MName: Zayt sevaon

Admin Organization: N/A

Admin Street: 107 5 4th 5t McIntyre,
Admin Street:

Admin Street:

Admin City: McIntyre

Admin State/Province: geogia

Admin Postal Code: 31054

Admin Country: US

Admin Phone: +1.12016854689

Admin Phone Ext:

So — what the hell is going on???

First, the general impetus of the webpage(s) in question are not in doubt — this resource is
specifically designed to intimidate and threaten individuals involved in the US electoral
process. That this extends to an open “call” for further information — including home
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addresses — is both shocking and shameful.

Provide information on a new target and

share it on our social media. It will be
added to the list.
Address

e

These obvious points aside though, we are now left with a question of “who benefits” from
such activity. For this, multiple hypotheses can be put forward and evaluated:

» Given the “green button” item and recent, hard-line/far-right postings the campaign may
reflect an initiative by the Arizona Republican Party to (crassly and unethically) rile up
its base as part of continuing efforts to question the result of the 2020 US Presidential
election.

o The broad targeting of the website — which includes officials in Michigan, Georgia, and
Nevada as well as employees of Dominion — combined with the interesting Whols data
above may indicate the activity is a rogue or disgruntled reactionary activist expressing
themself.

e The Russian and Eastern European infrastructure, email addresses, and other
referenced services may represent some grand distraction designed to post sensitive
information about political enemies while simultaneously discrediting criticism (at least
among certain segments of the US population) that such opprobrium is linked to a
continued “It's Russia’s fault!” narrative.

» The use of multiple domains and servers, combined with specific details of various
politicians and private employees of relevant firms, may reflect the operations of a
professional intelligence or disinformation organization, but designed and implemented
in an amateur-seeming fashion to match the same haphazard approach observed in
Trump campaign efforts to overturn election results.

Overall — this is very strange! While the content of the pages in question is absolutely
abhorrent, who is responsible is incredibly murky as each of the above scenarios seems
plausible to some extent. Furthermore, nothing seems to outright discredit or disqualify any
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https://www.cnn.com/business/live-news/election-2020-misinformation/h_d55d6488f6a65ba7b99edd31cc014238

of the above possibilities either. So at present, we in the US are left with a situation where
any of the following may hold:

» A regional Republican Party element has basically “gone rogue” and decided to
engage in actions that are closer to terrorism than politics.

¢ An individual or small group of Republican activists have taken matters into their own
hands and are either directly trying to threaten the lives of opposition figures, or trying
to frame such an operation as a foreign disinformation engagement.

» A foreign intelligence service or other entity is engaging in continued disinformation to
deepen fissures within the US political system while hiding in the current turmoil to
evade obvious detection.

As of this moment, insufficient information exists to disposition events toward any of the
above possibilities — but the very fact that this campaign exists is deeply worrying. While past
disinformation and influence operations, whether operated by foreign or domestic entities,
have emphasized the corruption or unfitness of various persons or parties for office, no
widespread campaign has taken such advocacy to the point of calling for the execution of
persons who are merely doing their job. Irrespective of who is responsible for this campaign,
norms have been shattered and discourse has changed for the worse.

Given the vile nature of these items, | sincerely hope that all parties, public and private, will
work together to collect evidence, perform a thorough investigation, and forward results to
law enforcement. Such actions as witnessed in the items above are beyond acceptable and
must be snuffed out quickly, so that such threatening and violent speech does not take root
within our system.

10 Dec 2020, 1015:

An additional domain appeared overnight — enemiesofthenation\.com — which hosts the
same material, but is using CloudFlare services to mask hosting:
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It I8 posaiblo that our encmscs Wil suspond this site, Thorlore, folow us on e latesl nows

Ha works for Dominson Voling and is responsible for tha rigged
software developed in Serhda that changad vates 1o Biden.

Govemor of Michigan: She has always been against Trumg and the
o Esthar Whitmar elaction in her stale was completely rigged. She is one of the lop
fraftars on this ISt

Additionally, it is worth noting that email addresses associated with network registration are
using the more global-oriented “yandex.com” instead of the Russian language “yandex.ru”.
This may be circumstantial, or it could support the theory that the activity in question
attempts to look like Russian-based actions but lack of language skills prompted the use of
the com site instead of the Russian-language ru.

Nonetheless, contact information remains strange and seemingly ties back to locations in the
Russian Federation:
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Contact Information

Mame Organization

Voychik Lv & : 7731 rant, Technica

Mame Organization Address Phone/Fax

Voychik Ly MAA 7, bld. 17, appt. 156 2 Admin, R rant, Technica

ant, Technica

Mame ni Phone/Fax

P: 112 ant, Technica
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