[Mal Series #13] Darkside Ransom

m ghoulsec.medium.com/mal-series-13-darkside-ransomware-c13d893c36a6

GhoulLSec May 1, 2021

GhoulLSec

Dec 3, 2020
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Here is my analysis of the Darkside ransomware.
Will attach more screenshot regarding of my analysis this time &z

| Didn’t connect to the C2 during the analysis

Dynamically Resolve Windows API

Elevate Privilege (If running in Non-Admin privilege)

Utilizing COM bypass UAC privilege (When Access Token Method Failed)

Elevation:Administrator!new:%s

Get access token from admin process (e.g. Explorer.exe)
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https://ghoulsec.medium.com/mal-series-13-darkside-ransomware-c13d893c36a6
https://ghoulsec.medium.com/?source=post_page-----c13d893c36a6--------------------------------
https://ghoulsec.medium.com/?source=post_page-----c13d893c36a6--------------------------------
https://wikileaks.org/ciav7p1/cms/page_3375231.html

Adjust Privilege Token

Hash Generation File Extention, Mutex, Victim’s ID
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Inside gen_hash_val
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(* CreateFile) (local 214,
g 1= )
_GetFIleSize) (local 8,0);

1allocateHeap) | ,0,ivarl) ;

(* ReadFile) {local 8,iVar2,iVarl,local
juvar3d 1= )
(extraout ECX,
( .
*)1vard,
if {ivarZ != 0)

(* RtlFreeHeap) (

_CloseHandle) {local

L&

egiueryValueExW) (local &, (

[* h_dedla:_cHa;t;Byte]i «0;local 40, 1 1 30,
(extraout EC
(f *)1¥ars, 10, i

woslen) | Vi

unaff | iVar2 << 1;

(*_RtlFreeHeap) (

(*_RegCloseEey) (local B);
Rt;F:eeEeap]f

ONCAT44 (uVarl,unaff EBX);

Victim ID Get first 10 bytes from CRC32 block of Machine GUID

File Drop

Drop ransomware icon file in %APPDATA% and create Regkey for it.

F-r

r&local c,local d0,&local 1

),local .

ay -

vl

r
20, {

juVard,

)i




EegCloseEevy) |

Create File -> RegCreateKey -> RegSetValueExW

Service Enumeration and Delete

Enumerate and compare with these services,
vss, sql, svc$, memtas, mepocs, sophos, veeam, backup

If found then delete the service.
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Gather Victim Info
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Ic;S_tj..rpE“ : L]
os_version'
os_arch™:"»?",

J
Output of Victim’s Info

Get DriverType & Size
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[* GetFreeDis W) {root path name, 0, sremaining, &total)

Format “<Drive Name>: <Rema|n|ng Disk Space>/<Total Disk Space>" e.g. C:30/50

urn CONCAT44 (unaff EDI,uVarl);

Language

| HKCU = HKEY_CURRENT_USER = 0x80000001

HKCU/Control Panel/Desktop/MuiCached/MachinePreferredUILanguage

Encrypt Victim’s Info
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Encrtion Routine: Encrypt 8 bytes for one function call

- - Urssse MUVELR SUK,WUI'Uu PLD USo |21t
. OFE74E 04 movZxX ecx,word ptr ds:[esi+4]
. OFB756 D& movzx edx,word ptr ds:[esi+s]
L 8390424 mov dword ptr ss:[fespf,eax
L 835C24 04 mov dword ptr ss:[esp+4],ebx
L 894C24 08 mov dword ptr ss:lesp+3],ecx
535424 0OC mov dword ptr ss:|esp+CJ,edx
. . 33F6 xor esi,esi
. > BBSCZ4 08 mov ebx,dword ptr ss:|fesp+:]
. BE4C24 0OC mov ecx,dword ptr ss:jffesp+C]
. BE4424 04 mov eax,dword ptr ss:fesp+4]
L 23D9 and ebx,ecx
L OFB714FS 080F3101 movzx edx,word ptr ds:[esi®8+1310F08]
L 81F1 FFFFOOQOO0 Xor ecx,FFFF
. 0303 add edx,ebx
23C1 and eax,ecx
. 031424 add edx,dword ptr ss:[[esp]
. 0300 add edx,eax
] B1EZ2 FFFFOOOO0 and edx,FFFF
L 66:D1C2 rol dx,1
L 831424 mov dword ptr ss:[espl,edx
. BESCZ4 0C mov ebx,dword ptr ss:|[fesp+C]
. BEOCZ24 mov ecx,dword ptr ss:|esp]
. BE4424 08 mov eax,dword ptr ss:|fesp+3]
2309 and ebx,ecx
2 OFE714F5 0AOF3101 movzx edx,word ptr ds:[esi®5+1310F0A]
B1F1 FFFFOOOO Xor ecx,FFFF
0303 add edx,ebx
23C1 and eax,ecx
035424 04 add edx,dword ptr ss:|[fesp+4]
0300 add edx,eax
B1E2 FFFFOOO00 and edx,FFFF
G6:C1C2 02 rol dx,z
535424 04 mov dword ptr ssiesp+4],edx
BBICZ24 mov ebx,dword ptr ss:|fespl
BE4CZ24 04 mov ecx,dword ptr ss:|fesp+4])
ARAA?4 N mrv sav dwnrd ntr sz« Besnec
1l

BE
ir [esi*8+1310F08]=[darksider.01310F08]=67D5

01301C57 darksider:$1C57 #1057 <encrypt_wvictim_info+3C>

mp1 | @oumpz | @Y Dump3 | @oumps | @Upumps | B8 watchi | [xsllocsls | g Struct

5 | Hex ASCII
08|DS &7 02 &2|E9 5D O7 9F|FF 1C A9 4&(C6& 0D 41 97 |0g.be]..v.8FL.A.
18| 7E 33 B7 4C|B7 2B 40 A9|24 54 7F BA|12 AZ 1B 3JA|~3.L.+@B5T...€.:

28|FC 32 48 SA|7E 91 00 91|B8 4A DF F2 |19 5B 3E 06| (2HZ~..., IBD.[>.
IE|F9 BD 9E 0A |84 76 3E C9|ES 40 AZ SA|FE6 75 B85 AC|U....v=EBECZOuU.-
48(51 89 13 SB|(9D 83 5D 4F|0B 14 B4 DS8|BA 32 7A 4F|Q.....]0.. @°2z0
58(C2 14 13 A4|D6 3D DD AZ|F4 28 58 BD|E7 4C 92 38|A..H0=DeH(XCsCL. 8

7 ...bzurEQ&Sy.DE
78|BB D6 EF EA[58 72 9B AG|FS CF 36 D4|8C 53 74 5C|=0ié&xr.,eleh.st)
88|FE 38 68 4D|EC F4 08 DO|9F 30 8E 95|86 69 96 AB|pshMid.P.0...1.

AB|00 00 OO 0QOl00 00 OO0 OOl00
Encryption Key maybe? (=

URL Path Generator
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Pseudo Random
vold srand{uint32_t seed) {

zize_t 1i;

for (1 = 8; 1 ¢ 25; i++) {
seed = seed * @xud41CB4ERD + 8x3839;

rand_state[i] = seed ™ rand_salt[i];

* on the off chance... */
if {rand_state[i] == &) {

rand_state[i] = rand_salt[i];

rand_regen();
H
Psuedo random generator similar with srand code

Internet connection

securebestapp20[.Jcom/<URL Path Generator>

Encrypted Powershell runs “delete shadow copy”
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Ok, bye shadow copy

Salsa session key generation & RSA encryption on Salsa session
key

The session key generated from the Rt1RandomEx function which feeds with a hard coded
seed value. The when the length == 5 it will leave 0 bytes there. (Refer to “Custom Salsa key
state arrangement”)

Max length;

uVarl;

fax length = &;

+ Max length * £

RtIRandomEXx inside wrap_random_ex()
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*
LB N N N N N ENENENEERESESE.ENDESEHSH NH-NHNHSEH:NH} .

8043 34

50

E8 L52B9FFFF
6A 40

D43 34

50O

8043 74

50

EE 79ADFFFF

500D S8807ESOOD

BDE1 S0000000
50

8001

50O

8043 74

50

E8 F1BFFFFF
6A 00

&8 80000000

EDE3 F4000000
50
EE 41ADFFFF

lea eax,dword ptr ds:[ebx+34]

push eax

call <darksider.gen_key_stat_salsa>
push 40

Tea eax,dword ptr ds:[ebx+34]

push eax

Tea eax,dword ptr ds:[ebx+74]
push eax

cdll <darksider.buf_cpy>

Tea ecx,dword ptr ds:[E50788
1ea eax,dword ptr ds:[ecx+80
push eax

Tea eax,dword ptr ds:[ecx]
push eax

Tea eax,dword ptr ds:[ebx+74]
push eax

cdall <darksider.rsa=

push 0O

push 80

Tea eax,dword ptr ds:[ebx+74]
push eax

cdll <darksider.crc_calc>
push 10

push eax

lea eax,dword ptr ds:[ebx+F4]
push eax

€all <=darksider.buf_cpy=_

Flow of the keygen -> rsa encrypt -> crc -> result buffer copy
How to identify Salsa encryption algorithm?

Found these pattern inside the code instead of its constant.

b A= (a + d) <<< ;c A=
(0x12 in Hex)

Yay, same pattern =
Let’'s check out the key generated. Hmm... There is no constant found for the Salsa Key
generated.

(b + a) <<< ;d A=

JF L7 3B OCAOL C4 1B G682 DO 40 OS040 87 FA 06

FF o

Custom Salsa key state arrangement

(c + b) <<< (Oxd in Hex)a A= (d + c) <<< ;

12/16



Initial state of Salsa20

Monce MNonce

Default Salsa key state arrangement
Usually “expa”, “nd 3”, “2-by”, ©
custom one.

RSA Public Ley Encryption

te k” were seen in Salsa implementation but this seems like a

How to determine RSA?

» Knowing the exponential (010010h LE) (10001h BE)

o Guessing the Exponential function ( is good explanation regarding to the RSA algo)

After RSA encryption

As for details like exponential and modulo function, | still cant figure it out yet. However, feels
sbb and adc plays an important role both exponential and modulo

like the rcl ,

o3 o0 01 oo|o0 00 00 00|00 0D OO0 00|00 00 00 OO|M. .. i i i nnnn
00 00 00 00|00 OO0 00 Q00|00 00 OO0 00|00 00 00 00| @ vue e eeennnns
o0 00 00 00|00 OO0 00 00|00 00 OO0 00|00 00 00 00| «uue e eeennnns
o0 00 00 00 QQHQD uuuun 0000 00 00100 00 00 00| e veeeeenanns
00 00 00 00|00 00 OO0 OO0 OO[00 00 00 00 E)(pl::}.nent

o0 00 00 00|00 un nn un 00 00 OO0 00|00 00 00 00| ... eeeereennn.
00 00 00 00|00 00 00 00|00 00 OO0 00|00 00 00 00| cvue e eeennnns
o0 00 00 00(00 00 00 O0[(00 00 00 00|00 00 00 00| @ v e eeennnns
33 33 3 oo|sC S0 8 Lok Fo UF oF |76 75 14 BLS| SULT [ UL AT OVH . =
45 AE 7F 3C|A7 C4 94 E1[45 EA 81 BF |CE D4 8F 58|E®, <§A,EEE,¢IG X
1z EA C2 1E|(08 72 BG6 C9|73 43 9F BA|&6C C4 26 D9 TA&U
Z3 BA AF EO|S5F 55 CE CC|ZB C3 &3 BT |6A 75 24 4C ‘ 5
C6 C3 7C 55 |A7 B0 37 F&|98 D1 B4 7D |84 &0 36 DA El

71 DB 56 SEB|CS5 5C 4E 58|34 C8 05 88|BA 83 BZ B9 qDV[A\NX4E .
5B 3Z D4 ZE|(3Z 01 BF 38|AF OC 8F BD |99 D8 9B 45| [20.2.:87. %.B.E
BEE &3 42 01|16 BO AE DF|CS5 F4 36 19|27 E2 2B SA »cI.l°xEADE.la+Z
72 CO 95 44|6E C7 B4 7A|64 95 14 FE|ODE 2B 81 46|rA.Dkg zd..p.+.F
CF F1 CO €595 A3 53 38|21 53 84 4C |AE 9E 3C 73| IAAA.£58!15.L8. <y
00 00 00 00|00 00 00 00|91 D3 Z9 DB|58 5F 56 ZB|.vveees.. ﬁjnm_ +
CO C7 AZ C2|D1 OB 87 18|10 CD B5 &F |[BO FA EC 52 ACeAN. ... Iuo°0iR
Before RSA encryption

80 1E DC 01[00 EF 6E 28|27 53 74 66|BB 2C 33 FE|..0..in('5tT»,3p
tE FE BB &6(83 z3 1B 9B|(ZE 37 E9 72|40 98 DO &F [~ f.)...7ér2.Do
27 FB 7A 62|1F 45 7A 4D |A4 4C 46 9E|C7 06 2F A5 | 'lzb. EZMHLF. C. ¥
44 96 E7 F3(9C 18 21 EC|40 DO 7z D7 |89 82 4F 2Z|D.CO..!1@80rx..0"
29 3E 6D D2|(F4 EF 5D DA|(0Z B1 C4 F2 |22 4B 81 54| )=mddi]0. iAb“x T
&3 F8 37 7F|7F 55 OD D7 |ES 46 51 71|82 D1 A4 B7|1ie87..U.x2FQq,.RH

68 CB 2D AT |15 ED D8 E9(52 77 30 C4|C2 16 88 CE|hE-§.i18&Yw0AA, .t
40 F9 EE BC|AA EF B8A BE|CO BE DA 46|06 4F GE 23 | Mui%2i.mA (F.Onsz

operation. Maybe someone can figure this out. ()

Generates 16 bytes block hash by using RtIComputeCrc32.

46 CO BA A3 |30 D2 D7 EBE

18 04 00 00|01 OO OO0 00
o0 00 OO 00|00 OO OO0 OO0(00 OO OO 00
20 04 00 OO|1C O4 OO0 OO|00 OO OO 00

oz 00 00 00
o0 00 00 00
oo 00 00 00

FA® £00xE" ecCadiw

16 bytes CRC32 block from Encrypted Salsa Key
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After encrypted the byte. It will append the byte with the encrypted key and its CRC32 hash.

o7 Last line of Engryptedbytes=5 - op 85 BA L YA PR

8D 1z DC 0L 00 EF BE 22 27 53 74 66 BB 2C 33 FE ..U..in['Stis,3b
R3A encepyted salsakeystate -r -7 Eo 72 40 22 DO 6F  [~¢£F).:.TErE Do
27 FB 7A 62 1F 45 TA 4D A4 4C 46 9E C7 06 2F AS '{izb.EzMHLF:C./¥
44 96 E7 F3 9C 18 21 EC 40 DO 72 D7 89 82 4F 22 D-coe.!ifBr=%,0"
29 3E 6D D2 F4 EF 5D DA 02 51 C4 F2 22 45 81 54 ) >m0&8i]0.tA6"K.T
63 F8 37 7F 7F 55 OD D7 E8 46 51 71 82 D1 B4 87 iw7..U.=x&FQq, l=:
68 CB 2D A7 15 ED D8 ES 59 77 30 C4 C2 16 88 CE hi-§.i@évwohh. -1

B Flyd

BEF

CREIZ ofthe'ancrypted key stats (from section sbove) - | o £00%ET¢CCEO)w

Encrypted file format

Excluded Folder, File and Extension

$recycle.bin config.msi $windows.~bt $windows.~ws windows appdata
application data boot google mozilla program files program files (x86)
programdata system volume information tor browser windows.old intel msocache
perflogs x64dbg public all users default

autorun.inf boot.ini bootfont.bin bootsect.bak desktop.ini iconcache.db
ntldr ntuser.dat ntuser.dat.log ntuser.ini thumbs.db

386 adv ani bat bin cab cmd com cpl cur deskthemepack diagcab diagcfg
diagpkg dl1l1 drv exe hlp icl icns ico ics idx 1df 1lnk mod mpa msc msp
msstyles msu nls nomedia ocx prf psl rom rtp scr shs spl sys theme themepack
wpx lock key hta msi pdb

Ransomnote

——————————— [ welcome to parkside ] ------—--—--->

what happend?

Your computers and servers are encrypted, backups are deleted. We use strong encr%/pt'ion algorithms, so you cannot decrypt_ your data.
But you can restore everything by purchasing a special program from us - universal decryptor. This program will restore all your network.
Follow our instructions below and you will recover all your data.

what guarantees?

we_value our reputation. If we do not do our work and liabilities, nobody will pay us. This is not in our interests.
A1l our decryption software is perfectly tested and will decrypt your data. wWe will also provide support in case of problems.
We guarantee to decrypt one file for free. Go to the site and contact us.

Sha256

afb22b1ff281c085b60052831ead0aled300fac0160f87851dacc67d4e158178

References:

DarkSide ransomware analysis

This blog post will try to explain how the ransomware called DarkSide
works. Based on my research, this ransomware uses...
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https://zawadidone.nl/2020/10/05/darkside-ransomware-analysis.html

zawadidone.nl

HRESULT CoCreatelnstanceAsAdmin(HWND hwnd, REFCLSID rclsid, REFIID
riid, void **ppv) { BIND_OPTS3 bo; WCHAR...

wikileaks.org

RegOpenKeyEx Function

Declare Function RegOpenKeyEx Lib "advapi32.dll" Alias
"RegOpenKeyExA" (ByVal hKey As Long, ByVal IpSubKey As String...

www.jasinskionline.com

WastedLocker: technical analysis

The use of crypto-ransomware in targeted attacks has become an ordinary
occurrence lately: new incidents are being...

securelist.com

Understanding RSA public key

What is public and private key in RSA Signing?

medium.com

Salsa20

The Salsa quarter-round function. Four parallel copies make a round.
General Designers Daniel J.

en.wikipedia.org

Buy me a Pizza ?

GhoulSec is a cyber security boi who is focusing_on malware
analysis/reversing
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https://zawadidone.nl/2020/10/05/darkside-ransomware-analysis.html
https://wikileaks.org/ciav7p1/cms/page_3375231.html
http://www.jasinskionline.com/windowsapi/ref/r/regopenkeyex.html
https://securelist.com/wastedlocker-technical-analysis/97944/
https://medium.com/@bn121rajesh/understanding-rsa-public-key-70d900b1033c
https://en.wikipedia.org/wiki/Salsa20
https://www.buymeacoffee.com/GhoulSec

Creating contents related to cyber security especially in malware
analysis/reversing which aim to help other people who...

www.buymeacoffee.com

16/16


https://www.buymeacoffee.com/GhoulSec

