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Bl Readme unlock 1 - Notepad
Flo EdR Format View Heb

HMello. Your company s server hard drive was encrypted by us.
we use the most complex encryption algorithm (AES256).0nly we can decrypt.

Please Contact us: J[:::::::::::]vaprfvatama11.cua
(Please check spam,dvoid missing mail))|

1dentification code:[::::::::::::] (Please tell us the identification code)

Please contact us and we will tell you the amount of ransom and how to pay.
(1f the contact s fast, we will give ¥ou a_discount.)
lafter the payment 1s successful, we will tell the decrypt password.

In order for you to believe in us, we have prepared the test server.please contact us and we will tell the test
server and decrypt the password.

Please do not scan encrypted hard drives or attempt to recover data.Prevent data corruption.

How to buy and ?A{ for Bitcoin:
hetp://www, Tocalbitcoing, com

jor you can google search “Mow to bug sitcoin”
1f you know other trading websites better.

Tips:
1f we don't respond in three da{s. Please contact an alternate mailbox:| . ]
we will enable the alternate mailbox only if the first mailbox 1s not working properly.
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&)2. install.bat

Cobalt Strike TIR[RIRIEAFIBEX 95 O i R— R M I2FBENTEREA G ) £9°. 1D(F. StagerCRATHBEAIF DO R—FR >
| "beacon"# Team Servern» > &> O—F L TXEY ETHRITLET.
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def rc4_init(key):

index1 = index2 = 0

box = bytearray(range(256))

for i in range(256)
index2 = (key[index1] + box[i]+ index2) & OxFF
box[i], box[index2] = box[index2], box[i]
index1 += 1
if(index1 == len(key)):

index1 = 0
return box

def rc4_crypt(buffer, box):
X=y =0
for i in range(len(buffer)):
X = (X+1)&0OXFF
y = (box[x] + y) & OXFF
box[x], box[y] = box[y], box[x]
buffer[i] A= box[(box[x] + box[y]) & OXFF]
return bytes(buffer)

def rc4(buffer,key):
S = rc4_init(key)
out = rc4_crypt(buffer,S)
return out

enc = get_bytes(here() + 2, get_wide_word(here()), 0)
key = b"\x66\Xx6D\x35\x68\X6B\x62\x66\X78\x79\x68\x64\x34"

buffer = bytearray(enc)

dec = rc4(buffer, key)

print(dec)

set_cmt(here(), dec.decode('utf-8'), 1)

8/13



l~.decrypt.png

8. RCATE S E hi-3F3F
Dtrackh'B R I N-FIZL V) . WEDFEEAAPTAT374:  Lazarus TH HAIEEM HEZ ZNEAE TE £ LT,

FDEIZHBEIRN A EEETHY L MEREBRL £ L. #AEHLSIE. WEZAEDL ) ITHEREBR L 1-H 5 45ET 2F(LT
EFHATLIz. WEHLZ. A EEETAT PEREFBAL. RDP(E—FFR7 by D) BEFMbHT—/NAADRAEIEARS G
TWEF L1,

B RDOF THA DY —/3(ZPowerShell2 7 1) 7' | (dStageraxH—ERBEFEL TWE, 4(DFIZIERAXM>a bA—FHFENTWH
¥ L7-. PowerShell CE{T&N A7 F(F. Basebd, GZIP, XOR A {FLEShINTWFT,

9/13


https://blog.macnica.net/upload/49c86c3556a5338bad250f278775ab3de1919776.png

L~ eventid.png

9. Stager&RENT 2 —ERHA R b—ILEhi-BorX> 0
ERLI-N A O bO—F5RAIZ. BIZBTEOY—\~NEHEEAATFTWE T,
28

WEH(L. ERY—ILTHh DJetico BestCrypta Ly, Y—/SDTF 1 ZT &R 1 —LBETHESKL, BAXvE—207 7155
LTWE L. ZOFAIF. 2BERIZH HTHT Ransomwarer £ F—TF . BANSZOEEIZES £ TolMEIZ. SEMTL
7=

BA ST N TR S1-HEEDNTTPA £ OB ATOBE ) T,

10/13


https://blog.macnica.net/upload/00629038b78ddca86d454be60419cbb8203213f4.png

leiF & &.png

R®10. &7 z—X TN - BET I v o

wE

SEDA 2 TFTr A LDRDE L LTUTARETONET.
BASN-BORHL

SEERESNI RS HBIE/ Ny 7)) — 2B FFRABMICERINEAESINTOET. AR, B0 )71 Hib/ Xy FER
FEETTH. AP —BASNGEIIREENBRNAERT 2ACRICR DI 2EHN TR THINAHERL TH(ELEETHD L
EZoNET,

Cobalt Strikep' R S hi-HA DG
Cobalt StrikeDBEEA TR L TW\BEHA S E . WEHIZEAEIND —R (IG5 HERIZHD EEZTWET.

11/13


https://blog.macnica.net/upload/7f642dd3782a131be9ba53d1ac02ab0604ed39ed.png

R ). Team Server MEEEIE 5 RS (23 HMalleable C2 Profile#fEndh B 7= . Cobalt Striken\ %R aht-15&(%. TRETH
FUTNER S L (INBDFFIRICIETAKEAL 2> 7 « Z AR LIISITIERT 20N EE LWeEZSNET., X1 TR &X—
Sentinel-OneA s (. a7 « 7 AIMET %Y —ILAREIINTWE T,

CobaltStrikeParser

A2 7 1 71ZdH B User-Agent H', MR TEOLN TWRWHDTHNE, thbA T 17r—RE L TERT2FENTEET.
BIFESHBDIERY —IVDOER(ZIVY = 7 A& {EhigLy)

SEDA T b TIE. BHDRIGE D & NENEBIROMA DY —/\5&RITIIESHAEESHILT T dfEHNTUEEA. BHIZE

ALy FT—2 PBEDEFTIE VIV = 7 TER CIRE LB IZH D H DXRINEA S IER Y —ILa Ty 70— FLERNEERT S

HEARRSNET. (DA, TILTTHRIETTERC IV RRA b, Ry b T—2, QFR—RTEBROEEHSHIMI-T /7

DR AT 5 L AERNT2ELEEEEZIONET.

BEBEEDRBE W) BRTIE. etDtrackhEbL NIz & W) RICDWTIE. APTA1Y Lazarusd T —LORBEEDERE L TS
WHMEAEZ b FTH. MR TIRAOBAE THE LA,

171 r—RER
7 T7AIE SHA256 H%
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