Thanos Ransomware Evading Anti-ransomware
Protection With RIPlace Tactic

E seqrite.com/blog/thanos-ransomware-evading-anti-ransomware-protection-with-riplace-tactic/

Priyanka Shinde November 18, 2020

SEQRITE

Thanos Ransomware
adopts hyper-weaponized
RIPlace tactics — collects
huge pay-offs.

18 November 2020

Written by Priyanka Shinde
2Y7 g
sy

£

SH 3

izx ' A
[ 'r‘;_".
ff

Cybersecurity, Ransomware

Estimated reading time: 5 minutes

Ransomware has come a long way in cyberspace by continuous improvement in its
techniques and tactics in encrypting system files. Over the years ransomware has
improvised itself by moving from PE to non-PE and standalone payloads, by using different
compilers and complex packers. To deal with such variations, behaviour-based detection and
Anti-ransomware solutions plays a vital role as the activity of the ransomware is targeted
which no one can avoid.

Ransomware authors have now started injecting their malicious payloads into Windows
genuine system processes, which are usually white-listed, encrypting the files by bypassing
security solutions — they have always been found hunting for vulnerable apertures and
abusing them the moment it gets publicly exposed.
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Recently, we observed a similar strain of ransomware (named as Thanos Ransomware)
trying to evade traditional Anti-Ransomware solutions by implementing different techniques
which include process injection and the latest RIPlace tactic.

Last year researchers at Nyotron had furnished proof of concept (POC) of RIPlace tactic that
can potentially encrypt files without getting identified by the anti-ransomware or Endpoint
Detection and Response (EDR) solutions.

Technical Analysis

The Thanos Ransomware has been found to use multiple features, in an attempt to bypass
Anti-Virus (AV) products.

The Infection Vector is not clear yet but there is a PowerShell script that contains another
double Base64 encoded PowerShell which contains inline C# code. The first script executes
the embedded PowerShell script and creates processes of “notepad” in hidden mode. The
C# code present in the second script is basically taken from the Urban Bishop code of the
Sharp-Suite framework present on Github. The PID of the notepad processes created is
passed to this C# code as the argument. After this, the script is distributed laterally to all the
machines connected in the network.

8- a-8

Powershell Script contains Second powershell C# code injects
double Base64 encoded script contains inline shellcode in remote
powershell script C# code process

-

.Net payload of

Thanos Shellcode decodes and
Ransomware executes .Net payload
7 (Thanos)

Fig.1 Flow of execution of different modules
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[System.Text.Encoding]: : ASCII.GetString([System.Cony : :FromBase64String($a))

[System.Text.Encoding] : : ASCII.GetString([System.Col FromBase64String($a))
3

lf((la c:\logdb.txt -ErrorAction SilentlyContinue).Length -ne @){

exit;

:

}
if((1s c:\logdb.txt.locked -ErrorAction SilentlyContinue).Length -ne @){

exit;

1

5

echo 1 \logdb. txt

Start-Process notepad -WindowStyle Hidden
Start-Pr notepad -WindowStyle Hidden
Start-Pr notepad -WindowStyle Hidden
Start-Process notepad -WindowStyle Hidden

foreach($pp in (ps -name notepad)) {

o([Int32]$app.Id)
start-sleep 120
if((1s c:\logdb.txt.locked -ErrorAction SilentlyContinue).Llength -ne @){
break;

Fig.2 First PowerShell script containing encrypted script and process creation code

The function call contains Base64 encoded shellcode (shown in Fig.3), which is then injected
to the notepad process. The shellcode contains encoded .Net payload. This payload is the
variant of Thanos ransomware which encrypts files on the targeted machine.

public static SC_DATA ReadShellcode()
{
SC_DATA scd = new SC_DATA();
try
{
string code =
"6 ICPAQCAGQEAHWDIGNVBK46ILbor lvDzaSeZuIMyUr+66LZzg63qBXYAAAAAWA+IX9TySGOKtcGx1lrnsR1c iGO/NqyOBHgThDFId/ r/Cqa6v18DIn0ZULMPdIEML3K3+90ZFR79565aiZLi2FXuUgENDESEF
ay TAiwrmgHwH7rJ3kXWH7y2FuXwVRifi1C5t6cXmnaoxaTIqf YWHeV+hkGINFOGWSL FogH8gLK1GOuuKvnxvFf3bZuMA+f lwk1rg+kouqIIIbPFEa9] jMOE3ghX800bNuNS tpdGewh Tum@dMgmLLF riwz8uQu
t12igDQhYY3154K7sIQHNODVED22zQBt zgazwf FN81eESBgRU4v jbp/9zu3 JGnTFxSththt.‘-m]K?SabPSPOiBf(R’h'inhglengS,m+tS\ qCZQfxIGIauBxzyUau2eUk/qVgaFWTnfD+8+2
FwfINcfICnOZDapeq7nQ32sBWaquqla7EV/Fv@rK2EmuDvbwht8P79RO! ALALAMAAAPAAALAAAANAARASAAANAAANSANAAAAAARAA
AAAAAAAAAAAAAMAAAAAA, AALAALAAA AAAAAAAAAAALAAAL F AAAAAAAAAA AAAAS AA AEAA qNLNY®
U5h6i8657s3gIQUDEGAI3rlc6ngCOu+oVeltvylgzhWHr2yUWsCpRriviv/ D7GlemGtcEEEE+E+u6+\\-dht1HvF1. 1Pj9AnnpucYluc tdWcoCy+31FxMKCyenSHmOWACK! UIwDYMrGI jH9ye GGU
BQ/U11vhS1AGKpT1I775mCs1Gt6KQDSNSIL juNmGsK+1zp/CYitSDsLEnMkDgF FujLpbljsUhoPIYtFRGFsODU75yLax]zNp2al76d7t8dnDHgRAUH1LaQIYhXTC20+0yqnuRBBEMybIYFZj1g+IKAUEdqyAF
qUCoQuaSafdk3tvpPwdirNy9NwdLNzuNers+IbloX+urV/usfErgBov: YQs1kelfvaNbN/JL1bjhFwl8aqMCOGS14tRI/SHYFhod4DeYEbTWHSNIqsL4QhCO/ kLSdsHF1Yjkyr5ha8hiGGFRUcgIHIhQjKPN
5BBGA/4SLe2hTPpuuXB28z7J Bf1519v0o+/wC0f@pOrqlyM2AkPvZKhV18iPUTkmimC+wCKenIwE2Ivo6Qq25sKnXnN imd8NoMTYePFnBPYdAxcTD44bRf@onS3s83M4sH1YITt1fgXPsBNVFVDGK 3xe
LuQhq14mTdzC5fDpmvy@5K91Mq/ TiBkLEA1SC42EyrkFgksNggul 3bedC3+jY44ppkHud1Bhdxtl z19AWXkax/uuCgcZL 1g+jv3S5sqQmIfyKIwE nfvhpKFgKWNNeHSrxnD7G1GABKuyyHrX05r 14Ac XAl
+tDraVr3mNSa2bK9xPOywV1VgpdjFQ+7d2igy54SBdqNbd/ eKhr/93/KaMoghw141iiql2qP jbadkST20j Tea@xjnH1T+DuHzIBWC 9t I THSySobjF ggGVEAPCiAU/ kuGANNYS1vbC47GBbrCwHmhLGH3JKEORN
vAmyWPJIbP23x4HRUjdyLbfniYLi2igxtGXx0ac3tMFzzMGUUG/AX7048nW0cObb8r2sLPPkQVMT 3GZySu2NtiWvgknGrbf pASD19yESXQzos smMkhkHhD54IL1fMqd6iPplbjr+3cNexQ8Zq7QMDaEsklp/HMy
aZ jmHB7EFMELOWt2cgzgkwViCSvtWIBfpQUNUYL7XcanLzOVR+T+gQwtqgzY9F IwcV1PBWwhQf 3H2sx7VY51LMi /XNse7xFoF5V3 Hx1mX30m9 /NZ4CIdo07Uz7C80bCye6tLUUNII+imNGKtKKIt+3
ko804nYN528)+bKixTROEaInMLYVUwsMBUy9+NsDnOQyqVKQZC1hOPMCqvEqvjhh IuRENMyX@pYRTV RBaele2sBUr9tYqTs+0GMg3bUTFDcK2zIMARDaq4+FG2FnUmoeRk+ycE518833fnKDgY3af
G1POMWH+y/@fWINmhZDBVWpBYRY JEG3XENVtVZ6YsaF /NUA+htY/Yc3ZEj1sPzILPgldNnI+08BI0k8He2kZ551148/ rABWPi5ABWXYZCtfIEZCKXGI3YUtnmNICSc+0w/ zg0w3aAg6XVjbNIXyURNrb1rHg2U
7x098YpVNBcA06858dA20TaC tBzhOSMRs6tT [777700MLAIR9552GMIa8viWPNbJENN+QQ7 2 3eus78vEMQTmMuqkMd9SE10Y58+GRIN3GUILmh6BkuA/C1P6gzf7go7/I1dQ8qnwgBwqGitgk
HXUDnuYGeDbJl/vLQMBoS2MegX11yqOw8iofaEWSgLWwedz6aggbYfnSfqaH1d6ANZULrt5vTmUeMDiBSEU3G7IqqR35VEMpxtk jNUooUPejV00IZg/52L514a01/YTcpdImBGNTbXtXabcl/Wz+1H//UYobxD
U7VZnTuooDhk208LONr@EtSHjkpfeyv369j4rwVxd7i42ul ccaHuhlpQIkWMO3Z4fYbncXXkGItBIY6IErlrPFczTYSWMF IwS1pF7jxacOWjE1Fk1mgSOtERVmMrUV2LqaZGRl xDRun/2hCGzcYmDse/pC
v2+yt7qfl/xCuvrxHayBZgTBNVXFZ4F/Q148itu7FAtGas5 bWy 58b1XYG13owmGMVtc2L+GzedmiSSEnrVOLtCzBFdZh2pBz1q4bZg/8y cQfDPrUTLkiWIxIggudpIx8XLNIFn69DwXDKe6SKBQINXaR54 ]
7zFzW2m6aPSQWyuQYerdStS+B2ylWvio/Kt/aZDegKmdD2 i+uDHx+wAfgB1SRBwOBNLZEMCSh] /hcfdeADrVpu/Arl1ZhCFm)850kF1gXgoL cFyvVvpdeads8yE2/sSorEdfXIBKINWYXcXHinQLSbyMjShRx
1P65L7VCwaPIDT jdnqVb1BRWxzYFwe3ekzgvtgx4T4QBBf(+caswhezhx@bpZ+K1ZIxh5/mFWbRA326qWP7 JUWImKnQb10NiN4x9qd3MPPtgI6qIGdx+QjBIuslyMKolyw7bSLAaSRIQjLyR55gqdSpROPG
UH6xmseR/C1m1CO05LKSw2Fct9s5IKy T2qxKyFs8V2Xv7UdE2W/ rZ| wEX@J cNvHhXnwl5smof FvLODHK1EYfnz jZ8W1KM7dcYHGC j/0c8BHASY7EDZAAYwCXhb1zVtUDNQSy DmwXANt8r5ZdoxBXDG
rchjKIwedodYgaTjFvcdtVNKvqvSHCYNhbIaow8 1XwoZCb+2Q2eEh7NdC80126404T/fkQdLaF jOW@4Rj6hRAEOEVXpS++0172/XgVRUGPVPEXTub/try26r2TtPGe cORV72MZuiSu/vEUFJMStEArpEHEU23
2zUCIHEMFZ2gUICVO7r1SGWfEGbYIr8/0RMeINY15+3Do70eSmBtviFxCIn4jvgrYSMW1RhoQkmMSP8pr+ttTXQq/Nid 'QSL1InOtPZg5njmXztvN2Co7GR9BCNnhCgsExI1AurjWyOCSuT8DDOppilCVax]
304amOAWWHMO1DF rs 3 /RCK1sC/wwB557aL9IGu/ edV3xCUHNS Ew22qgMIrJ9VEN1G1I0Q+FfsDNxeczRkIuLU+Ts c+80hNnXuwMgChRPFEsXbd+1Vpxd1hU1ZONGezJagc85nsY1lyL57T
FP2wDj fwIGabFydfhniH8+py6nIjZcxfwNL18X6IRSASGsdUz+2RFtyPZ+2xe5Rj81dTFCMB3+rgDfs/DEKHGSOURBbHX cBovCmvtVrzXd5 I J+qWTygvuiCTFkFP2sYD5sug+HR j jbgAm3viEV+12dP3BI61W

Fig.3 Encrypted shellcode in the C# code
There are different modules in the Thanos framework. Some of the interesting ones being-

1. AntiKill — As shown in fig. 4, uses the function named, laminmortal() to make the process
immortal by making changes in the process security descriptor.

(currentpP
» AceQualifier.

Fig.4 AntiKill code in .Net payload
2. Anti-Analysis — Used to identify the presence of debugger or virtual environment and if
found so, terminating the sample.
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Fi.5 Anti-analysis code in .Net payload
3. Anti-Sniffer — Stops following processes that are usually used for analysis-

http analyzer stand-alone  |NetworkTrafficView  |dnspy-x86 CFF Explorer
fiddler HTTPNetworkSniffer |deddot PEiD

effetech http sniffer tepdump ilspy protection_id
firesheep intercepter dotpeek LordPE
IEWatch Professional Intercepter-NG dotpeek6td pe-sieve
dumpcap ollydbg ida64 MegaDumper
wireshark x64dbg procexp UnConfuserEx
wireshark portable x32dbg procexp64 Universal Fixer
sysinternals tcpview dnspy RDG Packer Detector |NoFuserEx
NetworkMiner

4. AwakeMe — Responsible for implementing Wake-on-LAN. (A detailed description of Wake-
on-LAN can be found in our earlier blog)

5. Encryptions — Contains all the encryption-related functions like AES-CBC encryption,
decryption, reading data from files, writing data to files.

6. CryptographyHelper — RSA encryption implemented.

7. NetworkSpreading — Downloads an application of Power Admin i.e exe (this allows to
execute Windows program on a remote machine) and executes the current sample on
remote machines.

8. MutexHelper — It checks for the presence of below mutex to check whether the sample
has already been executed on the system —

“Global\\3747bdbf-0ef0-42d8-9234-70d68801f407”
9. ProcessCiritical — Checks whether the process is running with admin privileges.
10. RIP — Implementation of RIPlace tactic which is discussed later.

11. Shortcut — Creates shortcut at Startup folder with the target flename as the ransom note
kept at the % Temp% folder.
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12. WakeOnLan — Implements Wake-on-LAN by taking IP addresses of all the machines
connected to the current machine.

The inclusion of such different modules varies in different samples.
Utmost precaution is taken and so it tries to hide the following processes-
Taskmgr

taskmgr

ProcessHacker

procexp

The self-copy is also dropped at StartupFolder — it also tries to stop various services related
to different AVs, running on the system by net.exe, using the commands shown in fig.6-

5/10



sophos /y

avpsus /[y
McAfeeDLPAgentService /
mfewc /y

BMR Boot Service /[y
NetBackup BMR MTFTP Service
DefWatch /y

ccEvtMgr /y

ccSetMgr /y

SavRoam /y

RTVscan /y

QBFCService /y
QBIDPService /[y
Intuit.QuickBooks.FCS /y
QBCFMonitorService /y
YooBackup /y

YooIT /y

zhudongfangyu /y

stc raw agent /y

VSNAPVSS /[y
VeeamTransportSvc [y
VeeamDeploymentService /y
VeeamNFSSvc /[y

y

veeam /y
PDVFSService /y
BackupExecVSSProvider /[y

to stop different services
It further deletes the shadow copy using vssadmin.exe, deletes all the backup files present
on different drives, including the recycle bin using

cmd.exe /c rd /s /q %SYSTEMDRIVE%\\$Recycle.bin

Encryption

The files are encrypted and the filename is appended with the extension ‘.Jocked’. The
encryption is performed only for the files with the extensions given below-

bco, one, dat, txt, vib, vbm, vbk, jpeg, gif, Ist, tbl, cdx, log, fpt, jpg, png, php, cs, cpp, rar, zip,
html, htm, xIsx, xIs, avi, mp4, ppt, doc, docx, sxi, sxw, odt, hwp, tar, bz2, mkv, eml, msg, ost,
pst, edb, sql, accdb, mdb, dbf, odb, myd, php, java, cpp, pas, asm, key, pfx, pem, p12, csr,
gpg, aes, vsd, odg, raw, nef, svg, psd, vmx, vmdk, vdi, lay6, sqlite3, sqlitedb, accdb, java,
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class, mpeg, djvu, tiff, backup, pdf, cert, docm, xIsm, dwg, bak, gbw, nd, tlg, Igb, pptx, mov,
xdw, ods, wav, mp3, aiff, flac, m4a, csv, sql, ora, mdf, Idf, ndf, dtsx, rdl, dim, mrimg, qbb, rtf,
7z

=] X

k) » Computer » Local Disk(C:) » util » Olly debugger b+ ollydbg110 b Scripts » Armadillo - Search Amadillo o

Organize Include in library = Share with = MNew folder 0l @
S Favorites Marne ’ Date modified Type Size -
Bl Desktop | ARM Protector 0.1 OEP Finder.bet.locked 10/15/2020 2:51 AM  LOCKED File 1KB
& Downloads || arma_detach.txt.locked 10/15/2020 2:52 AM  LOCKED File 2KB
=] Recent Places || arma_unpack.txt.locked 10/15/2020 2:52 AM  LOCKED File 4 KB
| arma37.tatlocked 10/15/2020 2:51 AM  LOCKED File KB
. Libraries | Armadillo 3.6x - 4.50c OEP Finder + Fix Magic Jumps.txt.locked 10/15/2020 2:51 AM  LOCKED File 3KB
= Decuments | Arradillo 3.7 OEP Finder.tet.locked 10/15/2020 2:51 AM  LOCKED File KB
&' Music | Armadillo 3.70 Unpack.txt.locked 10/15/2020 2:51 AM  LOCKED File KB
= Pictures | Armadillo 3.0 - 4,00 Manomites VA Finder v1.0.tdt.locked 10/15/2020 2:51 AM  LOCKED File 4 KB s
E Videos | Armadillo 3. - 4.xx (Standard Protection) OEP Finder + Import Redirection ... 10/15/2020 2:51 AM  LOCKED File 10KE 3
| Armadillo 3.0 DLL Unpack v0.1 bt locked 10/15/2020 2:51 AM  LOCKED File 3KB
1% Computer || Armadillo 3.cc Unpack (Standard Protection) w0 1.tet.locked 10/15/2020 2:51 AM  LOCKED File 2KB
‘-—’ Local Disk (C:) || Armadillo 4.0 - 4.4 DLL Unpack.txt.locked 10/15/2020 2:51 AM  LOCKED File 6 KB
|| Armadillo 4.0 - 4.40 OEP Finder + Debug Blocker (Standard Protection).tet.l...  10/15/2020 2:51 AM  LOCKED File 6 KB
&i Network || Armadillo 4.0 - 4.44 OFP Finder + Debug Blocker (Standard Protection).tet.l...  10/15/2020 2:51 AM  LOCKED File 6 KB
|| Armadillo 4.20 Public Builds OEP Finder {only for CopyMem2 + Debug Bloc... 1071572020 2:51 AM  LOCKED File 1KB
|| Armadillo 4.30a Simple Unpacking Script.bet.locked 10/15/2020 2:51 AM  LOCKED File 2KB
| Armadillo 4,42 CopyMem2 Child Process Decode.tit.locked 10/15/2020 2:51 AM  LOCKED File 4 KB
| Armadillo 4,42 CopyMem2 Decrypt Code Sections.txt.locked 10/15/2020 2:51 AM  LOCKED File 4 KB
|| Armadillo 4.42 CopyMem2 Detach from Client + Fix Import Table Eliminati.. ~ 10/15/2020 2:51 AM  LOCKED File G KB
| Armadillo 4. CopyMem2 (DebugActiveProcess) tut.locked 10/15/2020 2:51 AM  LOCKED File 2KB
| Armadillo 4.0 CopyMema2 (Fix IAT) it locked 10/15/2020 2:51 AM  LOCKED File 4 KB
| Armadillo 4.0 CopyMem2 OEP Finder v0.1.tut.locked 10/15/2020 2:51 AM  LOCKED File 9KB
| Armadillo 4..cc Nanomites (WaitForDebugEvent) bet.locked 10/15/2020 2:51 AM  LOCKED File 2KB i
J 55 items

Fig.7 Encrypted files

The files are encrypted with AES-CBC and the key used in encryption is then encrypted with
RSA and is appended in the Ransom note (as shown in Fig.8). The complete file is
encrypted if the file size is less than 10MB, otherwise, only file data up to the size of 10MB is
encrypted.
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" HOW_TD_DEC!

File Edit Format WView Help

your files, documents, and all of wour network encrypted.
all backup drive and tape deleted of formatted.

all shadow copies deleted.

DONT RESTART PC
DONT TOUCH OR EDIT LOCKED FILES
DONT USE REGULAR RECOVERY SOFTWARE, EVEN "MICROSOFT RECOVERY TOOL™

ALL OF THOSE NOTES WILL CAUSE YOU LOST YOUR FILES FOR EVER

contact : 001002003@secmail.pro

shal I20tIkyuiOhab/ dC wXTYMA InXTk1T1200T
bvp3fvnIdo8b,/RwUEZMGVBmMYNeTTI10ZFyWsMTfSs 3I2NfMakwl 0l
RE cthIKsMkTER1 BYAYCYCVZHUZ JOPIKGEF T FiBnphiNwdec7 Hdd4 ZZ32Gmc zdoRu 1 Kc TwPoMQHN2 SvOP fwyps Syrdb /rvZveTIx/RTIcxo5I6k7 1 eWj
1 8XE pvgMWMpHHS0GE9hoG tPmkkbANkuPbGoy+0yByTe 1Kgx+cHLHMN TNAEezPLH 3 tgO 3wWr rvSTXmwTC dokhIk 3F w8019 Tkz jarvmNF FyHE ZA=—=

!

AES key (used in encryption of files) encrypted
with RSA and appended in ransom note in

g]IEkxN?ABgRg

Basebd format

Fig.8 Ransom Note

But the most important and a novel technique used by Thanos to evade anti-ransomware
solutions is the RIPlace tactic that assets Microsoft Windows file Rename functionality! It
helps the ransomware to hide from modern anti-ransomware solutions.

In this technique, a malware can call DefineDosDevice, a genuine function that creates a
symlink and can give an arbitrary name (for example, ‘Resolve’ in this case) to the
target/destination file path. When we make a call to rename function, the filter driver fails to
parse the destination path in the callback function when using the common routine
FltGetDestinationFileNamelnformation. So, instead of returning the new path, it returns an
error, however, the Rename call gets succeeded.
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destinationFilePath)

+ destinationFilePath

Fig.9 RIPlace Tactic
Along with this, taking it further, Thanos may attempt to overwrite the MBR, trying to display
the below message-

Dont worry, you can return all your files!
The Price to get all things to the normal : 20,000%

My BTC Wallet ID
1F6sq8YvTtTFuE4QcYxTK8s5XFUUHC7sD9

ontact: josephnull@secmail.pro

Conclusion

There have been several techniques used by ransomware families to evade the AV products
earlier, increasing the complexity, the speed of their operations, termination of the analysis
tools, but this time it has become more advanced, challenging for anti-ransomware
technologies. The use of almost all the possible anti-analysis techniques and then hiding the
new extensions of the encrypted files from the anti-ransomware solutions makes the task
much more difficult.

I0Cs:

7BDD4B25E222B74E8FODB54FCFC3C9EB

9/10



AFOE33CF527B9C678A49D22801A4F5DC
A15352BADB11DDOE072B265984878A1C
BE60OE389A0108B2871DFF12DFBB542AC
98880A1C245FBA3BAE21AC830ED9254E

EO1E11DCASE8B08FC8231B1CB6E2048C

has experience in cyber-security domain and expertise in reversing various...
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