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HelloKitty Ransomware

Kitty Ransomware

HelloKitty Hand-Ransomware

(wundppoBanbLMK-BbIMOraTenb) (MepBOMCTOYHMK)
Translation into English

OTOT KpUNTO-BbIMOTaTeNb LUNMMPYET AaHHbIE NMOMNb30BaTeNen ¢ NOMOLLbI0 KoMBuHaumn anroputmMoB AES-256 n RSA, a 3atem TpebyeT Bbikyn B
# BTC, uTo6bl BepHyTb channel. OpurnHanbHoe Ha3BaHWE: B 3anucke He ykadaHo. Ha darine HanucaHo: ag.exe. HanvcaH Ha C++. B mae 2021
NOSIBUNCS HOBbIN BapuaHT HanncaHHbIN Ha A3bike Go.

CyLLecTByeT HECKOMbKO pa3HbIX BEPCUI, KOTOPbIE UCMONb3YIOT ANS WMgPOBaHNs pasHyo kombuHaumo anroputmos: AES-256 + RSA-2048,
AES-128 + NTRU. Takxe ecTb Bepcus ans Linux, ncnone3sytowas AES-256 + ECDH.

OGHapyXeHUs:

DrWeb -> Trojan.Encoder.33143, Trojan.Encoder.33348, Trojan.Encoder.33464

BitDefender -> Gen:Heur.Ransom.Imps.1, Gen:Variant.Ransom.Adhubllka.1

ALYac -> Trojan.Ransom.Filecoder

Avira (no cloud) -> TR/Redcap.pdjtm, HEUR/AGEN. 1127999

ESET-NOD32 -> A Variant Of Win32/Filecoder.DeathRansom.D

Kaspersky -> HEUR:Trojan-Ransom.Win32.Encoder.gen

Malwarebytes -> Ransom.DeathRansom

Microsoft -> Trojan:Win32/Ymacco.AA9A

Rising -> Trojan.Generic@ML.85 (RDML:Hg3*

Symantec -> ML.Attribute.HighConfidence

TrendMicro -> Trojan.Win32.IMPS.USMANKI20

© leHeanorusa: DeathRansom, Adhubllka > TechandStrat > HelloKitty (Kitty) > FiveHands
© leneanorus: HelloKitty (Kitty) > Kitty Go, Kitty Linux

M306paxkeHne — norotun ctatbn

K 3awmndposaHHbIM hannam gobaenserca pacwmpenue: .crypted

3Tumonorusa Ha3BaHUA:

Cnogo HelloKitty ecTtb B MbioTekce HelloKittyMutex. Beimoratenu okasanvucb HaCTONbKO MyrNMBbIMK, YTO HE BOCMONb3oBanvcb email ons
CBSI31 C XXepTBaMu, UCMOMNb30Banu TonbKo cneumarnbHbIi aapec Ha onion-cainTe, 63 NepBUYHONM CTpaHULIbl IOMEHA, HUKaK He Ha3Banu CBOK
nporpaMMy 1 HaryraHHble Bonpocamu B 4aTte cpasy cbexanu BocBosich. [1oaTomy B norotun ctaTtby 6bin Ao6aBneH HamnyraHHbIA KOTEHOK.

o

BHumaHme! HoBble paclumpeHus, email n TEKCTbI O BbIKyne MOXHO HaWTU B KOHLE CTaTbu, B 0OHOBMNEHNUAX. TaM MOryT ObITb pas3nuums ¢
nepBOHaYarnbHbIM BapyaHTOM.

AKTUBHOCTb 3TOrO KpUnTo-BbIMOratena npuwinacb Ha cepeguHy H0ﬂ6pﬂ 2020 r. OpI/IeHTVIpOBaH Ha aHrnos3blYHbIX NOMb30BaTENEN, YTO He
MeLllaeT pacrnpoCTpaHATb ero no BCemy Mupy.
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3anucka c TpeboBaHvem Bbikyna Ha3biBaeTcs: read_me_lkdtt.txt
BeposaTHo, 4To ncnonb3yetcs wabnoH: read_me_<abbreviation>.txt

Co,qep)KaHMe 3annCKu o Bbikyne:

Hello dear user.

Your files have been encrypted.

-- What does it mean?!

Content of your files have been modified. Without special key you can't undo that operation.
-- How to get special key?

If you want to get it, you must pay us some money and we will help you.

We will give you special decryption program and instructions.

-- Ok, how i can pay you?

1) Download TOR browser, if you don't know how to do it you can google it.

2) Open this website in tor browser:
hxxx://6x7dp6h3w6q3ugjv4yv5gycj3femb24kysgry5b44hhgfwc5mi5grdad.onion/02f6af250649555ea1b65f20fd9e815b23ba7d84829b93e6d8dbdb1
3) Follow instructions in chat.

MNMepeBoa 3anncKun Ha PyCCKUA A3bIK:

MpvBeT goporoi nonb3oBarerb.

Baww dannbl 3awmgposaHbl.

-- Y10 3710 3HAUNT?!

CopepxaHue Balmx daiinos 66110 nameHeHo. bes cneuuansbHOro Knova Bbl HE CMOXETE OTMEHWUTL 3Ty onepauuio.
- Kak nonyuntb cneumanbHbIi Krnoy?

Ecnv Bbl XOoTWTE €ro nomny4uTb, Bbl AOMKHbI 3aNfaTUTb HAM HEMHOTO AEHET, U Mbl BaM NMOMOXEM.

Mbl fagmm Bam cnieumanbHyo Nporpammy paclunpoBKM Y MHCTPYKLMN.

- XopoLuo, kak s Mmory Tebe 3annatutb?

1) 3arpyaute 6paysep TOR, ecnu He 3HaeTe, kak 3TO caenatb, MOXeTe NoryrnuTb.

2) OTkponTe aToT BeG-canT B 6paysepe TOR:
hxxx://6x7dp6h3w6q3ugjv4yv5gycj3femb24kysgry5b44hhgfwc5mi5qrdad.onion/02f6af250649555ea1b65f20fd9e815b23ba7d84829c93db10f8d8d:
3) Cnenyinte VHCTPYKUMAM B YaTe.

TexHU4eckune getanu
MoxxeT pacnpocTpaHaTbCa NyTEM B3ioMa Yepes HesaluLeHHyo koHdurypaumto RDP, ¢ nomoLbio email-cnama n BpeAOHOCHbIX BIOXEHUN,

06MaHHbIX 3arpy3ok, 60THETOB, SKCMIIONTOB, BPEAOHOCHOI peknambl, BE6-MHKEKTOB, hasibLUMBLIX OGHOBIIEHUI, NepenakoBaHHbLIX 1
3apaXkEHHbIX MHCTanIATopoB. CM. Takke "OCHOBHbIE CMOCOBbI pacnpoCTpaHeHVst KpMNTOBbIMOraTenein” Ha BBOAHOM cTpaHuLe 6rora.

Ony(Ho BCerga ucnonb3oBaTtb AKTyanbHY aHTUBURYCHY 3awmTy!!!

Ecnv Bbl npeHebperaete KOMNeKCHOW aHTUBMPYCHOW 3alumToin knacca Internet Security unm Total Security, To xoTs 6bI fenaviTe pe3epBHoe
KOMMpOBaHue BaxHbIx annos no metoay. 3-2-1.
» [Npwu BbinonHeHun HelloKitty 3aBepluaeT 1706 npoueccos, 3akpbiBaeT 57 cnyx0b 1 yaanseT TeHeBble konun dannos.

» HelloKitty cogepxut BCTpOEHHbIN OTKPbITbIN Kitod RSA-2048. 3TOT OTKpbIThIN KMoy xewwmnpyetcsa SHA256 n ncnonb3yercs B KayecTse
naeHTudukaTopa XepTBbl B 3anucke ¢ TpeboBaHneM Bbikyna. OTOT OTKPbITbIN RSA-knioy Takke UCMonb3yeTcs Ans WidpoBaHuUs
CUMMETPUYHOTO Krtoda Kaxaoro darina.

[ns cummeTpuyHoro kntoya HelloKitty reHepupyet 32-6ariToBoe HayanbHoe 3Ha4yeHue Ha ocHoBe MeTku BpemeHu LM, MeHepupyeTcs ko4
Salsa20, koTopbIvi LindpyeT BTopoe 32-6arToBoe HavanbHoe 3HaveHve. 3awmndpoBaHHbIv pedynsraT nofasepraercsa onepaunm XOR ¢
nepBbIM CEMEHeM, B pesyrnbTrate Yero nonyyaercsa 32-6antoBbin koY, ncnonsdyembin Ana AES-wndposaHus kaxgoro davina.

Mocne Toro, Kak kaxapli hann 3awmngpoBaH, MCX0AHbIM pa3Mep darna, marndeckoe 3HaveHve DE CO, AD BA u kv AES
3alMdpoBbLIBaAIOTCSI C MOMOLLIbIO OTKPbLITOrO Krntoda RSA u gobasnsiotes k danny. HelloKitty no6aBnseT atn gononHUTenbHble METaAaHHbIE B
3almndpoBaHHbIv darn. 3atem oH fobasnsieT YeTbipe Marnyeckmx 6aita DA DC CC AB B koHel, 3auMdpoBaHHOro garina.

B 3aBucumocTn ot Bepcun HelloKitty MOXeT 3MeHsATb Unun He N3MeHsITb paclunpeHne ganna.

B opyrux obpasuax HelloKitty BMmecTto RSA vcnonb3oBancs BCTPOEHHbIN OTKPbITbIN ktod NTRU.

Cnucok pannoBbIx pacluMpeHui, nogBepraromnxcs wndpoBaHuio:
370 gokymeHThl MS Office, OpenOffice, PDF, TekcToBble darinbl, 6a3bl 4aHHbIX, hoTorpadum, My3sbika, BUAeO, dainbl 06pa3os, apxusbl 1 np.

®dainbl, cBA3aHHbIe ¢ 3TUM Ransomware:
read_me_lkdtt.txt - Ha3BaHue daiina ¢ TpeboBaHMeM Bbikyna
ag.exe - crnyyvanHoe Has3BaHue BpefoHOCHOro channa

2/6


https://id-ransomware.blogspot.ru/2016/05/blog-post.html
https://3.bp.blogspot.com/-g1khX78dPVo/WyNq6za-WMI/AAAAAAAAKz4/Jw7rid06qoAqXR3Q0hnbkblRfwOfN_ESgCLcBGAs/s1600/gen_info.png
https://anti-ransomware.blogspot.com/2019/02/topical-protection.html
https://id-ransomware.blogspot.ru/2016/11/sposoby-zashhity-ot-shifrovalshhikov-vymogatelej.html

PacnonoxeHus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

C:\Users\Admin\AppData\Local\Temp\ag.exe

3anucu peecTtpa, cBA3aHHble ¢ 3TUM Ransomware:
CM. Huxe pes3ynbraTbl aHann3os.

MbloTeKCbl:
HelloKittyMutex
MbloTeKC HyXeH, YTOObl NPefoTBPaTUTL 3anyCk HECKOMbKUX 3K3eMMIIAPOB LWNdpoBarbLyka O4HOBPEMEHHO.

CeTeBble NMOAKITIOYEHUA U CBA3N:
Tor-URL: hxxx://6x7dp6h3w6q3ugjv4yvsgycj3femb24kysgry5b44hhgfwc5miSgrdad.onion

Email: -

BTC: -

CM. HWXe B 0BHOBMNEHUSX ApyrMe agpeca U KOHTaKTbl.
CM. HWXe pe3ynbTaTbl aHanM3oB.

PesynkTraTthl aHanu3os:

v Triage analysis >>

® Hybrid analysis >>

¥ VirusTotal analysis >>
A Intezer analysis >>

2 ANY.RUN analysis >>

X VMRay analysis >>

W VirusBay samples >>

[} MalShare samples >>

&9 AlienVault analysis >>
CAPE Sandbox analysis >>
© JOE Sandbox analysis >>

CreneHb pacnpocTpaHEHHOCTU: CPeaHAS.
[MoppobHble cBegeHusi cobupatotcs perynsipHo. Mpucsinante obpasubl.

=== ICTOPUSI CEMEWCTBA === HISTORY OF FAMILY ===

DeathRansom Ransomware - Hos6pb 2019 - aBryct 2020
Apyrve BapuaHThbl - B Te4eHumn 2020

TechandStrat Ransomware - okts36pb 2020

HelloKitty Ransomware - Hosi6pb 2020

FiveHands Ransomware - gekabpb 2020 - siHBapb 2021 n ganee

=== B/IOK OBHOBJIEHUW === BLOCK OF UPDATES ===

BapuaHT ot 26-27 nekabpsa 2020:

CooblieHne >>

HaueneH Ha 6pasunbckre kKoMnaHuu.

B tekcte ynomumHaettca CEMIG - 6pasunbckasi aHepreTudeckas KoMmnaHusl.
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https://twitter.com/Emm_ADC_Soft/status/1344641549540483072

Pacwwupenue: .kitty
3anucka: read_me_lkdtt.txt

>» [pyrum nHdopmaTtopom ABnseTcs vat Ha Tor-cante.
HemHoro Tekcta oT BbiMoratenei:

]

You was attacked by Kitty ransomware

All your documents, photos, databases and other important files have been encrypted.

The only way to decrypt your files is to receive the decryption program.

For details talk with support in chat.

Hello CEMIG, i'll help you to recover your files, type first message here to start.

You have 24 hours to start dialogue or i'll publish your private data or sell it on darknet, i do not care who will take it, you or someone else, we
have many backdoors in your system and i sell this information too, so you can stay silent or protect personal data of your employers, secret
data of your company and we can remove all backdoors... think about it. You have not so much time.

» O6HapyxeHus:

DrWeb -> Trojan.Encoder.33348

Avira (no cloud) -> HEUR/AGEN. 1127999

BitDefender -> Gen:Variant.Ransom.Adhubllka.1

ESET-NOD32 -> A Variant Of Win32/Filecoder.DeathRansom.D

Kaspersky -> HEUR:Trojan.Win32.Udochka.gen

Malwarebytes -> Ransom.DeathRansom

Rising -> Trojan.Generic@ML.97 (RDML:Xr*

Symantec -> Ransom.CryptoTorLocker

Tencent -> Win32.Trojan.Filecoder.Wpti

TrendMicro -> TROJ_GEN.R002H09LR20, Ransom_CryptolLocker.R002C0DG821

BapuaHT ot 25-26 aekabpsa unu nosxe, B AHBape 2021:

OtpenbHas ctaTtbs: FiveHands Ransomware >>

Pacwupenue: .crypt

3anucka: DECRYPT_NOTE.txt

MmetoTcs oTnnuns, cM. cpaBHUTENbHYO Tabnuuy pasHbix yHkuuid anst FiveHands - HelloKitty - DeathRansom.

FIVEHANDS HELLEMITTY DEATHEANSOM

=== 2021 ===

BapuaHT ot 28 siHBaps 2021:
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CoobuieHne >>

Pacwwupenue: .crypted

3anucka: read_me_lkd.txt

Tor-URL: hxxx://6x7dp6h3w6q3ugjv4yvbgycj3femb24kysgry5b44hhgfwc5miSgrdad.onion/*
» O6HapyxeHus:

DrWeb -> Trojan.Encoder.33464

BitDefender -> Generic.Malware.PfVPk!12.299C21F3
ESET-NOD32 -> A Variant Of Win32/Filecoder.DeathRansom.C
Kaspersky -> HEUR:Trojan.Win32.AntiAV

Malwarebytes -> Ransom.HelloKitty

Microsoft -> Ransom:Win32/Death.DBIMTB

Rising -> Ransom.Death!8.11553 (CLOUD)

Symantec -> Trojan.Gen.MBT

Tencent -> Win32.Trojan.Filecoder.Ecav

TrendMicro -> Ransom.Win32.DEATHRANSOM.F

BapMaHT ot 9 deBpans 2021:
OTtpenbHas cratbs: Epically Ransomware >>

O6HoBneHue ot 11 deBpans 2021:
HekoTopble nosicHeHusi no Bapnantam HelloKitty:

CraTtbs Ha canTe Emsisoft >>

BapuaHT ot 9 man 2021:

Hassanue: Kitty Go.

CooblieHne >>

OO6bekT ataku: meauumHckas komnanust Western Pathology (CLUA).
PacwupeHue: .crypted

3anucka: read_me_unlock.txt

Hosbin npoekT: /Go/src/kitty/kidata/kidata.go

» CogepxaHue 3anucku:
Hello dear westernpathologyinc!

Unfortunately, your files have been encrypted and attackers are taking over 1 TB of your personal data.

financial reports and many other documents.
Do not try to recover files yourself, you can damage them without special software.

We can help you recover your files and prevent your data from leaking or being sold on the darknet.
Just contact support using the following methods and we will decrypt ..one non-important file for free to convince you of our honesty.

use TOR browser to talk with support
hxxx://luqudwxzszbcj6uxbhbdccmixvwjfewn565ifotzvcbbimsijjcczsvpyd.onion/*
Pesynbrathl aHanunzos: VT + VT + VMR + JSB +JA + |A + 1A
» O6GHapyxeHus:

DrWeb -> Trojan.Encoder.33894

BitDefender -> Trojan.Ransom.Agent.BX

ESET-NOD32 -> A Variant Of WinGo/Filecoder.M

Kaspersky -> VHO:Trojan-Ransom.Win32.Convagent.gen
Malwarebytes -> Malware.Al.4199637328

Microsoft -> Trojan:Win32/Hynamer.C!ml

Rising -> Ransom.Encoder!8.FFD4 (RDMK:cmR*
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TrendMicro -> TROJ_GEN.R002H07E921, Ransom_Encoder.R002COWEC21
BapwuaHT oT gaTbl NOABNEHUA:
Hassanue: Kitty Linux (ans Linux-cuctem)

Pacwupenue: .crypt
Mcnonbayetcs OpenSSL (AES256 + secp256k1 + ECDSA)

BapuaHT nioHs 2021:
Coo0buieHue >>
HassaHue: Vice Society. BepositHo cnunH-odd ot HelloKitty.

LLndppyet cucrtembl Windows u Linux ¢ nomoubto OpenSSL (AES256 + secp256k1 + ECDSA).

PacwupeHue: .v-society

1 information was downloaded *

renase them. This can make ou®

=== BJIOK CCbIJTOK n CNNTACUBOK = BLOCK OF LINKS AND THANKS ===

http://

Read to links:

Message + Message

ID Ransomware (ID as HelloKitty)

Write-up, Topic of Support

Added later: Write-up by FireEye (on April 29, 2021)

Andrew Ivanov (article author)
quitman7, Michael Gillespie

FireEye

to the victims who sent the samples

© Amigo-A (Andrew lvanov): All blog articles. Contact.
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