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Trickbot and Ryuk

With the recent outbreak of Ryuk in hospitals, detecting the precursors to the ransomware
has become a more visible priority. Ryuk has a history of being deployed after an enterprise
has been compromised by Trickbot. The problems with detecting Ryuk is that once it is
detected, it is often too late to save anything. The key is to detect Trickbot or any other
malware attackers use before your data starts being encrypted.

This Splunk tutorial will cover the methodology | used to develop and test the detections as
well as how to implement and tune them. Also, in case you missed the previous parts of my
Splunking with Sysmon tutorial series, make sure to check out parts 1, 2, and 3 too!

Trickbot Hunting

Finding Trickbot samples is not hard to do; there are many sources and samples available. |
tested 7 different .exe samples that all had been submitted within 3 days of my testing. | ran
each sample on my home lab with access to the internet enabled and Sysinternal Process
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Monitor (procmon) running to monitor what the executable was doing. | segregated my home
lab from my personal network to reduce the risk of any malware spreading; please be safe if

you want to recreate my testing.

To determine how I'd approach a detection, | divided the analysis of the Trickbot samples
that | tested into two different categories. The first category included the samples that fully

executed and established a persistence mechanism. The second category’s samples were

more evasive, but they did not establish any form of persistence.

Persistent Trickbot

The Trickbot samples | analyzed that established persistence had a few different ways that
they executed, but they always used Registry Run Keys to establish a persistent hold on the

infected system. The simplest sample wrote a file to the users Local Appdata folder and

created a run registry key to execute that file on boot. It also did a time stomp to change the

file creation time on the executable.

£F Process Monitor - Sysinternals: www.sysinternals.com

File Edit Event Fiter Tools

Options  Help

|[2HABE 248 B A5 X8 LTE

Time Process Name

SG005... W trickbot5.exe
S01:0.. % rickbotS.exe
901.0.. W msrd3x40exe
S010.
S01:0... W rickbot5.exe
S0, W merd 40 exe
011, W msrd3xd0 exe
9011 W msrd3x40 exe
9014, T mard240 exe

PID  Operation
5332 &% Process Start

Path

5532 Q3 Process Create  C-\Users\malware\App Data'\Local\Windows Data Pdfumard 240 exe

2632 &F Process Start
RegSet Value
5932 &F Proceas Bxt
2532 @8 RegSetValue
2632 @ RegSetVale
RegSetValue
RegSetValue

HKLM\SOF TWARE"Microsoft'Windows NT\Cument Viersion \ Notifications\Data 4 1BADTIAAIBC 3475

HKCLU\SOFTWARE \Microsoft \Windows \CumentVersion'Intemet Settings'\5.0"Cache'\Content\CachePrefix
HKCU\SOFTWARE \Microsoft' Windows \Cument Version Untemet Settings'5 0"Cache\Cookies \Cache Prefix
HKCUNSOFTWARE \Microsoft ' Windows \CumentVersion'Intemet Settings'5 0'Cache\History\CacheFrefix

HKCLN\SOFTWARE\Microsoft " Windows \CumentVersion Run \mard 2c40

2 Process Monitor - Sysintemals: www.sysintemals.com
File Ecit Event Filter Tools Options Help

FHEABRE vAS B AT HB AW

Time: .. Process Name
7523 trickbot exe exe
7525...
7:525.. 4
7:525.

7541 |_jnetdisgixBba exe
7542 | jnetdiagixBba exe
757.3... meschvowbd.exe

PID  Operation
8944 QFProcess Create
8944 QF Process Create
€344 #RegSerlae

9144 @RegSetVaue
9144 @ RegSetVaue
9144 QFProcess Create
5080 &F Process Exit
9144 @ RegSetVaue
9144 Of Process Creale
4800 5 Process Exit
9144 [k VireFie

9144 BhWikeFie

9144 QFProcess Create
8796 & Process Exit
9144 @ RegSatValue
9144 OfProcess Create
6804 7 Process Extt
9144 [ih WikeFie

9144 [BhrieFie

9144 Qi Process Create
5328 & Process Exit
9144 8 RegSetValue
9144 Q7 Process Create
9208 @, RegSetVaue
9208 @ RegSetVaue
5208 @ RegSetValue
9208 BhWrieFie

5208 BhWeFie

9208 hWrieFie
9208 hWreFie
5208 &k WriteFie

5208 ZhWrieFie
95208 BhWrteFie
5208 FhWmeFie
9208 Sh\WiteFie
9208 Th\WikeFie
5208 [ WrieFle
5208 Bl WiieFie

9144 BhWrieFie

9144 & Process Create
144 g RegSetVaue
7692 &F Process Create
4148 O Process Ext
5228 ##ReaSetVaue

Path

C:\Windows'aphwowE4 exs
C:\Lsers'mahware \AppDiata' Local \dpmodemn THaAuth exe

HKLM\SOFTWARE \Microsoft\Windows NT\CumentVersion'\Metifications \Data \d 18A07IAAIBC 3475

HKCUNSOF TWARE \Microsoft \Windows \Cument Version \intemet Settings\5 ("\Cache\Content \Cache Prefix
HKCUNSOFTWARE \Microsoft \Windows \Cumrent Version \Intemet Settings\5.0\Cache \Cookies \Cache Prefix
HKCUNSOFTWAREMicrosoft\Windows"\Current Version \Intemet Settings5.0"\Cache'\History\Cache Prefix

HKCUNSOFTWARE Micrasoft\Windows'\Cument Version'\Run’ TiisAuth
C\Users'mafwars'\AppDiata' Local \dpmodem TiaAush exe

HKCUNSOFTWARE Microsoft \Windows\Cument Version \Run'\ Tils Auth
C:\Users‘mahware \AppData'\Local \dpmodemx\ TilsAuth exe:

C:\Users'mahware \AppData'\Local \dpmoden '\ TlsAuthpeer exe
C:\Users'mahware \AppData'\Local \dpmodem '\ THsAuthpeer exe
C:\Users'mahvware' AppDiata’ Local‘dpmode\ Tls Authpeer exe

HKCUNSOFTWARE \Microsoft\Windaws\Cument Version \Run' TisAuth
Ci\Users'mahware\AppData'Local \domodem \ TsAuth exe

C:\Users'mahware'\ AppData’ Local\dpmodemx\ TsAuthseed exe:
C:\Users'mahware \AppData'\Local \dpmodemx '\ THs Authseed exe
C:\Users‘'mahware \AppData ' Local \dpmodems\ THsAutheeed exe

HKCUNSOFTWARE \Microsoft\Windows \Cument Version\Run'\ Ttis Auth
C\Users'mahware’\ AppData'Local \dsmodem \ TaAuth exe

HKCUNSOFTWARE \Microsoft \Windows \Current Version \Intemet Settings5.0"\Cache"Content'\Cache Prefix
HKCUNSOFTWARE \Microsoft\Windows \Current Version \Intemet Settings\5.0"\Cache"(Cookies \CachePrefix
HKCUNSOFTWARE \Microsoft ' Windows'\Cument Version ntemet Settings5 0'Cache"History'\Cache Prefix

C:\lsers'mahware \AppDita'\Local\Temp \TFCA tmp
Cilsers'maware \AppData'\Local\ Temp \TFCA tmo
C:\Users'matware \AppData’Local\ Temp\7FCA tmp
C:\Users'mahware \AppData'\Local\Temp\7FCA tmp
C:\Users'mahware' AppData'Local\ Temp \7FCA tmo
C:\Users'mahware \AppData’\Local\ Temp\7FCA tmp
C:\Users‘matware \AppData’\Local\ Temp\ 7FCA tmp
C:\Users'mahware \AppData'\Local\Temp\7FCA tmp
C:\Users'mahware \AppData’Local\Temp\7FCA tmp
C:\Users'mahware'\ AppDiata\Local\ Temp \TFCAtmo
C:\Lisers'mahware’ AppData' Local\ Temp \ 7FCA tmp
C:\Users'mahware \AppData\Local \Temp\7FCA tmp
C:\Users'maware \AppData'\Local\ Temp \TFCA tmp
C:\Users'\matware\AppData’Local\ Temp\7FCA tmp
C\Users'mahware\AppData‘Local\ Temp \7FCA tmp
C:\Users'mahware \AppData'\Local\Temp\7FCA tmp
C:\Users'mahware \AppData'\Local\Temp\7FCA tmp
C:\Lisers'mahware’\ AppData’Local\ Temp \ 7FCA tmp
C:\Users'matware \AppData’\Local\Temp\7FCA tmp
Crilsers'maware \AppData'\Local\ Temp \TFCA tmo

HKCUNSOFTWARE Microsoft\Windows\CumentVersion\ Run'\ Tls Auth
HKCUNSOFTWARE \Microsoft ' Windows'\Cumment Version' Run' THaAuth
C:\Users'mahware \AppData'\Local \dpmodemx \netdiaghx fha exe
C:\Users'mahware \AppDiata'\Local \dpmodemx \netdiagh fba exe
C:\Users‘mahware'\AppData’Local \dpmodemx \netdiagfr 8ba exe
HKCUNSOFTWARE \WMicrosoft\Windows \Curent Version\Run’\ Ttis Auth
Ch\Users'mahware\AppData'\Local \dpmodems \netdiaghx Bba exe

HKLM\SOFTWARE \Microsoft\Windows NT\CumertVersion'\Notifications'Data'4 18A073AA3BC1C75

Result

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

Result

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
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SUCCESS
SUCCESS
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SUCCESS
SUCCESS
SUCCESS
SUCCESS
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SUCCESS
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SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
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Detai

Parent PID: 4504, Command line: “C:\lUsers\malware \Downloads'trickbot5.exe” ...
PID: 2632 Command line: “C:\Users\malware'\AppData'\Local\Windows Data P..

Parent PID: 5332, Command line: "C:\Users\malware'AppData’\Local\Windows..
Type: REG_BINARY, Length: 530. Data: AB 02 00 00 00 00 0O 00 04 00 04 00

Exit Status: 0. User Time: 0.2343750 seconds. Kemel Time: 0.6250000 secands. ...

Type: REG_SZ. Length: 2, Data:
Type: REG_SZ, Length: 16, Data: Cookie:
Type: REG_SZ, Length 18, Data: Visted:

Type: REG_SZ. Length: 126. Data: "C:\Users'malware AppData’\Local\Window ...

- =]

Detal

PID: 5228, Command line: C:\Windows'aphwow64 exe 8152

PID: 9144, Command line: "C:"sers‘malware‘\AppData‘\Local \dpmodem...
Type: REG_BINARY, Length: 530, Data: 89 02 00 00 00 00 00 00 04 00
Exit Status: 0. User Time: 3 5000000 seconds. Keme! Time: 62656250 se.
Type: REG_SZ. Length 2, Data:

Type: REG_SZ. Length: 16, Data: Cookie:

Type: REG_SZ, Length: 1B, Data: Visited:

Type: REG_SZ, Length. 110, Data: 'C-\Users\malware\AppData'Local\d...
PID: 5080, Command ire- “C-\Users'mahwars\AppData’ Local\dpmodsmy
Exit Status: 0. User Time: 0.0156250 seconds. Kemel Time: 0.0781250 se.
Type: REG_SZ. Length: 110, Data: “C-\Usess\malware \App Data\Locald. .
PID: 4800, Command line: "C:Users'malware’\AppData’Local \dpmodemy...
Exit Status: 0. User Time: 00156250 seconds. Kemel Time: D 0468750 se
Offset: 0. Length: 27.648. Priority: Nommal

Offeet: 0, Length: 28,672, 1/0 Flags: Non-cached, Paging 110, Synchrono..
BID: 879, Command ine: “C-\Users‘maware' AppDiata' Local\dpmodem. .
Exit Status: 0. User Time: 0.0312500 seconds. Kemel Time: 0.0156250 s=.
Type: REG_SZ, Length: 110, Data: "C\Users\malware\App Data*Local'd
PID: 6804, Command line. "C:\Users'mahware'AppData'\Local \dpmodemy..
Exit Status: 0, User Time: 0.0312500 seconds, Kemel Time: 0.0312500 se...
Offset: 0. Length: 27,648, Priorty: Nomnal

Offset: 0. Length: 28.672. 170 Flags: Non-cached. Paging 110, Synchrono..
PID; 5328, Command line: “C:Users‘malware \AppDiata‘\Local \dpmodem. .
Exit Status: 0. User Time: 0.0000000 seconds. Keme! Time: 0.0625000 ==,
Type: REG_SZ, Length: 110, Data: "C:\Users\malware'\App Data'Local'd...
PID: 9208, Command line: "C:\Users'malware' AppData'\Local \dpmode
Type: REG_SZ. Length: 2, Data:

Type: REG_SZ, Length: 16, Data: Cookie:
Type: REG_SZ. Length- 18, Data Visited
Offset: 0. Length: 3, Priorty: Nomal
Offset: 3, Length: 1. Priorty: Nomal
Offset. 4, Length: 11, Priodty: Nommal
Offset: 15. Length: 1, Priodty: Nommal
Offset: 16. Lenath: 8, Priodty: Nomal
Offset: 25. Length: 1. Prioeity: Nommal
Offset: 26. Length: 8, Prorty: Nomnal
Offset: 34, Length: 1, Priorty: Nomal
(Offset: 35, Length: 17, Priority: Normal
Offset: 52, Length: 1, Priceity: Nommal
Offset: 53. Length: 15. Priority: Nomal
Offset: 68. Length: 1. Pricrity: Nomal
Offset: 69, Length: 14, Priosity: Momal
Offset: B3, Length: 1, Prioaty: Nomal
Offset: 84 Length: 12, Priorty: Nemal

Offset: 56. Length: 1. Pricdty: Nomal

(Offset: 57, Length: 13, Priosity: Nomal

Offset: 110, Length: 1. Priosity: Nomal

Offset: 111, Length: 8, Prionty: Nomal

Offset: 119, Length: 2. Priosity: Nomal

Exit Status: 0. User Time: 0.0000000 seconds, Kemel Time: 0.2187500 se..
Type: REG_SZ, Length: 110, Data: "C-\Users\malware\AppData\Local\d...
Type: REG_5Z. Length: 110, Data: "C\Users'\malware'App Data‘Local\d._
Offset: 0. Length: 261.080, Priorty: Normal

Offeet: 0, Length: 262,144, 140 Flags: Nen-cached, Paging 140, Synchron..
PID: 7652, Command ine: “C:\Users'mahware\AppData\Local \dpmodemx
Type: REG_SZ. Length: 110, Data: "C-\Usars\malware \App Data'Locald
FID: 4148, Command line: C.\Users\malware"/op Dasa \Localdomodemx\...
Exit Status: 1. User Time: 0.9843750 seconds, Kemel Time: 2 7968750 se..
Tvoe: REG BINARY. Lencth: 2936 Data 810200000000 000004 0...
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The keys | took away from the procmon evaluation was that the initial process creates a file,
possibly timestomped, sets a registry run key on it, and works from the child process—not the
initial execution. These keys can be seen when tracking the process in Splunk logs as well.

(Procnon. exe OF procexpéd.exe) | table EventCode, signature, RuleName, Image, Parentlmage, TargetFilename, TargetObject, Details _time | sort _time | Last 60 minutes = B
Job v + & i amart Mode =

signature ¢ RuleNs ame 4 Image #  Purentimage #  TargetFiename £ TargetObject ¢ #  Detals

Evasive Trickbot

It was much harder to detect what the evasive trickbot was doing. The process would start,
and then each one quickly moved into wermgr.exe and wrote to a file while making outbound
connections. The wermgr.exe process never created any child processes or moved into
another process; it would create an outward network connection every 5 or so minutes, but
appeared to be waiting for more instructions.

Detecting Initial Execution

Detecting the Initial Execution of Trickbot was more reliable than the persistence, but it also
required a little more work. All of the Trickbot samples | tested had an OriginalFilename in
the PE Header that did not match the file that was executed. Since these processes are
created from executables in the User folders, | started looking at Process Creation events
where the file_name did not match the OriginalFilename, which fits the Mitre Technique
T1036 (Masquerading). Evaluating those files does result in a decent number of False
Positives, but with a little bit of time to exclude them via a lookup, you can detect the
programs that should not be running in your environment. This can be somewhat noisy, but it
also detected every sample | encountered.
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process_nsme ¢ process_path ¢ 4 Commandline ©

Copy to Clipboard

Tuning the renamed_tools.csv lookup is most easily done by running the search, deduped by
OriginalFileName and process_name, over a week to add all processes to the lookup table.
After that take some time to go through the lookup and ensure that all entries are expected
and clean. If you are unsure you can run the hash through a OSINT tool to determine more
information about the process. Then remove all columns from the lookup table but the fields
you intend to exclude by.

Detecting Persistence

Only 3 of the 7 samples | tested were able to establish persistence on my lab machine. Each
one that did, did so via the same method. They added a Registry run key, Mitre Technique
T1547.001 (Boot or Logon Autostart Execution: Registry Run Keys / Startup Folder), which
would cause the executable to run when the user logs on to the machine. This detection is
similar to the initial execution detection, where it looks for Processes that originate from the
User folder that modifies Registry Run Keys. This also needs a little tuning to reduce the
number of False Positives, but not as much as above.

s image s ¥ TargeiObject = #  Dawis s s tima 3

Eechalque_ta=TI547 881, Techaiqus_nusesRagistry Run Keys J STart

Copy to Clipboard
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Tuning the registry_run.csv lookup is similar to the renamed_tools lookup. Deduping will not
work as well, and you may need to add wildcards to the lookup table as the TargetObject will
contain the user SID and Details and Image may contain the user name. You could also add
the process _name field to the lookup and dedup via it, but there will be more risk to
commonly named processes. Make sure to remove all columns except Image and
TargetObject (and possibly Details if you intend to exclude by it) from the lookup table when
tuning is finished.

Conclusion

This was honestly a lot of fun and interesting to watch the execution of a variety of Trickbot
samples and see how they initially run. While there is a little work needed to get the
detections to an alertable state, it is well worth it if you can catch Trickbot or other malicious
processes before they have a chance to cause more damage.

About Hurricane Labs

Hurricane Labs is a dynamic Managed Services Provider that unlocks the potential of Splunk
and security for diverse enterprises across the United States. With a dedicated, Splunk-
focused team and an emphasis on humanity and collaboration, we provide the skills,
resources, and results to help make our customers’ lives easier.

For more information, visit www.hurricanelabs.com and follow us on Twitter @hurricanelabs.
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