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Summary

REvil (short for Ransomware Evil and also referred to as Sodinokibi) ransomware is in the
ransomware-as-a-service(RaaS) business. The malware is handed over to the affiliates to
infect users and extort money. In turn the original REvil developers take 20-30% of the
amount that the affiliates receive. The ransomware developers say that they have made
more than $100 million in one year by infecting users owning large businesses. Attacks
attributed to REvil were first spotted in April 2019, soon after the shutdown of the Gandcrab
ransomware family. In fact, the developers of REvil have admitted that they did not build from
scratch, but instead used the Grandcrab code base. In this post we describe how security
operations teams can hunt for REvil ransomware and the artifacts it produces / leaves
behind.

Understanding REvil
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Figure 1: Tor Payment page from a REvil infected machine

To encrypt files, REvil uses elliptic curve cryptography(ECC). This allows smaller keys
compared to other approaches without compromising on effectiveness of the encryption .
Since its first appearance, this ransomware family has exploited vulnerabilities in software
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such as Windows Servers like 2012, 2012 R2 etc, as well as more recently Remote Desktop
Gateway (RD Gateway).

5 8 (1) 58engines detected this file @y — 7 E!E
171
€68838849a831a51c49737ec096e2bae80699b75f6b3 166.50 KB 2020-10-29 16:28:23 UTC %
3080a211d53ea6cbelle .
Size 17 hours ago EXE
? renamed.exe_
% Community @ calls-wmi detect-debug-environment direct-cpu-clock-access long-sleeps peexe runtime-modules
Score
DETECTION DETAILS BEHAVIOR CONTENT SUBMISSIONS COMMUNITY
Crowdsourced YARA Rules (O
A Matches rule MAL_RANSOM_REvil_Oct20_1 by Florian Roth from ruleset crime_ransom_revil at
https://github.com/Neo23x0/signature-base
Ls Detects REvil ransomware
Antivirus results on 2020-10-29T16:28:23 v 0
Acronis @ Suspicious Ad-Aware @ DeepScan:Generic.Ransom.Sodinokibi.7...
AhnLab-V3 @ Trojan/Win32.BlueCrab.C4039859 AlYac @ DeepScan:Generic.Ransom.Sodinokibi.7...

Figure 2: REvil result from Virustotal

The configuration that the malware reads is a JSON file and it is stored in a special section of
the malware binary called .iyaw in this case (Figure 3). The name changes with every new
sample and the configuration is RC4 encrypted.

SEP=.. Disasm: .iyaw General DOS Hdr Rich Hdr File Hdr Optional Hdr Section Hdrs ®» Imports = BaseReloc.
# rdata +
data Name Raw Addr. Rawsize Virtual Addr. Virtual Size Characteristics Ptrto Reloc. Num. of Reloc.  Num. of Linenum.

# iyaw
£ reloc text 400 17C00 1000 17B44 60000020 0 0 0
.rdata 18000 2C00 19000 2B46 40000040 0 0 0
.data__1AC00 1E00 1C000 2038 C0000040 0 0 0
I > iyaw 1CAQO C800 1F000 C800 C0000040 0 0 0
reloc 29200 800 2C000 648 42000040 0 0 0

133080a211d53eabcbelle.exe

Figure 3: Section header containing ransomware configuration

The configuration defines the files to be excluded from encryption as well as the ransom note
to be displayed. The sample configuration after being decrypted is shown in Figure 4.
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{"pk" : "M406efUNvBNnZ38UjEZa5t@04IprZSEOkshidmd11Clic=",
"pid":
"sub™:

"wipe":false,
"wht": {

“f1d": [ "windows.old", "system volume information",“$windows.~ws","google”,"boot","tor browser","programdata”, "

$windows.~bt", "program files (x86)","program files","windows","intel", "msocache", "$recycle.bin","mozilla","

perflogs”, "appdata”, "application data"],

"fls":["desktop.ini", "ntuser.dat”, "autorun.inf","ntldr","boot.ini", "ntuser.ini","iconcache.db", "ntuser.dat.log",
"bootfont.bin", "thumbs.db", "bootsect.bak"],

n non non n o n on

ext":["rom","ani", "cab","mpa", "diagpkg","drv","exe", "bat", "key", "shs", "idx", "msc", "wpx","cpl”, "ps1”,"nls","
diagcfg","ics","1lnk","cur","sys","com", "scr", "mod", "msi", "adv", "msstyles","hta", "1df", "lock", "themepack"”,"
msu", "spl", "nomedia", "rtp","386","bin", "icns", "cmd", "ocx", "diagcab", "ico","prf", "hlp", “theme", "msp","d11","
deskthemepack”,"icl"]},

"wfld":["backup™],

‘prc":["ocomm”, "excel", "dbsnmp", "onenote", "firefox","xfssvccon", "infopath", "wordpa","isqlplussvc","dbeng5@", "mspub”,
"mydesktopqos”, "ocautoupds"”, "thunderbird”, "encsvc", "outlook", “oracle", "mydesktopservice", “thebat"”, "agntsvc","

non

steam”, "ocssd","sql", "tbirdconfig", "synctime"”, "visio", "sqbcoreservice"”, "winword", "msaccess", "powerpnt"],
" "
net":true,

" non non T non u o

svc":["backup”, "mepocs”, "memtas"”, "veeam", "svc$", "vss", "sophos","sql"],
“exp":false,

Figure 4: Decrypted REvil configuration (Source: cybereason)

After encryption the wallpaper changes (Figure 5) to display that all files have been
encrypted and all the instructions are in a text file (Figure 6).

All of your files are encrypted!

Find 64mdm1nkh-readme.txt and follow instuctions

Firefox FileZila Client o

O R R

e4maminkh..

Figure 5: Wallpaper changed after REvil infection
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Bl 64mdminkh-readme.txt - Notepad ' =10} |
File Edt Format View Help
F--=== welcome. Again. ===--—- -

[+] whats Happen? [+]

vour files are encrypted, and currently unavailable. You can check it: all files on your system has extension 64mdmli
By the way, everything is possible to recover (restore), but you need to follow our instructions. otherwise, you cam

[+] what guarantees? [+]

Its just a business. we absolutely do not care about you and your deals, except getting benefits. If we do not do ouw
To check the ability of returning files, yvou should go to our website. There you can decrypt one file for free. That
If you will not cooperate with our service - for us, its does not matter. But you will Tose your time and data, causs
[+] How to get access on website? [+]

vou have two ways:

1) [Recommended] Using a TOR browser! A
a) bownload and install TOorR browser from this site: https:/VtorprﬁEect.or$
b) open our website: http:/aplebzud?wgazapdoksevrcvézonippkbxbrewketfienfeagznmyoyd. onion/C2D097495C4BA3647

2) If TOR blocked in your country, try to use VPN! But you can use our secondary website., For this:
al) open your any browser (Chrome Firefox, opera, IE, Edge)
b) open our secondary wehsite: http /Vdecryptnr cc/c2097495C4BA364?

warning: secondary website can be blocked, thats why first variant much better and more available.

when you open our website, put the following data in the input form:
Key:

23a67vgIfoLI2ICMogboyvFAwgFvrF2Zp8hLn7ceedemairged 5zzhsBsNieESbzrda
{MOLPMZYTT ] BaWHDUSGZO0WWZ04 87 gHS S00MMIN/UTHSQeORETYPXx0/cyElv]Age |

Figure 6: Note containing instruction for ransom payment

Process Cooldown

The configuration file (Figure 4) contains prc and svc fields which are process names and
services that would be killed before the encryption process begins. REvil also deletes
Volume Shadow Copies (VSS) using the PowerShell command shown in Figure 7.

Command Line: €
powershell -e RwB1AHQALQBXAGBAaQBPAGIAagBlAGMAdAAgAFcAaQBuADMAMgBfAFMAaABh

AGQAbwB3AGMAbwBWAHKAIABSACAARgBVAHIARQBhAGMAaAAtAE8AYgBqAGUAYWBOACAAewAKAF
8ALgBEAGUAbABIAHQAZQAOACKAOWB9AA==

Figure 7: Encoded Powershell command to delete VSS

Decoding the command reveals the actual command (Figure 8).

start: 126 time: 15ms

Output end: 126  length: 124 [ |_D

length: 2] lines: 1

G.e.t.-.W.m.i.0.b.j.e.c.t. .W.i.n.3.2._.S.h.a.d.o.w.c.o.p.y. .|.
.F.o.r.E.a.c.h.-.0.b.j.e.c.t. .{.%$._...D.e.l.e.t.e.(.).;.}.

Figure 8: Decoded Powershell command
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With that background, how does a security analyst uncover REvil, ideally before significant
impact across the organization? After the files have been encrypted, the ransomware
reaches out to over a 1000 domains generated based on information from the configuration
file. Each URL contains the following pattern:

https://<domain>/<path1>/<path2>/<filename>.<ext>

Out of these 1000 domains, many are legitimate while others are C2 servers owned by the
REVvil operators which receive information from the infected machine. This technique allows
the attackers to hide the real attacker servers. All the communication happens in TLS and

the SNI can be seen in Figure 9.
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Figure 9: SNIs reached by REuvil
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173 houseofplus.com Client
169 ihr-news.jp Client
170 koko-nora.dk Client
178 marchand-sloboda.com Client
173 myhealth.net.au Client
174 parebrise-tla.fr Client
177 pawsuppetlovers.com Client
174 peterstrobos.com Client
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From having looked at multiple REvil samples, it appears that the TLS cipher suites (Figure
10) are always constant for any domain accessed by the ransomware.

(MTApply a display filter ... <Ctrl-/>

No. Time

Cipher
Cipher
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Figure 10: TLS cipher suites for domains accessed by REvil

Length: 107
Version: TLS 1.0 (0x0301)
Random: 5f84343ddadl4laeaede3le@adee6588a890c7fdfble
Session ID Length: ©
Cipher Suites Length: 24
v Cipher Suites (12 suites)

Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:

‘ 1687 2020-10-12 10:47:25.630240
1688 2020-10-12 10:47:25.630664
1689 2020-10-12 10:47:25.655957

Destination
85.232.241.218
85.232.241.218

192.168.100.174

Protocol

TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)
TLS_RSA_WITH_AES_256_CBC_SHA (@x0035)

TLS_RSA_WITH_RC4_128_SHA (©x0005)

TLS_RSA_WITH_3DES_EDE_CBC_SHA (©x@@0a)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc@13)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (8xc@09)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (@xc00a)
TLS_DHE_DSS_WITH_AES_128 CBC_SHA (@x8032)
TLS_DHE_DSS_WITH_AES_256_CBC_SHA (0x0038)
TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA (0x@013)

TLS_RSA_WITH_RC4_128_MD5 (©x0004)
Compression Methods Length: 1

Length
TCP 54
TLSV1 170
TP 54

Host

Server Name Info

52146 -» 443 [ACK] Seq=1 Ack=1 Win
Client Hello

galserwis.pl

cO 09 cO 0a 00 32 00 38 00 13 00 04

00 17 00 18 00 @b 00 02 01 00

52 54 00 36 3e ff 12 a9 86 6c 77 de 08 00 45 00
00 9c 05 41 40 00 80 06 88 01 cO a8 64 ae 55 e8
f1 da cb b2 01 bb 08 63 ea 7a 65 14 72 64 50 18
01 83 7b c5 00 00 16 03 01 00 6f 01 00 00 6b 03
01 5f 84 34 3d da d1 41 ae ae de 31 e0 a4 ee 65
88 a8 90 c7 fd fb le 14 94 58 89 4f 01 79 cc 4f
VLR R00 2f 00 35 00 05 00 0a cO 13 co 14

01 00 00 2a

ff 01 00 01 00 00 00 00 11 00 Of 00 00 Oc 67 61
6c 73 65 72 77 69 73 2e 70 6c 00 Oa 00 06 00 04

Similarly, the TLS client extension codes also remain constant across all domains.
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Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 49
v Extension: renegotiation_info (len=1)
Type: renegotiation _info (65281)
Length: 1
v Renegotiation Info extension
Renegotiation info extension length: ©
v Extension: server_name (len=24)
Type: server_name (@)
Length: 24
Server Name Indication extension

v Extension: supported groups (len=6)
Type: supported groups (10)
Length: 6

Supported Groups List Length: 4
Supported Groups (2 groups)

v Extension: ec_point_formats (len=2)
Type: ec_point_formats (11)
Length: 2

Figure 11: TLS client extension codes for REvil C2 domains

The fact that the TLS fields are identical across all of the REvil session can be observed
using TLS fingerprinting. This fact can be used with a technology like JA3 and can be fine
tuned for true positives by using additional analytics. Specifically, the JA3 hash of the REvil
traffic is 1d095e68489d3¢c535297cd8dffb06cb9. However, simply relying on this hash is
likely to lead to false positives. For instance, searching customer networks for the same JA3
hash showed some traffic that was clearly not ransomware (Figure 12).

Workbench

Devices (-) ¢ Activities (50+) 3
Name Server

R1.AMAZONAWS.COM

NS1.P14.DYNECT.NET

NS1.GOOGLE.COM

Figure 12: JA3 False Positive; Basespace AWS API Traffic

This is where deep security analytics can help. For instance, it is possible to identify devices
within this list that have the behavior described above where thousands of different
destinations are accessed in quick succession.
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Within the Awake Security Platform, Ava, performs this analysis automatically for you much
like an experienced threat hunter. For instance, Ava will automatically connect the dots
across the different behaviors we described above to triage and narrow down to just the trust
positives. Ava can also account for threat intelligence and open source intelligence indicators
to confirm the compromise and recommend next steps for investigation and response.
Finally, Ava can trigger response actions by integrating with the rest of the organization’s
security and IT infrastructure. Especially when dealing with ransomware, speed of
remediation is of the essence and the automated triage, investigation and response that Ava
brings to this process helps mitigate impact.

AWAKELABS-690

REVIl Ransomware Detec tion {®) Select the attack sequence to filter the map.

Attack Sequence Overview

Attack

15:30:00 Oct 30,2020 > through > Map

16:00:00 Oct 30, 2020

° Stage 1: Impact, C2 \ E

Supporting
Artifacts

!

UnnamedDevice_...

+35 More

5

43 ltems

Investigation
Options

Reputation for space.ua

Reputation for tampaa... Options
Reputation for zzyjtsgl...

Reputation for dlc.berlin

Reputation for triactis.

Reputation for remcak.

Reputation for peterst

Reputation for presse..

435 More

Figure 13: Awake Situation for REvil ransomware detection

Remediation

It is recommended to backup all important data to external drives or in the cloud for better
security. Additionally, organizations should protect and monitor all the early vectors of
ransomware. This includes protecting email and securely working with attachments
especially from unknown sources as well as monitoring and protecting the entire attack
surface e.g. externally exposed remote desktop or VPN services etc.. Finally, identify the
sequence and patterns of communication we describe in this blog post and hunt for those to
uncover the presence of REvil on your network.
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analysis.
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