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Introduction

This post is a rather unusual story of a vulnerability that could be leveraged as a supply
chain attack and used to attack millions of software developers around the world. It is also a
tale of a bug collision that paid a bounty to one reporter and assigned the CVE to another!

The main focus of this blog post is GitHub Desktop. Other Git clients such as GitKraken, Git-
Tower and SourceTree were also found to be vulnerable, however these have different
exploitation scenarios that require user interaction.

Brief description of the issue

As part of GitHub Desktop's default repository cloning process, among other actions it calls
the executable git-Ifs.

From qit-Ifs's official page "Git Large File Storage (LFS) replaces large files such as audio
samples, videos, datasets, and graphics with text pointers inside Git, while storing the file
contents on a remote server like GitHub.com or GitHub Enterprise."

git-Ifs is then called on the current cloned repository, already present in disk.
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A vulnerability was discovered when cloning a repository with a especially crafted file in the
root directory. Upon cloning such malicious repository, code execution is achieved with the

same privileges as the affected user running GitHub Desktop.

When inspecting the desktop application under Proccess Monitor, it was noticed several

actions of git-Ifs called a git executable from inside the newly cloned repository.

ZF Process Monitor - Ww.

File Edit Event Filter Tools Options Help
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Timeo.. Process Name

12:30:27... G gitifs.exe
12:30:27... G gitlfs.exe

PID Operation
23088 [Zh CreateFile
23088 [zh CreateFile

Path

CZ Il programming\githubdeskiop-rce
|programming\githubdesktop-reelgitcom

Result Detail

SUCCESS Desired Access: E..

NAME NOT FOUND Desired Access: R

12:30:27... G gitis.exe 23088 [gh CreateFile s rogramming\githubdeskiop-rcelgit com NAME NOT FOUND Desired Access: R
12:30:27. @gil—\ﬁs exe 23088 EaCrealeFMe I‘\ |||Frngrammmg\gimubdeskmp-rce\gilexe SUCCESS Desired Access: R
12:30:27. @giHFs exe 23088 &OuszstkOpen\nfnrma C programming\githubdesktop-rce\git exe SUCCESS CreationTime: 05{1
12:30:27.. @ngFs exe 23088 Bac\useﬁ\e C rogramming\githubdesktop-rce\git exe SUCCESS
12:30:27... Gglﬂfﬁ exe 23088 BaCrealeFMe ’||I||Emgrammmg\glﬂwubdeskt.up rce\gn.exe SUCCESS Desired Access: R.
12:30:27... G gitifs.exe 23088 [zh Query peninforma grammir \gitexe SUCCESS CreationTime: 05/1
123027 . G gitlfs exe 23088 [Sh CloseFile c |‘ programmmg\gl'hubdeskmp rce\gitexe SUCCESS
12:30:27. Ggil—\ﬁs exe 23088 EaCrealeFMe Iprngrammmg\glmubdeskmp rce\git exe SUCCESS Desired Access: R
12:30:27. @giHFs exe 23088 &OusryEAFMs rngrammmg\glmubdsskmp rce\git exe SUCCESS

12:30:27.. Cgigitifs.exe

23088 BaCreateFMEMappmg

C 1‘ Il programming\githubdesktop-ree\git exe

FILE LOCKED WIT... SyncType: SyncTy..

12:30:27.. Gglﬂfﬁ exe 23088 BaCreateFMeMappmg |programming\githubdeskiop-rce\git exe SUCCESS SyncType: SyncTy.

12:30:27... Chgitifs.exe 23088 [zh QuerySecurityFile rogramming\githubdesktop-rce\git exe SUCCESS Information: Label

12:30.27 @gn Hfs.exe 23088 ELQueryName\nfmmauane F||I||Emgrammmg\gl'hubdeskmp rce\gltexe SUCCESS Name: \julio\progra
3 0 g ate A A€

g
PID: 17556. Comma..|

SUCCESS
NAME NOT FOUND Length: 16

K
Cip nlmgrammmg\glmubdeal-top rce\glte\(e
HKCU\SOF TWARE\MicrosoffWindows NT\CurrentVersion!...

gll \f: exe

R
23088 Ba QuerySecurityFile

12:30:27.. Gglﬂfﬁ exe CyJintprogrammir p-reelgitexe SUCCESS Information: Owner,
12:30:27... G gitis.exe 23088 [zh QueryBasicinformationFile  C i1 programminggithubdeskiop-rce\git exe SUCCESS CreationTime: 05/1
123027 . Cgitffs exe 23088 [gh QueryBasicinformationFile G4l iriprogramming|githubdeskiop-rce\git exe SUCCESS CreationTime: 05/1
12:30:27. @giHFs exe 23088 &Ouszams\nfnrmaunnFi\e CiJ lisiprogramming\githubdesktop-ree\git exe SUCCESS Name: \julio\progra
12:30:27.. @ngFs exe 23088 BaOuerySlandavd\nfcrmahon.. Ci]ilirtprogramming\githubdesktop-ree\git exe SUCCESS AllocationSize: 884.

12:30:27... Cgigitifs.exe 23088 gﬁeg(]usry\lalus HKLM\SOF TWARE\MicrosoftiWindows NT\CurrentVersion\.. NAME NOT FOUND Length: 1.024
12:30:27 @ngfs exe 23088 ﬁﬂeg(}uery\lalue HKCU\SOF TWARE\MicrosofttWindows NT\CurrentVersion| . NAME NOT FOUND Length: 1.024
12:30:27... G gitis.exe 23088 [zh QueryStandardinformation... C’y d - \programminggithubdeskiop-rce\git exe SUCCESS AllocationSize: 884,

12:30:27. @gil—\ﬁs exe 23088 EaCrealeFMeMappmg C:d 1 Biprogramming\githubdesktop-ree\git exe FILE LOCKED WIT ... SyncType: SyncTy.
12:30:27. @giHFs exe 23088 &Ouswﬁtandavd\nfﬂrmalinn c!] 1 - \programming\githubdesktop-rce\git exe SUCCESS AllocationSize: 884,
12:30:27... @ngFs exe 23088 BaCreaieFMeMappmg Ciw d miprogramming\githubdesktop-ree\git exe SUCCESS SyncType: SyncTy.
12:30:27... Gglﬂfﬁ exe 23088 BaOuerySecumyF\Ie ¢! 1 - \programming\githubdeskiop- rcE‘\gn.exe SUCCESS Information: Owner,
12:30:27... Chgitifs.exe 23088 [zh QueryB Ciyq d - programmir \gitexe SUCCESS CreationTime: 05/1
123027 . G gitffs exe 23088 [2h CloseFile C- 4 1 iprogramming\githubdesktop-reelgit exe SUCCESS

By placing a malicious git in the root of the malicious repo, a user that clones it will have the
malicious git executed by git-Ifs, all of this behind the scenes and transparent to the user.

The cloning process happens normally and there is no visual indication that a malicious
binary was ran instead of the original git executable.

Root cause analysis

We attempted to understand the root cause of this vulnerability by reading git-Ifs's code. The
authors of this write-up tried to put together as much information as possible in order to
understand the cause of the problem.

From https://github.com/qgit-Ifs/git-Ifs/blob/master/commands/command_clone.go

From line 23:
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func cloneCommand(cmd *cobra.Command, args []string) {
requireGitVersion()

if git.IsGitVersionAtLeast("2.15.0") {
msg := []string{
"WARNING: 'git 1fs clone' is deprecated and will not be
updated",
" with new flags from 'git clone'",

nn

"'git clone' has been updated in upstream Git to have
comparable",
"speeds to 'git 1lfs clone'.",

}

fmt.Fprintln(os.Stderr, strings.Join(msg, "\n"))
}

The function above seems to be called when a clone action takes place. Right in the
beginning the function calls requireGitVersion() and then checks whether the version is at
least 2.15.0.

From https://github.com/git-Ifs/git-Ifs/blob/master/commands/commands.go

Line 537:

func requireGitVersion() {
minimumGit := "1.8.2"

if !git.IsGitVersionAtLeast(minimumGit) {
gitver, err := git.Version()
if err = nil {
Exit("Error getting git version: %s", err)
}
Exit("git version >= %s is required for Git LFS, your version: %s",
minimumGit, gitver)
}
}

It calls Igit.IsGitVersionAtLeast(minimumGit) which can be found in https://github.com/git-
Ifs/git-Ifs/blob/master/git/version.go

From line 28:

func IsGitVersionAtLeast(ver string) bool {
gitver, err := Version()
if err != nil {
tracerx.Printf("Error getting git version: %v", err)
return false
}

return IsVersionAtLeast(gitver, ver)

}

Version() can be found in the same file version.go on line 18:
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func Version() (string, error) {
gitVersionOnce.Do(func() {
gitVersion, gitVersionErr =
subprocess.SimpleExec("git", "version")

1)

return gitVersion, gitVersionErr

}

The function calling chain is the following:
cloneCommand() -> requireGitVersion() -> IsGitVersionAtLeast() -> Version()

We can see that in line 21 in version.go, there is inside the function Version() a call to
subprocess.SimpleExec() - it executes the git binary with the argument "version".

There is an implicit assumption from git-Ifs that by executing an external binary, the operating
system will first look it up from the system's PATH environment variable. This is the true root
cause of the vulnerability.

Calling the subprocess 'git' works as intended in GitHub Desktop for MacOS. In Windows,
however, the search order favors the current directory first and only then it searches in the
order specified in PATH.

Exploitation

By copying calc.exe, renaming it to git.exe and committing/pushing it into the root of the
repository, the attacker sets up the crafted repository that will be used to later exploit users.

When a developer clones this repository using GitHub Desktop for Windows, its
subcomponent git-Ifs will work on the cloned folder as its current directory, meaning all
subsequent calls to the binary 'git' will be instead calling the malicious git.exe not the one
present in the PATH.
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GitHub Desktop

Version 2.5.6 (release notes)
Terms and Conditions
License and Open Source Notices

‘You have the latest version (last checked 2 minutes ago)

Check for Updates

Close

< C @ github.com* JEemm—==Tgithubdesktop-rce * -2 I o :

Pull requests Issues Marketplace Explore

8 ull o s sariTe/ githubdesktop.rce Private @ Unwatch ~ 1 T Star 0 % Fork 0

<> Code @ lssues 11 Pull requests ® Actions [ Projects @ Security [~ Insights 18 Settings

# main v P 1lbranch © 0tags Go to file Add file ~ About e

Github desktop RCE test

[ # Earesivat Add files via upload ac52677 18 minutes ago ) 7 commits
D -n Add files via upload 18 minutes ago
Releases
. R . No releases published
Add a README with an overview of your project. Create a new release

Packages

No packages published
Publish your first package
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Clone a repository

GitHub.com GitHub Enterprise Server

Repository URL or GitHub username and repository
( hubot/cocl-repo)

[https:h‘github.com-i_ = g githubdesktopfrce.gid

Local path

C\m - === = 7wl - githubdesktop-rce

Clone Cancel

File Edit View Repository Branch Help

ubdesktop-rce

(3 Cloning githubdesktop-rce

TV A A B W W W W W WYYy
Cloning into "Ch Ul 0, 2120377 ~2%, githubdesktop-rce'..
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f') File Edit View Repository Branch Help

Ei Current repository - I_, Current branch ~ Fetch origin

n A hd xS
githubdesktop-rce main Never fetched

Calculator O X
Changes History
= \
0 changed files Standard 73 O
There are no uncommitted changes in this repository. Herg
what to do next.
M+ M- MS
Open the repository in your external editor
Select your editor in Options o @
Repository menu or Ctrl Shift | A & LE e
s 5 ix =
View the files of your repository in Explorer
Repository menu or Ctrl Shift | F
7 8 9 X
Open the repository page on GitHub in your browse
Repository menu or Ctrl Shift| G 4 5 6 o
i_ Summary (required) 1 2 3 P
Description a
L 0 . =
R+

Below is a the video of exploiting this issue on GitHub Desktop for Windows:

L4
WILDFIRE

Security advisory

L}

ents remote code ex

https://youtu.be/p8tbHNBbO1U

Other clients
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During our research we noticed SourceTree

SourceTree

§ " M T P i
sl I_‘——'—_,—.“-I"I. L

Watch Video At:

https://youtu.be/zOXUdP50VYM

GitKraken

Gitkraken Git GUI Glitkraken Boards

R p—

GitKraken Timelines

RECE-gitkraken-windo:

https://youtu.be/RmLCjgcOppo
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Credits

The vulnerability was simultaneously discovered and researched by Vitor Fernandes and
Julio Fort of Blaze Information Security. The independent researcher Dawid Golunski (dobra
robota, amigo!) apparently discovered the issue a few days earlier and submitted it to
MITRE, while Vitor submitted it to GitHub's bug bounty.

Vitor collected the bounty from GitHub's program on HackerOne as his report arrived earlier
and Dawid was assigned the CVE.
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