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A new ransomware called RegretLocker uses a variety of advanced features that allows it
to encrypt virtual hard drives and close open files for encryption.

RegretLocker was discovered in October and is a simple ransomware in terms of
appearance as it does not contain a long-winded ransom note and uses email for
communication rather than a Tor payment site.
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RegretLocker ransom note

Source: BleepingComputer

When encrypting files, it will append the innocuous-sounding .mouse extension to
encrypted file names.

2/6



OO L test ~| 4] Search test ol

Organize v Include in library Share with ~ Slide show MNew folder = - [ _|_] 9

> «y Favorites |
> =] Libraries

5 i-& Homegroup

l.doc.mouse 1jpg.mouse 1.png.mouse 2.docmouse 2jpg.mouse 2.png.mouse
- & Computer
> ﬁ; MNetwork
3.doc.mouse 3.jpg.mouse 3.png.mouse 4.doc.mouse 4.jpg.mouse 4.png.mouse
5.doc.mouse 5.jpg.mouse 5.png.mouse 6.doc.mouse 6,jpg.mouse 6.png.mouse
151 items

RegretLocker encrypted files

Source: BleepingComputer

What it lacks in appearance, though, it makes up for in advanced features that we do not
usually see in ransomware infections, as described below.

RegretLocker mounts virtual hard disks

When creating a Windows Hyper-V virtual machine, a virtual hard disk is created and stored
in a VHD or VHDX file.

These virtual hard disk files contain a raw disk image, including a drive's partition table and
partitions, and like regular disk drives, can range in size from a few gigabytes to terabytes.

When a ransomware encrypts files on a computer, it is not efficient to encrypt a large file as
it slows down the entire encryption process's speed.

In a sample of the ransomware discovered by MalwareHunterTeam and analyzed by
Advanced Intel's Vitali Kremez, RegretLocker uses an interesting technique of mounting a
virtual disk file so each of its files can be encrypted individually.

To do this, RegretLocker uses the Windows Virtual Storage APl OpenVirtualDisk,
AttachVirtualDisk, and GetVirtualDiskPhysicalPath functions to mount virtual disks.
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.text:004106BA 45 e

.text:004106B1 ES 76 50 00 00 call OpenVirtualDisk I

.text:004186B6 85 CO test eax, eax

-text:004106B8 74 32 iz short loc_4186EC

-text:004106BA FF 15 74 00 45 00 call ds:GetLastError

-text:004186C0 50 push eax |

-text:004186C1 68 88 1B 45 00 push offset aOpen_virtual_d ; “open_virtual_drive() | OpenUirtualbisk ™...
.text:004106C6

-text:B804186C6 loc_H186C6H: ; CODE XREF: sub_418637+D8}j

.text:0804166C6 E8 AB DE FF FF call log

.text:004106CB 8B 75 08 mnov esi, [ebp+8]

-text:004186CE 8D 45 B8 lea eax, [ebp-48h]

-text:0804166D1 59 pop ecx

_text:004106D2 59 pop ecx 2020-11-04: RegretLOCker
.text:0804186D3 88 5D FO mov [ebp-1Bh], bl

.text:004166D6 8B CE mov ecx, esi

_text:004106D8 FF 75 FO push  duord ptr [ebp—i0i Ransomware |
-text:004186DB 89 S5E 10 moy [esi+i6h], ebx ‘ .
-text:0804186DE 50 ush eax

.text:0804166DF 89 SE 14 ﬂuu [esi+i4h], ebx Open_Vlrtual_drlve ( )
-text:004106E2 EB BB 50 FF FF call sub_4B57A2

-text:0804186E7 E9 CB 061 60 80 jmp loc_4108B7

-text:0804166EC 3 = =

-text:004106EC

.text:004106EC 1oc_4106EC: ; CODE XREF: sub_418637+811j

-text:004186EC 53 push ebx

.text:004106ED 8D 45 90 lea eax, [ebp-76h]

-text:004106F0 50 push eax

-text:004186F1 53 push ebx

.text:004106F2 6A 04 push L

-text:004106FL 53 push ebx

.text:004186F5 FF 75 DB ush dyord ptr [ebp-38h

.text:ﬂlnl!qu E8 35 56 66 068 call AttachVirtualDisk

-text:004106FD 85 CO test eax, eax

-text:004186FF 74 @8 jz short loc_418789

-text:080416701 50 push eax

.text:00416702 68 BC 1B 45 60 push offset aOpen_virtual_# ; “open_virtual drive() | AttachVirtualdis™...

-text:080418787 EB BD jmp short loc_4186C6
.text: 00410709 S
.text: 00416709

-text: 004108709 loc_418789: ; CODE XREF: sub_u18637+C8Tj
.text:00418709 33 C8 Xor eax, eax

.text:0041670B 8D BD 4C FB FF FF lea edi, [ebp-4Bih]
-text:00418711 B? 82 080 60 00 mouv ecx, 82h

-text:080418716 BE 04 61 66 688 moy esi, 184h

-text:0041071B F3 AB rep stosd

-text:08041871D 8D 85 4C FB FF FF lea eax, [ebp-4Biah]
-text:080418723 89 75 D4 moy [ebp-2Ch], esi
.text:00418726 50 push eax

-text:00410727 8D 45 D4 lea eax, [ebp-2Ch]
-text:0041872A 83 CB FF or ebx, OFFFFFFFFh
-text:8041672D 56 push eax

Ltext:0041072E _EE 75 DA push duord pty [ehp_2007]
.text:08410731 E8 62 50 08 60 call  GetUirtualDiskPhysicalPath |

Mounting a VHD file
As shown by a debug message in the ransomware, it is specifically searching for VHD and
mounting them when detected.

parse_files() | Found virtual drive: %ws in path: %s

Once the virtual drive is mounted as a physical disk in Windows, the ransomware can
encrypt each one individually, which increases the speed of encryption.

The code used by RegretLocker to mount a VHD is believed to have been taken from a
recently published research by security researcher smelly__vx.

In addition to using the Virtual Storage API, RegretLocker also utilizes the Windows Restart
Manager API to terminate processes or Windows services that keep a file open during
encryption.

When using this API, Kremez told BleepingComputer if the name of a process contains
'vnc', 'ssh’, 'mstsc’, 'System’, or 'svchost.exe', the ransomware will not terminate it. This
exception list is likely used to prevent the termination of critical programs or those used by
the threat actor to access the compromised system.
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etlist Erroprs OxZX", ui3)s I

86 RmEndSession{*{ DWORD =){a1 - 28));
87 sub_418341(v12);
B8 LABEL_A48:
39 23 = ={_DWORD =){ai1 + 8);
28| suh _40D877(a1 - 32);
> Sub_KO7OFC(+1 - 32) 2020-11-04: RegretLocker
p2 sub_4087182(a1 + 12);
23 goto LABEL_L9;
7 ; 2 Ransomware |
5 ulh = ={_DWORD *)(al - 16) == B; .
26 =(_DUWORD = - 64) = 8;
07 o get process opened file()
98| { . :
4 do -> RMGetList | Exception
01 u15 = u ~)Process derocessId
02 | if ( vi5 1= . )
83 ]
i1 ul6 = viZ2->applicationType;
85 if ( vi6 t= 4 && vi6 t= 1000 && vi6 *= 3 && ui15 t= -1 )
86 {
87| sub_4108028(a1 - 68, vi5);
(i} 14 = =( mJuan *)(al1 - hh) == B;
89| *( _H“‘It =){al - %) = 23
10 if ( vi4 || *(_DWORD *){al - 44) < 3u )
i1 gutu LABEL_52;
12 = = 6[!
13 1F ( *(_DUORD x)(al - 48) >= 8u )
14 /= x( DUORD x)(al - A03:
15 if ( sub_4u31591(v17, L"vnc") )
16 guto LABEL_52;
17 vi8 = a1 - 603
18 if ( *(_DWORD x)(a1 - 48) >= Bu )
19| u18 = =(_DWORD ’)( = 60);
28| if ( sub_431591(u1s8, L *ssh) )
21 guto LABEL_52;
22| = al - 6B
23 1F ( *=(_DWORD =)(a1 - 48) >= 8u )
24 19 = =(_DWORD =)(a1 - 60);
25 1F { sub IL31591( 19, L"mstsc") )
26 gntn LFIBEL 525
27 u20 = - 68;
28 1F ( *=(_DWORD *)(al - lm) >= 8u )
29 )@ = %(_DWORD *)( - 68);
30 if ( sub ll31591( 8, L"System") )
31 gutl:l LABEL_52;
32 [ = al - 68;
33| if { =( DWORD =){al - 48) >= 8u )
34 21 = *(_DWORD n)( 1 - 68);
35 11= ( sub_431591(u21, L"svuchost.exe") )
36| -
37 LABEL_52:
l0000F271 :84

Windows Restart Manager exception list
The Windows Restart Manager feature is only used by a few ransomware such as REVvil
(Sodinokibi), Ryuk, Conti, ThunderX/Ako, Medusa Locker, SamSam, and LockerGoga.

RegretLocker is not very active at this point, but it is a new family that we need to keep an
eye on.
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