Maze ransomware is shutting down its cybercrime
operation
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The Maze cybercrime gang is shutting down its operations after rising to become one of the
most prominent players performing ransomware attacks.

The Maze ransomware began operating in May 2019 but became more active in
November.

That's when the media-savvy operation revolutionized ransomware attacks by introducing a
double-extortion tactic.

First, they steal your files, then encrypt them

While ransomware operations have always enjoyed taunting_ news sites and researchers,
for the most part, they tended to ignore journalists' emails.
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This changed in November 2019, when Maze contacted BleepingComputer to let us know
that they stole the unencrypted data for Allied Universal before encrypting them.

Maze stated that if Allied didn't pay a ransom, their data would be publicly released.
Ultimately, the ransom was not paid, and Maze released the stolen data.

Soon after, Maze launched a 'Maze News' site that they use to publish non-paying victims
data and issue "press releases" for journalists who follow their activities.
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Maze data leak site

This double-extortion technique was quickly adopted by other large ransomware operations,
including REvil, Clop, DoppelPaymer, who released their own data leak sites. This double-
extortion technique has now become a standard tactic used by almost all ransomware
operations.

Maze continued to evolve ransomware operations by forming a ransomware cartel with
Ragnar Locker and LockBit, to share information and tactics.

During their year and a half cybercrime spree, Maze has been responsible for attacks on
notable victims, including Southwire, City of Pensacola, Canon, LG Electronics, Xerox, and
many more.
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Maze started to shut down six weeks ago

Early last month, BleepingComputer began hearing rumors that Maze was getting ready to
shut down their ransomware operation in a similar manner as GandCrab did in 2019.

The closing of operations was later confirmed after BleepingComputer was contacted by a
threat actor involved in the Barnes and Noble ransomware attack.

This threat actor stated that they take part in ransomware attacks by compromising
networks and stealing Windows domain credentials. The compromised networks are then
passed to affiliates who deploy the ransomware.

The group compromising networks, the affiliate, and ransomware developers then take
equal shares of any ransom payments.

As part of our conversation, BleepingComputer was told that Maze was in the process of
shutting down its operation, had stopped encrypting new victims in September 2020, and
are trying to squeeze the last ransom payments from victims.
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no more maze

3-4 week all ready

BleepingComputer told that Maze is shut down
When BleepingComputer reached out to Maze to confirm if they were shutting down, we
were told, "You should wait for the press release."

This week, Maze has started to remove victims that they had listed on their data leak site.
All that is left on the site are two victims and those who previously and had all of their data
published.

The cleaning up of the data leak site indicates that the ransomware operation's shutdown is
imminent.

It is not uncommon for ransomware operations to release the master decryption keys when

BleepingComputer has reached out to Maze to ask if they will release their keys when they
shut down their operation but have not heard back.

Affiliates move to Egregor ransomware
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BleepingComputer has learned that many Maze affiliates have switched over to a new

ransomware operation called Egregor.

Egregor began operating in the middle of September, just as Maze started shutting down
their encryption operation. It quickly became very active, as seen by the ID-

Ransomware submission graph below.
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Egregor is believed to be the same underlying software as both Maze and Sekhmet as they
utilize the same ransom notes, similar payment site naming, and share much of the same

code.

This was also confirmed by a ransomware threat actor who stated that Maze, Sekhmet, and

Egregor were the same software.

Ransomware expert Michael Gillespie, who analyzed both Egregor and Sekhmet, also
found that Egregor victims who paid a ransom were sent decryptors that were titled

'‘Sekhmet Decryptor.'

Sekhmet Decryptor

| iR After pressing O, decryptor will scan all your attached local drives as
L well as network shares available for current user, Please, consider to
close all programs such as databases so nothing blocks decryption

For successfull restoration, DO MOT:

* do not close decryptor before you see message about successfull
completion

* do not execute at the same time multiple decryptors to decrypt NAS
storages from different machines

* do not detach external storage while decryptor works

* do not restart cornputer
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Ok

Egregor decryptor

4/6


https://id-ransomware.malwarehunterteam.com/
https://twitter.com/demonslay335

Unfortunately, this shows that even when a ransomware operation shuts down, it does not
mean the threat actors involved retire as well. They just move to the next ransomware
operation.
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Although they shut down, they didn't release free decrypter did they?
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