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In a joint statement, the U.S. government is warning the healthcare industry that a hacking
group is actively targeting hospitals and healthcare providers in Ryuk ransomware attacks.

Today, the Cybersecurity and Infrastructure Security Agency (CISA), the Federal Bureau of
Investigation (FBI), and the Department of Health and Human Services (HHS) announced a
call with the healthcare industry to warn them of an 'Increased and Imminent Cybercrime
Threat.'
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From the Division of Critical Infrastructure Protection | Office of Security, Intelligence, and Information Management

ASSISTANT SECRETARY FOR
PREFAREDNESS AND RESPFONSE

Healthcare and Public Health Sector Notification

Increased and Imminent Cybercrime Threat Coordination Call

This email is from the HHS ASPR Division of Critical Infrastructure Protection (CIP). For more
information, e-mail CIP@hhs.gov or to subscribe to our email newsletters, visit our website.

Email to healthcare providers

On this call, the U.S. government warned healthcare providers that Ryuk ransomware is
actively targeting the healthcare industry and that proper steps should be taken to secure
their systems.

These steps include preparing network lockdown protocols, review incident response plans,
install patches on Windows servers and edge gateway devices, limit personal email, and
create strategies on where to redirect patients in the event of an attack.

One source told BleepingComputer that it was recommended that all devices should be
turned off when not in use in case of an attack.

Since the call, CISA, FBI, and HHS have released a joint advisory containing information
about the Ryuk ransomware threat, including indicators of compromise (IOC).

"CISA, FBI, and HHS have credible information of an increased and imminent cybercrime
threat to U.S. hospitals and healthcare providers. CISA, FBI, and HHS are sharing this

information to provide warning to healthcare providers to ensure that they take timely and
reasonable precautions to protect their networks from these threats," the advisory states.

In the past two days, Sky Lakes Medical Center in Oregon and St. Lawrence Health System
in New York were both hit in Ryuk ransomware attacks that impact the treatment of patients.
Last month, hospital operator Universal Health Services was hit by a corporate-wide Ryuk
attack, which impacted over 200 medical facilities nationwide.

UNC1878 hacking group behind threat
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Charles Carmakal, senior vice president and CTO of Mandiant, told BleepingComputer that
a hacking group known as UNC1878 is behind the Ryuk attacks on the healthcare industry.

"We are experiencing the most significant cyber security threat we’ve ever seen in the
United States. UNC1878, an Eastern European financially motivated threat actor, is
deliberately targeting and disrupting U.S. hospitals, forcing them to divert patients to other
healthcare providers. Patients may experience prolonged wait time to receive critical care,"
Carmakal said in a statement to BleepingComputer.

In a conversation with Carmakal, BleepingComputer was told that this group is highly
efficient, with ransomware being deployed in some cases within 45 minutes of a network
being compromised.

Victims are then left with 7-8 figure ransom demands to get a decryptor for their encrypted
files.

At the beginning of the Coronavirus pandemic, BleepingComputer reached out to different
ransomware operations to see if they would continue to attack healthcare and medical
organizations.

While most ransomware gangs said they would decrypt hospitals for free, Ryuk
ransomware did not respond to our queries.

From BazarLoader to Ryuk

Lately, Ryuk attacks usually start with a phishing campaign that installs the
BazarLoader/KegTap infection on a recipient's computer.

The phishing emails are targeted at a particular organization and can include lures ranging
from invoices to customer complaints, as shown below.
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(=) = Re: customer complaint in Bleeping Computer - Message (HTML) 7T W -
MESSAGE

Maon 4/20/2020 11:17 AM

Kate Smith <tyrone.smith@mymona.uwi.edu>

Re: customer complaint in Bleeping Computer

To @bleepingcomputer.com

Good morning

This is corporate lawyer from Bleeping Computer. I tried to reach you in office, but you are not available. When i can
call you again?

We will debit your account because of company customer complaint on you, Complaint 4/20 (preview)

Here is a copy of Customer Complaint in Corporate Google Documents:
https://docs.google.com/document/d/e/2PACX-

I will be in Bleeping Computer at 4 PM.

Kate Smith
Corporate Lawyer

o See more about Kate Smith.

BazarLoader phishing email directed at BleepingComputer

These emails include links to Google Docs that pretend to be PDFs that cannot be
previewed correctly. These docs prompt the user to click on a link to download the
document.

47



[=[®] =
E Customer Complaint Report.pdf X +

&« (& @ docs.google.com/document/d/e/ o 6

Customer Complaint Report.pdf

Customer Complaint 4/22/2020 #8572

Corporate Customer Complaint Report is ready for preview.
If preview doesn't start automatically in PDF, click here.
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Expand and Preview

Google Preview available only on Desktop computers, not mobile devices.

Google Verification status: safe

Phishing email landing page
The downloaded file is an executable that will install the BazarLoader infection onto a
victim's computer when executed.

When installed, BazarLoader will eventually deploy Cobalt Strike, which allows threat actors
to remotely access the victim's computer and use it to compromise the rest of the network.

BazarLoader BazarBackdoor
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BazarLoader attack flow
Source: Advanced Intel
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To quickly gain Windows domain admin credentials, Carmakal told BleepingComputer that
the group had been seen using the Windows ZerolLogon vulnerability. For this reason,
users must install necessary patches on all Windows servers.

After gaining access to a Windows domain controller, the attackers deploy the Ryuk
ransomware on the network to encrypt all of its devices, as illustrated in the diagram above.

Advanced Intel's Vitali Kremez told BleepingComputer that their Andariel threat prevention
platform has been tracking an increased amount of attacks against healthcare using
BazarLoader.

"The crime group behind continues to target various industries including healthcare.
Currently, the healthcare and social services targeting comprises 13.36% of the total victim
by industries," Kremez told BleepingComputer.

FireEye has also released a report today with TTPs that can be used to learn more about
UNC1878 attack methods.

Carmakal told BleepingComputer that these attack methods are constantly changing, so the
listed IOCs and TTPs would likely change in new attacks.

Related Articles:

Windows 11 KB5014019 breaks Trend Micro ransomware protection

Industrial Spy data extortion market gets into the ransomware game

New ‘Cheers’ Linux ransomware targets VMware ESXi servers
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US Senate: Govt’'s ransomware fight hindered by limited reporting
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