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The many personalities of Lazarus
risky.biz/laz/

OpEd: North Korea's "Lazarus Group" is best understood as a network of distinct groups or
"clusters", each with unique capabilities and quirks.

By Daniel Gordon and Brett Winterford · October 28, 2020

When it
comes to
North
Korean
cyber
activity,
analysts
fall into
one of
two camps: The “it’s all Lazarus” camp or the “it’s complicated camp”. We’re in the second
camp: DPRK activity should be clustered among a few related groups.

The DPRK doesn’t make this clustering easy. It’s often hard to know where the state-directed
activity stops and the operator side-hustles start. We know the North Korean crews target
cryptocurrency wallets and exchanges, but the split of the bounty/booty between the
operators’ personal crypto-stashes and government coffers is a bit of a mystery.

Further, all the North Korean groups we list in this article use wipers or ransomware, and all
use similar packers to mask malicious files. But overlapping geography and TTPs doesn’t
mean a single “Lazarus Group” is orchestrating all these attacks. The overlaps are better
explained by several operators sharing malware developed by a single team.

Now, we could sit back and go all angry panda whenever we see an analyst get it wrong, or
we could have our own crack at defining who’s who in the zoo. Bucketing the activity
provides a clearer picture of North Korea’s targeting habits and the risks that they pose so
we can better predict and defend against them.

But first, a few caveats: linking the names different analysts give to each cluster of activity
doesn’t make those groups synonymous. It’s a loose equivalency, at best. And our attempts
to assign these groups some personality, well, that just makes our lives more bearable.

“The Lazarus Group”
 

aka Temp.Hermit, Labyrinth Chollima, RGB-D3, ZINC, Covellite, NICKEL ACADEMY

https://hewlett.org/
https://risky.biz/laz/
https://blog.lexfo.fr/ressources/Lexfo-WhitePaper-The_Lazarus_Constellation.pdf
https://content.fireeye.com/apt/rpt-apt38
https://giphy.com/gifs/angry-panda-ToMjGpIYtgvMP38WTFC
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Let’s start with the group that always gets the headlines. The Sony Hackers. The
Bangladesh Bank SWIFT heist. Attempts to hack U.S. defense contractors. And according to
the DoJ’s Park indictment, the group responsible (if only in part) for WannaCry 2.0.

Because of the clustering problems described earlier, it’s difficult – based on what’s
published – to know where this crew stops and all the others begin. For example, some
researchers group all activity directed at banks under BlueNoroff (see below), others fold it
under Lazarus.

What historically made Lazarus distinct – less so as time passes, were techniques (such as
protocol impersonation) used in its malware.

 

Image Source: CISA .

 
Lazarus has strong associations with the Fallchill remote access tool for Windows and
similar capabilities that target MacOS, Android, and Linux. More recently it has been linked
with multi-platform malware frameworks and fileless malware campaigns.

Lazarus is connected to a long-running, global campaign in which attackers built rapport with
targets by posing as recruiters on LinkedIn, as well as campaigns that targeted the U.S
electric sector.

It has generated revenue through attacks on cryptocurrency exchanges, but has of late tried
its luck with BEC invoice fraud (in the midst of a suspected espionage operation), Magecart-
style transaction skimming and big game ransomware attacks that use VHD malware.

“APT38”
 

aka BlueNoroff, Stardust Chollima, BeagleBoyz, NICKEL GLADSTONE

Now let’s talk about the Dear Leader’s primary breadwinners. APT38 are probably the most
successful bank robbers in history.

While reporting on BlueNoroff and APT38 typically describe activity that uses the same tools
and infrastructure as Lazarus, APT38 uses custom tools (ELECTRICFISH, PowerRatankba,
PowerSpritz and job application-themed lures) in jobs entirely focused on generating

https://operationblockbuster.com/wp-content/uploads/2016/02/Operation-Blockbuster-Report.pdf
https://en.wikipedia.org/wiki/Bangladesh_Bank_robbery
https://www.mcafee.com/enterprise/en-us/assets/reports/rp-operation-sharpshooter.pdf
https://www.mcafee.com/enterprise/en-us/assets/reports/rp-operation-sharpshooter.pdf
https://www.justice.gov/opa/pr/north-korean-regime-backed-programmer-charged-conspiracy-conduct-multiple-cyber-attacks-and
https://attack.mitre.org/techniques/T1001/003/
https://us-cert.cisa.gov/sites/default/files/publications/alert-graphic-01.png
https://us-cert.cisa.gov/ncas/alerts/TA17-318A
https://securelist.com/operation-applejeus/87553/
https://www.mcafee.com/blogs/other-blogs/mcafee-labs/malbus-popular-south-korean-bus-app-series-in-google-play-found-dropping-malware-after-5-years-of-development/
https://blog.netlab.360.com/dacls-the-dual-platform-rat-en/
https://securelist.com/mata-multi-platform-targeted-malware-framework/97746/
https://objective-see.com/blog/blog_0x51.html
https://www.welivesecurity.com/2020/06/17/operation-interception-aerospace-military-companies-cyberspies/
https://www.mcafee.com/blogs/other-blogs/mcafee-labs/operation-north-star-a-job-offer-thats-too-good-to-be-true/
https://www.clearskysec.com/operation-dream-job/
https://www.dragos.com/threat/covellite/
https://securelist.com/operation-applejeus/87553/
https://www.zdnet.com/article/north-koreas-state-hackers-caught-engaging-in-bec-scams/
https://sansec.io/research/north-korea-magecart
https://securelist.com/lazarus-on-the-hunt-for-big-game/97757/
https://securelist.com/lazarus-under-the-hood/77908/
https://content.fireeye.com/apt/rpt-apt38
https://us-cert.cisa.gov/ncas/analysis-reports/AR19-129A
https://www.flashpoint-intel.com/blog/disclosure-chilean-redbanc-intrusion-lazarus-ties/
https://www.proofpoint.com/sites/default/files/pfpt-us-wp-north-korea-bitten-by-bitcoin-bug-180129.pdf
https://us-cert.cisa.gov/ncas/alerts/aa20-239a
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revenue.

Banks are attacked via watering hole attacks and ATM jackpotting. There’s a growing body of
evidence that the group is able to scale its operations by purchasing access to systems
previously infected by TrickBot, and by using commercially available tools like PowerShell
Empire and Cobalt Strike once they have a foothold.

And it’s all handled with the kind of planning and care you’d expect from a heist movie: they
usually go to some effort to cover their tracks, even if that means covering them with
ransomware or a destructive attack.

“Andariel”
 

aka Silent Chollima, Dark Seoul, Rifle, Wassonite

Andariel is a bully. What it lacks in sophistication, it makes up for in belligerence.

This crew engages in espionage, but also gets tasked with disrupting and wiping things. A
10-day assault on South Korea in 2011 set a troubling new precedent for what pain the
pariah state was prepared to inflict on their adversaries.

Andariel knows how to get noticed in all the places it probably shouldn’t. It is one of the few
groups bold enough to take aim at military targets in the U.S. and South Korea or to go after
AV management servers on a victim’s network. “YOLO, lets hack a nuclear plant and leave
admin credentials hardcoded in the malware.” And while we don’t know who the hell ‘Hack
Hound’ is, Andariel has some nasty things to say about them.

But like all the DPRK groups, there’s a little cybercrime on the side, such as stealing from
online gambling sites or ATMs in South Korea or India. It probably doesn’t end there.

“APT37”
 

aka Group123, Ricochet Chollima, RedEyes, Reaper, ScarCruft, Geumseong121

APT37 is the wannabe hipster of DPRK’s hacking elite: they are constantly upskilling (“I just
earned my 0-day badge!”) while actively trying to emulate DarkHotel, a thoroughly more
capable actor.

APT37 often goes after individuals, as opposed to organisations. It has a taste for North
Korean defectors, journalists and human rights activists. While mostly relying on spear
phishing using Office or Hangul (Korean language) Word Processor (HWP) maldocs, they’ve
also used torrent sites to deliver malware and been tied to a couple of strategic web
compromises.

APT37 uses malware described by different intel shops as “Redoor”, “DOGCALL”,
“ROKRAT” or “Final1stspy”, as well as Android malware named Kevdroid.

https://badcyber.com/several-polish-banks-hacked-information-stolen-by-unknown-attackers/
https://us-cert.cisa.gov/ncas/analysis-reports/ar20-239c
https://hello.global.ntt/insights/blog/targeted-trickbot-activity-drops-powerbrace-backdoor
https://assets.sentinelone.com/labs
https://adeo.com.tr/wp-content/uploads/2020/05/ADEO-Lazarus-APT38.pdf
https://www.welivesecurity.com/2018/04/03/lazarus-killdisk-central-american-casino/
https://securelist.com/apt-trends-report-q3-2019/94530/
https://unit42.paloaltonetworks.com/inside-tdrop2-technical-analysis-of-new-dark-seoul-malware/
https://www.mcafee.com//wp-content/uploads/2011/07/McAfee-Labs-10-Days-of-Rain-July-2011.pdf
https://www.sans.org/reading-room/whitepapers/critical/tracing-lineage-darkseoul-36787
https://www.mcafee.com/enterprise/en-us/assets/white-papers/wp-dissecting-operation-troy.pdf
https://github.com/ssp4rk/slides/blob/master/2017_SAS_Endless_gunfire_in_South_Korea.pdf
https://www.slideshare.net/JackyMinseokCha/from-stealing-confidential-data-to-revenuegenerating-attacks
https://www.dragos.com/threat/wassonite/
https://twitter.com/RungRage/status/1188853620541775872
https://global.ahnlab.com/global/upload/download/techreport/%5BAhnLab%5DAndariel_a_Subgroup_of_Lazarus%20(3).pdf
https://global.ahnlab.com/global/upload/download/asecreport/ASEC%2520REPORT_vol.91_ENG.pdf
https://fsiceat.tistory.com/2
https://www.zdnet.com/article/new-north-korean-malware-targeting-atms-spotted-in-india/
https://securelist.com/scarcruft-continues-to-evolve-introduces-bluetooth-harvester/90729/
https://www.fireeye.com/blog/threat-research/2018/02/apt37-overlooked-north-korean-actor.html
https://github.com/ssp4rk/slides/blob/master/2019SAS_Behind_of_the_Mask_of_ScarCruft.pdf
https://blog.talosintelligence.com/2018/01/korea-in-crosshairs.html
https://global.ahnlab.com/global/upload/download/techreport/%5BAhnLab%5D%20Red_Eyes_Hacking_Group_Report%20(1).pdf
https://blog.alyac.co.kr/attachment/cfile8.uf@9977CF405E81A09B1C4CE2.pdf
https://blog.talosintelligence.com/2020/01/jhonerat.html
https://blog.talosintelligence.com/2018/05/navrat.html
https://www2.fireeye.com/rs/848-DID-242/images/rpt_APT37.pdf
https://github.com/ssp4rk/slides/blob/master/2019SAS_Behind_of_the_Mask_of_ScarCruft.pdf
https://www.carbonblack.com/blog/threat-analysis-rokrat-malware/
https://blog.talosintelligence.com/2018/04/fake-av-investigation-unearths-kevdroid.html
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Even when they went after sports fans, the attack looked inspired by the major leaguers.
Can’t these kids do anything original?

“Kimsuky”
 

aka Velvet Chollima, THALLIUM, TEMP.Firework, RGB-D5, Black Banshee

Kimsuky is called the “King of Spearphishing”. Like most fishermen, they leave a stench:
their OPSEC is pretty amateur.

Kimsuky has been pinned for going after the South Korean government and Chinese
organisations, an attack related to the Korea Hydro & Nuclear Plant, and phishing attacks
against U.S. military interests.

Kimsuky is also known for its “cowboy” loaders: part of an infection chain linked to attacks on
U.S. academia and U.S. think tanks that used the BabyShark and KimJongRAT implants.
(Malware RE isn’t that much fun, so naming malware provides some light relief).

Wiser analysts have broken Kimsuky up into more specific clusters, to separate out
standalone credential phishing campaigns that don’t make use of this malware, for example.

Another cluster, named CERIUM by Microsoft, targeted pharmaceutical firms working on
COVID-19 vaccines.

There are claims of Kimsuky using Konni malware and vice versa, but it’s best to stay away
from the mess that is Konni if you possibly can.

“DarkHotel”
 

aka Shadow Crane, DUBNIUM, TUNGSTEN BRIDGE, APT-C-06

Just kidding! Despite a number of people messing this up, DarkHotel is NOT DPRK. We’re
listing it here as a lesson on the limits of malware analysis for attribution.

Don’t make this mistake. We will find you.

So that’s it. We hope you’ve found this summary helpful. We’ll update it every now and then
as new research comes to light. Hints, corrections and suggestions are welcome at
editorial@risky.biz.

https://unit42.paloaltonetworks.com/unit42-nokki-almost-ties-the-knot-with-dogcall-reaper-group-uses-new-malware-to-deploy-rat/
https://www.wired.com/story/untold-story-2018-olympics-destroyer-cyberattack/
https://www.virusbulletin.com/blog/2020/03/vb2019-paper-kimsuky-group-tracking-king-spear-phishing/
https://blog.alyac.co.kr/2299
https://securelist.com/the-kimsuky-operation-a-north-korean-apt/57915/
https://www.reuters.com/article/us-nuclear-southkorea-northkorea-idUSKBN0MD0GR20150317
https://blog.alyac.co.kr/2234
https://www.netscout.com/blog/asert/stolen-pencil-campaign-targets-academia
https://unit42.paloaltonetworks.com/babyshark-malware-part-two-attacks-continue-using-kimjongrat-and-pcrat/
https://www.pwc.co.uk/issues/cyber-security-services/research/tracking-kimsuky-north-korea-based-cyber-espionage-group-part-2.html
https://blogs.microsoft.com/on-the-issues/2019/12/30/microsoft-court-action-against-nation-state-cybercrime/
https://github.com/Azure/Azure-Sentinel/blob/master/Detections/MultipleDataSources/CERIUMOct292020IOCs.yaml
https://blogs.microsoft.com/on-the-issues/2020/11/13/health-care-cyberattacks-covid-19-paris-peace-forum/
https://twitter.com/issuemakerslab/status/1243185687848837120?s=20
https://twitter.com/KyleHanslovan/status/1031179316577673217?s=20
https://twitter.com/bkMSFT/status/1031317609248174080?s=20
https://www.dragos.com/wp-content/uploads/Threat-Intelligence-and-the-Limits-of-Malware-Analysis.pdf
http://10.10.0.46/mailto:editorial@risky.biz

