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The PDC team has seen a recent up-tick in legitimate Mimecast services being used
as a vector for phishing campaigns found in environments protected by Microsoft ATP,
Microsoft EOP and Mimecast.

The phish leverage the “Payment Order,” a common vector for enticing users into
initiating the process set out by a malicious actor to attain sensitive credentials (Figure 1).
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I'm using Mimecast to share |arge files with you. Please see the attached instructions.

Good morning,
Hope my email find you well.

Please see Attached Purchase Order , send invoice for payment.

Kind Regards,

Business Administrator

Human Capital Management

Figure 1

In this attack, as illustrated in figures, the body of the email is a reasonable facsimile of an
authentic message that even replicates the style of the Mimecast heading and disclaimer.
But grammatical, punctuation and spacing anomalies represent red flags. Furthermore, the
email itself looks benign, simple and straight to the point, informing the recipient that the
required information is behind an external service due to an issue with storage size or
formatting (Figure 1). This is a common tactic that allows malicious actors to circumvent mail
filters such as Mimecast, Microsoft EOP and Microsoft ATP.
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You've been sent large files

sent you large files. Download them before Fri, 05 Jun 2020 23:59
+0200.

Files
PUCHASE ORDER.html (89.3 KB)

Download Files

https://login-za.mimecast.com/Ifs/app/?

- tkn=x7es3lykoawxdxtnun3ex0fwgm_rwwkyre5qe6gpjvnbOlfodpo - - = - > .
© 2016 - 2019 Mimecast Sy tyxoby3bntzsiweimftyinmiteailvmywak9-cwlmentvw3vm77k Ntained in this communication is
confidential and may be le¢mi2ytmcmgabapaccazwihjhkl1phovx6_j_qguvdsriww#/landing?  * intended recipient. If you are not the
intended recipient, or authgtoken=zhmRg8FpdMGhfhS3txngXFT13UgyQdo4QuwdUF02BERVA pution or reliance of the contents of this
information is strictly prohil”aVz/9gDisLvcTElsdyfinobXUQKICXFielbutozC_zaxmS76qHlarpatg js processed through this service, read
the Mimecast Large File S{79HLKN3R7ihoKangSENhbRQOKdkMO7jbsVF224ZfGIDPOKilwt

g Ki2vVujejHDsWp2KEPOFskin5KeybOvmpQ5SWGoyRjeF8e9wD79k
0qT66ntl1_0vbDJffncKjb_glaZONnfQJ7NQIgHobUy3o04yS6f3ojwe
WU5DJ_9adx-T2zrQUq-Z9-HXv6BLjObNNEfugE8&recipient=

%401 640gij
|€trl+Click to follow link

Figure 2

Upon inspection of the “Download Files” button we can see that the service being used to
deliver this phish is in fact Mimecast, itself a legitimate service. Combining this with the
previously noted circumvention method makes standard detection almost impossible.
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Figure 3

As seen in Figure 3, the page presented to the user is a legitimate Mimecast service being
used to host the malicious file. This is compounded by the use of a key to gain access to the
file by clicking the access-key button or entering a previously provided key (see Figure 3).
However, both methods will direct the user to the next stage.
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Once access has been gained to the first landing page, there will be an option to download
the malicious file at the side of the page. To add authenticity, the credentials of the original
sender have been replicated, as shown below in Figure 4.
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Figure 4

Subject: Purchase Order

From:

To:

Originating
IP:

(10.33.36.36)

Figure 5
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from PR1PRO1IMB4891.eurprd@l.prod.e; L
(2603:10a6:803:28::3 y V P102MB2814. ord@l.prod.exchangelabs.com with
HTTPS via VI1PR18CA©®189.EURPRD16.PROD.OUTLOO

from AM6P193CA@093.EURP193.PROD.OUTLOOK. CO
by PR1PR@1MB4891.eurprd@l.prod. angelabs.com 3:10a6:102
h SMTP Server (version= 2
=TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384) id 15.20.3045.22;

from HEltUPUlFTUEb -
by AM6P193CA0093.outlook.office365.com
Microsoft SMTP Server (version=TLS1_2,

pnﬂr—IlS CDHE_RSA_WITH_AES_25 (M_SHA384) id 15.20.3045.19 via Frontend
Trdn;port.
from za-smtp-delivery-131.mimecast.co.za (41.74.201.131) by
HE1EUR@1FT® nail.protection.outlook.com (10.152.0.182) with Microsoft SMTP
S ( sion=TLS1_2, cipher=TLS_ECDHE_RSA WITH AES_ 256 GCM_SHA384) id

p45.21 via Frontend Transport;
from null (za-sl-B.za.mimecast.lan [10.33.36.36]) (Using TLS) by
e com with ESMTP id
2-965b7450-0c59-45b3-b7a6-99a815d23cf6-1;

To:

Subject: Furchase Order
Thread-Topic: Purchase Order
Thread-Index:

-MS-Exchange-MessageSentRepresentingType:

Figure 6

Email Header analysis: Taking a look at the headers on Figure 6, it is a different

story altogether. IP addresses such as [10.x.x.182 and 10.x.x.36] are used by independent
operating networks. These may be as small as a single computer connected to a

home gateway, and are installed in hundreds of millions of devices automatically.

However, IP 41.x.x.131 belongs to MimecastSA (according to VirusTotal and Whois), and
could be the reason it escaped SEG detection.
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SIGN IN WITH YOUR MICROSOFT EMAIL TO VIEW ORDER

Figure 7

Having accessed the malicious link, the user will see the above page

displayed (Figure 7) with a request for the user’s Microsoft email address and password.
Unlike other credential phishing pages, the Microsoft background and logo aren’t displayed.
The simplicity of the page, combined with a URL lacking indicators of Microsoft or associated
domains, is suspect. The third field is the most obvious red flag (Figure 7): A recovery option
is made available even though an incorrect password hasn’t been entered. This is

done to prompt the victim into providing a phone number.

@ Purchase Order X+

SIGN IN WITH YOUR MICROSOFT EMAIL TO VIEW ORDER

test@test.com

SIGN IN

Figure 8
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Having inserted test credentials, the information is exported to the phishing campaign

URL address. This site is hosted by hxxps://www.docdroid[.]Jnet/OwKxXnZ/purchase-order-
00177389-pdf. Entering information will continually refresh the page regardless of credentials
supplied.

Indicators of Compromise

Network I0C IP

hXXp://biz267 .inmotionhosting[.Jcom/~craneo5/pow/pol[.]php 23[.]235[.]212[.150
hXXps://www.docdroid[.]Jnet/OwKxXnZ/purchase-order-00177389- 54[.137[.]79[.]195
pdf

All third-party trademarks referenced by Cofense whether in logo form, name form or product
form, or otherwise, remain the property of their respective holders, and use of these trademarks in
no way indicates any relationship between Cofense and the holders of the trademarks. Any
observations contained in this blog regarding circumvention of end point protections are based on
observations at a point in time based on a specific set of system configurations. Subsequent
updates or different configurations may be effective at stopping these or similar threats.

The Cofense® and PhishMe® names and logos, as well as any other Cofense product or service
names or logos displayed on this blog are registered trademarks or trademarks of Cofense Inc.

Don't miss out on any of our phishing updates! Subscribe to our blog.
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