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Mars Ransomware

MarsDecrypt Ransomware

(wndppoBanbLMK-BbIMOraTesib) (NepBONCTOYHUK)
Translation into English

OTOT KpUNTO-BbIMOraTenb WNgpyeT gaHHble canToB, NAS-yCTponCTB, CEPBEPOB U
KoMMnboTEPOB BU3HEc-nonb3oBarenen ¢ nomowbto AES+RSA, a 3atem TpebyeT Bbikyn B
$300-$2000 B BTC, 4tobbl BepHyTb channbl. Cymma Bbikyna paccymTbiBaeTcs UCXoas 13
KonuyecTea 3awwmppoBaHHbIX 0UCHBIX hannos. OpurmHansHoe Ha3BaHue: MARS Virus.
Ha danne HanncaHo: HET AaHHbIX.

OO6HapyxeHuA:

DrWeb ->

BitDefender ->

AlLYac ->

Avira (no cloud) ->

ESET-NOD32 ->

Malwarebytes ->

Rising ->

Symantec ->

TrendMicro ->

To AV vendors! Want to be on this list regularly or be higher on the list? Contact me!

AV BeHgopam! XoTuTe ObITb B 9TOM CNUCKE PerynsapHo unm nosblwe? Coobwmnte mHe!

© lNeHeanoruga: ??? >> Mars

N306paxkeHne — norotun ctatby
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K sawmndpoBaHHbIM darinam gobaBnsaeTcs paclumpeHme: .mars

BHumaHue! HoBble paclumpenus, email u TEKCTbl O BbIKyNne MOXHO HanUTW B KOHLE CTaTby, B
obHoBneHnAx. Tam MOryT ObITb pasnUunsa ¢ nepBoHavasnibHbIM BApUaHTOM.

AKTUBHOCTb 3TOro KpUNTO-BbIMOraTens npuwinack Ha koHew, oktabpsa 2020 r. OpmneHTnpoBaH
Ha aHrNos3bI4YHbIX NOSb30BATENEN, YTO HE MELLIAET PacnpoCTPaHATbL €ro N0 BCEMY MUPY.

3anucka ¢ TpeboBaHuem Bbikyna HasbiBaeTcs: I!MARS_DECRYPT.TXT

3anucka ¢ cymmoi Bbikyna $300

3anucka ¢ cymmoii Beikyna $2000

CopepxaHue 3anuckun o BbiKyne:

All your files have been encrypted with MARS Virus.

Your unique id: B7D70A6B4C8C41D38305FC492627EFAF

Our virus encrypted 15 of your office files (xIs, xIsx, doc, docx, ppt, pptx, odt, ods, pdf, dwg,
psd, dbf, fpt, php, cdr, mdb, accdb).

You can buy decryption for 300$ in Bitcoins.

But before you pay, you can make sure that we can really decrypt any of your files.

2/8
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The encryption key and ID are unique to your computer, so you are guaranteed to be able to
return your files.

To do this:

1) Send your unique id B7D70A6B4C8C41D38305FC492627EFAF and max 3 files for test
decryption to mars_dec@outlook.com or anton_ivan_8989@mail.ru

2) After decryption, we will send you the decrypted files and a unique bitcoin wallet for
payment.

3) Be careful! Fakes are possible in Telegram, never pay until you receive test files after
decryption!

4) After payment ransom for Bitcoin, we will send you a decryption program and instructions.

If we can decrypt your files, we have no reason to deceive you after payment.

or do this(If you have not received a reply by email):

1) Download and install Telegram Messanger: https://desktop.telegram.org/ (for Windows,
Linux, macOS)

2) Find user mars_dec

3) Send your unique id B7D70A6B4C8C41D38305FC492627EFAF and max 3 files for test
decryption.

4) After decryption, we will send you the decrypted files and a unique bitcoin wallet for
payment.

5) Be careful! Fakes are possible in Telegram, never pay until you receive test files after
decryption!

6) After payment ransom for Bitcoin, we will send you a decryption program and instructions.

If we can decrypt your files, we have no reason to deceive you after payment.

FAQ:

Can | get a discount?

No. The ransom amount is calculated based on the number of encrypted office files and
discounts are not provided. All such messages will be automatically ignored.

What is Bitcoin?

read bitcoin.org

Where to buy bitcoins?

https://bitcoin.org/en/buy

https://buy.moonpay.io

or use google.com

Where is the guarantee that | will receive my files back?

The very fact that we can decrypt your random files is a guarantee. It makes no sense for us
to deceive you.

How quickly will | receive the key and decryption program after payment?

As a rule, within a few hours, but very rarely there may be a delay of 1-2 days.

How does the decryption program work?

It's simple. You need to copy the key and select a folder to decrypt. The program will
automatically decrypt all encrypted files in this folder and its subfolders.

| will complain about your Telegram account and mailbox's..
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God help you. You won't find us anyway. But many people will be deprived of any opportunity
to recover their files.

MNepeBopA 3anMUCKM Ha PYCCKUM A3bIK:

Bce Bawu gannbl 66inun 3awmdgposaHsl MARS Virus.

Baw yHukanbHbi id: B7D70A6B4C8C41D38305FC492627EFAF

Haw Bupyc 3awmndposan 15 sawmnx ocdumcHbix dannos (xls, xlsx, doc, docx, ppt, pptx, odt,
ods, pdf, dwg, psd, dbf, fpt, php, cdr, mdb, accdb).

Bbl MoxeTe kynuTb paclumdpoBky 3a 300$ B GUTKonHax.

Ho nepen onnaton ybeauTtech, 4TO Mbl AENCTBUTENBHO CMOXEM pacLundgpoBaTth nobon 13
BaLLMX pansos.

Kntou wngposaHms n ID yHUKanbHbI 4049 Ballero KoMnboTepa, No3TOMY Bbl rapaHTUPOBAHHO
CMOXeTe BEPHYTb CBOU (hansibl.

Cpenartb aT0:

1) OtnpaBbTe cBov yHUKanbHbIK id B7D70A6B4C8C41D38305FC492627EFAF 1 makcumym
3 dparna gns TecToBOM pacndpoBkn Ha mars_dec@outlook.com unu
anton_ivan_8989@mail.ru

2) MNocne pacwmdpoBKM Mbl OTNPaBMM Bam paclumdpoBaHHbie dannbl U YHUKanbHbIN
OWTKOMH-KOLIEeNeK ans onnarbl.

3) bygbte octopoxHbl! B Telegram BO3MOXHbI Nogaenky, HAKOr4a He nnatute, noka He
nonyyuTe TecTtoBble dpannbl Nocre pacwmndposku!

4) Nocne onnartbl Bblkyna 3a OUTKOVHbI Mbl BbILLIIEM BaM NporpammMy paclumgpoBku 1
WMHCTPYKUMKN. Ecnu Mbl cMOXeM paclimngpoBaTth Bawn ansbl, y Hac He Byaet npuymH
obmaHbIBaTb Bac nocne onnartbl.

Unu cgenamnTe 3710 (€Cnuv Bbl He NOSTyYUn OTBET NO SNEKTPOHHOW noYTe):

1) 3arpyaute u yctaHoBute Telegram Messanger: https://desktop.telegram.org/ (ons
Windows, Linux, macOS)

2) Hangute nonb3oBatensa mars_dec

3) OTtnpasbTe cBon YHUKanbHbIN id B7D70A6B4C8C41D38305FC492627EFAF n makcumym
3 gparna ans TeCToBOM pacLUIMgpPOBKN.

4) MNocne pacwmpoBKM Mbl OTMIPaBMM BaM paclunpoBaHHble bansbl U YHUKanNbHbIN
OUTKOMH-KOLLENeK ANng onnartbl.

5) bygbTte octopoxHbl! B Telegram BO3MOXHbI NOAAENKM, HAKOTAA HE NnaTtuTe, noka He
nosiydmnTe TecTtoBble dpannbl nocre pacumgposku!

6) MNMocne onnatbl Bblkyna 3a OUTKONHbI Mbl BbiLLNEM Bam NporpammMy pacLumdgpoBKkn 1
NHCTPYKUUKN. Ecnn mbl cMOXeM paclumdpoBaTth Balln dhansbl, y Hac He ByaeT npuymnH
obMaHbIBaTb Bac nocre onnarbl.

YACTO 3AOABAEMbBIE BOINPOCHI:

Mory nu s NoNy4YnTb CKUAKY?

HeT. Cymma BbIKyna paccynTbiBaeTCA UCXOASA N3 KONMYeCcTBa 3alumngpoBaHHbIX OPUCHbIX
dannos, n cknakn He npegocTaensaoTcs. Bece Takme coobuweHunsa byayT aBTomaTnyecku
NUrHOPMPOBATbLCS.
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YTto Takoe BUTKONH?

yuTtanTe bitcoin.org

Foe Kkynutb GUTKOMHBLI?

https://bitcoin.org/en/buy

https://buy.moonpay.io

UnNn ncnonb3ynte google.com

[Oe rapaHTus, 4To A Nonyyy cBou dannbl 06paTtHo?

Cam hakT, 4To Mbl MOXEM pacLuMdpoBaThb BallK cnyyarHble dannbl, ABASETCS rapaHTUeN.
[1ns Hac HeT cmbicna obMaHbIBaTh Bac.

Kak BbICTPO s nonyyy Koy 1 nporpamMmmy gewmdpoBaHus nocne onnarbl?

Kak npaBuno, B Te4eHne HECKOMbKNX YacoB, HO OMEeHb PeAKO MOXET ObITb 3aaepkka Ha 1-2
OHS.

Kak paboTaet nporpamma gelumgpoBaHms?

OT0 NpocTo. Bam HY>KHO CKOMMPOBATL K1Y U BbIBpaTh Nanky Ans pacundpoBKN.
[Mporpamma aBTOMaTU4ECKN paclumdpyeT Bce 3alimdpoBaHHble ddanrbl B 3TOW Narnke n ee
nognankax.

A noxanyrocb Ha Ball akkayHT B Telegram v nNoyToBbIE SLLMKN ..

Bor Tebe B nomoLb. Bbl Bce paBHO Hac He HanaeTe. Ho MHorue noam 6yayT nuLeHb!
BO3MOXHOCTW BOCCTAHOBUTbL CBOU (panribl.

TexHnyeckue getanu

HaBepHsika pacnpocTpaHsaeTcs NyTEM B3flOMa Yepes HesalmLeHHY0 KoHdurypaunio RDP,
T.K. 6ONbLINMHCTBO NOCTpadaBLLMX coobLmnm, 4To 06 aTakax Ha cepBepbl, KOTOPble HUKOrAa
He NOoAKIIYanuchb K CETU N HUYETO He CKadnBanu.

[Mpn nepeHacTponke BEKTOpa aTtakm MOryT Ha4yaTb pacnpcoTPaHATLCS C MOMOLLbIO email-
crnama v BpegoOHOCHbIX BNOXEHUN, 06MaHHbIX 3arpy30K, OOTHETOB, 9KCMIONTOB,
BPEOOHOCHOW peknambl, BEG-MHXEKTOB, panbLUMBLIX OOHOBMEHWUI, NepPenakoBaHHbIX U
3apaxk€HHbIX MHCcTannsaTopoB. CMm. Takke "OCHOBHbIE CNOCO6bI pacnpoCcTpaHeHus

KpuntoBbIMOratenen" Ha BBOAHOW CTpaHuue 6nora.

Hy>xHO Bcerga ncnonb3oBaTb AKTyanbHY aHTUBMPYCHYIO 3awwmTty!!!

Ecnun Bbl npeHebperaete KOMMNNEKCHOM aHTUBMPYCHOW 3aLumMTon Knacca Internet Security nnu

Total Security, ToO x0Ta Obl AenanTe pe3epBHOE KONMPOBaHNE BaXKHbIX dannoB No meTtoay. 3-
21.

Cnucok channoBbIX paclwMpeHnin, noaseprarowmuxcs WwnpoBaHno:
Xls, .xlIsx, .doc, .docx, .ppt, .pptx, .odt, .ods, .pdf, .dwg, .psd, .dbf, .fpt, .php, .cdr, .mdb,
.accdb - Kak MUHUMYM.
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9710 moryT 6b1Tb gokymeHTbl MS Office, OpenOffice, PDF, TekcToBble dhannbl, 6a3bl AaHHbIX,

doTorpadun, Bugeodannsl, Yeptexn, Bed-cannbl 1 np.

dPannbl, cBsA3aHHbIe ¢ 3TUM Ransomware:
INIMARS_DECRYPT.TXT - Ha3BaHue hanna ¢ TpeboBaHMeM BblKyna
<random>.exe - crly4anHoe Ha3BaHWe BpeOoHOCHOro (hanna

MARSDecryptor.exe - opurmHanbHbI 4endpPOoBLLNK

PacnonoxeHus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->
Index of/

T ik

Inddex of / Tndex af frasch

i s melled S DHompEs

L SRR

MbI Hawnu 3awmndpoBaHHble ansibl Ha pasHbIX canTax.

3anucu peecTpa, cBsi3aHHble ¢ 3TUM Ransomware:
CM. HMXe pesynbTaThbl aHanmn3os.

MbloTeKcbl:
CM. HMXe pesyrnbTaTbl aHanm3oB.

CeTeBble NOAKITIOYEHUSA U CBA3MU:
Email: mars_dec@outlook.com, anton_ivan_8989@mail.ru

Telegram: mars_dec

BTC:

CM. Hwke B OBHOBNEHMAX Apyrne agpeca U KOHTaKTbI.
CM. HWxe pesynbraTbl aHann3o0B.

Pe3ynbraTbl aHanM3oB:

@ Hybrid analysis >>

Y VirusTotal analysis (MARSDecryptor.exe) >>
A Intezer analysis (MARSDecryptor.exe) >>
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https://1.bp.blogspot.com/-5GBorFmAxi0/X50-9hvek6I/AAAAAAAAWU4/dFKN7IpdVR0zj6ZNUD_2AmUECnpBgXJpQCLcBGAsYHQ/s611/site-27-10-20.png
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https://www.virustotal.com/gui/file/33fe127319dbdfdd4130feaabba4ba72398b9a8dfa905ed8d30a88663ff11bbd/detection
https://analyze.intezer.com/analyses/c734c15d-a0a9-4b75-b60a-526399cbf97c
https://analyze.intezer.com/analyses/c734c15d-a0a9-4b75-b60a-526399cbf97c

2 ANY.RUN analysis >>

X VMRay analysis >>

W VirusBay samples >>
MalShare samples >>

% AlienVault analysis >>

CAPE Sandbox analysis >>

© JOE Sandbox analysis >>

CTeneHb pacnpoCcTpaHEHHOCTM: HU3Kasl.
Monpo6Hble cBeeHust cobmpatoTcs perynspHo. Mpucbinainte obpasupi.

=== ICTOPUA CEMEWNCTBA === HISTORY OF FAMILY ===

=== BJIOK OGHOBJIEHUN === BLOCK OF UPDATES ===

BapuaHT ot 30 Hos16ps 2020:
CoobuieHve >>

Pacwwupenue: .vyb

Telegram: mars_dec

O6HoBneHue ot 2 chepansa 2021:

[locT Ha dhopyme >>

PacwwupeHue: .mars
Email: anton_ivan_8989@mail.ru
OTOT BbIMOraTenb BCE eLlé akTUBEH.

=== BJIOK CCbIJIOK n C[TACUBOK = BLOCK OF LINKS AND THANKS ===

http*! Read to links:
Message + myMessage

ID Ransomware (ID as Mars)
Write-up, Topic of Support

*
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https://answers.microsoft.com/en-us/protect/forum/all/all-files-encrypted-by-vyb-extension/6a721001-af8a-407a-bec4-4476b1a90273
https://www.bleepingcomputer.com/forums/t/734579/mars-nas-ransomware-mars;-mars-decrypttxt-support-topic/?p=5128688
https://2.bp.blogspot.com/-k2W-6Z-IzMI/WxaD-UpoZ0I/AAAAAAAAKpg/msP3lBapJWkaJi_oTiWgQ6Y-2UrMr5IugCLcBGAs/s1600/address%252Btw.png
https://twitter.com/demonslay335/status/1321104905491402753
https://twitter.com/Amigo_A_/status/1322493283076050944
https://www.bleepingcomputer.com/forums/t/734579/

Thanks:

Michael Gillespie
Andrew Ivanov (article author)

* % %

to the victims who sent the samples

© Amigo-A (Andrew lvanov): All blog articles. Contact.
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