ThreatConnect Research Roundup: Ryuk and Domains
Spoofing ESET and Microsoft

'}( threatconnect.com/blog/threatconnect-research-roundup-ryuk-and-domains-spoofing-eset-and-microsoft/

October 26, 2020

Howdy, and welcome to the ThreatConnect Research Roundup, a collection of recent
findings by our Research Team and items from open source publications that have resulted
in Observations of related indicators across ThreatConnect's CAL™ (Collective Analytics
Layer).

Note: Viewing the pages linked in this blog post requires a ThreatConnect account.

Roundup Highlight: Ryuk
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https://threatconnect.com/blog/threatconnect-research-roundup-ryuk-and-domains-spoofing-eset-and-microsoft/

Ryuk Tag_in ThreatConnect Common Community

In this Roundup, we highlight Incident 20201023A: 20201023A: Ryuk Infrastructure
Registered on 10/20/20. ThreatConnect Research identified several probable Ryuk domains
based on consistencies with infrastructure identified in Incident 20200930A: Domains
Registered Through MonoVM Used with Cobalt Strike and other recent incidents. Those
consistencies include naming similarities, registration through NameCheap, and reuse of the
same CIDR blocks for hosting. However, those consistencies are not unique and SSL
certificates have not been created for most of the domains, nor do we have any information
on Cobalt Strike or Bazar communicating with this infrastructure. New SSL certificates or
relevant malicious file behavior consistent with the previously identified infrastructure would
help increase our confidence in the assessed relationship to Ryuk. The identified
infrastructure include the following:

The identified infrastructure includes the following:

viewdrivers[.Jcom (prev. 188.116.36[.]155, 45.153.240][.]222)

servicelupdater[.Jcom (prev. 185.117.75[.]193, 45.153.240[.]178)

godofservice[.Jcom (prev. 194.36.188[.]154, 45.153.240[.]246)

driveriupdater[.Jcom (45.153.240[.]157)

driverimaster|[.Jcom (45.153.240[.]194)

checktodrivers[.Jcom (45.153.240][.]240)

boost-yourservice[.]Jcom (45.153.240[.]138)

backupimaster|.Jcom (45.153.240[.]136)

We identified several additional possible Ryuk domains based on consistencies with Incident

20200930A. At least two of the domains were also identified in behavioral information for
Cobalt Strike executables, similar to those in the aforementioned Incident. The domains’
consistencies include naming similarities, registration through NameCheap, and reuse of the
same CIDR blocks for hosting. It should be noted that those consistencies are not unique
and most of the identified infrastructure is not hosted on ASNs seen in the previous
infrastructure and SSL certificates have not been created for most of the domains. New SSL
certificates or relevant malicious file behavior consistent with the previously identified
infrastructure would help increase our confidence in the assessed relationship to Ryuk.
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https://app.threatconnect.com/auth/tags/tag.xhtml?tag=Ryuk&owner=Common+Community&owner=Common%20Community#/
https://app.threatconnect.com/auth/incident/incident.xhtml?incident=4313860695#/
https://app.threatconnect.com/auth/incident/incident.xhtml?incident=4133709750&owner=Common%20Community#/
https://app.threatconnect.com/auth/indicators/details/host.xhtml?host=viewdrivers.com&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=188.116.36.155&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=45.153.240.222&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=188.116.36.155&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=45.153.240.222&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/host.xhtml?host=service1updater.com&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=185.117.75.193&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=188.116.36.155&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=185.117.75.193&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=45.153.240.178&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=188.116.36.155&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=45.153.240.178&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/host.xhtml?host=godofservice.com&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=194.36.188.154&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=188.116.36.155&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=194.36.188.154&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=45.153.240.246&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=188.116.36.155&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=45.153.240.246&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/host.xhtml?host=driverdwl.com&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=194.36.188.45&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=188.116.36.155&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=194.36.188.45&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=45.153.240.220&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=188.116.36.155&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=45.153.240.220&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/host.xhtml?host=driver1updater.com&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=45.153.240.157&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=188.116.36.155&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=45.153.240.157&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/host.xhtml?host=driver1master.com&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=45.153.240.194&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=188.116.36.155&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=45.153.240.194&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/host.xhtml?host=checktodrivers.com&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=45.153.240.240&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=188.116.36.155&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=45.153.240.240&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/host.xhtml?host=boost-yourservice.com&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=45.153.240.138&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=188.116.36.155&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=45.153.240.138&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/host.xhtml?host=backup1master.com&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=45.153.240.136&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=188.116.36.155&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=45.153.240.136&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/host.xhtml?host=backup1helper.com&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=45.153.240.133&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=188.116.36.155&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=45.153.240.133&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=45.153.241.1&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=188.116.36.155&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=45.153.241.1&owner=Common%20Community

The identified infrastructure and files includes the following:

backup-helper[.Jcom (45.147.229].]44)

backup-leader[.Jcom (45.147.229].]52, Cobalt Strike
4544b478b2029ec38eb4bda111741a10f0684e38f1b29ce092b93df882d11f9e)

backup-simple[.]Jcom (45.147.229[.]68)

bakcup-checker[.Jcom (45.147.229[.]92)

bakcup-monster[.Jcom (45.147.230[.]131, Cobalt Strike
2376a8da650c124b3d916765f82929b4109f20bc4f211a39a4d1cd4391780d1f)

boost-servicess[.]Jcom (45.147.230[.]132)

nas-leader[.Jcom (45.147.230[.]133)

nas-simple-helper[,Jcom (45.147.230[.]140)

service-checker[.Jcom (45.147.230[.]141)

service-leader[.]Jcom (45.147.230[.]159)

ThreatConnect Research Team Intelligence: Iltems recently created or updated in the
ThreatConnect Common Community by our Research Team.

e 20201021A: Additional Probable Ryuk Infrastructure ThreatConnect Research
identified several probable Ryuk domains based on consistencies with infrastructure
identified in Incident 20200930A: Domains Registered Through MonoVM Used with
Cobalt Strike and other recent incidents.

o 20201019A: Additional Ryuk Infrastructure ThreatConnect Research identified several
most likely Ryuk domains registered on October 14 and 15 2020 based on
consistencies with infrastructure identified in Incident 20200930A: Domains Registered
Through MonoVM Used with Cobalt Strike and other recent Ryuk Incidents.

e 20201019B: Suspicious Microsoft and ESET Spoofing Domains Hosted at
45.147.231[.]188 ThreatConnect Research identified two suspicious domains that
spoof Microsoft and ESET respectively. One domain was registered through
NameCheap on June 26 2019, while the other was registered through NameCheap on
October 15 2020. Both domains began resolving to a probable dedicated server in mid
October 2020.

Technical Blogs and Reports Incidents with Active and Observed Indicators: Incidents
associated to one or more Indicators with an Active status and at least one global
Observation across the ThreatConnect community. These analytics are provided by
ThreatConnect’'s CAL™ (Collective Analytics Layer).
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https://app.threatconnect.com/auth/indicators/details/host.xhtml?host=backup-helper.com&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=45.147.229.44&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/host.xhtml?host=backup-leader.com&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=45.147.229.52&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/file.xhtml?file=7430F8E3F9F8716B8DBC548997AD8F8A
https://app.threatconnect.com/auth/indicators/details/host.xhtml?host=backup-simple.com&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=45.147.229.68&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/host.xhtml?host=bakcup-checker.com&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=45.147.229.92&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/host.xhtml?host=bakcup-monster.com&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=45.147.230.131&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/file.xhtml?file=BA17A1FD0E350C77A58C88AE6AA28AAA&owners=2,2022,5965,7032,2027,631,3117827561,850,981,4699,1817,1308,5954,728,10945,2175,3266,1331,1310,6263,4504,3308,2716,2414,1354,2194,8198,3963,3288,5837,689,1765,4352,14837,957925814,11014,1291053953,1366072189,11070,1254149353,2062,9525,9689,1930973938,1930974303,1930974969,8609,1930975114,1930977088,1930994355,2092,8373,4070,2094,3037,3038,3039,3906,9367,3576,3136646679,3256663302,3029726749,3029724245,3029729457,3029726855,1931001500,1931002777,3578,3486,7316,5862,4668,4667,1931013370,8071,945995801,1931023406,2631,4258,1943253936,1940687317,1943254027,1940764808,9205,1946179136,1946179227,1946179318,9366,7317,1937489682,3907,7319,1937489411,7318,2093,1937489522,2412124678,7202,1937560369,7321,2169615013,3134860420,7122,9206,7322,2120189823,1076843703,1937489104,7726,7725,7727,10666,7981,2182417454,10651,7324,7325,2800,8659,8918,4068,7979&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/host.xhtml?host=boost-servicess.com&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=45.147.230.132&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/host.xhtml?host=nas-leader.com&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=45.147.230.133&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/host.xhtml?host=nas-simple-helper.com&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=45.147.230.140&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/host.xhtml?host=service-checker.com&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=45.147.230.141&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/host.xhtml?host=service-leader.com&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=45.147.230.159&owner=Common%20Community
https://app.threatconnect.com/auth/incident/incident.xhtml?incident=4300204172#/
https://app.threatconnect.com/auth/incident/incident.xhtml?incident=4133709750&owner=Common%20Community#/
https://app.threatconnect.com/auth/incident/incident.xhtml?incident=4280388934#/
https://app.threatconnect.com/auth/incident/incident.xhtml?incident=4133709750&owner=Common%20Community#/
https://app.threatconnect.com/auth/incident/incident.xhtml?incident=4280935645#/

Daily Emotet 10Cs and Notes for 10/22/20 (Source:
https://paste.cryptolaemus.com/emotet/2020/10/22/emotet-malware-loCs_10-22-
20.html)

Emotet C2 Deltas from 2020/10/21 as of 13:00EDT or 17:00UTC (Source:
https://paste.cryptolaemus.com/emotet/2020/10/21/emotet-C2-Deltas-1700-1300_10-
21-20.html)

Daily Emotet [oCs and Notes for 10/20/20 (Source:
https://paste.cryptolaemus.com/emotet/2020/10/20/emotet-malware-loCs_10-20-
20.html)

Emotet C2 Deltas from 2020/10/21 as of 06:10EDT or 10:10UTC (Source:
https://paste.cryptolaemus.com/emotet/2020/10/21/emotet-C2-Deltas-1010-0610_10-
21-20.html)

Emotet C2 Deltas from 2020/10/20 as of 10:10EDT or 14:10UTC (Source:
https://paste.cryptolaemus.com/emotet/2020/10/20/emotet-C2-Deltas-1410-1010_10-
20-20.html)

Daily Emotet 10Cs and Notes for 10/19/20 (Source:
https://paste.cryptolaemus.com/emotet/2020/10/19/emotet-malware-loCs_10-19-
20.html)

Two New loT Vulnerabilities Identified with Mirai Payloads (Source:
https://unit42.paloaltonetworks.com/iot-vulnerabilities-mirai-payloads/)

Threat Roundup for October 9 to October 16 (Source:
https://blog.talosintelligence.com/2020/10/threat-roundup-1009-1016.html)

Emotet C2 Deltas from 2020/10/15 as of 11:50EDT or 15:50UTC (Source:
https://paste.cryptolaemus.com/emotet/2020/10/15/emotet-C2-Deltas-1550-1150_10-
15-20.html)

Emotet C2 Deltas from 2020/10/16 as of 11:05EDT or 15:05UTC (Source:
https://paste.cryptolaemus.com/emotet/2020/10/16/emotet-C2-Deltas-1505-1105_10-
16-20.html)

“‘We're Grateful For The Trust!” (Source: https://cofense.com/were-grateful-for-the-trust-
devious-link-inside-pdf-attachment-leads-to-compromised-credentials/)

Daily Emotet IoCs and Notes for 10/15/20 (Source:
https://paste.cryptolaemus.com/emotet/2020/10/15/emotet-malware-loCs_10-15-
20.html)
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https://app.threatconnect.com/auth/incident/incident.xhtml?incident=4313891767#/
https://app.threatconnect.com/auth/incident/incident.xhtml?incident=4312533050#/
https://app.threatconnect.com/auth/incident/incident.xhtml?incident=4303276495#/
https://app.threatconnect.com/auth/incident/incident.xhtml?incident=4300140064#/
https://app.threatconnect.com/auth/incident/incident.xhtml?incident=4288442726#/
https://app.threatconnect.com/auth/incident/incident.xhtml?incident=4287330886#/
https://app.threatconnect.com/auth/incident/incident.xhtml?incident=4273818925#/
https://app.threatconnect.com/auth/incident/incident.xhtml?incident=4273698162#/
https://app.threatconnect.com/auth/incident/incident.xhtml?incident=4270789969#/
https://app.threatconnect.com/auth/incident/incident.xhtml?incident=4269977679#/
https://app.threatconnect.com/auth/incident/incident.xhtml?incident=4269972171#/
https://app.threatconnect.com/auth/incident/incident.xhtml?incident=4261022934#/
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To receive ThreatConnect notifications about any of the above, remember to check the
“Follow Item” box on that item’s Details page.
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