New RAT malware gets commands via Discord, has
ransomware feature

Lawrence Abrams
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The new 'Abaddon' remote access trojan may be the first to use Discord as a full-fledged
command and control server that instructs the malware on what tasks to perform on an
infected PC. Even worse, a ransomware feature is being developed for the malware.

Threat actors abusing Discord for malicious activity is nothing new.
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In the past, we have reported on how threat actors use Discord as a stolen data drop or
have created malware that modifies the Discord client to have it steal credentials and other
information.

RAT uses Discord as a full C2 server

A new 'Abaddon' remote access trojan (RAT) discovered by MalwareHunterTeam, though,
could be the first malware that uses Discord as a full-fledge command and control server.

A command and control server (C2) is a remote host that malware receives commands to
execute on an infected computer.

When started, Abaddon will automatically steal the following data from an infected PC:

e Chrome cookies, saved credit cards, and credentials.
SQLiteConnection sqliteConnection = new SQLiteConnection(new SQLiteConnectionString(text2, f
List<ChromeEncrypted> list2 = new List<ChromeEncrypted>();
(queryType)
{
e.QueryType. 2
e(sqliteConnection. <Cookie>(query, Array.

Chrome.QueryType. =
Range(sqliteConnection.Query<CreditCard>(query, Array.

= Chrome.QueryType.
list2.A

ge(sqliteConnection.Query<Login>(query, Array.

(ChromeEncrypted chromeEncrypted in list2)

3 text3 = Encoding. . ring(this.De t(chromeEncrypted.
f (text3 I= 1 && text3 !=

{
chromeEncrypted. = text3;

chromeEncrypted.
list.Add(chromeEncrypted);

Code showing the stealing of Chrome data
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o Steam credentials and list of installed games

(string str in registryKey.OpenSubK

ing (RegistryKey registryKey2 = registryKey.OpenSu

Upe

f (text != null)

list.Add(text);

[=1

ir
L
1
J
S
iF
L

teamEnvelope steamEnvelope = new SteamEnvelope

=lasit]
registryKey.GetValue("AutoLoginUser").ToString(),
= ((int)registryKey.GetValue("RememberPassword") == 1)

ng text2 = registryKey.GetValue("SteamPath").ToString();
(Directory. (text2))

(string path in Directory. (text2, "ssfn*"))

FileClient. ("steam/" + steamEnvelope.
(path), path);

Code showing Steam data theft
e Discord tokens and MFA information.
o File listings

o System information such as country, IP address, and hardware information.

Abaddon will then connect to the Discord command and control server to check for new
commands to execute, as shown by the image below.

3/6



g5 message)

ad(message. T

ommandEnvelope. .cor X y 11 commandEnvelope.
»{commandEnvelope.
( command . b

ndCode . GetF

( command . [@], command.

~v{ command . [8], false);
Cy ( command. [e], true);
()35

t{ command . [2], (command. = > 1) 2 int.p = { command .

[e], command. [1], float.pars

=4 cryptoEnvelop

Lng{ command .

11);

eceive a task from the Discord server
These commands will tell the malware to perform one of the following tasks:

o Steal a file or entire directories from the computer

e Get a list of drives

¢ Open a reverse shell that allows the attacker to execute commands on the infected
PC.

e Launch in-development ransomware (more later on this).

» Send back any collected information and clear the existing collection of data.

The malware will connect to the C2 every ten seconds for new tasks to execute.

Using a Discord C2 server, the threat actor can continually monitor their collection of
infected PCs for new data and execute further commands or malware on the computer.

Developing a basic ransomware

One of the tasks that can be executed by the malware is to encrypt the computer with basic
ransomware and decrypt files after a ransom is paid.
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This feature is currently in development as its ransom note template contains filler as the
developer works on this feature.

CryptoEnvelope Encrypt(b

.TransformDirectory( : .SpecialFolder.
CryptoEnvelope cryptoEnvelope this. o

File. ( : ( = .SpecialFolder.
"how_to_decrypt.txt"), string. ("blah blah blah {@} bla {1}BTC to {2}, {3}\n",
L1

I
L

= ]

Core.

}) + "Send also: " + Utils. (cryptoEnvelope.ToString()) + "\nUse the supplied
decryption app with the master key your receive after payment or if you are tech savvy enough
diy it\n.abenc file = 16 byte iv for key and the encrypted file + 16 byte file key encrypted
with the master key + encrypted file");

cryptoEnvelope;

In-development ransomware component
With ransomware being extremely lucrative, it would not be surprising to see this feature
completed in the future.

Related Articles:

New stealthy Nerbian RAT malware spotted in ongoing_attacks

New NetDooka malware spreads via poisoned search results
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