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Introduction

In the last three months, there has been a 50% uptick in ransomware, with the Ryuk
ransomware garnering the most attention after a string of high profile attacks that have been
crippling companies. Last month it was reported that Ryuk hit UHS hospital networks with
force, spreading across UHS healthcare facilities in the US from coast to coast. This well-
orchestrated attack left many hospital workers without access to labs, radiology, and patient
records, which led to workers having to resort to pen and paper to triage patients. Ryuk is
currently attacking approximately 20 organizations a week, and this number will only expand
due to its successes.

There are a number of factors that contribute to this success. These include its harnessing of
other “toolkits” such as TrickBot and Emotet, and being quick to jump on newly-exposed
vulnerabilities such as Zerologon. We also see that Ryuk has iterated since its earlier
incarnations to evade detection and markedly improve the time it takes from execution to full
encryption, making life increasingly difficult for organizations that cannot respond to threats
at such speed.
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https://labs.sentinelone.com/an-inside-look-at-how-ryuk-evolved-its-encryption-and-evasion-techniques/
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https://www.bleepingcomputer.com/news/security/uhs-hospitals-hit-by-reported-country-wide-ryuk-ransomware-attack/

In this post, we look at how Ryuk has evolved since 2018 and explore the improvements in
encryption speed and evasion techniques that we see in Ryuk samples today. Along the way,
we detail a method analysts can use to extract the Ryuk executable from memory and dump
it to file for further inspection.

Ryuk Overview

When Ryuk ransomware burst onto the scene, it was initially believed that it was developed
by the same threat actors who developed Hermes Ransomware. However, it was later
discovered that Hermes was being sold on the black market, allowing cybercriminals to
purchase the framework and convert it to what is known today as Ryuk.

The current waves of attacks have been known to use a combination of Emotet, Trickbot,
and Ryuk. In recent weeks, the actors behind Ryuk have even been observed using
ZeroLogon to extend their reach and broaden the delivery of their ransomware payloads.
While the Ryuk payloads do not specifically contain the ZeroLogon functionality, the flaw is
being leveraged at earlier stages in the attack chain. Attackers are able to use existing
capabilities in Cobalt Strike and similar frameworks to achieve the privilege escalation. It is
quickly becoming clear that ZeroLogon will become a staple in the attackers’ collective
“toolbelt”.

Reversing and Comparing Ryuk 2018 and 2020

There are many tools in the reversing ecosystem for diffing binaries like Bindiff, but a fast tool
when comparing binaries | find most useful is Ghidra’s version tracking to check for
comparisons between binary files.

If we compare an earlier version of Ryuk with the latest version, we can note some
interesting changes. In the most recent version, Ryuk obfuscates its hardcoded strings to
become more difficult for AV vendors to detect:
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Figure 1: Ryuk 2018 vs 2020
Ryuk 2020 also copies itself to increase the speed of encryption, which we discuss in detail
below.

The ransomware uses RSA and AES to encrypt files with extension .ryk , creating a new
thread for each file it encrypts. Ryuk also uses the CryptGenRandom API, which fills the
buffer with random bytes to generate a data encryption key.
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Figure 2: Random Generation of Bytes

Since this API has been deprecated, | would expect the actors to change this in a future
version of the ransomware, perhaps to the newer Cryptography API: Next Generation
(CNG), which provides a new APl BCryptGenRandom to achieve the same result.

A significant difference between the earlier Ryuk binary and our recent sample is the time it
takes to fully encrypt the local disk. The 2018 binary takes close to one hour to encrypt the
local disk, while the 2020 version takes less than 10 minutes.

v [ 8d3f68b16F0710f858d3c... 10060 11.08  62.23 kB/s 3.9MB DESKTOP-FRH..\Marco

v [0 net.exe 10028 1.23 MB  DESKTOP-FRH..\Marco Met Command
B conhost.exe 2620 1.98 MB DESKTOP-FRH..\Marco  Console Window Host
[] netl.exe a4 1.22 MB  DESKTOP-FRH..\Marco  Met Command

v [ net.exe 4944
B conhost.exe 9580 !
[2=] netl.exe 4852 c . -
S 57:13:09
B conhost.exe 4204
g1 RV, S IREN [ wm| e

Figure 3: 2018 Ryuk 2018 Slower Encryption
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The increased encryption speed of the newer Ryuk variant places an extra burden on
enterprise security efforts. The reaction time to detect, mitigate, and eradicate Ryuk before
major damage is done is significantly limited, and many organizations have been unable to
contain the ransomware in time. This occurred in UHS networks and required hospital
staffers to shut down computer systems immediately to prevent further machines becoming
infected by Ryuk.

Diving Deeper into Ryuk 2020

This particular Ryuk sample
(f8bc1638ec3b04412f708233e8586e1d91f18f6715d68cba1a491d4a7f457da0) has a signed
digital certificate which was explicitly revoked by its issuer.

e Serial Number: Oa 1d c9 9e 4d 52 64 c4 5a 50 90 f9 32 42 a3 Oa
e Subject: CN = K & D KOMPANI d.o.o
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https://www.forbes.com/sites/tommybeer/2020/09/28/report-big-us-hospital-system-struck-by-cyberattack-forcing-staff-to-resort-to-paper-and-pen/#7e38638456b6
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Digital Signature Details M

General | Advanced

E} Digital Signature Information
This digital signature is OK.

Signer information

Name: K & D KOMPANI d.o.0.

E-mail: Not available

5Signing fime: Saturday, September 26, 2020 5:30:59 PM

Figure
View Certificate
Countersignatures
Name of signer: E-mail ad... Time:
DigiCert Timestamp Responder Not availa... Satur
< | fif | :
Details
OK

4: 2020 Ryuk Revoked Certificate

When Ryuk begins executing, it duplicates itself and dumps this copy into the same directory
with a randomly generated 8 character name. However, the file name always ends with “...
lan.exe”. These duplicate files help to start multiple threads. Ryuk utilizes a list of hardcoded

strings to search for and stop specific running processes (Figure 1). It then tries to inject itself
into additional processes.
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f8bc1638ec3b04412f708233e8586e1d91f18f...  10/5/2020 6:33 PM Application 377 KB

U GUSicTuVglan.exe 10/5/2020 6:33 PM Application 377 KB
U TDdkcGWMzlan.exe 10/5/2020 6:33 PM Application 377 KB
U WKgOBEziwlan.exe 10/5/2020 6:33 PM Application 377 KB

L"C:\\Users\\NTK\\Desktop\\New folder\\GUSicTuVqglan.exe"
&L "\"C:\\Users’\\NTK\\Desktop\\New folder\\GUSicTuvqglan.exe\" 8 LAN"
&L"C:\\Users\\NTK\\Desktopi\\New folder\\GUSicTuVglan.exe"
&L "\"C:\\Users’\\NTK\\Desktop\\New folder\\GUSicTuvqglan.exe\" 8 LAN"

Figure 5: Droppers

Ryuk next begins executing certain command line tools to achieve some of its devastating
effects; in particular, it tries to prevent user recovery by attempting to delete the Volume
Shadow copies by leveraging cmd.exe /c 'WMIC.exe shadowcopy delete' . Thisis
followed with a cmd.exe /c 'vssadmin.exe Shadows /all /quiet” and cmd.exe /c
'bcdedit /set {default} recoveryenabled No & bcdedit /set {default}' .

ntd11.771C4267

mov dword pir ss:[ebp-120],ntd11.770FF7FD8 ; FFOFF7D8:L"svchost.exe™

Ly

mov dword ptr ss:|lebp-11C),ntd11.770F77FO

xor esi,esi

mov dword ptr ss:[febp-118],ntd11.770F7814 ; FFOF7814:L"Csrss.exe”

mov dword ptr ss:|ebp-114],ntd11.770F7828 ; FFOF7828:L"smss. exa" Figure 6:
mov dword ptr ss:[ebp-1100,ntd11.770F783C ; FFOFF83IC:IL"services, exe” '
mov dword pitr ss:|jebp-10CQ,ntd11.770F7858 ; FFOF7858:L"1sass.exe”

call =ntdl1.RtlGetSuiteMask=
test eax, 10000
jne atdll1.771C43C1

Services that are not stopped

An icacls.exe is created in the Windows WoW directory, which gives the group Everyone
full permissions to the drives on the system so that Ryuk has everything it needs to encrypt
all drives.

Micacls \"C:\\*\" / grant Everyone:F /T /C /Q"
"icacls \"C:\\*\" / grant Everyone:F /T /C /Q"
"Mcacls \'C:A\F\" / grant Everyone:F /T /JC /Q°
"icacls \"C:\\*\" / grant Everyone:F /T /C /qQ"
Micacls \"C:AN*\" / grant Everyone:F /T /C /Q"
Hecacls \'C:A\MNE\" / grant Everyone:F /T /C jfa"
"icacls \"C:\\*\" / grant Everyone:F /T /C /Q" Figure 7a: grant permissions
“icacls \"C:\\*\" / grant Everyone:F /T /C /qQ"
Micacls \"C:A\\*\" / grant Everyone:F /T /C /Q"
icacls \"C:\\*\" / grant Everyone:F /T /C /Q"
"cacls \"C:AN\*\" / grant Everyone:F /T /C /Q"
Micacls \"C:ANY\" / grant Everyone:F /T /C /Q"
Micacls \"C:\\*\" / grant Everyone:F /T /C /Q"

msvCrt. 74935857

mov dword ptr ds:[<_acmdlne-],eax ; 749B5BA0:&"icacls “\"C:“*\" Jgrant Everyone:F /T /C /j/q"
call <IMP.&GetCommandLlinew:

mov dword ptr ds:[<_wcomdlmne-],eax

call msvcrt.7494E415

call msvcrt.74967D56

test eax,eax

js msvCcrt.74935B8B

Figure 7b: icacls permissions granted

Extracting the Executable from Memory
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To avoid detection, the malware uses various evasion techniques like self injection. Ryuk
uses this technique by allocating memory in which it writes a PE file. After this, it calls
VirtualProtect to change the execution permissions on the section.

A fast way to extract the executable from memory is to run the binary in a debugger and set
a breakpoint at the location of the allocated memory. For this, | use x32dbg, and set a

breakpoint on virtualAlloc . A thing to note is that when setting a breakpoint for

VirtualAlloc you should follow the jmp routine into Kernelbase to getthe base address of
the newly allocated region and set the breakpoint on the return. Once the debugger has run,

the breakpoint will hit.
MZ magic is present.

Follow the EAX register to the memory dump section to view if the

ng Address |Module/Label/Exception state Disassembly
Software
kernelbase.d11 Enabled |ret 10 BP V. I H II
Bbc1638ec3b04412f708233e8586e1d91F18f6715d68cbalad91d4a7fA57dal.exe - PID: 22CC - Module: kernelbase.dll - Thread: Main Thread 570 - x32dbg [Elevated]
Fle View Debug Trace Plugns Favourites Options Help  Aug 16 2020
OE =20l tawg tal@isfis LB
B o | 4log [ MNotes ® Breakpoints P MemoryMap [ CallStack =@ SEH  [of Soript %] symbols <% Source  References ' Threads B Handles
€2 1000 ret 10 =
o [7696F84F 88C8 mov_ecx,eax
o[ 7696Fa51 E8 SA29FEFF call kernelbase. 76952180 BP Hlt
. ~ EB FO jmp_kernelbase.7696F848
. CE int3
cc int3
: i Follow In Dump
. cc int3
. cc int3
. (3 int3
. cc i
. cc
. 8BFF unmapviewofFile
. 55
. 8BEC
. 56
. 57
. 33F6
. 2 56 sh es
. A FF75 08 push dword ptr ss:[ebp+s]
. 0 6A FF push FFFFFFFF
. F FF15 48A9A276 €all dword prr ds: [<&ZwUnmapyi ewoFsecti
. 5 SBFS mov edi reax
. 7 S5FF test edi
3| -~ 0F83 49950300 is Kerneibase. 769AaECa
. F 33F6 xor esi,esi
. 1 46 inc esi
. 2 5F pop edi
. z 8BC6 mov eax, esi
5 s5E pop e:
. 5D pop Ebp
. €2 0400 ret 4
. cc int3
. (3 int3
cc int3
. cc int3
. cc int3
. cc int3
. 6A push c Findclose
68 4337A176 push kernelbase.76A13748
. ES_BAAA0200 call kernelbase.7699A354
. 887D 08 pmoxiied s dmord]prois -Nebp o
. 83FF 01 cmp e
. v 74 71 ie ker‘ne'lbase 7696F915
83FF FF tmp edi,FFFFFFFF
. ~ OF84 53960300 je kernelbase.769A8F00
. 8365 FC 00 and dword prr s=:[ebp-4],0
. 047 1C lea eax,dword ptr ds:[edi+1C]
. 50 pus|
. FF15 90404276 B cord pro ds: (EEIEIEREEC
. 8837 mov esi,dword ptr ds:
. 8BSF 04 mov ebx,dword ptr ds [Ed1v4]
. 830F FE or dword ptr ds: [Ed1],FFFFFFFF
. 8367 04 00 and dword prr d=iledi:
. D47 1C 1ea ez, dword prr ds: [Em-L(]
. 50 ush ea
. FF15 98A0A276 G dwurd ptr ds:[<&RtlLeaveCriticalSes
. push esi
. FF15 D4A24276 €all dword ptr ds: [<&NtClose>]
. 85C0 Test eax,eax
. ~ 78 4E is kermﬂbase 7696F92A
. s5DE Test ebx
. v 74 12 S Kerneibase. 7eserarn
53 push ebx
push 0

6A 00
64: A1 30000000

001D0000

EBX 00000000
ECX  F36F0000
EDX 001D0000
EBP  OD19FDFO
ESE  0019FODO
ESI 00000000
EDI 00438778
EIP  7696F84C
EFLAGS _ 00000344

ZF1 PF1 AF O
OF 0 SF O DF O
CFo TF1 IF1

Lasterror 80090016
LastStatus 80000006

GS 0028 FS 0053
ES 002B DS 002B
Cs 0023 5SS 0028

ST(0)
ST(1)
sT(2)
ST(3)
ST(4)
ST(5)
ST(6)
ST(7)

0000000000000
0000000000000
0000000000000
0000000000000
0000000000000
0000000000000
0000000000000
0000000000000

x87TagwWord FFFF

X87TW_0 3 (Empty)
x87Tw_2 3 (Empty)
x87TW_4 3 (Empty)
x87TW_6 3 (Empty)

x87Statusword 0000
x875W_B 0 xB7SW_C

X87SW_C1 O XB7SW_C
BTSW_SF O XB7SW_F
X87SW_O 0O XB7SW_Z
X8TSW_I O XB7SW_T
x87Controlword 027F
X87CW_IC O xB7CW_Z
X87CW_UM 1  xB7CW_O
X8TCW_DM 1  X87CW_I
MXCSF 0DDO1FS0

MXCsr_FZ O MxCsr_P
MXCSF_OM 1 MxCsr_Z
MXCSF_UE O MXCSr_P
MXCsr_OE O MxCsr_Z
MXCSF_IE O MxCsr_D

.
. B e e [ ET XMMO 0000000000000
. FF70 18 push dword ptr ds:[eax+13] . I ———
. FF15 ECA2A276 %an dwo;d prr ds: ([‘QER\:;Fr‘eeHeap:-] i
8D47 1C ea eax,dwor tr ds: [edi+
7696FBFS 50 push ea: L2 B efﬁl;lt(stda]\l)
esp+4] 00000000
s < 2 [esp+a] 00021933
3: [esp+C] 00003000
4: [esp+10] 0000004
5: [esp+14] 00000DOH
.TEXT:7696F84C kernelbase.d11:$10F84C #10EC4C
P DOD11AEF
@Woump1  @WMoump2  @oump3  @Mpump4  Woumps @ watchi  beellocals 2 struct 0D19FDD4| 00438000 | “EaT6GYETtm1AP)hAXdHF2pc@
TR [ ey ~] 0012FDD&| 00000057
001D03FO| 83 64 24 5C|00 O3 FB B5[CO 74 51 88|75 00 03 F3|.d$\..0.AtQ.u..o T g | S 0 R Trom
001D0400( 33 D2 OF BE|06 C1 CA 0D (03 DO 46 80|Z 30.%. AE..DF.~y.u 0013FDE4 | 00000000
001D0410(F1 39 54 2460 74 16 8B|44 24 5C 83|C5 04 40 83| A9TS T..DS\.A.@. 0019FDES | 000000DA
00100420(C7 02 89 4 5C 3B 41 g 0019FDEC | 00021933
83 FA FF 74
A D
0019FDF4 | 00405EFO |return to fabclg3sec3bos
001D0450(5D 5B 83 C4|48 C3 83 EC 0019FDFS | 00000000
001D0460(55 56 8B 40(0C 57 89 4C 0019FDFC | 0000000A
001D0470(00 00 88 46|30 33 C9 8B 0019FE00 | 002C1000
001D0480( 88 42 3C 88|6C 10 78 89 0019FE04 | 00000000
001D0490(EB 10 33 FF|85 DB 74 1F 0019FE0S | 0019FE2C
0D01D04A0(C9 0D 3C 61|0OF BE CO 7C 0019FE0C | 7712AESE |return to ntd11.7712AESE
001DO4BO|FBE 72 E9 8B|6C 24 10 BB 0013FELO| 0000000C
ggﬁgﬁg g gg g; g: g‘; 5: %g ig OD19FEL4|7712AESE (return to ntd11.7712AESE
0019FE13 | 00000000
001D04E0(F8 45 80 7D |FF 00 75 FO 0019FELC | 00000000
001D04FO( 20 8B 44 24(1C 43 3B 5C 0019FE20 | 00000008
001D0500(D2 OF 85 68|FF FF FF 33 0019FE24 | DO19FEAC
001D0510(C3 88 74 24|10 88 44 16 0019FE2S | 00000000
001DOSZ0| BE 44 16 1C (8D 04 B8 BB MZ L\DLQFE;C 0019FE44
Po100s 30| mofosioz o 0019FE30 | 00416674 return to fabcl63Bec3bo4
0019FE34 | 00600000
001D0550( 00 00 00 00|00 00 00 0O 0019FE33 | 00000000
001D0560( 00 00 00 00|00 00 00 0O 0019FE3C | 00000000
001D0570(BA OE 00 B4|09 CD 21 BS antacsanlancncane lams ran

Figure 8:

Dumping the Blnary
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When the process is run, it will hit the breakpoint virtualAlloc and in the EAX s the
newly allocated virtual memory section to begin loading a copy of itself into this section.
Following the EAX to the memory dump shows that the memory has been allocated for
loading. When continuing the process, the dump window begins to populate with data as it
hits the breakpoint that is set several times. Once it is confirmed that the binary has been
fully loaded into this section, the binary data can be dumped for inspection.
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Hex

ASCII

00 00 5F 5F
00 00 5F 5F
65 61 62 &9
72 65 732 74
6% 67 6E 65
o0 00 20 &E
65 00 3D 00
00 00 3D 3D
65 72 61 74
o0 00 2B 2B
o0 00 26 00
o0 00 3C 00
o0 00 2C 00
o0 00 FC 0O
o0 00 2B 3D
00 00 3E 3E
o0 00 S5E 3D
Q0 00 €0 76
63 61 &eC 6&C
o0 00 &0 &C
67 75 B1 72
&7 27 00 00
74 72 75 B3
72 20 64 B5
75 63 74 6F
6C 74 20 &3
6C 6F 73 75
72 20 64 B5
75 63 74 6F
72 20 63 6F
65 72 61 74
72 20 64 B5
72 61 74 6F
72 20 76 62
74 6F 72 20
69 72 74 75
65 &6E 74 20
63 74 6F 72
20 69 74 65
68 20 76 65
74 6F 72 20
68 20 76 65
6F 6E 73 74
74 6F 72 27
74 72 75 B3
o0 00 &0 75
27 00 &0 45
6F 63 61 &C
6F 63 61 &C
73 74 72 75
27 00 20 BE
65 5B 5D 00
73 69 &5 27
20 64 65 6&C
o0 00 &0 FO
65 74 65 5B
o0 00 &0 6D
72 20 63 6F
65 72 61 74
€2 64 20 76
63 74 6F 72
o0 00 &0 &5
79 20 63 6F
65 72 61 74
63 74 6F 72
63 6F 6E 73
6l 74 6F 72
G6E 69 74 &9
o0 00 &0 64
74 20 64 65
20 27 00 00
70 79 20 B3
74 65 72 61
72 20 76 B2
73 74 72 75
72 27 00 0O
65 63 74 G&F
72 75 63 74
o0 00 &0 &C
74 68 72 B5
65 72 61 74
79 70 65 20
o0 00 20 42
73 63 72 69
61 73 65 20
o0 00 20 43
68 79 20 44
o0 00 20 43

76 65 63 T4
63 6C 72 63
00 00 5F 5F
72 69 63 74
64 00 72 B5
65 77 00 0O
o0 00 3E 3E
o0 00 21 3D
6F 72 00 0O
o0 00 2D 2D
o0 00 2D 3E
o0 00 3C 3D
o0 00 28 29
00 00 26 26
o0 00 2D 3D
30 00 3C 3C

00 00 60 76
62 74 61 62
27 00 60 74
6F 63 61 6C
&4 27 00 0O

00 00 60 76
74 6F 72 27
6C 65 74 69
72 27 00 00
6F GE 73 74

Z2 65 27 00
6C 65 74 69
72 27 00 00
6E 73 74 72
SE 2 27 00
73 74 72 75
72 27 00 00
61 73 &5 20
69 74 65 72
61 &C 20 64
6D 61 70 27
20 63 6F GE
72 61 74 6F
63 74 6F 72
69 74 65 72
63 74 6F 72
72 75 63 74
00 00 60 63
74 6F 72 20
64 74 20 72
48 00 60 52
20 76 66 74
20 76 66 T4
63 74 6F 72
65 77 5B 5D
00 00 60 6F
00 00 &0 7O
65 74 &5 20
6C 61 &3 65
5D 20 63 6C
61 6E 61 67
6E 73 74 72

SE 2 27 00
65 63 74 6F
20 69 74 65
68 20 76 65
6E 73 74 72
SE 22 27 00
20 76 62 61
74 72 75 63
27 00 &0 64
61 6C 69 TA
79 6E 61 6D
73 74 72 75
Q0 00 60 76
6F GE 73 74
74 6F 72 27
61 73 65 20
63 74 6F 72
00 00 60 6D
72 20 63 6F
6F 72 20 69
6F 63 61 6C
61 64 20 67
6F 72 20 22
44 65 73 63
61 73 &5 20
70 74 6F 72
43 6C 61 73
6C 61 73 73
65 73 63 72
&6F 6D 70 6C

6F 72 63 61
Sl gL ol 00
70 74 72 36
00 00 S5F SF
73 74 72 69
00 00 20 64
00 00 3C 3C
00 00 5B 5D
00 00 2D 3E
00 00 2D 00
2A 00 2ZF 0O
00 00 3E 00
00 00 7E 0O
00 00 7C 7C
00 00 2F 3D
3D 00 26 3D
66 74 61 62

e gt 27 00
79 70 65 6F
20 73 74 61
o0 00 &0 73
62 61 73 65

6E &7 20
00 00 &0 &4
72 75 632 74
o0 00 &0 73
6E &7 20 64

64

Q0 00 €0 76
75 63 74 6&F
Q0 00 60 7¢
63 74 6F 72

00 00 60 76
63 6F 6E 73
61 74 6F 72
69 73 70 6C
00 00 60 65
73 74 72 75
72 27 00 0O
20 64 65 73
61 74 6F 72
20 76 62 61
6F 72 20 69
6F 70 79 20
63 6C 6F 73
65 74 75 72
54 54 49 00
61 62 6C 65
61 62 &C 65
20 63 6C 6F
00 00 20 64
6D GE 63 20
6C 61 63 65
63 6C 6F 73
6D 65 GE T4
6F 73 75 72
€5 64 20 76
75 63 74 6F
00 00 60 6D
72 20 64 65
72 61 74 6F
63 74 6F 72
75 63 74 6F
00 00 60 65
73 65 20 63
74 6F 72 20
79 6E 61 6D
65 72 20 66
63 63 20 61
63 74 6F 72
65 63 74 6F
72 75 63 74
00 00 60 76
63 6F 70 79
20 69 74 65
61 6E 61 67
70 79 20 63
74 65 72 61
20 73 74 61
75 61 72 64
22 20 00 00
72 69 70 74
43 6C 61 73
20 61 74 20
73 20 41 72
20 48 63 65
69 70 74 6F

65 74 &5 20

Figure 9: Dump Memory To File
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The next step is to right-click on the memory dump and follow the dump in the memory map.
This brings you to where the dump has been allocated in memory, and from here you can
dump the memory to file. However, as shown in Figure 9, notice that the dumped memory
does not have a valid PE header; we have to modify the header so the PE (Figure 10) can
work in the tool of your choice.

& File Edit Searc| iew Analysis Tools Window Hel
] File Edit Search Vi Analysis Tools Wind Help

A&~

| Y @-isds

@) pe fabc1638ec3b04412f70823328586e1d91f186715d68cba 12491 d4a7f457da0_001D0000.bin

i File Edit Search View Analysic Tools Window Help
BEEACIE N A=

] pe_fabc1638ec3b04412f708233e8586¢1dI1F18F6715d68cbaladd1 dda7f457da0_001D0000.bin

Windows (ANSI)

Offsec(h) 00 01 02 03 04 05 06 07 08 03 OA OB OC OD OE OF Decoded text Offset(h) 00 01 02 03 04 05 06 O7 08 09 QA OB OC OD OE OF Decoded text
Qgooooco D2 7E 20 8D 4F 24 03 C8 83 79 04 00 8B 01 7§ G 00000000 00 00 00 FF FF 00 0O
Qo0oogDo 03 47 38 EB 03 03 41 04 3B Ce OF 47 FO 83 C} 00000010 00 00 00 00 00 00 00
QC000QED 4A 75 ES 8D 44 24 34 50 FF D3 8B 44 24 38 S8H 00000020 00 00 00 00 00 00 OO0
Q0000QF0 50 8D 50 FF 8D 48 FF F7 D2 48 03 CE 03 C3 23 00000030 00 00 00 C8 00 00 00 i u i
Q00000100 23 C2 3B C1 75 9% 6A 04 &8 00 30 00 00 53 &3 00000040 B8 0L 4C CD 21 5% 68 ..°.. .i!' .Li'Th
Q00000110 FF D5 8B 6F 54 8B D8 8B 74 24 5C 33 CO 40 89 00000050 €D 20 €3 61 €E 6E €F is program canno
00000120 24 18 33 D2 85 44 24 24 3B CB 85 ED 74 33 3H 00000060 69 6E 20 4% 4F 53 20 ¢t be run in DOS
Q00000130 24 6C 23 D8 4D 85 DB 74 1S 8B C7 2B 44 24 5( 00000070 00 00 00 00 00 00 00
00000140 DO 73 OF 83 FA 3C 72 05 83 FA 3E 76 05 Cé 0] 00000080 2C E6 91 Al 2C E6é 91
Q00000150 EB 04 8A 06 88 (01 41 46 42 85 ED 75 D7 8B 5( 00000090 2C ET 91 B4 2C E6 91
00000160 18 OF B7 47 06 OF B7 4F 14 85 CO 74 36 83 C7 0000000 B2 06 91 AO 2C E6é 91
Q00000170 03 CF 8B 7C 24 5C 8B 51 F8 48 8B 31 03 D3 8H 000000B0 69 63 63 Al 2C E6é 9l
00000180 FC 03 F7 89 44 24 5C 85 ED 74 OD 33 06 88 02 000000C0 45 Q0 00 4C 01 04 0O
00000180 46 4D 75 F7 8B 44 24 5C 83 Cl1 28 85 CO 75 D7 000000D0 00 00 00 EO Q0 02 21
000001R0 7C 24 10 8B BT 80 00 00 00 03 F3 8% 74 24 14 Q000000ED F& 01 00 00 00 00 0O
Q0C00001BO 46 OC 85 CO 74 7D 03 C3 50 FF 54 24 20 8B 6€H 000000F0 30 00 00 00 QOO0 00 10
©o0001Co 8B F8 8B 06 03 EB 03 C3 8% 44 24 5C 83 7D 0q 00000100 00 00 00 00 OO0 00 00
Q00000100 74 4F 8B 74 24 20 8B 08 85 C9 74 1E 79 1C 8H 00000110 40 02 00 00 04 Q0 OO
CO0001EQ 3C OF B7 C9 8B 44 38 78 2B 4C 38 10 8B 44 39 00000120 00 10 00 00 10 00 00
000001F0 8D 04 88 8B 04 38 03 C7 EB OC 8B 45 00 83 CQ

00000200 03 C3 50 57 FF Dé 89 45 00 83 Co 04 8B 44 24

00000210 83 CO 04 89 44 24 5C 83 7D 00 00 75 B9 8B 74

00000220 14 8B 46 20 83 Cée 14 89 74 24 14 85 CO 75 87

00000230 7C 24 10 8B EB 2B 6F 34 83 BF A4 00 00 00 00

00000240 84 AR 00 00 00 8B 97 AO 00 00 00 03 D3 88 59

00000250 5C 8D 4A 04 8B 01 89 4C 24 14 85 CO OF 84 80

00000260 00 00 8B 32 8D 7A 08 83 CO F8 03 F3 D1 E8 89

00000270 24 20 74 60 6A 02 8B DB S5A OF BT OF 4B €6 8H

00000280 66 Cl E8 OC 66 83 F8 OA 74 06 €6 83 F8 03 7§

00000230 81 E1 FF OF 00 00 01 2C 31 EB 27 66 3B 44 249

000002R0 75 11 81 E1 FF OF 00 00 8B C5 C1 E8 10 66 01

000002B0O 31 EB OF 66 3B C2 75 0A 81 E1 FF OF 00 00 6§

000002C0 2C 31 03 FA 85 DB 75 Bl 8B 5C 24 18 BB 54 24

000002D0 8B 4C 24 14 03 11 89 54 24 5C 8D 4A 04 8B 0]

000002EQ 4C 24 14 85 COD OF 85 77 FF FF FF 8B 7C 24 10

00000ZF0 B7 47 06 OF BT 4F 14 85 CO OF 84 B2 00 00 0Q

00000300 74 24 5C 8D 6F 3C 03 ES 48 83 7D EC 00 85 44

00000310 5C OF 86 8F 00 00 00 8B 45 00 33 CS 8B 55 0Q

00000320 Cl E8 1D C1 EA 1E 23 C1 23 D1 8B 4D 00 Cl E9

00000330 85 CO 75 18 85 D2 75 07 &A 08 SE &A 01 EB 0§

00000340 04 S5E 6A 02 85 CS 58 OF 44 FO EB 2C 85 D2 7§

00000350 85 C9 75 04 GA 10 EB 15 85 D2 75 0B 85 C8 74

00000360 BE 80 00 00 00 EB 11 85 CS 75 05 6A 20 5E EBR

00000370 6A 40 85 C9 58 OF 45 FO F7 45 00 00 00 00 09

00000380 06 81 CE 00 02 00 00 8D 44 24 28 50 8B 45 E§

00000380 FF 75 EC 03 C3 50 FF 54 24 3C 85 CO OF 84 FQ

000003R0 FF FF 8B 44 24 5C 83 C5 28 85 CO OF 85 57 FF

000003B0 FF 8B 77 28 6A 00 6A 00 6A FF 03 F3 FF 54 29

000003C0 33 CO 40 50 50 53 FF De 83 7C 24 &0 00 74 7Q

00000300 TF 7C 00 74 76 8B 4F 78 03 CB 8B 41 18 85 CQ

000003EQ 6A B3 79 14 00 74 64 8B €3 20 8B 79 24 03 EB

000003F0 64 24 5C 00 03 FB 85 CD 74 51 8B 75 00 03 F3

00000400 D2 OF BE 06 C1L CA OD 03 DO 46 80 TE FF 00 7§

00000410 35 54 24 60 T4 16 8B 44 24 5C 83 CS 04 40 83

00000420 02 89 44 24 5C 3B 41 18 72 DO EB 1F OF B7 17

00000430 FA FF 74 17 BB 41 1C FF 74 24 €8 FF 74 24 6§

00000440 04 S0 8B 04 18 03 C3 FF DO 59 58 8B C3 5F 5

00000450 5B 83 C4 48 C3 83 EC 10 &4 Al 30 00 00 00 53

00000460 56 8B 40 OC 57 88 4C 24 18 8B 70 OC ES 8A 0Q

00000470 00 8B 46 30 33 CS 8B S5E 2C 8B 36 89 44 24 19

00000480 42 3C 8B 6C 10 78 89 eC 24 10 85 ED 74 &D CJ

00000480 10 33 FF 85 DB 74 1F 8B 6C 24 14 8A 04 2F CJ}

000004A0 OD 3C €1 OF BE CO 7C 03 83 C1 E0 03 C8 47 3B

000004B0 72 E9 8B 6C 24 10 8B 44 2A 20 33 DB 8B 7C 2}

000004C0 03 C2 85 7C 24 14 85 FF 74 31 8B 28 33 FF 03

000004D0 83 CO 04 89 44 24 1C OF BE 45 00 C1 CF 0D 03

OC0Q004EQ [F8 45 B0 7D FF 00 75 FO 8D 04 OF 3B 44 24 18 74

000004F0 (20 8B 44 24 1C 43 3B 5C 24 14 72 CF 8B 56 18 8Y

00000500 D2 OF 85 6B FF FF FF 33 CO SF 5E SD SB 83 C4 1q

00000510 3 8B T4 24 10 8B 44 16 24 8D 04 58 OF B7 0C 1Q

00000520 (BB 44 16 1C 8D 04 88 8B 04 10 05 C2 EB Dd 4D 5S4

00000530 S0 00 03 00 00 OO Q4 00 Q0 OO0 FF FF 00 00 B8 00

00000540 00 00 00 00 00 0O 40 00 00 00 OO0 Q0 00 00 Q0 00 ......@......0us

Figure 10: Fix the Headers

This particular binary is straightforward to modify. Open up your favorite Hex editor, load the
file, highlight everything before the Mz and delete it. Sometimes, just deleting extra bytes
will not work if a blob of memory has corrupted magic bytes. In that scenario, you can copy a
known good header and add it to the corrupted PE header to make a valid PE.
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I3 Hiew: header_1st f8bc16382c30604412F70823 @ Hiew: headerfix_2nd_dump._f3bc1638e

§ W7 Hiew: 3rd_dump_f8bc1638ec3b04412f7082332085862 1d9118f6715d68cbaTad91d4a7f457da0_35000000.bin
header 1st f8bc1638ec3bs4dl headerfix 2nd dump

3rd dump f8bc1638ec3b@4412f768233e8586e1d91F18F6715d68» JFRO -------- PE .35600000 |Hiew 8.70 (c

headerfix_2nd_dump_f8bc1638ec3b04412f708233e8586e1d9118f6715d68cbalad..  This PC\Desktop
header_1st_f8bc1638ec3b04412708233e85861d01f18f6715d68chaladd1ddaTfd5...  This PC\Deskiop
3rd_dump_f8bc1638ec3b04412f708233e8586e1d91f18f6715d68cba1a491d4a7f45..  This PC\Desktop
2nd_dump_f8bc1638ec3b04412f7082338586e1d91f18f6715d68cbalad91d4a7f45...  This PC\Desktop
1st_dump_f8bc1638ec3b04412f708233e8586e1d91f18f6715d68cbaladd1d4a7f457... This PC\Deskiop

Figure 11: Three Memory Dump Files
If you follow the process from the beginning, the breakpoint will hit virtualAlloc
additional times. I've dumped the memory with the techniques shown above to show why
Ryuk’s encryption on a system is so fast:
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Recycle Bin

I The Recycle Bin on &\ is corrupted. Do you want to empty the Recycle Bin for this drive?

Save
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Figure 12:

The FBI has stated that Ryuk Ransomware actors have been paid over 61 million dollars.

With Ryuk attacks crippling organizations, this number will soon surpass the 100 million mark

if it hasn’t done so already.

However, guarding against the ransomware menace in general and Ryuk in particular is not

complicated with the proper protection in place: The techniques used by these

cybercriminals are well-understood and relatively simple. The weaknesses they exploit are
organizations’ inability to detect and remediate at speed, but this is a problem that can be

and has been solved.
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https://www.youtube.com/watch?v=LUxOcpIRxmg&feature=emb_title
https://www.sentinelone.com/platform/
https://www.sentinelone.com/blog/endpoint-security-winning-the-war-against-time/
https://www.sentinelone.com/blog/behavioral-ai-an-unbounded-approach-to-protecting-the-enterprise/

Meanwhile, as analysts, it's important that we keep up with the latest developments and
techniques deployed by adversaries. At SentinelOne, we track the ever-changing variants of
Ryuk to understand the latest capabilities added to this ransomware family. In this post, we
have detailed how Ryuk has evolved to increase its speed of encryption and the methods it
uses for evasion. In a future post, we will cover Ryuk’s network layer and the many artifacts
collected during our analysis process.

Samples

SHA256: f8bc1638ec3b04412f708233e8586e1d91f18f6715d68cba1a491d4a7f457da0
SHA1: c3fa91438850c88c81c0712204a273e382d8fa7b

SHA256: 7e28426e89e79e20a6d9b1913ca323f112868e597fcaf6b9e073102e73407b47
SHA1: 5767653494d05b3f3f38f1662a63335d09ae6489

MITRE ATT&CK

Command and Scripting Interpreter T1059
Native APl T1106

Application Shimming T1546.011

Process Injection T1055

Masquerading T1036
Virtualization/Sandbox Evasion T1497.001
Deobfuscate/ Decode Files T1140
Obfuscated Files or Information T1027
System Time Discovery T1124

Security Software Discovery T1518.001
Process Discovery T1057

File and Directory Discovery T1083
System Information Discovery T1082
Archive Collected Data T1560

Encrypted Channel T1573
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https://attack.mitre.org/techniques/T1059/
https://attack.mitre.org/techniques/T1106/
https://attack.mitre.org/techniques/T1546/011/
https://attack.mitre.org/techniques/T1055/
https://attack.mitre.org/techniques/T1036/
https://attack.mitre.org/techniques/T1497/001/
https://attack.mitre.org/techniques/T1140/
https://attack.mitre.org/techniques/T1027/
https://attack.mitre.org/techniques/T1124/
https://attack.mitre.org/techniques/T1518/001/
https://attack.mitre.org/techniques/T1057/
https://attack.mitre.org/techniques/T1083/
https://attack.mitre.org/techniques/T1082/
https://attack.mitre.org/techniques/T1560/
https://attack.mitre.org/techniques/T1573/

