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LV Ransomware

(wndppoBanbLMK-BbIMOratenb, RaaS) (nepBoUCTOYHUK)
Translation into English

OTOT KpUNTO-BbIMOraTenb WUdpPyeT AaHHble nonb3osaTenen ¢ nomoubio AES+RSA, a
3atem TpebyeT Bbikyn B # BTC, 4ToObI BEpHYTb dannbl. OpurmHansHoe Ha3BaHue: LV. Ha

doanne HannucaHo: HET AaHHbIX.

OO6Hapy>xeHus:

DrWeb -> Trojan.Encoder.28004

BitDefender -> Trojan.CryptRedol.Gen.3

ALYac -> Trojan.Ransom.Sodinokibi

Avira (no cloud) -> TR/Dropper.Gen
ESET-NOD32 -> A Variant Of Win32/Filecoder.Sodinokibi.B
Kaspersky -> Trojan-Ransom.Win32.Gen.ybg
Malwarebytes -> Ransom.Sodinokibi

Microsoft -> Ransom:Win32/Revil.SI'MTB
Rising -> Trojan.Generic@ML.93 (RDMK:kLE*
Symantec -> ML.Attribute.HighConfidence
Tencent -> Win32.Trojan.Filecoder.Efan
TrendMicro -> TrojanSpy.Win32. TRICKBOT.SMC

© lNeHeanorusa: Sodinokibi (REvil) >> LV

dakTndeckn ncnoneayet kod Sodinokibi (REvil) Ransomware. pynnuposka GOLD
NORTHFIELD 3ameHuna koHdurypaunto 6eta-sepcum REvil v2.03, 4Tobbl
nepenpogunmnpoBaTb ABonyHbIN hann REvil gna LV Ransomware.
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PENETRATED by LV

N306pakeHne — norotmn ctatby

K 3awmndpoBaHHbIM dharinam gobaensietcs pacwmpenune: .<random>
Mprmepbl Taknx pacLunMpeHni:

.q967a7060

.0nzo8yk

BHumaHue! HoBble pacumpeHnusi, email n TeKCTbl O BbIKyne MOXHO HaWTU B KOHLUE CTaTby, B
obHoBneHnAX. Tam MOryT ObITb pas3nNUunsa Cc NepBoHavarnbHbIM BApUaHTOM.

[ata cosgaHus danna: 24.07.2020. AKTUBHOCTb 3TOro KpunTo-BbiMorartensi Obina 3ameyeHa
TONbKO B OKTAAOpe-HosA6pe 2020 r. OpnueHTUPOBaH Ha aHrNoA3bIYHbIX MNOMb30BaTENEN, YTO HE
MeLLaeT pacrnpoCTpaHATb ero No BCeEMY MUPY.

3anucka ¢ TpeboBaHMeM BblKyna Ha3blBaeTCS:
<COMPANY_NAME>-README.txt

Mpumep Takoro HassaHua: EDGEWATER-README.txt
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CopepxaHue 3annCKU O BbIKyne:
---=== Welcome. Again. ===---
[+] What's Happened? [+]
Your files have been encrypted and currently unavailable. You can check it. All files in your
system have Onzo8yk extension. By the way, everything is possible to recover (restore) but
you should follow our instructions. Otherwise you can NEVER return your data.
[+] What are our guarantees? [+]
It's just a business and we care only about getting benefits. If we don't meet our obligations,
nobody will deal with us. It doesn't hold our interest. So you can check the ability to restore
your files. For this purpose you should visit our website where you can decrypt one file for
free. That is our guarantee.
It doesn't metter for us whether you cooperate with us or not. But if you don't, you'll lose your
time and data cause only we have the private key to decrypt your files. In practice - time is
much more valuable than money.
[+] How to get access to our website? [+]
Use TOR browser:

1. Download and install TOR browser from this site: https://torproject.org/

2. Visit our website:
http://4to43yp4mng2gdc3jgnep5bt7ikhqvjqiritbv4x2ebj3qun7wz4y2id.onion
When you visit our website, put the following data into the input form:
Key:
I DANGER !!!
DON'T try to change files by yourself, DON'T use any third party software or antivirus
solutions to restore your data - it may entail the private key damage and as a result all your

data loss!
TIRIIRII

ONE MORE TIME: It's in your best interests to get your files back. From our side we (the
best specialists in this sphere) ready to make everything for restoring but please do not

interfere.
nmiamn

MepeBopA 3anUCKN Ha PYCCKUN A3bIK:
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--- === [106po noxanoeaTtb. CHOBa. === ---
[+] YTo cnyunnocbk? [+]
Bawwm pannbl 3awmdpoBaHbl 1 Tenepb HeAOCTYMHbI. Bbl MoXeTe 310 npoBepuTh. Bee
hannbl B Bawen cucteme nmetloT pacumperHne Onzo8yk. Kctatu, Bce MOXHO BEPHYTb
(BOCCTAHOBUTBL), HO Bbl AOMKHbI CregoBaTb HaWMM UHCTPYKumnam. MHade ol HUKOIOA He
CMOXeTe BEPHYTb CBOU [aHHbIE.
[+] Kakne y Hac rapaHTumn? [+]
OTO0 NPOCTO BU3HEC M Mbl 3aBOTUMCS TONBKO O MOMyYeHUU BbIroAdbl. ECAn Mbl HE BbINONHUM
cBou 06493aTenbCTBa, C HAMU HUKTO He ByaeT nmeTb 4eno. OT0 Hac He nHTepecyeT. Tak Bbl
MOXeTe NPOBEPUTb BO3SMOXHOCTb BOCCTAHOBMEHNA Balumnx hannos. [Jna aToro Bam Hago
NOCEeTUTb HaLl CaunT, rae Bbl MOXeTe BecnnaTHo paclumdpoBaTb 0OAUH dhann. JTo Halwa
rapaHTus.
[na Hac He BaXXHO, COTPyAHUYaeTe Bbl C HAMU UK HeT. HO ecnu Bbl 3TOro He caenaeTe, Bbl
noTepsieTe cBoe BpeMSA U AaHHbIE, NOTOMY YTO TOMbKO Y HAC €CTb 3aKpbITbIN KoY ANg
pacwmndpoBkM BalmMx dpannos. Ha npakTuke BpeMs ropasgo 4opoXe OeHer.
[+] Kak nony4ntb OOCTYn K Hawemy canty? [+]
Ncnonb3ynte 6paysep TOR:

1. 3arpys3uTte n yctaHoute 6pay3sep TOR c atoro canta: https://torproject.org/

2. lNoceTtuTe Haw Beb-canT:
http://4to43yp4mng2gdc3jgnepSbt7ikhqvjgiritbv4x2ebj3qun7wz4y2id.onion
Korga Bbl nocelaeTe Hawl caunT, BBeauTe B (popMy BBOAA CrieayrolimMe AaHHbIe:
Kritou:
-
N OMNACHOCTb !
HE MNbITAMTECb n3ameHsTb dhainbl camocTosiTensHo, HE ncnonbayiite CTOPOHHME
nporpaMmmbl NN aHTUBMPYCHbIE PELLEHNS AS11 BOCCTAHOBMEHMS BalLMX AAHHbBIX - 3TO MOXET
noBreyb 3a cobon NoBpPEXAEHNE 3aKPbITOro KoYa 1, Kak CrneacTeme, NoTepro BCex BaLumnx

JaHHbIX!
TIRIIRII

ELLE PA3: B Bawmnx nHtepecax BepHyTb cBou dannbl. Co CBOEN CTOPOHbI Mbl (fy4ywune

cneunanucTbl B 3TON O6J'IaCTVI) rOTOBbI CAenaTtb BCe AJiAd BOCCTAaHOBIEHNA, HO HE HaBpeauTe.
nmunn

N306paxkeHne Paboyero ctona 3ameHseTcs Ha TEMHbIV (POH, aHarNorn4yHbIM TOMY, YTO paHee
ucnonb3osarncga B Sodinokibi Ransomware.
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Apyrum nHOpMaTopOM XepTBbl BbICTYNAET CanT BbIMOraTernien, Ha KOTOPOM B 3arosioBke
ncrnonb3dyetcs xapaktepHasa dppasa YOUR SYSTEM HAS BEEN PENETRATED by LV.
BepoATHO, 3TO No 3ambicny BbIMOraTenen AOMKHO NokasaTb U AoKa3aTb, YTO 3TO HOBblE
BbIMOraTenu, a He Te, YTo paHee ucrnone3oBanu Sdinokibi (REvil) ans seimoratenscTea
AeHer y nocTpagaBLUunX.

TexHU4YecKkue getanm

MoxxeT pacnpocTpaHAaTbLCA NYTEM B3fioMa Yepes HesaluumLeHHyo koHdurypauuio RDP, ¢
nomoLbo email-cnama n BpegoHOCHbIX BNOXEHUA, 0OMaHHbIX 3arpy30k, 60THETOB,
9KCMNNOWTOB, BPEOOHOCHOW peKknambl, BEO-NMHXEKTOB, hanblUMBbIX OOHOBNEHWN,
nepenakoBaHHbIX N 3apaX€HHbIX MHCTannATopoB. CM. Takke "OCHOBHbIE COCObbI
pacnpocTpaHeHnsa KpunToBbiIMOraTenen" Ha BBOAHOW CTpaHuLe bnora.

Hy>HO Bcerga ncnosnb3oBaTb AKTyalbHY0 aHTUBUPRYCHYO 3awmTy!!!

Ecnun Bbl npeHebperaete KOMNNEKCHOM aHTUBMPYCHOM 3aLlLMTON Knacca Internet Security nnu
Total Security, To xoTa Gbl JenanTe pe3epBHOE KONMPOBaHME BaXKHbIX hannioB No meroay. 3-
21.

Cnucok ¢pannoBbIX pacliMpeHni, nogBeprarowmnxca wmngpoBaHuio:
9710 gokymeHTbl MS Office, OpenOffice, PDF, TekcToBble thannbl, 6a3bl JaHHbIX,
doTorpadun, mysbika, Bngeo, dannsl 06pasos, apxusbl 1 np.
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®dannbl, cBA3aHHbIe ¢ 3TMM Ransomware:

<ransom_note>.ixt - Ha3BaHue canna c TpeboBaHneEM BbIKyna
Revil.pe.exe, Revil.pe - Ha3BaHne BpeagoHOCHOro hanna

asic Propasries

ROy

PacnonoxeHus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peecTtpa, cBAisaHHble ¢ 3TUM Ransomware:

CM. Huxe pesyribraTtbl aHariM30B.

MbloTeKcbl:
Global\530D4C9F-32A8-6FCB-DFF6-A5DE7490E287

CeTeBble NOAKMNIOYEHUSA N CBA3N:
Email:
BTC:

CM. HMXKe B OBHOBNEHUAX ApYyrMe agpeca n KOHTaKTbI.

CM. Huxe pesyrnbraTtbl aHarM30B.

PesynbraTbl aHanu3os:
v Triage analysis >>

® Hybrid analysis >>

Y VirusTotal analysis >>

2 ANY.RUN analysis >>
X VMRay analysis >>

W VirusBay samples >>
1 MalShare samples >>
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& AlienVault analysis >>
CAPE Sandbox analysis >>
© JOE Sandbox analysis >>

CTteneHb pacnpoCTpaHEHHOCTU: HU3Kas.
MonpobHble cBeaeHns cobupatotca perynapHo. Npuckinante obpasupl.

=== ICTOPUA CEMENCTBA === HISTORY OF FAMILY ===

=== BJIOK OGHOBJIEHU/ === BLOCK OF UPDATES ===

O6HoBneune ot 13 HOAOPA 2020:
[Moct B TBUTTERE >>

3anucka: 1zo02msob-README.txt
Tor-URL: xxxx://4to43yp4mng2gdc3jgnepSbt7lkhqvjqiritbv4x2ebj3qun7wz4y2id.onion
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You have Your price

I WO [oDe T ol o THE, ALL THI DiOAESE DADED SNDRSAATION WALL DN PUDLFS D AUTDRATICALLY
ARSIAL FETE AN DT PROTECTION AITHOMITY WILL B SOTE LG ABDLT PRS0, DALE |LEAK

ITE ST A BUSEMNESS

alll el monoy ampeay: Sroan yau or e She daroet

=== BJIOK CCbIJIOK n C[TACUBOK = BLOCK OF LINKS AND THANKS ===

http://

Read to links:

+ Tweet
ID Ransomware (ID as REvil / Sodinokibi)
Write-up, Topic of Support
Added later: Research by Secureworks (on 22 June, 2021)

BID

Tha
e

Kangxiaopao, Michael Gillespie

Andrew Ivanov (author)

Secureworks

to the victims who sent the samples

© Amigo-A (Andrew lvanov): All blog articles. Contact.
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