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In recent months, CrowdStrike® Services has observed a continued increase in the use of Cobalt Strike by eCrime and nation-state
adversaries to conduct their operations following the initial access to victims’ environments.

Cobalt Strike is a commercially available post-exploitation framework developed for adversary simulations and red team operations and
features an easy-to-use interface. Although the vendor uses processes and technology measures in an effort to limit distribution of Cobalt
Strike to security professionals, adversaries have also been observed using Cobalt Strike. In the CrowdStrike 2020 Threat Hunting Report, The
Falcon OverWatch team reported Cobalt Strike as the #2 most common penetration testing tool observed in the first half of 2020.

A common feature used by adversaries is the Cobalt Strike framework client agent, known as Beacon. The Beacon client agent is executed in
the memory space of a compromised system, typically leaving minimal on-disk footprints. This blog discusses CrowdStrike’s research and
testing of Cobalt Strike’s Beacon in an isolated Active Directory domain to identify host-based indicators generated from the use of this tool.

This blog also enumerates and provides an explanation of host-based artifacts generated as a result of executing specific built-in Beacon
commands. The artifacts can be used to create detection and prevention signatures in Windows environments, aiding in the positive
identification of remnants of Beacon execution.

Beacon Behavior Summary

Adversaries often execute a variety of Beacon commands once they establish a foothold within an environment. Beacon commands can be
used to spawn other Beacons on additional systems accessible to the initial Beacon, effectively furthering persistence in the target
environment. Beacons can also be leveraged for remote access and execution.

* The execution of the commands highlighted in this blog will generate a variety of Windows security events depending on the context of
the command: The Beacon commands jump psexec and jump psexec_psh will generate an EID 7045 (Service Installation) from
System.evtx .

» The additional commands will generate an EID 400 event log (PowerShell Engine Startup) from Windows PowerShell.evtx .
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The majority of PowerShell Engine Startup events generated by Cobalt Strike will have the HostApplication field begin with a command
prefix. With the default configuration that command prefix is powershell -nop -exec -bypass -EncodedCommand . Although this prefix is
configurable, CrowdStrike has observed adversaries leverage the default configuration in multiple incident response (IR) engagements.

Beacon Commands

As part of our research, CrowdStrike Services evaluated the following Beacon commands, which are encountered frequently in incident
response engagements:

« powershell and powershell-import
e powerpick

e jump psexec

¢ jump psexec_psh

e jump winrm

e remote-exec wmi

* remote-exec powershell

In the following sections we’ll review the purpose behind each of these commands, and the artifacts generated that may be useful for security
analysts and threat hunters.

The powershell and powershell-import Commands

Both of these commands have a similar aim: to allow the user to execute PowerShell scripts on the target system. The powershell Beacon
command executes commands written in PowerShell within the Cobalt Strike framework. When a red teamer or an adversary executes a
command within a Beacon session, the operating system will generate an EID 400 event log (PowerShell Engine Startup) on the system that
the command is executed on. The powershell-import Beacon command imports a PowerShell script into the Beacon session. In several
WastedLocker ransomware attacks, CrowdStrike Services[1] observed evidence of the network discovery tool PowerView imported by
adversaries shortly after establishing a Beacon on a compromised system. The file system artifacts that are generated will vary depending on
whether the powershell command is executed before or after the powershell-import command.

Artifacts generated before powershell-import

Figure 1 shows an example of the EID 400 event log generated by the execution of the powershell command before a script has been
imported with powershell-import . The base64 encoded command decodes to Is, the command that was executed via the powershell
command.

Observations of powershell before powershell-import :

e The HostApplication field is setto powershell -nop -exec -bypass -EncodedCommand <base64-encoded-command>
e The Base64 encoded command decodes to the <command> executed
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Figure 1. Artifact generated by the powershell command before powershell-import is executed (click image to enlarge)

An example of the observed artifact as shown in Figure 1:

HostApplication=powershell -nop -exec Bypass -EncodedCommand bABzAA==
Decoded Base64 Command: 1s

Artifacts generated after powershell-import

Event 400, PowerShell (PowerShell) X
General Details
Engine state is changed from Mone to Available.
Details:
MNewEngineState= Available
PreviousEngineState=None
SequenceMumber=13
HostName=ConsoleHost
HostVersion=5.114393.1834
Hostld=9730d99f-2d12-4d0f-8¢db-aad 76bf5dbb2
HostApplication=powershell -nop -exec bypass -EncodedCommand bABzAA==
EngineVersion=5.1.14393.1884
Runspaceld=e72a56b3-b835-45ea-8e31-635f07fIbacd
Pipelineld=
CommandName=
CommandType=
ScriptName=
CommandPath=
CommandLine=
Log Name: Windows PowerShell
Source: PowerShell (PowerShell) Logged: 7/24/2020 11:51:40 AM
Event ID: 400 Task Category: Engine Lifecycle
Level: Information Keywords: Classic
User N/A Computer: WIN-M4EEABIVVUE testinglab.corp
OpCode:
More Information:  Event Log Online Help

Figure 2, shows an example of the EID 400 generated on the compromised system after execution of the powershell command after a script
was imported with powershell-import. The base64 encoded command decodes to IEX (New-Object
Net.Webclient).DownloadString(‘http://127.0.0.1:22426/’); Is . The IEX (New-Object Net.Webclient).DownloadString(‘http://127.0.0.1:22426/")
component of the base64 encoded command is how Cobalt Strike manages imported PowerShell scripts within a Beacon session. The rest of
the command, after the DownloadString component, is the PowerShell command run by the adversary.

Observations from powershell after powershell-import :

e The HostApplication field is setto powershell -nop -exec -bypass -EncodedCommand <base64-encoded-command>
¢ The base64 encoded command decodes to IEX (New-Object Net.webclient).DownloadString('http://127.0.0.1:<ephemeral-
port-number>/"); <command>
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Event 400, PowerShell (PowerShell) b4

General Details

Engine state is changed from None to Available. A

Details:
NewEngineState=Available
PreviousEngineState=None

SequenceNumber=13

HostName=ConsoleHost

HostVersion=3.1.14393.1884

Hostld=4b2fa080-2dc6-4ef0-9e93-74646750c8de

HostApplication=powershell -nop -exec bypass -EncodedCommand
SQBFAFgAIAACAELAZOBIACOATWBIAGOAZOBJAHOAIABOAGUAdAAUAFCAZOBIAGMABABPAGUAbgBOACKALgBEAGEAdwWBUAGWAbWBhAGOAUWBDAHIAZOQBUAGCAKAANAGGAdABD
AHAAOgAVACBAMOQAYADCAL gAwACAAMAAUADEAOgAYADOAMOASADIALWANACKAOWAgAGWACWA=

EngineVersion=5.1.14393.1884

Runspaceld=3f604b37-58cc-4957-a30f-feeee3475ecB

Pipelineld=
CommandName=
CommandType=
ScriptName=
CommandPath=
CommandLine= W/
Log Name: Windows PowerShell
Source: PowerShell (PowerShell) Logged: T/2472020 11:52:51 AM
Event ID: 400 Task Category: Engine Lifecycle
Levek: Infermation Keywords: Classic
User: N/A Computer: WIN-M46EASIVVUE testinglab.corp

OpCode:
More Information:  Event Log Online Help

Figure 2. Artifact generated by the powershell command after powershell-import is executed (click image to enlarge)

An example of the observed artifact as shown in Figure 2:

HostApplication=powershell -nop -exec Bypass -EncodedCommand
SQBFAFgATAAOAE4AZQB3ACOATWBiAGOAZQBjAHQAIABOAGUAJAAUAFCAZQBiAGMAbABPAGUAbgBOACKALGBEAGBAdWBUAGWAbWBhAGQAUWBOAHIAaQBUAGCE
Base64 Command: IEX (New-Object Net.webclient).DownloadString('http://127.0.0.1:24192/'); 1s

The powerpick Command

The powerpick Beacon command executes unmanaged PowerShell on a compromised system. It provides a way to execute a PowerShell
command without invoking powershell.exe . When a red teamer or adversary executes the powerpick command through a Beacon
session, the filesystem will generate an EID 400 event log (PowerShell Engine Startup) on the compromised system.

CrowdStrike observed that the EID 400 event log generated by executing the powerpick command will contain a mismatch between the
version number in the HostVersion and EngineVersion eventlog fields. The event generated will also have the path to the
rund1132.exe executable in the HostApplication field, as it is the default program that a Beacon will use to create a new process.

Observations of powerpick :

e HostName field is setto ConsoleHost
e HostApplication field is set to the file path of rund1132.exe
e The HostVersion and EngineVersion fields are set to different values
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Event 400, PowerShell (PowerShell) X
General Details
Engine state is changed from Mone to Available.
Details:
NewEngineState=Available
PreviousEngineState=MNone
SequenceNumber=17
HostMame=ConsoleHost
HostVersion=1.0
Hostld=bfb9cc49-31h3-4805-af68- f07f8edb 1fc
HostApplication=C:\Windows\sysnativelrundll32.exe
EngineVersion=5.1.17763.1
Runspaceld=a30832e4- 2ed-4a79- 928 1-2203635248¢9
Pipelineld=
CommandMame=
CommandType=
ScriptMames=
CommandPath=
CommandLine=
Log Mame: Windows PowerShell
Source: PowerShell (PowerShell) Logged: 7/23/2020 41139 PM
Event ID: 400 Task Category: Engine Lifecycle
Level; Information Keywords: Classic
User: N/A Computer: WIN10testinglab.corp
OpCode:
More Information:  Event Log Online Help

Figure 3. Artifact generated by the powerpick Beacon command when executed (click image to enlarge)

An example of the observed artifact as shown in Figure 3:

HostName=ConsoleHost
HostApplication=C:\windows\sysnative\rundl1132.exe

HostVersion=1.0

EngineVersion=5.1.17763.1

The jump psexec Command

The jump psexec Beacon command establishes an additional Beacon on a remote system. When an adversary executes the jump
psexec command through a Beacon session, the filesystem will generate an EID 7045 event log (Service Installation) on the remote system.

Observations of jump psexec :

o The Service Name field is setto <7-alphanumeric-characters>
e The Service File Name field is setto \\127.0.0.1\ADMIN$\<7-alphanumeric-characters>.exe
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Event 7045, Service Control Manager x

Generzl  Details

A service was installed in the system.

Service Name: af5ced3

Service File Name: \\127.0.0.\ADMINS\af5ced3.exe
Service Type: user mode service

Service Start Type: demand start

Service Account: LocalSystem

Log Name: System

Source: Service Control Manager Logged: 7/6/2020 8:39:10 AM

Event ID: 7045 Task Category: MNone

Level: Information Keywords: Classic

Usern: TESTINGLAB\Administrator Computer: WIN-M46E485VVUE testinglab.corp
OpCode: Infe

More Information:  Event Log Online Help

Figure 4. Artifact generated by the jump psexec Beacon command when executed on the remote system prior to version 4.1 of Cobalt Strike (click image to
enlarge)

An example of the observed artifact as shown in Figure 4:

Service Name: af5ce43
Service File Name: \\127.0.0.1\ADMIN$\af5ce43.exe

By default, events generated by the jump psexec Beacon command using versions of Cobalt Strike prior to version 4.1 will have the
127.0.0.1 localhost string in the value of the “Service File Name,” an example of this is \\127.0.0.1\ADMIN$\7f5747a.exe . Events

generated with version 4.1+ of Cobalt Strike will contain the destination computer’s IP address in the “Service File Name” by default and an

example of thisis \\10.0.0.16\ADMIN$\9a845c4.exe . In that example 10.0.0.16 is the IP address assigned to the target system.

Observations of jump psexec after version 4.1 of Cobalt Strike:

o The Service Name field is setto <7-alphanumeric-characters>
« The Service File Name field is setto \\<System-IPAddress>\ADMIN$\<7-alphanumeric-characters>.exe
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Event 7045, Service Control Manager

General  Details

A service was installed in the system,

Service Name: 850cTal

Service File Name: 1110.0.0.16\ADMINS\850c1a1.exe
Service Type: user mode service

Service Start Type: demand start

Service Account: LocalSystem

Log Name: System

Source: Service Control Manager ~ Logged: 8/4/2020 10:12:51 PM

Event ID: 7045 Task Category: None

Level: Information Keywords: Classic

User: TESTINGLAB\Administrator Computer: WIN-M4BE4BIVVUE testinglab.corp
OpCode: Info

More Information:  Event Log Online Help

Figure 5. Artifact generated by the jump psexec Beacon command when executed on the remote system created by version 4.1+ of Cobalt Strike (click image to

enlarge)

The jump psexec_psh Command

The jump psexec_psh command establishes an additional Beacon on a remote system via the Windows Service Control Manager. The
jump_psexec command creates and starts a service that executes a base64 encoded PowerShell Beacon stager, which generates an EID
7045 event log (Service Installation) on the remote system.

The EID 7045 event log created by the jump psexec_psh command has a seven-character alphanumeric value for the “Service Name” field
of the created event. The “Service File Name” field starts with the default Cobalt Strike prefix for PowerShell services %COMSPEC% /b /c
start /b /min powershell -nop -w hidden -encodedcommand .

Observations of jump psexec_psh :

o The Service Name field is setto <7-alphanumeric-characters>

e The Service File Name field is setto %COMSPEC% /b /c start /b /min powershell -nop -w hidden -encodedcommand <base64-
encoded-command>

¢ The base64 encoded command decodes to a PowerShell stager for a Cobalt Strike Beacon
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Event 7045, Service Control Manager

General  Details

A service was installed in the system.

Service Name: 9df3724

Service File Name: 3%COMSPECT /b /c start /b /min powershell -nop -w hidden -encodedcommand

JABzADOATgBIAHCALOBPAGIAagBIAGMAdAAGAEKATWAUAEDAZ OBtAGBACgBSAFMAdABYAGUAYOBtACgAL ABBAEMAbwWBUAHYAZ OBy AHOAXQAGADoARgByAGEADOBCAGEACWBIA
DYANABTAHQAcgBpAGAAZWAACIASAADAHMASOBBAEEAQOBBAEEAQOBBAEEAQOBLADEAVWEIAFcALWBpAESAQgBEACSAWABIADYARGEQADEAUGBLAGEAZWEBXAFcABABSADYA
MwA3AEsAbgBTADgAawADADOQAbWBMAFMAa ABMAGIAcwBjAFEAcwBaAHgAYOBLAGKASB3AFgAWQBDADYAZ QAZACSAOOBAAHMAbgBoAECAT gB2ADIANWB1AFYANWBpAHEAaA
BPAHYAYgBNAGUATWBhAFoAWgAyAGIAcwBVAEYAVgBIAGWAUABDAE0ANgBUAEBAWABVAHMASOBEAEYAZABMAGAACQOBUAHIAUAAT AFUANABIADMARGBIAGEARWBUADAAOB)
AGwWANABZAEUASWBXADMAOOBXAEsAMgBvAECACQAYAEYAcABBAEDACWBP AHMASWELAGIAWAAZAEKAMWEjAHKAABBAEsAdgBrAEgAawBhAFKAVABGAGIAYwWBUAGQAawBOAEK
AKwBTAEQAeQAAEKAMWBWAEIAUQAZACSAUOBIAGOANOBKAHMAZABZAEGAROBIAHAAMABGAFCAUABIAFIAbgBhADIAbWBIAHUASWBTAGGASOB2AEDAUWBYAFCADOBIAHYAQD
BWADkAbwBOAHAAAADACBAMOBYVAEEAZWBhAHEAUABTADcAMgBLAGEACOBLAGKAVgBkAHoAWgBsAFAACABXAGIAaABYACsAagBAAGKAUOBWAGEAJOBKAGSAdgBLAFYASABYA
EQAMwWBRADYASWAIAFKAWGBUADIATWAYAEYANAB2AHIABOBEAHgAQgBRAESAWABBADEAVWE]ADKAVABYAEMATWEVAESAaQBZAGOAYOASAEDANAAVAGYAZgBEAFCAJABTAEBAS
gBzAFcABOATAHMAUQBNADIAawBhAFQAaQBIAFYAWABSAFYAZABAAGCAdwWBMAGYAYgBOADAAaABhAEJANABUAFUAMgBGADCAeABOAEIASgBmAGQAVOALAGOARQBOAHKAL
OBmMAEYAKwWALAFOANWERAGUASgALAFAALWBYAGOAcWBOAGEAUGBMAGOAWOEZADOAbgEnADcAUWBHAD AAMOAXAFOAROBOAFCAQOADAEIADOAYAHEASWBVAFoARgBIAEUA
MwAzAGYAWgBEAHAARGBUAHCANWBIADMASCQBXAEIAOABSAGUAMABhAEEAZQBLAEMACgAT1ADIACOBIAGgADABRAGOAVWEBAAGCAdWEPAFgAMABUAHYACOBNAFoAbwBoAEKAW
AAZAEIAdwBYAEQAQOBDAFUARGBWAESAQOBLAFUAKWBRAECANgBFAFgAKWEtADUABOBrAFEATOBWAFKASABIADUATWBmMAHOAVABZADEAOgAZAFMAY gBnAGYAdOBOAFMACOE
hAHgARQBrAGeATgBsAGIARABSAGUAMAAZADGARABCAHoADQBoAEQAZOQBWAESAUCEBqAGAAQgArACSAUABSAECAWABCADMAdWALAEUAcWAZAEWAZgBJAHEAOQBRADEAYQBX
AEQATAByAEMAaOBNAHCAWAAOAEgAbgBFADEAZ AAZAFKAOBTAFoAWOBYVADOAagBHAEGAWABQAHEASgATAGoAVOBxADUAVgBFAGY AbgBNAEMASWBpADEAZQBUAGMA=OBSA
EMAYOBrADMALWBSAGSAOQAZAGIAYQBZAHAAQAAYADGAYOBPAHMALQAWADKAagBWAHAAZ OBsAEKALWBYAHQASABIAGCAZgB2AHUATgBIAGQAaQA 1 AGYAYgBZADAAZGB1AH
0A7OBIAGcAegBsAHCACAASACBAbgBZADEATgBLAGoAbgBCADCAUQBSAEIAMWBAGWAawADAHOA dwATAGDACWATAGBAEAA2AGDAOWBSADCARgBUAEcAdwBBAGY AcABYAECALw
BvAEMANgEqAFOAMAAZAGgAZwWBaADAADABKAELAYOEACSAVWBYAGCAMgADAHOAZABRADUASWEIAEBADABTAHYAQOBKAESAVWEBOADgANWBIACSAYgBRAESATWESAGCAVAAX
AGLIADORYACRAhwWROAFAARA A7 ADFARWRNAHaAbwRK AHIAMAR? AHIAVARRAD cAWARYANKA-DRMAHOAYWRAAGwAanR! AFAARARPAFAAVORPAGMAFWRAAGAAMARKAFCANMWR ¥

Log Name: System

Source: Service Control Manager Logged: 7/10/2020 3:46:20 PM

Event ID: 7045 Task Category: MNone

Level: Information Keywords: Classic

User: TESTINGLAB\Administrator Computer: WIN-M4BEA89VVUE testinglab.corp
OpCode: Info

More Information: Event Log Online Help

Figure 6. Artifact generated by the jump psexec_psh Beacon command when executed on the remote system (click image to enlarge)

An example of the observed artifact as shown in Figure 6:

Service Name: 9df3724
Service File Name: %COMSPEC% /b /c start /b /min powershell -nop -w hidden -encodedcommand JABzA<Redacted>

The jump winrm Command

The jump winrm Beacon command establishes a Beacon on a remote system utilizing the Windows Remote Management (WinRM)
interface (native on all Windows devices). When the jump winrm Beacon command is executed by an adversary through a Beacon session,
the filesystem will generate an EID 400 event log (PowerShell Engine Startup) on the compromised system. The event created will contain the
Cobalt Strike PowerShell command prefix in the HostApplication field. The generated event is not affected by the usage of any of the

PowerShell-related Beacon commands.

Observations of jump winrm on the compromised system:

e The HostApplication field is setto powershell -nop -exec -bypass -EncodedCommand <base64-encoded-command>

o The base64 encoded command decodes to IEX (New-Object Net.Webclient).DownloadString(‘http://127.0.0.1:<ephemeral-

port-number>/")
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Event 400, PowerShell (PowerShell)

General Details

Engine state is changed from None to Available.

Details:
NewEngineState=Available
PreviousEngineState=None

SequenceNumber=13

HostNames=ConsoleHost

HostVersion=35.1.14393,1884

Hostld=3bcled72- Teel-4f21-al3f-6224a3dab23f

HostApplication=powershell -nop -exec bypass -EncodedCommand
SQBFAFgAIAACAEAATOB3ACOATWBIAGoAZ QBJAHOAIABOAGUAdAAUAFcAZOBIAGMABABPAGUAbgBOACKAL gBEAGEAdWBUAGWABWBhAGOAUWBOAHIAaQBuAGCAKAANAGAdABD
AHAAOgAVACBAMOAYAD cALgAWACAAMAAUADEAOgAYADgAMwWADADUALwARACKA

EngineVersion=5.1.14393.1884

Runspaceld=ald16241-2e72-487e-adb0- c1ad104f49e6

Pipelineld=

Commandhames=

CommandType=

ScriptMame=

CommandPath=

CommandLine=

Log Name: Windows PowerShell

Source! PowerShell (PowerShell) Logged: 7/9/2020 12:44:01 PM

Event ID: 400 Task Category:  Engine Lifecycle

Level: Information Keywords: Classic

User, N/A Computer WIN-MAEE4B9VVUE testinglab.corp
OpCode:

More Information:  Event Log Online Help

Figure 7. Artifact generated by the jump winrm Beacon command when executed, on the compromised system (click image to enlarge)

An example of the observed artifact as shown in Figure 7:

HostApplication=powershell -nop -exec bypass -EncodedCommand

SQBFAFgAIAAOAE4AZQB3ACOATWBi1AGOAZQBjAHQATIABOAGUAdAAUAFCAZQB1AGMAbBABPAGUAbgBOACKALgBEAGBAdWBUAGWAbWBhAGQAUWBOAHIAaQBUAGCA

Base64 Command: IEX (New-Object Net.webclient).DownloadString('http://127.0.0.1:28345/")

If a WinRM listener is not present on the remote system when the jump winrm command is executed, Cobalt Strike will create an EID 400

event log on the remote system, as shown in Figure 7.

Observations of an event created by jump winrm on the remote system:

The HostApplication field is setto <path-to-PS-executable> -Version <PS-Version> -s -NoLogo -NoProfile
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Event 400, PowerShell (PowerShell) x
General  Details
Engine state is changed from None to Available.
Details:
MNewEngineState= Available
PreviousEngineState=None
SequenceMumber=13
HostName=>5erverRemoteHost
HostVersion=1.0.0.0
Hostld=9164d093-9a72-4f01-ad30-06bc3d9b 1 bdf
HostApplication=c\windows\syswowt\windowspowershellw1.0\powershell.exe -Version 3.1 -5 -NoLego -NoProfile
EngineVersion=5.1,14393.1854
Runspaceld=a2fbeb16-020e-4a17-b775-06fda5277ef0
Pipelineld=
CommandName=
CommandType=
ScriptName=
CommandPath=
CommandLine=
Log Name: Windows PowerShell

Source: PowerShell (PowerShell) Logged: 7/2/2020 8:40:40 AM

Event ID: 400 Task Category: Engine Lifecycle

Level: Information Keywords: Classic

User: N/A Computer: WIN-M46E48IVVUE testinglab.corp

OpCode:

More Information:  Event Log Online Help

Figure 8. Artifact generated by the jump winrm Beacon command when executed on the remote system (click image to enlarge)

An example of the observed artifact as shown in Figure 8:

HostApplication=c:\windows\syswow64\windowspowershell\v1l.0\powershell.exe -Version 5.1 -s -NoLogo -NoProfile

The remote-exec wmi Command

The remote-exec wmi Beacon command executes a command on a remote system via WMI. When the remote-exec wmi command is
executed, the filesystem will generate an EID 400 event log (PowerShell Engine Startup) on the compromised system with the standard Cobalt
Strike PowerShell command prefix in the HostApplication field.

Observations of remote-exec wmi :

e The HostApplication field is setto powershell -nop -exec Bypass -EncodedCommand <base64-encoded-command>
* The base64 encoded command decodes to Invoke-WMIMethod win32_process -name create -argumentlist '<command>' -
ComputerName <target>
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Event 400, PowerShell (PowerShell)

General  Details

Engine state is changed from None to Available. ~

Details:
NewEngineState=Available
PreviousEngineState=None

SequenceMumber=13

HostMame=ConsoleHost

HestVersion=5.1.14393.1864

Hostld=4dbf8a7d-cbf3-432b-beTa-37cf5d 713574

HestApplication=powershell -nop -exec bypass -EncodedCommand
SOBuAHYAbwBrAGUALOBXAEDASOBNAGUAdABDAGBAZ AAgAHCAaOBUADMAMgBFAHAACgBVAGMAZQBZAHMAIAATAGIAYOBLAGUAIABIAHIAZOBhAHOAZ OAgACOAYOBYAGcAdO
BtAGUAbgBOAGWAaOQBZAHOQAIAANAHCAABVAGEABQBPACCAIAAAEMAbWBLAHAAJIQBOAGUACGBOAGEABQRIACAAVWBIAEAAMOAWAA==

EngineVersion=5.1.14393.1884

Runspaceld=>5ce753d6-9a79-4c92- aba1-8daff982a649

Pipelineld=
CommandName=
CommandType=
ScriptMName=
CommandPath=
CommandLine= bl
Log Name: Windows PowerShell
Source: PowerShell (PowerShell) Logged: 7/9/2020 9:28:03 AM
Event ID: 400 Task Category: Engine Lifecycle
Level: Infarmatien Keywords: Classic
User: N/A Computer: WIN-M4GE4B3VYVUE.testinglab.corp

OpCode:
More Information:  Event Leg Online Help

Figure 9. Artifact generated by the remote-exec wmi Beacon command when executed on the compromised system (click image to enlarge)

An example of the observed artifact as shown in Figure 9:

HostApplication=powershell -nop -exec Bypass -EncodedCommand

SQBUAHYAbWBIrAGUALQBXAEOASQBNAGUAJABOAGBAZAAGAHCAAQBUADMAMYBFAHAACOBVAGMAZQBZAHMATAALAGAAYQBtAGUATABj AHIAZQBhAHQAZQAGACH,

Base64 Command: Invoke-WMIMethod win32_process -name create -argumentlist 'whoami' -ComputerName WIN10

The remote-exec powershell Command

The remote-exec powershell Beacon command executes a command on a remote system via PowerShell remoting from a compromised
system. When the remote-exec powershell command is executed, the filesystem will generate an EID 400 event log (PowerShell Engine
Startup) on the compromised system. The event created will contain the standard Cobalt Strike PowerShell command prefix in the
HostApplication field.

Observations of remote-exec powershell :

e The HostApplication field is setto powershell -nop -exec Bypass -EncodedCommand <base64-encoded-command>
o The Base64 encoded command decodes to Invoke-Command -ComputerName <target> -ScriptBlock { <command> }
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Event 400, PowerShell (PowerShell) X

Engine state is changed from None to Available. "

Details:
NewEngineState=Available
PreviousEngineState=None

SequenceNumber=13

HostName=ConsoleHost

HostVersion=5.1.14393.1884

Hostld=beT722e9f-15a5-4dd0-93fd-541bf3a84151

HostApplication=powershell -nop -exec bypass -EncodedCommand
SQBUAHYAbwBrAGUALOBDAGEABOBAGEAbgBRACAALQEDAGEARQBWAHUAABIAHIATgBhAGOAZQAGADEAMAAUADAAL gAWACAAMOAWACAALCBTAGMACgBpAHAAJABCAGWA
bwBjAGSAIABTACAAdWBoAGEAYOBAGKAIABIAA==

EngineVersion=5.1.14393.1884

Runspaceld=224994f3-cd08-412b-9b3b-3c8795f13805

Pipelineld=

CommandName=

CommandType=

ScriptName=

CommandPath=

CommandLine=

Log Name: Windows PowerShell

Source: PowerShell (PowerShell) Logged: 1/8/2020 5:03:48 PM

Event ID: 400 Task Category: Engine Lifecycle

Levek: Information Keywords: Classic

User N/A Computer: WIN-M46E489VVUE testinglab.corp
OpCode:

More Information:  Event Log Online Help

Figure 10. Artifact generated by the remote-exec powershell Beacon command when executed on the compromised system (click image to enlarge)

An example of the observed artifact as shown in Figure 10:

HostApplication=powershell -nop -exec Bypass -EncodedCommand
SQBUAHYAbwBrAGUALQBDAG8AbQBtAGEAbgBKACAALQBDAG8AbQBWAHUAJABIAHIATGBhAGOAZQAGADEAMAAUADAALGAWAC4AMQAWACAALQBTAGMACOBPAHAL
Base64 Command: Invoke-Command -ComputerName 10.0.0.10 -ScriptBlock { whoami }

Conclusions

Although Cobalt Strike provides the operator a degree of freedom to configure some of the previously mentioned commands, those features
are not always leveraged by adversaries. Due to the high prevalence of Cobalt Strike in contemporary intrusions, CrowdStrike recommends
collecting EID 400 (PowerShell Engine Startup) and EID 7045 event logs (Service Installation) for monitoring and alerting in a centralized
security information and event management (SIEM) platform.

CrowdStrike also recommends upgrading to the most recent version of PowerShell and disabling previous versions, as PowerShell is
backward compatible. While these additional security measures do not provide full visibility into Cobalt Strike activity, they can aid in its
detection.

[1] CrowdStrike has previously reported on adversaries that use Cobalt Strike, such as COBALT SPIDER.

Additional Resources

o Learn more about the CrowdStrike Services team and how it can help your organization improve your cybersecurity readiness.
o Read about the powerful CrowdStrike Falcon® platform by visiting the webpage.
o Test CrowdStrike next-gen AV for yourself. Start your free trial of Falcon Prevent™ today.
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https://www.crowdstrike.com/epp-101/what-is-siem-in-cybersecurity/
https://www.crowdstrike.com/blog/meet-crowdstrikes-adversary-of-the-month-for-september-cobalt-spider/
https://www.crowdstrike.com/services/
https://www.crowdstrike.com/endpoint-security-products/falcon-platform/
https://go.crowdstrike.com/try-falcon-prevent.html?_ga=2.72209366.411298881.1600536142-42147201.1600536142&_gac=1.250872370.1600451900.EAIaIQobChMI8v_r8aPz6wIVERvnCh1RkQQrEAAYASAAEgLAivD_BwE

