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A new ransomware operation named Mount Locker is underway stealing victims' files
before encrypting and then demanding multi-million dollar ransoms.

Starting around the end of July 2020, Mount Locker began breaching corporate networks
and deploying their ransomware.

From ransom notes shared with BleepingComputer by victims, the Mount Locker gang is
demanding multi-million dollar ransom payments in some cases.
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Thank you for contacting us.

You can get your decrypted files back and we'll keep your private information in secret.

Just one thing is necessary - you have to pay $2 millions in Bitcoin regarding the instructions we'll provide to you on
demand.

Please, note: all your attempts to decrypt files, change them can cause unpredictable damage to your information.
We hope we can reach an agreement as soon as possible.

In case you won't make a payment, your information will be made public, your clients and business partners can be
involved in a huge scandal and lose sensitive data.

$2 million ransom demand from Mount Locker

Before encrypting files, Mount Locker will also steal unencrypted files and threaten victims
that the data will be published if a ransom is not paid.

For example, Mount Locker told one victim that they stole 400 GB of their data, and if they
are not paid, they will contact the victim's competitors, the media, TV channels, and
newspapers.

Ultimately, the victim did not pay, and their data was published to a ransomware data leak
site.
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Mount Locker data leak site
This data leak site currently lists four victims, with only one having files leaked.

The MountLocker ransomware

It was only until recently that MalwareHunterTeam discovered a sample of Mount Locker,
which allow allowed us to get a bit more insight into how the ransomware operates.

Michael Gillespie, who analyzed the ransomware, told BleepingComputer that Mount
Locker uses ChaCha20 to encrypt the files and an embedded RSA-2048 public key to
encrypt the encryption key.

From our analysis, when encrypting files, the ransomware will add an extension in the
format .ReadManual.ID. For example, 1.doc would be encrypted and renamed to
1.doc.ReadManual.C77BFF8C, as shown in the encrypted folder below.
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1l.doc.ReadManu
al.C77BFF8C

3.doc.ReadManu
al.C77BFF8C

5.doc.ReadManu
al.C77BFF8C

E-mail MNew folder
1jpg.ReadManua 1l.png.ReadManu
I.CT7BFF8C al.C77BFF8C
3jpgReadManua  3.png.ReadManu
|.CT7TBFF8C al.C77BFF8C
5jpgReadManua  5.png.ReadManu
I.CT7BFF8C al.C77BFF8C

1.doc.ReadManual.C77BFF8C Date modified: 9/24/2020 1:10 PM

Size: 189 KB
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6jpg.ReadManua
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al.C77BFF8C
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Mount Locker encrypted files

The ransomware will then register the extension in the Registry so that when you click on
an encrypted file, it will automatically load the ransom note.

HKCU\Software\Classes\.C77BFF8C\shell\Open\command\ @="explorer.exe
RecoveryManual.html"

The ransom note is named RecoveryManual.html and contains instructions on how to
access the Tor site to communicate with the ransomware operators.
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/M YOUR COMPANY' NETWORK HAS BEEN HACKED /!\
All your important files have been encrypted and copied to our private servers!

ANY ATTEMPT TO RESTORE YOUR FILES WITH THIRD-PARTY SOFTWARE WILL PERMANENTLY CORRUPT IT.
DO NOT MODIFY ENCRYPTED FILES.

DO NOT RENAME ENCRYPTED FILES.

But keep calm! There is a solution for your problem!

For some money reward we can decrypt all your encrypted files.

Also we will delete all your private data from our servers.

To prove that we are able to decrypt your files we give you the ability to decrypt 2-3 files for free.

So what is you next step 7 Contact Us! Contact us for price and get decryption software.
hitp://6mlzahkeTvejytppbahaioudipfigs3 gizof2xdzkiblliayhsqbdwad.onion/ V547 Ra

* Note that you need installed Tor Browser to open this kind of links.
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Follow the instructions to install/run Tor Browser:

L. Go to Tor Project using your default browser.

2. Click "Download Tor Browser", choose version depends on you operation system, usually it is Windows. Download and install it
3. After installation you will see new folder on your desktop: "Tor Browser". Open this folder and run "Start Tor Browser" link.

4. Using Tor Browser go to http://6mlzahkeTvejytppbghgijoudipfigs3gizof2x4zkiblliayhsqb3wad.onion/?
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5. Carefully copy vour client id from this document and paste it into Authorization window in opened page. Click 'OK'.

6. After that you will see a special chat web application to comminicate with us.

7. NB! Please be patient - sometimes our support team can be away from the keyboard but they will answear you as soon as possible! Time is Money! Contact
us as soon as possible.

We won't store you decryption key forever!

Mount Locker ransom note
The Tor site is simply a chat service, where victims can negotiate the ransom or ask
questions.

Unfortunately, the ransomware is secure, and there is no way to recover your files for free.

For those who wish to receive support related to this ransomware, you can use our
dedicated Mount Locker support topic.
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