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Executive Summary

Malicious spam (malspam) pushing Emotet malware is the most common email-based
threat, far surpassing other malware families, with only a few other threats coming_close.

In recent weeks, we have seen significantly more Emotet malspam using a technique called
"thread hijacking" that utilizes legitimate messages stolen from infected computers' email
clients. This malspam spoofs a legitimate user and impersonates a reply to the stolen email.
Thread hijacked malspam is sent to addresses from the original message.
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This technique is much more effective than less sophisticated methods, which many people
have now learned to spot. The approach is more successful at convincing potential victims to
click on an attached file, or to click on a link to download a malicious Word document with
macros designed to infect a user with Emotet.

Here, we review a case study of Emotet's thread hijacking process so we can better
recognize and understand this technique.

Palo Alto Networks customers are protected from this threat because our Threat Prevention

security subscription detects and prevents these types of Emotet infections. AutoFocus users
can track Emotet activity using the Emotet tag.

Step 1: Windows host is Step 2: Emotet-infected host sends
infected with Emotet. data collected from its email client
P through C2 traffic.

Step 3: Hosts from Emotet botnet
spoof email chains from the
stolen data.

Figure 1. Visual representation of Emotet’s thread hijacking process.

Case Study Timeline

2/9


https://www.paloaltonetworks.com/products/secure-the-network/subscriptions/threat-prevention
https://www.paloaltonetworks.com/cortex/autofocus
https://autofocus.paloaltonetworks.com/#/tag/Unit42.Emotet

To illustrate Emotet's thread hijacking process, our case study focuses on an infection from
Sept. 3, 2020. In this example, Emotet hijacks the most recent email in an Outlook inbox
from an infected host.

The timeline is:

e 15:35 UTC - Legitimate message received by email client on host.

e 16:31 UTC — Host infected with Emotet.

e 16:34 UTC - Legitimate message collected from infected host is sent through Emotet
command and control (C2) traffic.

» 18:22 UTC — Emotet botnet sends spoofed email using legitimate message from the
infected host.

This process took one hour and 51 minutes to progress from the infection to the arrival of a
thread-hijacked email.

Legitimate Email From the Infected Host

In our example, a vulnerable Windows 10 host used Microsoft Outlook as its email client.
Outlook was synchronized to a Microsoft account at k********* p*******@outlook.com (we
have redacted information from the email addresses for this case study). The most recent
message in the infected host’s email client is shown in Figure 2, and we have loaded a
redacted copy _of the legitimate email to GitHub.
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Inbox - k Ir @outlook.com - Outlook

File Home Send / Receive Folder View Help Q Tell me what you want to do
> Search Current Mailbox £ | current Mailbox ~ (SReply [AReply All (5 Forward
= AN Unresd ByDatew 1 i H <t h @yahoo.com>  « R Thu, Sep 3 at 15:35 UTC
— Re: Postpone this week's meeting v
4 Today -
a
T H K
Re: Postpone this week's meeti... 9/3/2020 ’
K , Thanks for the
Thanks for the heads up. I'll call later today, and we can reschedule.

4 Yesterday

9/2/2020 T
4 Two Weeks Ago
> On Thursday, September 3, 2020, 15:30:06 UTC, K R
8/ /2020 <k 4 @outlook.com> wrote:
>
=~ 4 Older >Th,

>

> Can we postpone this week's meeting? 1'm book solid through Friday, and next
o /2020

i week is much better to catch up on our project.
-2
& > Thanks for any help on this.
/2020 >
%) > Sincerely,
>
/2020 K

All folders are up to date.  Connected to: Microsoft Exchange

Figure 2. Most recent email from an infected host’s Outlook client.

As we see in Figure 2, the most recent email was received at 15:35 UTC, approximately one
hour before the host was infected with Emotet. This email is a response from

t** h******@yahoo.com to a previous message from k********* p=**=**@outlook.com.

Data Exfiltration Through C2 Traffic

Emotet uses HTTP POST requests over C2 traffic to send data collected from the infected
host. This data is encoded or otherwise encrypted before it is sent over HTTP.

Most of these POST requests contain only a small amount of encoded data from the infected
host, often much less than 1,000 bytes. These requests contain an extra 4 kB of data for
padding and form header data. Figure 3 shows a typical example of Emotet C2 traffic from
our case study.
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[~ Wireshark - Follow TCP Stream (tcp.stream eq 2) - 2020-09-03-Emotet-epoch-1-infection-wtih-Trickbot-gtag-mor119.pcap -+ x|
POST /WQSAHIZAFQF3IhShveC/GaP9uvICWMbhDR8Ugk/jKWm7wplG]jFwT8vZSjN/kSZValoox0CjLak5/95zwF2dTEbeb/4LU0tKZ51E/ HTTP/1.1
content-Type: multipart/form-data; boundary=---------------------- DNKCVHEUR1WiRXrRgNV5fA
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; wWindows NT 6.2; WOW64; Trident/7.0; .NET4.0C; .NET4.0E)

Host: 50.121.220.50
Content-Length: 4772 _ 4,772 bytes posted
Connection: Keep-Alive
cache-control: no-cache

_ form header info
———————————————————————— DNKCVHEURIWiRXrRgNV5TA (
Content-Disposition: form-data; name="kcmkfpazgfkvyxjzph"; filename="euepbpt"
content-Type: application/octet-stream
T/9...K...b... .. rz./. 675 bytes of encoded data
.a.5...D..|S..IN.P.|..... | P ——
dufis s i SERZ e (4ZE0ZC e R e (N [ N | T W (WU NG S X T KC I O e 2
D O e K < i FatUllie o (674
&...~p..A..0O.MX.7.J.uunn. =r
s AR e ) A A s P T e 090w, KEGTR. YRS S T INGE KRBy o5 oo, MEnE V. 3.875
S Gt H @t kit GV s amAl: gvh -t \ o alt ZNE 1 2 G g A I E 6 SR E o b /e AT OWSEuE ’
S SRPPCTI Mo o clée s 0e (85 Nallc o oo hus...-..7.Q.W-...... “.K.e.OM...|C._..S..... 3 o2z o/ bytesof
BATEE RS ~ _.a.."(1.0 Yoo e p-6p\{.cDER"G, = S addin
v {EE =ee0nncnas (o] Ers kU 2Zzuhs s G N K e EZ s EoREE OXCry p g
DNKEVHEU R WA R 61 R NV 51 A T . S
...................................... HTTP/1.1 200 OK
Server: nginx
Date: Thu, ©3 Sep 2020 16:32:08 GMT
content-Type: text/html; charset=UTF-8 -

5 client pkts, 116 server pkts, 1 turn.

Entire conversation (149 kB) - Show and save data as | ASCIL - Stream 2 .

Find: Find Next
@Help Filter Out This Stream Print Save as... Back X Close

Figure 3. Example of HTTP POST data from Emotet C2 traffic in our case study.

Since the amount of encoded data is so small, it does not contain any email chain data
collected from the infected user’s email client. However, at 16:34 UTC, we find 13.9 kB of
encoded data sent over Emotet HTTP C2 traffic as shown in Figure 4.
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2020-09-03-Emotet-epoch-1-infection-wtih-Trickbot-gtag-mor119.pcap -+ x

AnAn An AN

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
[il(http.request or tls.handshake.type eq 1) and !(ssdp) 'M‘ basic | basict+ | basictdns
Time Dst port  Host Info =
2020-09-03 16:31:19 157.7.188.137 80 ie-koubou.co.jp GET /wp_backup/http://DOC/Fb4PEwdRyYny
2020-09-03 16:31:43 70.38.103.11 80 morinchoiniere.com GET /wp-admin/8/ HTTP/1.1
2020-09-03 16:32:02 50.121.220.50 80 50.121.220.50 POST /WQSAHIZAFQF3IhShvec/GaP9uvICWMbt
2020-09-03 16:33:22 50.121.220.50 80 50.121.220.50 POST /IGLft2vXEpGOgspy/ HTTP/1.1
2020-09-03 16:33:25 62.210.90.75 443 62.210.90.75:443 POST /LHJbA/vhQue/1nYsC4q/X03eKZHOI/
2020-09-03 16:34:04 54.37.42.48 8080 54.37.42.48:8080 POST /AJx6Q8G2M7/ HTTP/1.1
2020-09-03 16:34:06 54.37.42.48 8080 54.37.42.48:8080 POST /sZmoLA/zwgLLDLX2HWBrpX3c/kL5q9zt
2020-09-03 16:34:06 62.210.90.75 443 62.210.90.75:443 POST /FiTv616JG3MnsiszD/xxITJuh7zBjpwy
2020-09-03 16:34:06 54.37.42.48 8080 54.37.42.48:8080 POST /VgxBsJINgpEQSgfgoEd/ HTTP/1.1
2020-09-03 16:34:07 54.37.42.48 8080 54.37.42.48:8080 POST /INZuyLwljg/ZYmWw8LP96L/KIMUIZLPY
2020-09-03 16:34:07 62.210.90.75 443 62.210.90.75:443 POST /qq3EpipG/5PsUvowWn0to866Fir/J1xok
2020-09-03 16:34:08 54.37.42.48 8080 54.37.42.48:8080 POST /sX33TOOVbYiJ/NLfa4nB/dLPA4/GKEBy
2020-09-03 16:34:09 54.37.42.48 8080 54.37.42.48:8080 POST /oDDeCrA82pCAfHd3bFa/E®K3hdPp4p/
]2020-09-03 16:34:10 62.210.90.75 443 62.210.90.75:443 POST /c3rDuRWfhhbKaQ69/3aTz6d09S7yKP4 ] L
2020-09-03 16:37:16 | . wireshark - Follow TCP Stream (tcp.stream eq 7) - 2020-09-03-E et-epoch-1-infection-wtih-Trickbot-gtag-mor119. - + x |
2020-09-03 16:37:17
2020-09-03 16:41:09 [-b-xa. o [ Y..Z....H."....~...POST /c3rDuRWfhhbKaQ69/3aTz6d09S7yKP4/ <
2020-09-03 16:41:33 | KBWRMWeqR/ HTTP/1.1
2020-09-03 16:41:48 | content-Type: mgltlpart/form-daga; boundary:----T --------------- pEXUlR9ypstTuBJrU13
2020-09-03 16:42:27 @ User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.2; WOW64; Trident/7.0;
2020-09-03 16:42:42 | -NET4.0C; .NET4.OE)
2020-09-03 16:42:59 Host: 62.210.30.75:443
_00- . - Content-Length: 13876 1 1
gl | e Keep_mve“ HTTP POST sending approximately 13.9 kB
2020-09-03 16:47:41 | Cache-Control: no-cache of encoded data
2020-09-03 16:47:43
2020-09-03 16:47:46
2020-09-03 16 oy | [prressssssanssancssans PEXU1R9ybsMzTuBJrui3

| Content-Disposition: form-data; name="zpffaxfpuldygveji"; filename="wqggxovedol"

content-Type: application/octet-stream

=.dI+.me3
b sonaEalao odloonaonoc tT..J.1@
P [ Xt J . dp. 1. IS5 L TR VS B
%bM. . ... )5 P /g omenitosollass
(BN Cq g AN e N rers L OU I CC RO U S T 2 D S Z e (R an S e
..}D
SIS S B
RS S N % &..
8..cis ]9.V.K$p....awT7.=..YUB.{..q..U..n.QC.gBH....@4..km...|.a;.
2 otado 04 || o (kNP 0 o ok, oPaEa o [Ballet s o oiifs Slila o20i i alis o oWs 6 o580 o 0)aLaEe 5 6o o o o L.wO..
/S e/ acnas B W.$q..G...... G <A (B M N & < I SEURE O S g-;2
>.dM.q . .k.b&.
.......... S R0 ), 720 (PR o F Y o0 o o oo Lo
Al i ! N IR Iv <l # 1. T4 YA W Nl e m" %
20 client pkts, 3 server pkts, 5 turns.
Entire conversation (24 kB) = Show and save data as |ASCII = Stream |7 |-
Find: Find Next
@Help Filter Out This Stream Print Save as... Back % Close

Figure 4. Approximately 13.9 kB of encoded data in Emotet C2 traffic at 16:34 UTC.

This amount is large enough to contain email chain data collected from the infected Windows
host. It is the only significant amount of data sent in HTTP POST requests from the Emotet-

infected host before we find the thread-hijacked email at 18:22 UTC.

Spoofed Message From Hijacked Email

At 18:22 UTC, a spoofed email was received by t****.h******@yahoo.com, the Yahoo account
that had sent the most recent message in correspondence to the infected host. It contains an

attached Word document with macros for Emotet. This message is shown in Figure 5, and
we have loaded a copy of the spoofed email to GitHub.
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K R - inicius.sc@somahospitalar.com.br> =
THE HI

12
|

Re: Postpone this week's meeting

<
<. - B @ outlook.com

<

Thanks for the heads up. 1I'll call later today, and we can reschedule

Regards,

7

> on Thursday, September 3, 2020, 15:30:06 urc, K| ||l N

<< - - Il ¢ out 100k . com> wrote:

x !

>d

> Can we postpone this week's meeting? I'm book solid through Friday, and next week is
much better to catch up on our project.

>

> Thanks for any help on this.

> Sincerely,

\%

«

@

Mes_G697... .doc

259.4kB
Figure 5. Hijacked email sent from the Emotet botnet.

The message is a reply to t****.h******@yahoo.com that spoofs
FrEmpes ek @outlook.com from the infected host.
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These thread-hijacked messages either have an attached file, or they have a link to
download a malicious Word document with macros designed to infect a vulnerable host with

Emotet.

Emotet’s thread-hijacked message from this case study spoofed the name in the sending
address line from the infected host. Headers from the spoofed message indicate the actual
sender may have been from a botnet host in Brazil, or a Brazil-based host may have been
used to relay the message. Botnet hosts from all over the world are used to send these
thread-hijacked messages from Emotet infections.

Return-Path: <vinicius.sc@somahospitalar.com.br>
Received: from 191.252.199.165 (EHLO mail199165.hm1831. locaweb.com.br)
by 10.197.33.12 with SMTPs; Thu, 3 Sep 2020 18:22:33 +0000
X-0riginating-Ip: [191.252.199.165]
Received-SPF: pass (domain of somahospitalar.com.br designates 191.252.199.165 as permitted
sender)
Authentication-Results: atlas321.free.mail.bfl.yahoo.com;
dkim=unknown;
spf=pass smtp.mailfrom=somahospitalar.com.br;
dmarc=unknown
X—-Apparently-To: txkkk. hxkkkkx@yahoo.com; Thu, 3 Sep 2020 18:22:33 +0000
Received: from mcbain0@04.email. locaweb.com.br (189.126.112.85) by
maill99145.hm1831. locaweb.com.br id ha4q682n81lgj for <tskkkk.hkxxxkk@yahoo.com>; Thu, 3 Sep 2020
15:22:11 -0300 (envelope-from <vinicius.sc@somahospitalar.com.br>)
X-0riginal-To: <txkkk. hxkkkkk@yahoo.com>
Received: from LEONARD0@39.mail.collab.local (martin@@@1.email.locaweb.com.br [189.126.112.73])
by mcbain@@04.email.locaweb.com.br (Postfix) with ESMTP id 7D@2D180FD3
for <tskkk. hkkkkkk@yahoo.com>; Thu, 3 Sep 2020 15:22:11 -0300 (-03)
Received: from [200.87.242.147] (200.87.242.147) by
LEONARD0@39.mail.collab.local (10.30.188.44) with Microsoft SMTP Server
(version=TLS1_2, cipher=TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256) id
15.1.2044.4; Thu, 3 Sep 2020 15:22:35 -0300
Date: Thu, 3 Sep 2020 14:22:10 -0400
Locaweb_Exchange: Yes
From: Kskkkkktokkk Riokkkkkkx <vinicius.sc@somahospitalar.com.br>
To: Tkkk Hkokkkkk <tskekkk, hxkkxxk@yahoo.com>
Subject: Re: Re: Postpone this week's meeting
MIME-Version: 1.0
Content-Type: multipart/mixed;
boundary="--2721644617813540782547331541442470"
Message-ID:
<8cadda8f-2f82-407d-9688-a3a2533458b4@LEONARD0039.mail. collab. local>
X-0riginating-IP: [200.87.242.147]
X-ClientProxiedBy: PENNY@001.mail.collab.local (10.30.190.2) To
LEONARD0@39.mail.collab.local (10.30.188.44)
X-AuthUser: vinicius.sc@somahospitalar.com.br
Content-Length: 360155

Figure 6. Header lines from hijacked message sent to t****.h******@yahoo.com.
These spoofed messages tend to be the most recent emails from a victim’s email client
because those are the most likely to fool someone.

Of note, we cannot always assume the spoofed sending address is from an infected victim. If
the original message from an infected victim has multiple recipients, a hijacked email could
spoof one of the other recipients.

Conclusion

We've stored an example of the legitimate email that was hijacked in this case study.
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We've also stored an example of the spoofed messages sent from the Emotet botnet.

The pcap of infection traffic from this case study is also available.

This case study shows an example of Emotet thread hijacking so we can better understand
how Emotet malware utilizes this technique. Emotet is a very active threat that constantly
updates its malware in an attempt to evade detection. This vector of infection can reach a
great deal of potential victims.

However, organizations with effective spam filtering that follow best security practices have a
much lower risk from this infection vector. Palo Alto Networks customers are further
protected from this threat, because our Threat Prevention security subscription detects and
prevents these types of Emotet infections. AutoFocus users can track Emotet activity using
the Emotet tag.

Get updates from
Palo Alto
Networks!

Sign up to receive the latest news, cyber threat intelligence and research from us

By submitting this form, you agree to our Terms of Use and acknowledge our Privacy
Statement.
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