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(wndppoBanbLMK-BbIMOraTenb, RaaS, nybnukaTtop) (nepBONCTOYHUK)

Translation into English

OTOT KpUNTO-BbIMOraTenb WNGpPYET AaHHble Bu3Hec-nonb3oBaTtenen ¢ nomowbio AES+RSA,
a 3aTem TpebyeT cBA3aTbCs B TeueHne 3 gHen ans ynnatbl Boikyna B # BTC, 4ToObl BEPHYTb
dannbl. OpurmHanbHOE Ha3BaHMe: B 3an1cKe He yka3aHo. Xakepbl-BbiMoratenu: Twisted
Spider Extortion Group. Cpegu BbiMoratenemn ectb rpaxgaHe YKpauHbl, No pyriM AaHHbIM
3TO MeXAyHapogHasa xakepckas rpynna.

Beimoratenu, pacnpoctpaHsiowme Egregor, yrpoxatot onybnukoBaTb YKpaaeHHble JaHHble
C Lienblo yCUneHus gasreHns Ha XepTBy (oTcioga AOMOMHUTENbHOE Ha3BaHe —
nyénukatop). [1ns aToro onepaTopbl-BbIMOraTeN HauYNMHAKOT KpaXy AaHHbIX eLé nepeq
wmnppoBaHnem gannos. Ha MomeHT nybnunkauum ctatbm ewe He Bbino N3BECTHO O
nybGnukauuax ykpageHHbIX AaHHbIX, BbIMOraTtenu ToMNbKo yrpoxanu, YTo AaHHble ByayT
onybnukosaHbl B CMW. MNo3xe nosiBunacb uHdopmMaius, 4to onepatopbl Maze nepelunum
Ha Egregor.

O6HapyxeHus:

DrWeb -> Trojan.Siggen10.31058

BitDefender -> Gen:Variant.Zusy.313821

ESET-NOD32 -> A Variant Of Win32/Kryptik. HEDE

Malwarebytes -> ***

Rising -> Trojan.Generic@ML.88 (RDML:5pA***

Symantec -> Trojan.Gen.2

Tencent -> Win32.Trojan.Johnnie.Pdmk

TrendMicro -> TROJ_GEN.R002H091020, TROJ_FRS.0NA1031Q20

To AV vendors! Want to be on this list regularly or be higher on the list? Contact me!
AV BeHgopam! XoTuTe ObiTb B 3TOM CNUCKE PErynsapHO unu nosbiwe? Coobwmnte mHe!
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© leHeanorus: Maze > Sekhmet > Egregor

N3o06paxkeHne — norotmn ctaTby

K 3awmndgpoBaHHbIM harnam gobaensieTca pacwmperme: .<random>

BHumaHue! HoBble paclumpenus, email u TEKCTbl O BbIKyNe MOXHO HanUTW B KOHLE CTaTby, B
obHoBneHnAx. Tam MOryT ObITb pasnuunsa c nepBoHavasnibHbIM BApUaHTOM.

AKTMBHOCTb 3TOr0 KPUNTO-BbIMOraTens npuwnacbk Ha cepeguHy ceHtsopsa 2020 r.
OpureHTUpoBaH Ha aHrMoA3bIYHbIX NOMb30BaTENEN, YTO HE MeLLaeT PacnpoCTPaHSATb ero no
BCEMY MUPY.

3anucka ¢ TpeboBaHuem Bbikyna HasbiBaeTcs: RECOVER-FILES.txt

CopepxaHue 3anucku o BbiKyne:
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| What happened? |

Your network was ATTACKED, your computers and servers were LOCKED,
Your private data was DOWNLOADED.

| What does it mean? |

It means that soon mass media, your partners and clients WILL KNOW about your
PROBLEM.

| How it can be avoided? |

In order to avoid this,
To avoid this issue you are to COME IN TOUCH WITH US no later than within 3 DAYS and
conclude the data recovery and breach fixing AGREEMENT.

| What if | do not contact you in 3 days? |

If you do not contact us in the next 3 DAYS we will begin DATA publication.

| I can handle it by myself |

It is your RIGHT, but in this case all your data will be published for public USAGE.

| I do not fear your threats! |

That is not the threat, but the algorithm of our actions.

If you have hundreds of millions of UNWANTED dollars, there is nothing to FEAR for you.
That is the EXACT AMOUNT of money you will spend for recovery and payouts because of
PUBLICATION.

| You have convinced me! |

Then you need to CONTACT US, there is few ways to DO that.
I. Recommended (the most secure method)
a) Download a special TOR browser: https://www.torproject.org/
b) Install the TOR browser
c) Open our website with LIVE CHAT in the TOR browser:
http://egregor[redacted].onion/[redacted]
d) Follow the instructions on this page.
II. If the first method is not suitable for you
a) Open our website with LIVE CHAT: https://[redacted].top/[redacted]
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b) Follow the instructions on this page.
Our LIVE SUPPORT is ready to ASSIST YOU on this website.

| What will | get in case of agreement |

You WILL GET full DECRYPTION of your machines in the network, FULL FILE LISTING of
downloaded data,

confirmation of downloaded data DELETION from our servers, RECOMMENDATIONS for
securing your network perimeter.

And the FULL CONFIDENTIALITY ABOUT INCIDENT.

Do not redact this special technical block, we need this to authorize you.
---EGREGOR---

[redacted base64]

---EGREGOR---

MNepeBoa 3anUCKKN Ha PYCCKUM A3bIK:

Bawa cetb ATAKOBAHA, Bawumn komnbtotepbl 1 cepeepbl BITIOKMPOBAHDI,
Bawwu nuynble gadHblie SAIPYXEHbBI.

| YTo 91O 3HAUNT? |

310 3HauuT, Yto ckopo CMW, Bawmn naptHepbl u knneHTbl Y3HAKOT o Bawen NMPOBJIEME.

| Kak aTtoro nsbexartb? |

YUTto0bbl aTOrO n3bexartsb,
UYTto6bl M3bexaTb 3Toi npobnemsl, Bbl AomkHbl CBASATBCA C HAMU He nosgHee 3 JHEW
n 3aknounTb COIMTIALWLEHWNE o BoccTaHOBNEHUN AAHHBIX W YCTPAHEHUN HaPYLLUEHWN.

| YTo penatb, ecnn 9 He CBSAXKYCb C BaMu B TedeHne 3 gHen? |

Ecnu Bbl He cesixeTech ¢ Hamu B cneayowme 3 OHEW, mbl HauHem ny6nvkauuio JAHHbIX.

| A cnpaentock cam |

970 Bawe NPABO, Ho B 3TOM cry4ae BCe Baluu JaHHble ByayT onybnvkoBaHbl Ang
ny6rM4yHOro NCNonbL30BaHuMS.
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| A He 6otock Bawwmx yrpo3! |

OTO He yrposa, a anropuTM Halumx ENCTBUN.

Ecnu y Bac ectb cotHn munnuoHos HEHY>XHbIX gonnapos, Bam Heyero 604aTbCs.

910 TOYHAA CYMMA geHer, KOTOPYIO Bbl NOTPATUTE HAa BOCCTAHOBIIEHME U BbiNnaThbl U3-3a
MYBINNKALNWN.

| Bbl MmeHst ybegunu! |

Torga Bam Hy>xkHO CBA3ATBCA C HAMW, ecTb Heckonbko cnocoboB caenaTb 3T0.
|. PexomeHayembin (cambli 6e30nacHbIn MeTof)
a) 3arpysute cneumanbHbln 6pay3ep TOR: https://www.torproject.org/
6) YctaHoBuTe 6pay3ep TOR
c) OTkpownTe Haw Beb-canTt ¢ nomowbto LIVE CHAT B 6paysepe TOR:
http://egregor[ckpbITo].onion/[CKpbITO]
r) CnegynTte MHCTPYKLMSIM Ha 3TOM CTpaHuULE.
II. Ecnn nepsbii cnocob Bam He noaxoguT
a) OTkponTe Haw Beb-canT B XKMBOM YATE: https://[ckpbiTO].top/[CKpbITO]
6) CnegynTte MHCTPYKUMAM Ha 3TOW CTpaHuLE.
Hawa >Kueasa NOAOEPXXKA rotoBa nomo4yb BAM Ha aTOoM canTe.

| YTo 4 nonyyy B cnyyae cornaweHus |

Bbl MOJTYYNTE MOMHYHO PACLUN®POBKY Bawwmx mawwuH B cetv, MOJTHbIA CMIMCOK
®ANINOB 3arpy>eHHbIX JaHHbIX,

noareepxaerHne YOANEHNA 3arpyxeHHbIX AaHHbIX ¢ Hawmx cepsepos, PEKOMEHOALIN
Nno oxpaHe NepuMeTpa Ballen CeTu.

N NMNOJIHAA KOHONMOEHUWATIBHOCTb Ob MHUWOEHTE.

He pepaktupyinTte aToT cneyunanbHbl TEXHUYECKUIA BNOK, OH HYXXEeH HaM AN1s1 aBTopu3aumn.
--—-EGREGOR---
[ckpbITO base64]
---EGREGOR---

CanT BbiMoOrarenemn HaxoguT B ceTtu Tor.

5/14



Egregor

Greetings

CopepxxaHue TeKCTa Ha cauTe:

Egregor

Greetings

We have hacked your network, downloaded and encrypted your data.

You can recover your data and prevent data leakage to public.

Please upload your note RECOVER-FILES.txt using the form below and start recovering
your data.

After you upload note, you will be provided with further instructions.

NepeBoa Ha pyCCKUM A3bIK:

Egregor

[MpuBeTcTBYIO

Mbl B3nomanu Bally ceTb, CKayanu u 3awmdpoBanu Balln SaHHbIE.

Bbl MOXeTe BEpPHYTb CBOM AaHHbIE U OCTAHOBUTL YTEYKY AAHHbIX B OTKPbITLIN JOCTYM.
3arpyaute 3anucky RECOVER-FILES.ixt, ncnonbsys dpopmy HUXe, N HA4YHUTE BO3BpaT
CBOWUX AaHHbIX.

[Mocne 3arpy3ku 3anucku Bam 6yayT npegocTaBneHbl AanbHeNWmne NHCTPYKLNNA.

TexHU4YecKkue getanm

MoxxeT pacrnpoCcTpaHATLCA NYTEM B3flOMa Yepes HesalmuleHHYo KoHdurypaumio RDP, ¢
nomoLbo email-cnama n BpegoHOCHbIX BNOXEHUA, 0OMaHHbIX 3arpy30k, 60THETOB,
9KCMNMNOWTOB, BPEOOHOCHOW peKknambl, BEO-MHXEKTOB, hanbLlUMBbIX OOHOBNEHUN,
nepenakoBaHHbIX N 3apaXE€HHbIX MHCTannATopoB. CM. Takke "OCHOBHbIE COCOObbI
pacnpocTpaHeHnsa KpunToBbiIMOraTenen" Ha BBOAHOW CTpaHuLe bnora.

6/14


https://1.bp.blogspot.com/-IlkG6V7XSPg/X2WqhQRRdkI/AAAAAAAAVpA/Osu2HikUaVcr464y-1J1dekJbD8Ov7kOgCLcBGAsYHQ/s633/tor-url.jpg
https://id-ransomware.blogspot.ru/2016/05/blog-post.html

Hy>XHO Bcerga ncnosnb3oBaTb AKTyalbHY0 aHTUBURYCHYO 3awmTy!!!

Ecnun Bbl npeHebperaete KOMMNNEKCHOM aHTUBUPYCHOW 3aLLmMTon knacca Internet Security nnu
Total Security, To x0T Obl AenanTe pe3epBHOE KONMMPOBaHNE BaXKHbIX dannoB No metoay. 3-
21.

» Egregor Ransomware ncnonbayet Tpu pasHble dyHKumm Windows API, 4ToGbl NnpoBepuTb
KOMMbOTEP Ha NPUHaANEXHOCTb kK Poccum nnn n HekotopbiM cTpaHam CHI™ 1 npekpatut
paboTy, ecrnv 0BHapyXuT criegytoLme nokanm:

0423 benopyccknin (benapychb)

0428 Tapxukckun (kupunnuua, TagKUKUCTaH)

042B ApmsiHckui (ApmeHus)

042C AzepbangxaHckunin (natnHuua, AsepbangxaH)
0437 NpyauHckmn (Mpyaus)

043F Kasaxckui (KazaxctaH)

0440 Kupruackun (Knuprusms)

0442 TypkmeHckun - TypkmeHuns

0443 Y3bekckun (natuHuua, Y3bekncraH)

0444 Tatapckumn (Poccus)

0818 PymbiHcku (Mongosa)

0819 Pyccknin (Mongosa)

082C AsepbangxaHckuin (kmpunnuua, AsepbangxaH)
0843 Y3bekckuin (knpunnuua, Y3bekmcraH)

» [1na kaxgoro wudpyemoro danna Ucnosib3yeTcs HoOBOE CrlydanHOe paclunpeHme.
Ncnonb3yetca dannosbii mapkep n3 asyx DWORD B EOF XOR'd BmecTe 8o
onpegeneHHoro 3Ha4yeHus ans naeHTugukauumn 3awmdgpoBaHHbIX dannos. >>

» [logpo6bHOCTM WG poBaHMS:

LndpposanbLumk ncnonbayet pyHkumm APl GetLogicalDriveStrings n GetDiskFreeSpace ons
onpegeneHns MMEH N TUMOB JTOrMYECKNX OUCKOB, NOAKIMIOYEHHbIX K YCTPOMCTRY, B
AONOMHEHME K KONMYecTBY AOCTYMNHOrO Ha HUX cBOBOAHOro MecTa.

OTKkpbITbI RSA-KMOY BCTPOEH B kOHGUrypauuto. [Ana kaxgoro wudpyemoro darina
reHepupyeTcs napa 3akpbITOro U OTKpbITOro Krtoden. OTKPbITbIN KoY UCMOmnb3yeTcs Ans
LWNppoBaHNA CUMMETPUYHBIX KITHOYEN, KOTopble No3xe ByayT cnonb3oBaTbCs AN4
WwnppoBaHna kaxagoro dpavna. [nga kaxgoro Wwndpyemoro ganna cos3gaeTcs YHUKanbHbIN
CUMMETPUYHbIN KITHOM.

Cxema reHepaumm KInden:
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- C nomowybto CryptGenKey cospaetca 2048-6utHas napa RSA-kntoyen (T.H. CeaHCOBbIN
KIHou).

- 3ateM kntod akcnoptupyetca ¢ nomolbto API CryptExportKey.

- QKCNOPTUPOBAHHLIN KNtod wndpyetca ¢ nomowbio ChaCha ¢ ncnonb3oBaHMeM criydanHo
creHepupoBaHHOro knto4va u V.

- Kntoun ChaCha 3awmdpoBaHbl ¢ nomowbio dyHkumm CryptEncrypt n otkpeitoro RSA-
KIntoY, BCTPOEHHOTO B KOH(pUrypauumto.

- 3awmndpoBaHHbIK kntod ChaCha 1 3awmdpoBaHHbIN CEAHCOBLIN KITHOY COXPaHSAKTCS Ha
AWNCK NO XeCTKo 3agaHHomy nytn %ProgramData%\dtb.dat

Cnucok ¢pannoBbIX pacliMpeHni, nogBeprarowmnxca wngppoBaHuio:

9710 gokymeHTbl MS Office, OpenOffice, PDF, TekcToBble thannbl, 6a3bl JaHHbIX,
doTorpacdun, mysbika, Bngeo, dannsl 06pasos, apxusbl 1 np.

dannbl, cBA3aHHbIe ¢ 3TMM Ransomware:
RECOVER-FILES.txt - Ha3BaHue hanna c TpeboBaHneM BbiKyna
<random>.exe - crly4yanHoe Ha3BaHWe BpegoHOCHOro (hanna
b.dll - npeacraeneHHbIN 4Nga aHanuaa dann

testbuild.pdb - HasBaHne danna npoekTa

Hiztmry

PacnonoxeHus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

M:\sc\p\testbuild.pdb

3anucu peecTtpa, cBAisaHHble ¢ 3TUM Ransomware:
CM. HWXe pesynbTaTbl aHanm3oB.

MbloTeKcbl:
CM. HMXe pesyrnbTaTbl aHanM3oB.

CeTeBble NOAKITIOYEHUSA U CBA3M:
Tor-URL: http://egregor***.onion
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Email: -

BTC: -

CM. HMXKe B OBHOBNEHUAX apYyrve agpeca 1 KOHTaKTbI.
CM. HWxe pesynbraTbl aHann3oB.

PesynbraTbl aHanu3os:
» Triage analysis >>

® Hybrid analysis >>

Y VirusTotal analysis >>

A Intezer analysis >>

2 ANY.RUN analysis >> AR>
X VMRay analysis >>

W) VirusBay samples >>

"1 MalShare samples >>

% AlienVault analysis >>
CAPE Sandbox analysis >>
© JOE Sandbox analysis >>

CTteneHb pacnpoCTpaHEHHOCTU: HU3Kas.
MoapobHble cBeneHust cobupatotea perynsipHo. lNpucbinante obpasupbl.

=== UICTOPUA CEMEWUCTBA === HISTORY OF FAMILY ===
Maze Ransomware - man 2019 - Hosa6pb 2020

Sekhmet Ransomware - mapt 2020 - okTs16pb 2020
Egregor Ransomware - ceHTa6pb 2020 - dheBpansb 2021

=== BJIOK OGHOBJIEHUN === BLOCK OF UPDATES ===

O6HoBneHue ot 12 okTAGpPA 2020:
Ctatba Ha caunTe BC >>

Pacwupenue: .CRYTEK
MocTtpagaBwume komnanun Ubisoft n Crytek

O6HoBneHue ot 12 okTAGpA 2020:
CoobuieHne >>
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O6HoBneHue ot 29 okTA6pa 2020:

CT1aTtbs 0 3aKkpbiTUK BbIMOraTenbckoro npoekTa "Maze Ransomware" n nepexog onepatopoB
BbIMOraTeneun Ha "Egregor Ransomware".

BbiMoraTenu Takke nogreepxaunu, 4to Maze, Sekhmet, Egregor aBnsatwTca nx
BbIMOraTenbCKMMU NporpaMmamu.

Selchmet Decryptor [ |

After pressing O, decryptor will scan all your attached local drives as
well as netweork shares available for current wser. Pleass consider to
clese all programs such 2= dstabases so nothing blocks decryption

For successfull restoration, DO ROT:

* do not close decryptor hefore you see message shout successfull
completion

* do not execute at the same time multiple decryptoos to decrypt BAS
storages from different machines

* do not detach sxtemal storage while decryptor waorks

* do not restart cormputer

=

Bonee Toro, noctpagasLume ot Egregor nocrie ynnarsl Bbikyna nony4yatot. Sekhmet
Decryptor.

O6HoBneHue ot 18 Hos6pa 2020:

Cratbsa 06 atom >>

Heatenn ctoswme 3a Egregor Ransomware pelmnu 3asasuTb 0 cebe opurnHasnbHbIM
crnocobom. YTobbl NpmBredb BHUMaHWE XXepTBbl NOCIEe aTakm OHWU CTanu C NOMOLLbIO
cueHapusa 0obaBnaTb B NeYaTb Ha NPUHTEP CBOE COObLEHME. DTO HE OTAENbHO B3ATbIN
cnyyan. Egregor MHOrokpaTHO nevartaeT 3anucky O BbiKyNne Ha BCEX AOCTYMHbIX CETEBbLIX U
MECTHbIX NPUHTEpPaX.
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Your network was ATTACKED, your computers and servers were LOCKED,
Your private data was DOWNLOADED.

| What does it mean? |

It means that soon mass media, your partners and clients WILL KNOW about your
PROBLEM.

*k*k

370 coobLieHne NONMHOCTbIO eCTb B HaYane crtaTby, HET CMbICIia NOBTOPTL €ro 34eck. BaxHo
OTMETUTb, YTO BbIMOraTeNN AenatoT 3TO AN TOro, YToObl NOBbLICUTL OCBEAOMITEHHOCTb
obLecTBEHHOCTM 00 aTake 1 yCUnuTb OaBMEeHNe Ha OpraHn3aLunio-XepTBY, BblHYyXXaasa eé
3annaTtuTb Bblkyn. MHoOrve opraHmsaumm, rocyqapCcTBeHHbIE U (PMHAHCOBbLIE yYpexaeHue
npeanoYnMTaloT CKpbIBaTb MHUMAEHTLI C BbIMOraTeNlbCTBOM.

O6HoBneHue ot 30 Hos6pa 2020:
Bbinnara BbiKyna Tenepb HasbiBaeTCA KOHTPaKTOM. i

tyou are a client who refusad to conclude a contract and did not find Information cbout youwrsalt

ol msan that we forgol abo

It anby means thot your Infermation waes aold and anly tharalons it did not oppear in frga oooass
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O6HoBneHue ot 1 gekabpsa 2020:

CoobuieHne >>

Pacwwnpenue: .SEBsC

3anncka: RECOVER-FILES.txt

Tor-URL: xxxx://egregor4uSipdzhv.onion/C4BA3647FD0D6918
URL: xxxxs://egregor-support.com/C4BA3647FD0D6918
dann npoekTta: G:\Intel\Logs\qqqqq.pdb

dann: qq.dll

PesynbraTthl aHanusos: VT + AR

O6HoBneHue ot 10 cheBpans 2021:

B xoge coBmecTHOM onepauun nonuumm ®paHumm n YkpauHbl yaanocb apectoBaTtb
HEKOTOpbIX Y4aCTHUKOB BbiMoratesnibctea Egregor Ransomware.
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https://1.bp.blogspot.com/-WTDft5AyKdk/X8vMUt5pQJI/AAAAAAAAXKM/5WIzs8_Bo0cml6vbTxoFnk158LK6dCUawCLcBGAsYHQ/s1257/site.png
https://1.bp.blogspot.com/-ZjN0vZ_uVzI/YCl6O8bq6wI/AAAAAAAAYg0/GMuL5teLB4cQqIW3yk-X83Cfl2WLQfTegCLcBGAsYHQ/s500/arrest%2Bof%2Bextortionists.jpg

Cratbsa Ha caunte Francelnter >>
Crartbsa Ha canTte BleepingComputer >>

=== 2022 ===

HoBocTb oT 9 dpeBpansa 2022

MpeacTaBuTens rpynnbl BoIMOraTenen Bbinoxun B o6Lwmin goctyn Ha dopyme
BleepingComputer knouun gewmdpoBaHms ansa noctpagaswmx ot Maze, Sekhmet, Egregor
Ransomware.

Cchbinika Ha CKPUHLLOTE CKpbITa, YTOObI HE AaTb BO3MOXHOCTb MCMNOMNb30BaTb BPEAOHOCHLIE
dannbl nHpektopa mOyv, KoTopble bbINK B apXxmBe.

n [LEAK] Maze + Egrager + Sakhmal keys alang with mlyy [eeping] soua
code

BHumaHue!
Tenepb ecTb AewncpoBLUUK >>
Ckavaute Emsisoft Decryptor for Maze/Sekhmet/Egregor >>

=== BJIOK CCbIJIOK n C[TACUBOK = BLOCK OF LINKS AND THANKS ===

http , Read to links:

Message + Message + myTweet

ID Ransomware (ID as Egregor)

Write-up, Topic of Support

Added later: Write-up (on December 7, 2020)
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https://www.franceinter.fr/amp/justice/cybersecurite-des-pirates-egregor-a-l-origine-de-l-attaque-contre-ouest-france-interpelles-en-ukraine
https://www.bleepingcomputer.com/news/security/egregor-ransomware-members-arrested-by-ukrainian-french-police/
https://www.bleepingcomputer.com/forums/t/768330/
https://blogger.googleusercontent.com/img/a/AVvXsEi9dKrZq_ampAHqz1V3x-3GJz56uJxy9bAuItamIw9zuz7rAb7WRTX-l4_WpFuuawK7edMkn3uyAzUtzo2PzIMvjuQlYVS2stx09f2YPoLtSHcBhN0kCiTAAFT8srbXJ98OnoaKS_09oQRUOj6TqSRwYw2XSNMkV7rxCBMkYrGyQI4iPD2UEj1g7wqE=s800
https://www.emsisoft.com/ransomware-decryption-tools/maze-sekhmet-egregor
https://2.bp.blogspot.com/-k2W-6Z-IzMI/WxaD-UpoZ0I/AAAAAAAAKpg/msP3lBapJWkaJi_oTiWgQ6Y-2UrMr5IugCLcBGAs/s1600/address%252Btw.png
https://twitter.com/demonslay335/status/1307056098596335628
https://twitter.com/N_0_1_/status/1309900255773614080
https://twitter.com/Amigo_A_/status/1308659440485363717
https://blog.minerva-labs.com/egregor-ransomware-an-in-depth-analysis

Thanks:

Michael Gillespie, MalwareHunterTeam
Andrew Ivanov (author)

Tom Roter (Minerva Labs)

to the victims who sent the samples

© Amigo-A (Andrew lvanov): All blog articles. Contact.
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https://1.bp.blogspot.com/-dKH21b0Rez8/V7wlH7UufMI/AAAAAAAABM4/9dz-mLgRy4sAnOJVa-qLHY7MMMJDzoNUQCLcB/s1600/big-thanks2.png
https://id-ransomware.blogspot.com/p/contact.html

