[Alert] New Globelmposter of Olympian Gods 2.0 is
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Recently, The Sangfor Security Team identified a new Globelmposter ransomware strain,

naming it Globelmposter of Olympian Gods 2.0. Currently, several companies have suffered
attacked and experienced a great many losses.

We found several variants with the following extensions appended to encrypted files:
Hermes865, Hades865 and Apollon865.

Sangfor identified the first strain of Globelmposter of Olympian Gods in July 2019, finding
that first encrypted files were appended with the extension .ares666. In the subsequent two
months, as the first version spread, companies and organizations in the manufacturing,
education and business verticals suffered attacks by the following variants: Zeus666,
Poseidon666, Apollo666, Artemis666, Ares666, Aphrodite666, Dionysus666,
Persephone666, Hephaestu3666 Hade3666 Demeter666 and Hera666.
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Based on the wide-spread first version of Globelmposter, the attackers developed a second
version and changed appended extensions to those of Greek God + 865, like Hermes865,
Hades865 and Apollon865. The file type was changed from TXT file to EXE to enable auto-
startup.

!} TO DECRYPT, FOLLOW THE INSTRUCTIONS BELOW.{

This alert email is the same as the first version, i.e., Sin_Eater.666@aol.com. What is more,
the samples are alike. Without question, attacks by this variant were conducted by the same
attackers.
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[Trow To BACK YoUR FiEs o I
YOUR FILES ARE ENCRYPTED L!! |
TO DECRYPT, FOLLOW THE INSTRUCTIONS:

To recover data you need decrypt tool. {1 TO DECRYPT, FOLLOW THE INSTRUCTIONS BELOW.}
To get the decrypt tool you should:
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To recover data you need decrypt tool

[0 NOT TRY TO DO SONETHING WITH YOUR FILES BY YOURSELF YOU WILL BRAKE YOUR DATA !!! ONLY WE ARE CAN HELP YOU. CONTACT US:
To get the decrypt tool you should:

ATTENTION !l THIS IS YOUR PERSONAL ID WICH YOU HAVE TO SEND IN FIRST LETTER: Send 1 crypted test image or text file or document t> Sin Eater 666(@aol com
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The Sangfor Security Team also discovered that this ransomware is in the debugging phase
and encrypted viruses will generate another file named ids.txt, which is used to store an ID
and printing error message:
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hWSystem Volume Information'y* FindFirstFile error &
SUsers'PublichDocument '\ My Videos'* FindFirstFile error &
SUsers'PublichDocument 'y Pictures'* FindFirstFile error &
SUsersiPublichDocument s'W My Musich* FindFirstFile error &
sers' v# FindFirstFile error &
SWsers' ‘Templatesy* FindFirstFile error &
Wsersh, SendTo* FindFirstFile error &

SWsersh, Fecent* FindFirstFile error &

SWsers', PrintHoody* FindFirstFile error &
hWsers' WNetHoody* FindFirstFile error &
hWsers' Y Documents'y* FindFirstFile error &
Wsersh, _ocal Settings'# FindFirstFile error &
DWUsers) JocumentsiMy Videos'* FindFirstFile error 5

i
%
]
=i
1 | B—
L T e e R R e T e e R e e R i v

3/7



Analysis

After analyzing the captured samples, Sangfor found that it is nearlly identical to the first
version in code structure.

After launch, the virus will first create a note file (HOW TO BACK YOUR FILES.exe) and
then disable the family group and then Windows defender.

*(_DWORD *)Data = 1;
if ( !'RegCreateKeyW(HKEY LOCAL MACHINE, L"SOFTWARE\\Policies‘\\Microsoft\\Windows'\HomeGroup™, &phkResult) )
{
RegSetValueExW(phkResult, L"DisableHomeGroup"”, ©, 4u, Data, 4u);
RegCloseKey(phkResult);
1
if ( !'RegCreateKeyW(HKEY LOCAL MACHINE, L"SOFTWARE\\Policies‘\\Microsoft\\Windows Defender"”, &phkResult) )
{
RegSetValueExk(phkResult, L"DisableAntiSpyware™, @, 4u, Data, 4u);
RegCloseKey(phkResult);
1
if ( !'RegCreatekeyl(
HKEY_LOCAL_MACHINE,
L"SOFTWAREV\Policies\\Microsoft\\Windows Defender‘\\Policy Manager”,
&phkResult) )
RegCloseKey(phkResult);
result = RegCreateKeyl(
HKEY_LOCAL_MACHINE,
L"SOFTWAREV\Policies\\Microsoft\\Windows Defender\\Real-Time Protection”,
&phkResult);
if ( !result )
{
RegSetValueExW(phkResult, L"DisableRealtimeMonitoring”, ©, 4u, Data, 4u);
RegSetValueExW(phkResult, L"DisableBehaviorMonitoring”, ©, 4u, Data, 4u);
RegSetValueExW(phkResult, L"DisableOnAccessProtection”, ©, 4u, Data, 4u);
result = RegCloseKey(phkResult);

¥

Subsequently, the virus will create an auto-startup item named WindowsUpdateCheck, which
will be executed through CMD to delete disk volumes, stop database service, traverse and
mount volumes and traverse disk files:
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);

+= weslen(i) + 2 )
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o DriveStringsW(@x106u, &
or ( 1 =8& H

= =

sub_11AFA70, , 8, 8);

sub_11AFl1ee(e, );
WaitForSingleObject( , BxFFFFFFFF);
CloseHandle(vl6);

= CreateThread(®, 8, sub 11AFA78, , 8, 8);
WaitForSingleObject(v17, @xFFFFFFFF);
CloseHandle( );
sub_11AEA38( );
sub_11AEA30( (PSLIST HEADER) );

- 8;

B11AF4F 6
B11AF4F7
B11AF4F8
B11AF4FE
811AF508
B811AF587
B811AF508
811AF5BF
B11AF518
B11AF516
B11AF518
B11AF51E
811AF528
B11AF522
811AF527
B11AF529
811AF528

B11EFCEC
B811EFCFC
B811EFDBC
B11EFD1C
B11EFD2C
811EFD3C
B11EFDA4C
B11EFD5C
B11EFDGC
B11EFD7C
@11EFDSC
B11EFD9C
B811EFDAC

51

58

FF15 B8211CH
6a 81
808424 04OBO
58

8DB424 180F 8
50

FF15 98201CH
85c8

. BF85 18818088

66:

6n

68 3p0pAAGA
6A 83

6A 088

6n 08

ecx
eax
call

lea eax,dword ptr ss:[esp+8xBB4]
eax

lea eax,dword ptr ss:[esp+8xzF18]
eax

call

test eax,eax

Globlenp.B11AF636

nop

[

StringToAdd =

ConcatString = :\ProgramData\HOW TO B

FaillfExists = TRUE

B8168CFADA

NewFileMame = "C:\ProgramData\HOoW TD BA

ExistingFileName = "C:\ProgramData\HOW cs

hTemplateFile = HULL

Attributes =
Hode = OPEM_|
pSecurity = NULL
ShareHode = 8

KIST

~ B1BCE3AL
@16CE3AS
@16CE3AC
@18CE3BA
B18CE3B4
@16CE3BS
@18CE3BC
@18CE3CA
B18CE3CH
@16CE3CE
818CE3CE
@18CE3DA
818CE3DL
@16CE3DS

ORMAL

IHG

ds:[B11C2098]=75E967C3 (kernel32.CopyFileW) H1

818CF2CH
@16CEEBA
g0g60061
L1515 s s
[T
[T
083408588
086680082C
[T
[T
L1515 s s
S Ts Ll TiTsT: ]
fegeaien

7SEAABEB Kkernel32.lstrcmpiW

Globlemp.@11AF518

ES 08823 32 B(FFFFFFFF)
0818 32 B{FFFFFFFF}
85 68823 32 B{FFFFFFFF)
DS B@23 32 B(FFFFFFFF)
FS 080838 32 7FFD98008(4000)
GS 6088 NULL

LastErr
80BAA282 (HO,NB,NE,A,NS,PO,GE,G)

6060 AAAA AAAA AAAA
60680 8080 AG6EA AA60
60680 0060 00680 6060
6060 AAAA AAAA AAAA

ExistingFileName = “C:\ProgramData\HOW TO BACK YOUR FILES.exe"
NewFileMame = "D:\teols\processhacker\HOW TO BACK YOUR FILES.exe™
FaillfExists = TRUE

Finally, the virus executes command through CMD to delete the RDP connection and system
logs and delete itself.

Solutions

Currently there is no decryption tool for victims. You may isolate infected hosts and
disconnect them from network.

We recommend performing a virus scan and removal as soon as possible.

Detection and Removal
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Sangfor EDR and NGAF products are capable of detecting and removing this ransom virus.

@Eﬂdpnim Security Center o o= — X

Scan completed. 1 issue(s) detected Back

Time Taken: 00:00:13 Scanned Files: 1

v CAUsers\Administrator\Desktop\samples 1files . 1 issue(s)

| Severity: [EELD
Ransomware - Ransom/Globelmposter x

File: ¢c:\users\administratordeskiop\samples\bdc058ff3dfa9543. ..

Quarantine Trust Logs Security Engines; = G‘} @ O

Sangfor offers customers and users free anti-malware software to scan for and remove the
virus.

Protection

The Sangfor Security Team recommends proactive protection, as there is no way to decrypt
the files encrypted by maijority of ransom viruses.

1. Fix the vulnerability quickly by installing the corresponding patch on the host.

2. Back up critical data files regularly to other hosts or storage devices.

3. Do not click on any email attachment from unknown sources and do not download any
software from untrusted websites.

4. Disable unnecessary file sharing.

5. Strengthen your computer password and do not use the same passwords for multiple
computers to avoid compromising a series of computers.

6. Disable RDP if it is unnecessary for your business. When computers are attacked, use
Sangfor NGAF or EDR to block port 3389 and stop the virus from spreading.

7. Sangfor NGAF and EDR can prevent brute-force attacks. Turn on brute-force attack
prevention on NGAF and enable Rules 11080051, 11080027 and 11080016. Turn on brute-
force attack prevention on Sangfor EDR.

8. For Sangfor NGAF customers, update NGAF to version 8.0.5 and enable Al-based
Sangfor Engine Zero to achieve the most comprehensive protection.
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9. Deploy Sangfor security products and connect to cloud-based Sangfor Neural-X to detect
new threats.

10. Sangfor SOC, featuring Al, is ready to quickly enhance security capabilities. SOC
provides services including checks on device security policies, security threats and relevant
vulnerabilities to ensure timely risk detection, remediation and prevention, as well as policy
update.

11. Perform a security scan and virus removal on the entire network to enhance network
security. We recommend Sangfor NGAF and EDR to detect, prevent and protect your
internal network.
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