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XP10 Ransomware

FakeChrome Ransomware

(wndppoBanbLMK-BbIMOraTesib) (NepBOUCTOYHUK)
Translation into English

OTOT KpUNTO-BbIMOraTenb WNGPYET AaHHble Nonb3oBaTtenen ¢ nomowpbio AES+RSA, a
3atem TpebyeT Bbikyn B $980, 4ToObl BepHYTh channbl. OpurrHanbHoe HasBaHue: xp10-
ransom. Ha cpanne HanucaHo: chrome.exe.

OO6Hapy>xeHus:

DrWeb -> Trojan.MulDrop13.50455

BitDefender -> Gen:Heur.Ransom.REntS.Gen.1

ALYac -> Trojan.Ransom.Stupid

Avira (no cloud) -> TR/Ransom.cyuwx

ESET-NOD32 -> A Variant Of MSIL/Filecoder.AAT

Kaspersky -> HEUR:Trojan.MSIL.Fsysna.gen

Malwarebytes -> Ransom.FileCryptor

Symantec -> Trojan.Gen.2

Tencent -> Msil.Trojan.Fsysna.Dvzw

TrendMicro -> TROJ_GEN.R002C0WI220

© leHeanorus: Stupid >> XP10 (FakeChrome)
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N306pakeHne — norotmn ctatby
K 3awmnpoBaHHbIM dharinam gobaensietcs pacwumpenue: .Xp10-ransom

BHumaHue! HoBble pacuimpeHusi, email n TeKCTbl O BbIKyne MOXHO HauTU B KOHLUE CTaTby, B
obHoBneHnAX. Tam MOryT ObITb pas3nNUunsa c NnepBoHavanbHbIM BApUaHTOM.

AKTUBHOCTb 3TOro KpUNTO-BbIMOraTens npuwsack Ha koHel, asrycta 2020 r. OpueHTMpoBaH
Ha aHrNos3bIYHbIX NOSIb30BATENEN, YTO HE MELLAET PacnpoOCTPaHATb €ro N0 BCEMY MUPY.

3anucka c TpeboBaHMeM Bbikyna HasbiBaeTcs: readme.txt

e B e =]

CopepxaHue 3anucku o BbiKyne:

ATTENTION!

Don't worry, you can return all your files!

All your files like photos, databases, documents and other important are encrypted with
strongest encryption and unique key.

The only method of recovering files is to purchase decrypt tool and unique key for you.
This software will decrypt all your encrypted files.

What guarantees you have?

You can send one of your encrypted file from your PC and we decrypt it for free.

But we can decrypt only 1 file for free. File must not contain valuable information.
Price of private key and decrypt software is $980.

Discount 50% available if you contact us first 72 hours, that's price for you is $490.
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Please note that you'll never restore your data without payment.

Check your e-mail "Spam" or "Junk" folder if you don't get answer more than 6 hours.
To get this software you need write on our e-mail:

xp10.ransom@gmail.com

Your personal ID: ***

MNMepeBoA 3anMCKN Ha PYCCKUN A3bIK:

BHUMAHWE!

He BonHynTeCh, Bbl MOXETE BEPHYTb BCe CBOM dhansbi!

Bce Bawm dannsl, Takme kak poTto, 6a3bl AaHHbIX, AOKYMEHTbI U Apyrne BaxHble dansbl,
3aWmndpoBaHbl C CaMbiM HALEXHbBIM LUNPPOBAHNEM M YHUKANBbHbLIM KIHOYOM.
EaomHcTBEHHBIM cnocob BOCCTaHOBUTL doansibl - 3TO NPUOBPECTN NHCTPYMEHT
AewmngpoBaHna 1 yHUKanbHbIA KoY 4515 Bac.

OTa nporpaMmma paclumdpyeT BCce BaluM 3aiMdpoBaHHble dpansbl.

Kakune rapaHTum y Bac ectb?

Bbl MOXeTe oTnpaBuTb 04MH 13 3alumpoBaHHbIxX dhannos co ceoero MK n mbl pacwumdppyem
ero 6becnnaTtHo.

Ho mbl Moxkem GecnnaTtHo pacwmndpoBaTtb Tonbko 1 dann. ann He 4OMKEH cogepaTb
LeHHOWN nHdopMaLunun.

CTOMMOCTb 3aKpbITOro Krto4ya 1 nporpammbl Ansa AelndgposaHmsa coctasnset $980.
Ckngka 50% pocTynHa, ecnv Bbl CBSXXETECb C HAMU B NnepBble 72 Yaca, 3T0o LeHa Ans Bac
$490.

3ameTbTe, YTO Bbl HUKOr4A HE BOCCTAHOBUTE CBOM AaHHble 6e3 onnarbl.

MpoBepbTe nanky "Spam" unu "Junk" B cBOEKN no4vte, ecnu Bbl HE Norny4vaeTte oTBeTa bonee 6
Yacos.

YTo6bI NONYy4MTL 3TY NporpaMmmMy, Bam Hago Hanucatb Ha Haw email:
xp10.ransom@gmail.com

Baw nuyHbIn ID:; ***

TexHn4yeckune getanu

MoxeT pacnpoCTpaHAaTbLCS NYTEM B3fioMa Yepes HesalumLeHHyo koHdurypauuio RDP, ¢
nomoLbio email-cnama n BpegoHOCHbIX BNOXEHU, 0BMaHHbIX 3arpy30k, 60THETOB,
9KCNMONTOB, BPEOOHOCHOWN peknambl, BEG-UHXEKTOB, danbLUMBbIX OOHOBNEHNN,
nepenakoBaHHbIX N 3apaXXEHHbIX MHCTaNATopoB. CM. Takke "OCHOBHbIE CNOCOObI
pacnpocTpaHeHnsa KpuntoBbiMoraTenen" Ha BBOAHOW CTpaHuLe 6nora.
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Hy>xHO Bcerga ncnonb3oBaTb AKTyanbHY aHTUBMPYCHYIO awmTty!!!

Ecnun Bbl npeHebperaete KOMMNNEKCHOM aHTUBMPYCHOW 3aLumnTon Knacca Internet Security nnu
Total Security, ToO x0T Obl AenanTe pe3epBHOE KONMPOBaHNE BaXKHbIX dannoB No metoay. 3-
21.

Cnucok cannoBbix pacluMpeHui, nogBeprarowmxcs WwndpoBaHuUIo:

.392, .3gp, .accdb, .aepx, .ai, .arw, .asf, .asp, .aspx, .asx, .avi, .bay, .bin, .bmp, .cdr, .cer,
.class, .cpp, .cppproj, .cr2, .crt, .crw, .cs, .csproj, .csv, .dat, .db, .dbf, .dcr, .der, .dng, .doc,
.docb, .docm, .docx, .dot, .dotm, .dotx, .dwg, .dxf, .dxg, .eps, .erf, .fla, .flv, .html, .idml, .indb,
.indd, .indl, .indt, .info, .ipsw, .jar, .java, .jpeg, .jpg, .kdc, .m3u, .m3u8, .m4u, .max, .mdb,
.mdf, .mef, .mpeg, .pdf, .php, .png, .potm, .potx, .ppam, .ppsm, .ppsx, .pptm, .pptx, .prel,
.prproj, .resx, .sldm, .sldx, .sql, .txt, .vb, .vbproj, .wav, .xlam, .xlIs, .xIsb, .xlsm, .xIsx, .xltm,
XItx, .xml (94 pacwmpenus).

OT10 pokymeHTbl MS Office, OpenOffice, PDF, TekctoBble ¢hannbl, 6a3bl AaHHbIX,
doTorpadumn, Mysbika, BUaeo, annsl o6pa3os, apxmebl 1 Mp.

dannbl, cBA3aHHbIe ¢ 3TMM Ransomware:

readme.txt - Ha3BaHune anna c TpeboBaHMEM Bbikyna
chrome.exe

chrome.pdb

xdfjhdlojdziosdvxjoo.txt

<random>.exe - crly4anHoe Ha3BaHWe BpegoHOCHOro (hanna

PacnonoxeHus:

\Desktop\ ->

\User_folders\ ->

\%TEMP%\ ->

D:\New folder (2)\Visual Studio
2012\Projects\WindowsApplication4\WindowsApplication4\obj\Debug\chrome.pdb

3anucu peecTpa, cBsi3aHHbIe ¢ 3TUM Ransomware:
CM. HMXe pesynbTaTbl aHanmn3os.

MbloTeKcbl:
CM. HMXe pesynbTaTbl aHanm3oB.

CeTeBble NOAKITIOYEHUSA U CBA3M:

Email: xp10.ransom@gmail.com

BTC: -

CM. HMKe B OBHOBNEHMAX OpYyrMe agpeca n KOHTaKTbI.
CM. HWxXe pesynbraTbl aHann3os.

CkpuHwoTbl oT Mankna xunnecnu:
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Pe3ynbTaThl aHanNM3oB:
v Triage analysis >>
® Hybrid analysis >>

Y VirusTotal analysis >>

A Intezer analysis >>

2 ANY.RUN analysis >>

X VMRay analysis >>

W VirusBay samples >>

1 MalShare samples >>

% AlienVault analysis >>

2! CAPE Sandbox analysis >>
© JOE Sandbox analysis >>

CTteneHb pacnpoCTpaHEHHOCTU: HU3Kas.
MonpobHble cBeaeHns cobupatotca perynapHo. Npuckinante obpasupl.

=== ICTOPUA CEMENCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBJEHW/W === BLOCK OF UPDATES ===

Eweé He Gbino o6HOBNEHWI 3TOrO BapMaHTa.

=== BJIOK CCbIJTOK n CITACUBOK = BLOCK OF LINKS AND THANKS
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Thanks:

SIRi, Michael Gillespie
Andrew Ivanov (author)

* % %

to the victims who sent the samples

© Amigo-A (Andrew lvanov): All blog articles. Contact.
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