Analysis of the latest wave of Emotet malicious
documents
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In the first technical blog post from the Security Team, we're going to take a look at the latest
wave of Emotet from a specific angle: the downloader document (or maldoc).

Distributed as an attachment via malspam, the operators tend to play it fairly safely with the
range of lures they employ in emails - however they are still fairly advanced when compared
to other large scale campaigns. Over the past week we've observed a fairly even spread of
generic templates (e.g. shipping, invoices, scanned documents) and reply-to messages, with
more effort seemingly being made to appear more geographically relevant. Messages almost
always leverage the names of legitimate organisations and employees from the same region.
In the case of reply-to messages, email exfiltrated in past (or current) compromise is
responded to via another compromised account with a standard request to open the
attachment - though it's not uncommon to encounter messages that only have a signature.
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Mark Wilson <markw@thefrontstore.conz:> <accounts@renault-uniqueauto.coins

0OB3286018810GA.doc
=] 221 kB

Please open the attached document.

Mark Wilson
The

----Original Message-----

= *From:* ""

> *Sent:* Friday, August 27, 2020 21:40
= *To:* "Mark Wilson"

= *Subject:* Re: Mark Wilson

This message has been scanned for viruses and
dangerous content by MailScanner, and is
believed to be clean.

latest document template, dubbed "Red Dawn", was first seen on 26th August NZT. It was at
about this time that we also saw the volume of Emotet mail hitting NZ customers significantly
ramp up. Emotet consists of three botnets known as Epoch 1, 2 and 3. In the most recent
wave, we have only observed NZ targeted by Epoch 1 and 2. While there are no notable
differences in documents between the 3, email templates can vary depending on which
botnet they come from and post-compromise behavior also differs.

BB Microsoft

THIS DUMENT 15 PROTECTED.

Pressewing is not available for protected documents AS seen

Yo hawe o press "ENABLE EDITING® and "EMABLE CONTENT™ buttons to preview this document

above, the document requests for editing and content to be enabled to permit the macro to
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execute. Upon execution, the Document_load() function is invoked, which calls a function in
a custom form.

#

&) 0B3286018810GA - Levldaeyfl (Code)
Document

IPIlV-EltE Sub At first glance the function appears to be

Document open ()
S gil0c35zh248.Meid497ecvshp
End S5Sub

rather complex, however after following the code it becomes apparent that KIEP6Sq and
duFdpjP83 do absolutely nothing other than fill space. After each pairing of these variable
declarations are commands that serve as the functional portion of the script (highlighted with
breakpoints). For example, here an obfuscated string is declared as the variable that begins
with "Jcu" which is then passed to the deobfuscation function (more on that in a moment).
This is used to define the Win32 Process object that will later be used to launch PowerShell.

Funagtion Meid97ecvahp()
&5 BEszor Resse Hexe
ElEF6Sg = DemFESi0d ¢ Ime(3) / wOHLRZOCL / Acm(LECT3) / 2336 = Inc(MPZE) + 451405852 / CByrce (gnBvW / Sam(30)} *
duFdpijPE3 = 58911467 - Tan([60 / Mex |(powPES=x) f Mex [LIME * BZaGTicX9 * 9 ¢ CLng(3370))}) - 98 - Fix{3963 = zyl
Flescfilidxen = 200
O Exzor Rese=e Mexc
K1EP6Sg = DznFeSiod J Imc(dp F wSMIR2ZO0C1 / Atm(LECTI) / 233& = Inc(MPIN) + 451405852 F CByte(gnivK / Sgn{30)p ¢

duPdpiPed = 458001467 - Tan(60 / Hex(gewPi=x) / Hex (L3ME = BIaGTieXD = % = CLag(33T0)))) - 98 - Fix{3063 = =y
VayTIoludgl = ChrW(FIencfi3Bxoa = (¥W =+ 5 + Jubk = LO)) . .
On Error Resume NHext Slmllar
k1EPGSq = Denfedi0d f Int(dp / wSHLIRIOCL 7 ARSILEQTI) 7 2336 = Inc(HPIE) + 4514056852 / CByvelgnBvd / Sgaiddpy *

duFdpiPE3 = 45BS11467 = Tan(60 / Bex (gouwPS=mxi f Hex [LiME = BZaGTicX9 = % = CLng(33700)3}) = 98 - Fix{3963 = 2yl
[ JWTculztctvmtozilh = = (hav 32 ((lhqg gq721g(} 1))} beuwld(}) (heow 32((bbg ga7Z1lgi}}}) haaed () pwibsy 32{(jhg oa?2Lg ()} }} heao () )i}
On Esser Resuse Hext
K1EF6S5q = DeEnFESi0od / Imc{3) / wSHLIR20CL f Acm{LECT3} / 2326 *= Inc(MPIZK) + 451405852 f CByte (gnBvd / Sgu{30)} *
duFdpiPd = $88911467 - Tan(60 / Hex|gowPi=mxd f Hex (LIME = BZaGTicKs * & * CLag(33T0M}1) - 98 - Fix{3863 = zyD)
[ JWUavgSTy dagrgeTevbe = DisS00y=106 (Joulztcrvetazilb)
On Error Resusms Hexc
PIFEBAEN = frenFld@ifid f Tae iy 7 »RHIBIAST 7 RemafFATEL / J99E & TFrr /B%Fy L d032ALRLS F Flirra drnmifiadd F Bamaifne @

to the above, another function takes the value of the Control Tip for a tab on the form and
passes it to the same deobfuscation function. It is the output of this function that forms the
PowerShell command that retrieves and executes the Emotet payload.

Funotion HEwSrkhasmadi()
&n Exrez Resume Hext
ELEPESg = DraFé5ildd / Inc(3) S vSHIRIOCL f Rum(LEGT3) S 2336 = Int (MFIK} + 451405852 S CByte(gnivi / Sgr({3o}) =
duFdpiFRY = 585114467 - Tan(6d / Hex|gowPSmx) / Hex{ijME * BIaG7iciS * 9 * Clog(d3T00K}) - 98 - Fix(3963 * zyD)
[ Jpabagifbaznivec)s = 5 gilOciSzhad8 . Déjvebalzrgeghinds. Taba (1) .CoatralTipTex
On Errpr Resume HeNT
kIEP63q = DzaféFidd / Iaw(d) / vIHIRZOCL 7 Ato(LESTI) / 23346 = Iat (MPIK) + 451905852  CByte(qnbvd / Sgudd)) "The
guFdpIFE3 = 452911467 = Tan(60 / HexlgowPSmwy f Hex(iiME = BZaf7ieXd = 9 = CLeg(3ZT0)h}) = 98 = Fiw (3963 = zyD)

Gn Erre:r Reaume MHext
KlEFESEg = DenFE5idd / Inci3) [/ wSHIRZOCL ) Acn|LECTE) f 2336 = Inc|MPIE} + 451405852 f CByte(gnB3vH / Sgn{ad}) +#
duFdpiF83 = 458911467 - Tan(60 / Hex|gowPSaxi / Hex(ijME = BIaG7icK¥ * 9 * CLog(ddT0)bl) - 98 - Fix(A963 = zyD)
Emd Fusasiss

deobfuscation function turns out to be fairly basic:

o Takes the input string and saves it as a variable.

o Splits the string into an array, defining a series of alphanumeric characters and
parentheses as the separator.

» Re-joins the output of the array to form the output of the function.
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1 Dum
ELE|
@
]
CHyce (quBwd F Sgni30)) = Whlle
- 58 - Fix([35&3 = zyD)
L
.
Gn Essor Reasse Hext
K1EPESg = D Fl 52 J/ CHyce(qnBwW / Sgn
- TANIIY - 58 - Fix([35&3
Fi

baéic,.-doin.g this by hand would be time consuming, so let's automate it with Python. olevba
is used to extract the ControlTip text, from which the separator string is determined:

1ACS!E I

Naturally, the base64 is decoded and presents what looks a little more like a PowerShell

script:
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'+'n') ; =(("BJ i') ¥ 'Y 3} } SMymoy ({ )+ 1)
Obfuscation is removed, leaving a clean string that URLs can be extracted from:

commonly observed mistake for analysts to throw Emotet maldocs into sandboxes and
assume that the first URL that gets requested is the only one for the document, where there
should always be 5 or 7. Where one request fails, the next URL from the list will be
requested.

As has been illustrated, with a little work you can develop safer, faster and reusable
analytical methods. While there are methods also known for extracting the full URL set
through dynamic analysis (and the same works for discovering the C2 set of the payload),

5/6



static analysis is always going to be the safer approach as you're not having to touch
adversary infrastructure. While the above method is only valid so long as the script used to
generate the macros doesn't change, it still serves as a reliable template for an approach
and requires little work to adapt to changing conditions.

To keep up to date with Emotet developments, we recommend following @Cryptolaemus1
on Twitter. Abuse.ch also provide an excellent feed of Emotet indicators that can be ingested
in a variety of formats:

All IndeSIEM customers benefit from these detections via integration with LogRhythm. We
will also be continuing frequent testing of samples to ensure IndeEDR customers have full
coverage.

Those with an ANY.RUN account can download the sample described in this post here.

If you'd like to find out more about how Inde can help detect these security threats,
you can contact us here.
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