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Cyrat Ransomware

Cyrat Python Ransomware

(wndbpoBanbLMK-BbIMOraTerb) (NepBOMCTOYHUK)
Translation into English

OTOT KpMNTO-BbIMOraTenb WNPYET AaHHbIE NOnb3oBaTenel ¢ NoMoLLbLI0 MeToAa wudposaHua Fernet, a 3atem Tpebyet
Bbikyn B $500 B BTC, 4T06bI BepHyTb chaiinbl. OpuriHanbHoe HaseBaHue: B 3anvcke He ykasaHo. HanvcaHn Ha Python,

ncnoneayet PyCryptodome.

O6HapyxeHus:

DrWeb -> Trojan.Encoder.32429
BitDefender -> Trojan.GenericKD.43738468
ALYac -> Trojan.Ransom.Python

Avira (no cloud) -> TR/Ransom.ghsqgf
ESET-NOD32 -> Python/Filecoder.AB
Malwarebytes -> Ransom.FileCryptor
Tencent -> Win32.Trojan.Filecoder.Wopj
Symantec -> Trojan.Gen.MBT

TrendMicro -> TROJ_FRS.VSNTHQ20

© Meneanorus: npeabigywue Python ransomware ® >> Cyrat

o

M3o6paxeHne — norotun ctaTbun

K 3awmdposBaHHbIM hannam gobasnsetcs pacwmpenue: .CYRAT
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BHumaHue! HoBble paclumpenus, email 1 TEKCTbI O BbIKYNe MOXHO HalTW B KOHLIE CTaTbu, B OOHOBNEHUsIX. Tam MoryT
ObITb pa3nuunsi ¢ NepBoHaYanbHbIM BapUaHTOM.

AKTMBHOCTb 3TOr0 KpUNTO-BbIMOraTens npuniack Ha BTopyto nonosuHy aBrycta 2020 r. OpMeHTMPOBaH Ha aHrMosi3bl4YHbIX
nonb3oBaTernein, YTo He MeLLaeT PacnpoCTPaHsiTb ero no BCemy mMupy.

3anucka ¢ TpeboBaHMEM BbIKyna Ha3blBaeTCs:
RANSOME_NOTE.txt

CopepxaHue 3anucKu o BbiKyne:

The harddisks of your computer have been encrypted with an very very strong encryption algorithm.

There is no way to restore your data without a special key.

Only we can decrypt your files!

To purchase your key and restore your data, please follow these three easy steps:

1. Email the file called EMAIL_US.txt at Desktop\EMAIL_US.txt to officialintuitsoftware@gmail.com

2. You will recieve your personal BTC address for payment.

Once a payment of $1000 in btc has been completed, send another email to officialintuitsoftware@gmail.com Titled
"PAID".

We will check to see if payment has been paid.

Note: If you make your payment within 2 days, the fees would be slashed by half, that is $500 in btc

3. You will receive a text file with your KEY that will unlock all your files. You have 2 days from today being Aug-27-2020
IMPORTANT: To decrypt your files, place text file on desktop and wait. Shortly after it will begin to decrypt all files.
WARNING:

Do NOT attempt to decrypt your files with any software as it is obselete and will not work, and may cost you more to
unlcok your files.

Do NOT change file names, mess with the files, or run deccryption software as it will cost you more to unlock your files
and Your files might be lost forever.

Do NOT send "PAID" without paying, price will double for disobedience.

Do NOT think that we won't leave your files encrypted forever because we will"

Don't know what btc is? Visit https://bitcoin.org

MNepeBopn 3annUcKn Ha PyCCKUA A3bIK:

XecTkue amckn Ballero KOMMboTEPa 3anMgpoBaHbl C O4EHb HAAEXHBIM anropUTMOM LLUMAPOBAHUS.

Bes cneuunanbHOro Kroya HeBO3MOXHO BOCCTAHOBUTL BalLW AAHHbIE.

Tonbko Mbl MOXeM paclundgpoBaTth Bawy dannbi!

Y7106kl NprobpecTy KNnioY 1 BOCCTAHOBUTb AaHHbIE, BbIMOMHMUTE TPY NPOCTLIX Lara:

1. OTtnpaBbre dann EMAIL_US.txt ¢ Desktop\EMAIL_US.ixt no email Ha agpec officialintuitsoftware@gmail.com

2. Bbl nony4yute cBow nu4dHbIM agpec BTC gng onnatsbl.

Mocne 3aBeplueHuns nnatexa B pasmepe $1000 B GUTKoOMHaxX oTnpasbkTe ellle oaHo email Ha agpec
officialintuitsoftware@gmail.com ¢ Temon "PAID".

MbI npoBepuM, BHeCeHa nn onnara.

MpumeyaHue: ecnu Bbl caenaeTe nnaTex B TedeHue 2 AHel, KoMuccusl ByaeT CHbkeHa Bagoe, To ecTb $500 B GUTKoMHax.
3. Bbl nonyunte TekctoBbi pann ¢ KIMKOYOM, koTopbii pa3bnokupyeT Bce Bawuv dawnbl. Y Bac €CTb 2 AHSA C
cerogHsaLwHero gHa - 27 asrycta 2020

BAXHO: Yto6bI paclwmndposaTth tainbl, ToMecTuTe TeKCToBbIN hann Ha pabounin cton n nogoxaute. Bekope nocne
3TOr0 HaYHYT pacnMdpoBbIBaTLCH BCe hamrbl.

MPEOYNPEXOEHNE:

HE nbiTanTech pacumdpoBaTh Baliy dainbl C MOMOLLbI Kakon-TO NporpamMmel, Tak kak OHO ycTaperno v He byaet
paboTaTb, a pacnakoBka gainrnoB MOXeT CTOMTb Bam Gonblue.

HE n3meHsanTe nmeHa annos, He CBA3bIBaWTECH C (harinamu 1 He 3anyckanTe nporpamMmmbl AN AelngpoBaHns, Tak Kak
pasbrioknpoBka ¢annos byaeT cTonTb BaM JOPOXe, 1 Balum darinbl MOryT ObITb NOTEPSIHBbI HABCeraa.
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https://1.bp.blogspot.com/-HUMrdCaAvZw/X0lNQXtj43I/AAAAAAAAVN4/lmN5CHDW9tgZFvPhdOXuFa3oilkmWrTDACLcBGAsYHQ/s1600/txt-note.png

HE otnpaensnte "PAID" 6e3 onnartbl, LeHa 3a HenocrnyLuaHne yaBouTCs.
HE pymainTe, 4TO Mbl HE OCTaBuMM Bally dpannbl 3almMdpoBaHHbIMK HaBceraa, NoTomMy YTo Mbl "
He 3HaeTte, uto Takoe BTC? MNocetuTe https://bitcoin.org

Takke ncnonbsyetcsa pann EMAIL_US.txt, KoTopbIi HYXKHO OTNPaBUTb BbIMOraTtensam.

Tarkeke ncnonb3yetcs nsodbpaxeHne background_img.png, 3ameHsitoliee obon Paboyero ctona. Tekcta HeT, BUANMO
KapTMHKa NpPoOCTO NOHpaBuiacb BbiMOratenam n oHun eé NPUNOXunn BMeCTo 0ObIYHOro TEKCTA.

TexHU4Yeckne getanu

MoxeT pacnpocTpaHATbLCA NyTEM B3NIOMa Yepes He3alLMLeHHY kKoHpurypauuio RDP, ¢ nomouso email-cnama u
BPEOOHOCHbIX BNOXEHWIN, OOMaHHbIX 3arpy3ok, 60THETOB, 9KCMNIOWTOB, BPEAOHOCHON peknambl, BE6-MHXEKTOB,
danbLmBbIX 0O6HOBMEHWI, NepenakoBaHHbIX U 3apaXEHHbIX MHCTannATopoB. Cm. Takke "OCHOBHbIE CMOCO6bI
pacnpocTpaHeHns KpunToBbIMoraTenen" Ha BBOAHOW CTpaHuLe 6rora.

HyxxHo Bceraa ncnonb3oBatb AKTyanbHY0 aHTUBUPYCHYIO 3almTy!!!
Ecnu Bbl npeHebperaete KOMNNEKCHOW aHTUBMPYCHOW 3awmTon knacca Internet Security unu Total Security, To xoTs1 Gbl
JenanTe pesepBHOE KONMMpOBaHME BaXHbIX hansioB no metoay. 3-2-1.

» BpegoHocHas nporpaMmMa BblnieTaeT ns-3a npobnemsl ¢ Pyfiglet.
» CkaumBaeT nyonuuHbiv krtod 3 MediaFire.

» BblgaeT cebs 3a MHCTPYMeEHT ucnpasnenus DLL.
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Cnucok ¢hannoBbIX paclUMpeHU, NnogBeprarowmnxca WudpoBaHUIo:

.123, .3dm, .3ds, .3g2, .3gp, .3gp, .602, .7z, .accdb, .aes, .ai, .asf, .asm, .asp, .backup, .bak, .bat, .omp, .boop, .brd, .bz2,

.C, .Class, .cmd, .cs, .csr, .css, .csv, .db, .dbf, .dch, .deb, .der, .dif, .dip, .djvu, .doc, .docb, .docm, .docx, .dot, .dotm, .dotx,
.dwg, .edb, .eml, .exe, .flv, .frm, .gif, .gpg, .gz, .h, .html, .hwp, .ibd, .iso, .jar, .java, .jpeg, .jpg, .json, .jsp, .key, .lay, .lay6,
Adf, .m3u, .m4u, .max, .mdb, .mdf, .mid, .mml, .MP2, .MP2, .mp3, .mp3, .mp3, .MPE, .MPE, .mpeg, .mpeg, .MPEG,
.MPEG, .mpg, .MPG, .MPV, .MPV, .msg, .myd, .myi, .nef, .odb, .odg, .odp, .ods, .odt, .OGG, .OGG, .onetoc2, .ost, .otg,
.otp, .ots, .ott, .p12, .PAQ, .pas, .pdf, .pfx, .php, .pl, .png, .pot, .potm, .potx, .ppam, .pps, .ppsm, .ppsx, .ppt, .pptm, .pptx,
.ps1, .psd, .pst, .py, .rar, .raw, .rb, .rtf, .sh, .sldm, .sldm, .sldx, .slk, .sIn, .snt, .sql, .sqlite3, .sqlitedb, .stc, .std, .sti, .stw,
.suo, .svg, .swf, .sxc, .sxd, .sxi, .sxm, .sxw, .tar, .tbk, .tgz, .tif, .tiff, .txt, .uop, .uot, .vb, .vbs, .vcd, .vdi, .vmdk, .vmx, .vob,
.vsd, .vsdx, .wav, .wb2, WEBM, .wk1, .wks, .wma, .xlc, .xIm, .xls, .xIsb, .xlsm, .xIsx, .xlt, .xItm, .xltx, .xlw, .zip (188
paclwmnpeHnit).

3710 pokymeHTbl MS Office, OpenOffice, PDF, TekcToBble dhannbl, 6a3bl AaHHbIX, ooTorpadmm, My3bika, BUAEO, daninbl
06pa30B, apxmBbl ¥ MNp.

B cnucke ecTb ewe 8 pacwupenun: .ARC, .asc, .cgm, .cpp, .crt, .fla, .js, .sch, koTopble n3-3a owmnbKM B koge He ByayT
HangeHbl.

Cnucok ueneBbiX AUPEKTOPUNA:
"Pabounn cton", "3arpysku", "zobpaxenns”, "Mysbika", "Bugeo”, "OokyMeHTb!"

daiinbl, cBA3aHHbIe ¢ 3TUM Ransomware:

RANSOME_NOTE.txt - Ha3BaHue darna c TpeboBaHMeEM BbIKyNa;

EMAIL_US.txt - cneumanbHbIi haiin, B KOTOpbI coxpaHsaeTcs 3awmndpoBaHHbIv Koy Fernet;
background_img.png - nsobpaxeHune 3ameHsitoLilee obon Pabouyero ctona;

key.txt

pub_key.pem

<random>.exe - cny4anHoe Ha3BaHVe BpedoHOCHOro danna.

Hamas

Pertatia [sas.tatia o

Haaciar

PacnonoxeHus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peecTtpa, cBsA3aHHble ¢ 3TUM Ransomware:
CM. HWXe pesynbraTbl aHaNM30B.

MHTepecCHbIN CTPUHT:
>0VovoNono”o~o0AoaoQoqgoloioYoyoEoeoUouoMomo]o}oCocoSosoKoko[o{oGo'o

MbloTeKehbl:
CM. HWXKe pe3ynbTaThl aHaNM3oB.

CeTeBble NOAKIIOYEHUS U CBA3M:
URL un3obpaxeHus:

https://images.idgesg.net/images/article/2020/05/ransomware_attack_worried_businessman_by_andrey_popov_gettyimages-

1199291222_cso_2400x1600-100840844-large.jpg
Email: officialintuitsoftware@gmail.com
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BTC:
CM. HXe B OBHOBMEHUAX Apyrue agpeca U KOHTaKTbl.
CM. HUXe pe3ynbTaTbl aHanM3os.

Pe3ynbraTthl aHanu3oB:

v Triage analysis >>

@ Hybrid analysis >>

¥ VirusTotal analysis >>
4 Intezer analysis >>

2 ANY.RUN analysis >>

X VMRay analysis >>

W VirusBay samples >>

[ MalShare samples >>

@9 AlienVault analysis >>
CAPE Sandbox analysis >>
© JOE Sandbox analysis >>

CTteneHb pacnpoCTpaHEHHOCTU: HU3Kas.
MonpobHble cBeaeHus cobupatoTcs perynsapHo. MNMpuckinante o6pasubl.

=== ACTOPWUSA CEMEWCTBA === HISTORY OF FAMILY ===

=== BJIOK OEHOBJTIEHWW === BLOCK OF UPDATES ===

Ewwé He 6bino o6HOBNEHMI 3TOrO BapraHTa.

=== BJIOK CCbIJTIOK n CMTACUBOK = BLOCK OF LINKS AND THANKS ===

Karsten Hahn, Michael Gillespie
Andrew Ivanov (author)

* %k *

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles. Contact.

5/5


https://tria.ge/200828-jthp2wpwzs/behavioral1
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https://www.virustotal.com/gui/file/4b76ad80e9ce4c503bde0e476a88447426fc38315d440d22926627295e1b0ec6/detection
https://analyze.intezer.com/analyses/e2b40f1c-b72e-4301-b3af-a36297e7b4e8
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