QakBot (QBot) Maldoc Campaign Introduces Two New
Techniques into Its Arsenal
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Morphisec Labs has tracked a massive maldoc campaign delivering the QakBot/QBot
banking trojan, starting earlier this month. Qakbot leverages advanced techniques to evade
detection and hamper manual analysis of the threat. In this post we will mention two of those
interesting techniques.
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QakBot attacks typically include a malicious attachment to a phishing email. Often these are
bare Microsoft Word documents attached to the spam email. This particular campaign
features a ZIP file; within the ZIP attachment is a Word document that includes macros within
the document. These macros execute a PowerShell script that then downloads the Qakbot
payload from specific URLs.

This particular QakBot campaign also includes two new techniques: a bypass of the content
disarm and reconstruction (CDR) technology through zipping the Word document, and a
bypass of child-parent pattern detection because Visual Basic is executed using Explorer.

QakBot Technical Analysis

The first step in the attack chain is a phishing email sent with a ZIP file attached. As in
classic phishing attacks, the email is designed to encourage the target to click on the file and
download it. Though phishing through ZIP is very popular today and you would expect to find
executable in the zip, in this case it was just a simple word phishing document. The question
then is why would an attacker send a document through zip and not directly? The reason is
that many content disarm and reconstruction (CDR) systems will strip a document delivered
as an attachment from all the malicious artifacts. Sending a Word document in a ZIP file, as
the attacker does here, is a perfect way to bypass CDR systems.

Canada Labour Program Inquiry

8] 13.08_2020_1191901318.7ip
374 KB

~

Dear Mr. Wolfe

We have attempted to contact you via telephone but was unable to get through due to the time differences befween the provinces. You had contacted our call centre

callback request and left your work number but not a direct extension

Should you still have further questions, you can contact me at using my contact information below.

Regards,

Kelly Wong
Labour Standards / Labour Program
Employment and Social Development / Government of Canada

Figure 1: An example of the phishing email the target receives

The ZIP file contains a Microsoft Word document. The attackers use a common tactic to lure
the victim to enable macros: when the target downloads the file, it asks for the target to
enable editing and then enable content in order to view the document.

2/6



, 2020 1191901318 _.doc - Protected View - Sawved to this PC ~ ,O Search _

File Home Insert Design Layout References Mailings Review View Help

(D PROTECTED VIEW Be careful—files from the Internet can contain viruses, Unless you need to edit, it's safer to stay in Protected View. Enable Editing

Document created in earlier
version of Microsoft Office Word

To view this content, please click "Enable Editing' from the yellow bar
and then click "Enable Content"

Figure 2: The maldoc asks for the target to enable editing and to enable content

When we looked at the macros, we noticed two automatically triggered functions: AutoOpen
and AutoClose. As the names suggest, these two functions activate when the document is
opened and when the document is closed.

Project - pikatop X| | |(generan ~| |autociose

= B Private Hateriklahtduehhdfegtr

=-&¢ Normal | Sub autDDpEnt]I

i[5 Microsoft Word Objects

: ] ThisDocument Open "C:\ProgramData\Kerpok" & ijfuihifuifhuiunifggfyi.Tag For Binary As #1
-4 Pikatop (13_08_2020_1191901318)
B3 Microsoft Ward Objects Fut #1, , " "
i L i]Bioter] Put #1, , "
2425 Forms Fut #1, , "
i iffuihifuifhuiuifaafyi Put #1, , " "
25 Modules Put #1, , " "
T el Montag Put #1, , "
{23 References Put 1, , "
Put #1, , "
put #1, , " "
Put $#1, , " "
Put #1, , " '
Put #1, , "
Closs #1
55veChangEs:=False
Properties - Bikoter il

End Sub

Bikoter Document Vl | Sub autoclose () I

Alphabetic  Categorized

|(Name) Bikoter ~

\AutoFormatOverride False Open "C:\ProgramData\Portes"™ & ijfuihifuifhuiuifggfvi.Tag For Binary As #1

|AutoHyphenation False

lAutoSaveOn False

(ChartDataPaintTrack False

\ConsecutiveHyphensLimit 0

DefaultTabStop 35,4

fadllTargetrame explorer.exe CrProgrambata Portes.vbs | Put #1, , © ' 7568967 735241

[Disabler eatures False Put #1, , " 1124235 4626796 1235423523
DolNotEmbedSystemFonts True Fut #1, , " '8788789 '679679679
[EmbedLinguisticData True Fut #1, , " 7568967735241

EmbedTrueTypeFonts False Put #1, , " '1242354686756 1235423523
[EncryptionProvider Put #1, , " 19789789 1679679679
Enforcestyle False Put #1, , " 17568967735241

FarEastLineBreaklLanguage Fut #1, , " '1242354686796 1235423523
FarEastlineBreakLevel 0 - weFarEastLineBreakL evelNormal Fut #1, , © 19789788 1679679679

Final False Put $#1, , " 1756896 7735241

[FormattingShowClear True Put #1, , " '1242354686796 1235423523
IFormattingShowFiter 5 - wdShowFilterFormattingRecommended Put #1, , " 19789788 1679679678
[FormattingShowFont False Put #1, , " ' 7568967735241

[FormattingShowNextevel True Put #1, , " 112423546 86796 1235423523
FormattingShowNumbering False Put #1, , " '57887855 "E79E79679
IFormattingShowParagraph False

[FormattingShowlserStyleName | False

\GrammarChecked True Put #1, , ijfuihifuifhuiuifggfyvi.jnfddnfdfdfusdhfshfgfh.Caption

\GridDistanceHorizontal 9

(GridDistanceVertical 9 Close #1

lGridOriginFromMargin True

(GridOriginHorizontal 0 Set Hateriklahtdushhdfegtr = CreateObject (ijfuihifuifhuiuifggfyi.Caption)

(GridOriginvertical o Hateriklahtduehhdfegtr.Exec|Bikoter.DefaultTargetFrame |

\GridSpaceBetweenHorizontalLines | 1

GridSpaceBetweenVerticallines |1 | End Sub

3/6



Figure 3: The AutoOpen and AutoClose triggered functions

The AutoOpen function creates a decoy VBS file filled with some spaces in the ProgramData
directory, then triggers the AutoClose function by executing the command Application.Quit.

When triggered, the AutoClose function dumps all of the form caption into another VBS file in
ProgramData, which is then executed using the WScript.Shell Exec method with the
command "explorer.exe C:\ProgramData\Portes.vbs" that is stored in the
DefaultTargetFrame property. Executing through explorer.exe is simple but still very unique
and will break many of the existing pattern recognition capabilities of different EDR products.
This may reduce the score of the attack just enough to stay under the radar.
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Figure 4: WSCrlpt Shell

When the script is executed, it dumps a couple of commands to a separate batch script and
executes it. The batch script kills the WINWORD.exe process, and then runs a PowerShell
command that iterates over several URLs. If active, it will download and execute the payload,
which is QakBot(QBot). Last, the batch script deletes all of the artifacts from the infected

machine.
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Conclusions

Morphisec identified an increase in QakBot/QBot delivery during the last several months.
EDRs / AVs have a hard time detecting distributed behaviour in which not a single process
does something malicious but all the processes combined act in a malicious way. We
identified a similar execution in the delivery of other malwares such as Emotet, Tesla and
more.

A proactive, prevention-first approach to cybersecurity is key to protecting your enterprise
against these evasive threats. This approach includes hardening your environment or
deploying advanced preventive technology in your enterprise. The moving target defense
technology that underpins Morphisec Shield and Morphisec Guard immunizes your
enterprise and protects you against advanced evasive threats such as QakBot.
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