ThunderX, Ranzy Locker

. id-ransomware.blogspot.com/2020/08/thunderx-ransomware.html

ThunderX Ransomware

Ranzy Locker Ransomware

(wndppoBanbLMK-BbIMOraTesb) (NepBOUCTOYHUK)
Translation into English

OTOT KpUNTO-BbIMOraTens LWMAPYET AaHHbIe Nonb3oBaTenen ¢ nomowbio Salsa20, a 3atem
TpebyeT Bbikyn B # BTC, 4tobbl BEpHYTb (hannbl. OpurnHanbHoe Ha3BaHue: ThunderX. Ha
doanne HanucaHo: HET AaHHbIX.

OO6Hapy>xeHus:

DrWeb ->

Trojan.Encoder.32480, Trojan.Encoder.32485, Trojan.Encoder.32806, Trojan.Encoder.33314
BitDefender -> Trojan.GenericKD.34388567, Gen:Heur.Ransom.Imps.1

ESET-NOD32 -> A Variant Of Win32/Filecoder.ODD, A Variant Of
Win32/Filecoder.RanzylLocker.A

Malwarebytes -> Ransom.FileCryptor, Ransom.Ranzy

Microsoft -> Trojan:Win32/Ymacco.AA64, Ransom:Win32/FileCrypter. MBIMTB

Rising -> Trojan.Generic@ML.85 (RDML:***, Ransom.FileCrypter!8.11F42 (TFE*
Symantec -> ML.Attribute.HighConfidence, Downloader, Ransom.RanzylLocker
TrendMicro -> Trojan.Win32.WACATAC.THHAHBO, Ransom.Win32. THUNDERX.SMTH

© lNeHeanorus: Ako = ThunderX > Ranzy Locker

3Hak "=" 30ecb 03Ha4yaeT nepexopn Ha apyryto paspaboTky. Cm. "[eHeanormnga".
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N306pakeHne — norotmn ctatby

K sawmndpoBaHHbIM dharinam gobaBndeTtca crnyvanHoe paclumpeHume: .<random>

Mprmepbl Taknx pacLunMpeHni:
.BuchX

.SNwyR

.cyekE

B obHOBNeHHOM BapuaHTe cTano ucnonb3oBaTbes pacwmpeHue: .tx_locked
(T.e. "ThunderX locked").

Mo3xe, BapnaHT Ranzy Locker nonyyun pacwuperHna .RNZ u .ranzy

BHumaHue! HoBble paclumpeHus, email n TeKCTbI O BbIKyne MOXHO HanTU B KOHUE CTaTb, B
obHoBnNeHnax. Tam MoryT 6bITb pa3nuynsi C NepBoHaYaribHbIM BapuaHTOM.

PaHHAs akTUBHOCTb 3TOrO KPMNTO-BbIMOraTens NpuLLachk Ha KOHEL, aBrycra - Hadano
ceHTabps 2020 r. OpueHTUPOBaH Ha aHINOA3bIYHbIX MNOMb30BaTENEN, YTO HE MEeLLaeT
pacrnpoCcTpaHaTb ero No BCEMY MUPY.

3anucka c TpeboBaHMeM Bbikyna HasbiBaeTcs: readme.txt

2/12


https://1.bp.blogspot.com/-PebkNQ8LbW0/X1ZBrvg8qhI/AAAAAAAAVXE/sWe_ZOpnDlE3UY34-vpJ4QsTSCR3hO57gCLcBGAsYHQ/s1600/logo.png
https://3.bp.blogspot.com/-g1khX78dPVo/WyNq6za-WMI/AAAAAAAAKz4/Jw7rid06qoAqXR3Q0hnbkblRfwOfN_ESgCLcBGAs/s1600/gen_info.png
https://1.bp.blogspot.com/-H1vgHbxpODg/X1ZEYARNmrI/AAAAAAAAVXQ/lWIoJwyu_00jSunFziPXtjECK1fHRoRJgCLcBGAsYHQ/s1600/note-1.png

CopepxaHue 3anucku o Bbikyne (1-1 BapuaHT):

Attention! Your network has been locked

All files on each host has been encrypted

For this server all encrypted files have extension: .SNwyR

You cant open or work with encrypted files while it encrypted

All backups has been deleted or formatted, do not worry, we can help you restore your files
We use strongest encryption algoriths, the only way to return your files back - contact us and
receive decryption program.

Do not worry about guarantees - you can decrypt any 3 files FOR FREE as guarantee
Contact us: deloneThunder@protonmail.com or ThunderBirdXeX@cock.li

And attach in first letter this file or just send all info below (copy all info!):

key: eydJleHQIOiluU053eVIiLCJIrZXkiOiJKMEIr*** [totally 1012 chars]

personal id: AX90F***

MNepeBop 3anMcku Ha pycckum A3bIK (1-1 BapuaHT):

BHumanue! Bawa ceTb 3abnokmpoBaHa

Bce ghannbl Ha KaXkgom xocTe 3almndpoBaHbl

[nsa atoro cepBepa Bce 3aumdpoBaHHble hannbl uMmetoT pacumperme: .SNwyR

Bbl He cmMOXeTe OTKpPbITh 3almMdpoBaHHbIe hansibl nnn paboTatb C HUMMK, NOKa OHM
3almgpoBaHbl

Bce pesepBHble Konuu yaaneHsl Unn otdoopMaTMpoBaHbl, He BOITHYUTECh, Mbl MOXEM
NOMOYb BaM BEPHYTb BalLu hannbl

Mbl ncnonb3yem camble HageXHble anropuTMbl LUIMPPOBAHUSA, €ANHCTBEHHbIN CNOCO6
BEPHYTb BalLK dansibl - HaNUcaTb HaM 1 NONY4YUTb NPOrpaMmy AelwmdpoBaHuUS.

He 6ecnokonTtechb o rapaHTusx - Bol Moxxete BECIJIATHO paclumndposaTth nobble 3 hanna
B KayecTBe rapaHTuu

Muwute Ham: deloneThunder@protonmail.com vnn ThunderBirdXeX@cock.li

W npukpenute B NnepBoM nNuUcbMe 3TOT dpanin unm NnpocTo OTNpaBbTe BCHO UHAY HMKE
(ckonupymTe BCIO HAY!):

kntou: eydleHQIOiluU053eVIiLCJrZXkiOiJKMEIr *** [Bcero 1012 cumonos]
nepcoHanbHbIn id: AX90F ***
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CpaBHUTe paHHUI BapuaHT ¢ 6onee HOBbIM BapMaHTOM 3arucKu.

CopepxxaHue 3annCKu O BbiKyne (2-i BapuaHT):

Attention! Your network has been locked by ThunderX

Your computers and server are encrypted

For this server all encrypted files have extension: .tx_locked
Follow our instructions below and you will recover all your data

You cant open or work with files while it encrypted - we use strongest encryption algorithm
All backups are deleted or formatted, do not worry, we can help you restore your files

The only way to return your files back - contact us and receive decryption program.

Do not worry about guarantees - you can decrypt any 3 files FOR FREE as guarantee
Contact us: deloneThunder@protonmail.com or ThunderBirdXeX@cock.li

And attach in first letter this file or just send all info below (copy all info!):

key *k%

personal id; ********

MepeBoa 3annCKN Ha PyCCKUM A3bIK (2-1 BapuaHT):

BHumaHume! Bawa ceTtb 3abnokupoBaHa ThunderX

Bawum koMnbloTepsbl U cepBep 3alimMpoBaHbl

[lns aToro cepBepa Bce 3alumpoBaHHble hannbl MeT paclumnpeHune: .tx_locked.
CnenyinTe HaWMM UHCTPYKUUAM HUXE, U Bbl BOCCTAHOBUTE BCE CBOW AaHHbIE

Bbl He MOXeTe OTKpbIBaTb dhansbl Unu pabotatb C HUMK, NOKa OHW 3aIMGPOBaHbI - Mbl
NCMoNb3yeM CaMblili HA4EXHbIA anropuTM WK poBaHms ***

Bce pesepBHble Konuu yaaneHsl Unn otoopMaTUpoBaHbl, He BONMTHYUTECh, Mbl MOMOXEM BaMm
BOCCT@HOBMUTb BalUn hansibl

EOnHCcTBEHHBINM cnocob BepHYTh BalLM ghansibl - CBA3aTbCHA C HAMU U NOMAYyYUTb NPOrpamMmmy
Ans gewmndpoBaHus.

He 6ecnokonTtechb o rapaHTusx - Bbl Moxxete BECIJIATHO paclumndposaTth nobble 3 hanna
B KayecTBe rapaHTuu

Muwute Ham: deloneThunder@protonmail.com vnn ThunderBirdXeX@cock.li

W npukpenute B NnepBoM nNuUcbMe 3TOT dparin unm NnpocTo OTNpaBbTe BCHO MHAY HMKE
(ckonupymTe BCIO UHAY!):

KIroY: ***
nepcoHanbHbIN i

d . kkkkkkkk

TexHun4yeckue getanu
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MoxxeT pacnpocTpaHATbCA NyTEM B3rioMa Yepes HesallmLLeHHY KoHdurypauuio RDP, ¢
nomoLbo email-cnama n BpegoHOCHbIX BNOXEHUA, 06MaHHbIX 3arpy30k, 60THETOB,
9KCNNOMTOB, BPEOOHOCHOW peknamMbl, BE6-MHXEKTOB, (hanbLlUMBbIX OOHOBNEHUN,
nepenaxkoBaHHbIX N 3apaXXEHHbIX MHCTaNNATopoB. CM. Takke "OCHOBHbIE CNOCOObI
pacrnpoCcTpaHeHus KpunToBbiMoraTenen" Ha BBOAHOW CTpaHuvue bnora.

Hy>xHO Bcerga ucnornb3oBaTb AKTyanbHY aHTUBUPYCHYIO 3awmTty!!!

Ecnu Bbl npeHebperaete KOMMNNEKCHON aHTUBUPYCHOW 3alumTon knacca Internet Security nnm
Total Security, ToO x0Ta Obl AenanTe pe3epBHOE KONMPOBaHNE BaXKHbIX dannoB No metoay. 3-
21.

» YnansieT TeHeBble Konun harnoB ¢ NOMOLLbI KOMaHAbI:
wmic.exe SHADOWCOPY /nointeractive
vssadmin.exe Delete Shadows /All /Quiet

Cnucok channoBbIX paclumMpeHnin, nogseprarowmxcs WwnpoBaHuio:
OT10 pokymeHTbl MS Office, OpenOffice, PDF, TekctoBble ¢hannbl, 6a3bl AaHHbIX,
doTorpadumn, Mysbika, Buaeo, annsl o6pa3os, apxmebl 1 Mp.

Cnucok nponyckaemMbIiX pacLlUMpPEeHUN:
dll, .exe, .ini, .Ink, .key, .rdp

NMponyckaemMble QUpPeKTopun:
AppData, boot, PerfLogs, PerfBoot, Intel, Microsoft, Windows, Tor Browser.

®dannbl, cBA3aHHbIe ¢ 3TMM Ransomware:
readme.ixt - Ha3BaHne danna c TpeboBaHMEM Bbikyna
<random>.exe - criydanHoe Ha3BaHue BpeJoHOCHOro canna

LockerStub.pdb - Ha3BaHue danna npoekTa

PacnonoxeHus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

C:\Users\GhOSt\Desktop\ThunderX\Release\LockerStub.pdb
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3anucu peecTpa, cBsi3aHHble ¢ 3TUM Ransomware:
CM. HWXe pesynbTaTbl aHanm3oB.

MblOoTeKChbl:
CM. HMXe pesyrnbTaTbl aHanmM30B.

CeTeBble NOAKMIOYEHUSA U CBA3M:

Email: deloneThunder@protonmail.com, ThunderBirdXeX@cock.li
BTC: -

CM. HMXe B OBHOBRNEHUAX apyrve agpeca N KOHTaKThbl.

CM. HMXe pesyrnbTaTbl aHanmM30B.

Pe3ynbraTbl aHann3oB:

v Triage analysis >>

® Hybrid analysis >>

X VirusTotal analysis >> VT>
A Intezer analysis >> |1A>

2 ANY.RUN analysis >>

X VMRay analysis >>

\) VirusBay samples >>

1 MalShare samples >>

% AlienVault analysis >>
CAPE Sandbox analysis >>
© JOE Sandbox analysis >>

CTeneHb pacnpoCcTpaHEHHOCTU: HU3Kas.

MoapobHble ceeaeHust cobupatotea perynsipHo. Npuckinante obpasubl.

=== ICTOPUA CEMEWNCTBA === HISTORY OF FAMILY ===

=== BJIOK OGHOBJIEHUN === BLOCK OF UPDATES ===

O6HoBneHue ot 7 ceHTA6psa 2020:
CoobuieHve >>

Pacwupenue: .tx_locked

3anucka: readme.txt

Pesynerathl aHanusos: VT + I1A
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https://analyze.intezer.com/analyses/45ebc063-efa0-40c5-889b-11bf3b0a0dc1
https://analyze.intezer.com/analyses/5d839db0-55a8-4808-9410-5d687587d9c1
https://twitter.com/siri_urz/status/1302961362583171072
https://www.virustotal.com/gui/file/0fbfdb8340108fafaca4c5ff4d3c9f9a2296efeb9ae89fcd9210e3d4c7239666/detection
https://analyze.intezer.com/analyses/5d839db0-55a8-4808-9410-5d687587d9c1

O6HoBneHue ot 14 ceHTA6psa 2020:
CoobuieHue >>

Pacwwupenue: .tx_locked

3anucka: readme.txt

Email: mbhelp@protonmail.com
akodesh@tutanota.com

Pesynetathl aHannsos: VT + VMR + |

O6HoBneHue ot 29 ceHTAGpsa 2020:
CoobuieHve >>
CamoHasBaHue B 3anucke: Ranzy Locker

HasBaHue canna npoekta: C:\Users\Gh0St\Desktop\ThunderX\Release\LockerStub.pdb

PacwmpeHnue: .RNZ
3anucka: readme.txt

Email: suppfilesencrypt@protonmail.com, filesencryptedsupp@protonmail.com

Pesyneratbl aHanunsos: VT + |A + HA

Forrre— s -

O6HoBneHue ot 5 okTAGpA 2020:
Bbimoratenu noarotoBunn 3ameny.

HoBebin obpasey BpegoHoro MO: VT + 1A
[ata cosgaHusa: 5 oktsabpa 2020.

[ata 3arpy3kun Ha aHanus: 21 oktabpa 2020.

Ha ckpuHwoTte oT Intezer BUgHO, 4T0 B 3TOM 0b6pasue ecTb reHbl 060MX BEPCUMA.
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https://twitter.com/demonslay335/status/1305934117767348225
https://www.virustotal.com/gui/file/ce40e14206c9c3128064f6c03c9030289df4ad3303e83c9ee2b8740b5f88de74/detection
https://www.vmray.com/analyses/ce40e14206c9/report/overview.html
https://analyze.intezer.com/analyses/47dd9910-509d-491a-a1e5-82870499bdb0
https://twitter.com/fbgwls245/status/1311164451324719104
https://www.virustotal.com/gui/file/f49e706389b4d4bd83cf567ef97fa89fe0074044ba3c7f2b42fc8d4a4162fefc/detection
https://analyze.intezer.com/analyses/8d7d3eaa-1c9d-4a15-bca2-3d93726d0355
https://www.hybrid-analysis.com/sample/f49e706389b4d4bd83cf567ef97fa89fe0074044ba3c7f2b42fc8d4a4162fefc/5f76003fde22de717e3cee26
https://1.bp.blogspot.com/-Wu8jUiEX4f0/X3YA_LSTewI/AAAAAAAAV2g/CDgkbjnTE5AgaEclcgeAlZauXK6kHunsQCLcBGAsYHQ/s952/note-29-9-20.jpg
https://www.virustotal.com/gui/file/90691a36d1556ba7a77d0216f730d6cd9a9063e71626489094313c0afe85a939/detection
https://analyze.intezer.com/analyses/0e8beaaa-085c-43fb-9467-88235c17d701

5 WTEEDE AMALYTE

O6HoBneHue ot 16 okTAGpA 2020:
Crartbsa Ha cante BC >>

PacwmpeHue: .ranzy
3anucka: readme.txt
Cant: hxxxs:/franzylock.hk/***

8 rainere Hewpal T
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C

Locked by Ranzy Locker

Your files and servers encrypted.

What's happened?

How to decrypt my files?

il by s Ul
e e b ard

Write to lie chat, if you want o buy
decryptos

ou slse can decrypd 3 fbes for FREE & uaraniets

Tenepb odmumanbHO cooobLlaeTcs:

1) aTOT WMdpoBanbLUUK Nony4mn HoBoe Ha3BaHue Ranzy Locker;

2) Npynna, ynpaenstowas Ranzy Locker, 3anyctuna cant "Ranzy Leak" ans nybnukaumm
YKpageHHbIX AaHHbIX.

O6HoBneHue ot 16 okTAGpa 2020:

CoobuleHue >>

Bepcus: Ranzy Locker 1.1

PacwmpeHue: .ranzy

Tenepb ncnonb3ykoTcsa 2 canta B cetu Tor: oguH BMecTo email onga obuweHus ¢ xepresamu,
Apyron HasBaeTtca "Ranzy Leak", ana nybnukauuun ykpageHHbIX AaHHbIX. Kctatn 9TOT JOMEH
paHee ncnonb3osarcs sbiMoratenamm Ako Ransomware.

Ranzy

O6HoBneHue ot 28 okTAGpA 2020:
CoobuieHne >>
CoobuieHve >>
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https://1.bp.blogspot.com/-cIVXPBfI3SQ/X466no-OgAI/AAAAAAAAWII/Iq8u9yA0Ar8xn36kimGEnto628zmI9A2wCLcBGAsYHQ/s916/note.png
https://twitter.com/Kangxiaopao/status/1321347075779407872
https://twitter.com/argevise/status/1324841610048380929

PacwunpeHue: .ranzy
URL: hxxx://ranzylock.hk/O19QN6QR

Tor-URL: xxxx://a6a5b4ppnkrio3nikyutfexbc6y5dc6kfhj3jr32kdwbryr2lempkuyd.onion/

AHanusbl: VT + 1A / VT

BapuaHT ot 22 cdheBpansa 2021:

CoobuieHve >>

Pacwupenue: .RANZYLOCKED

3anucka: readme.txt

Email: kazinbekdutch@tutanota.com
kazinbekdutch@cock.li
kazinbekdutch@protonmail.com

PesynbraTthl aHanusos: VT

» O6GHapyxeHus:

DrWeb -> Trojan.Encoder.33314

BitDefender -> Gen:Heur.Ransom.REntS.Gen.1
ESET-NOD32 -> A Variant Of Win32/Filecoder.RanzyLocker.A
Malwarebytes -> Ransom.Ranzy

Microsoft -> Ransom:Win32/FileCrypter. MBIMTB
Qihoo-360 -> Win32/Ransom.Generic.HwoCdjkA
Rising -> Ransom.FileCrypter!8.11F42 (CLOUD)
Symantec -> ML.Attribute.HighConfidence

Tencent -> Malware.Win32.Gencirc.11b0Oebcf
TrendMicro -> Ransom.Win32.RANZYLOCKER.SMTH

BapuaHT ot 12 ceHTA0pA 2021:
CoobuieHve >>
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https://www.virustotal.com/gui/file/90691a36d1556ba7a77d0216f730d6cd9a9063e71626489094313c0afe85a939/detection
https://analyze.intezer.com/analyses/fe2b6174-3b10-4852-9634-bc72296f3105
https://www.virustotal.com/gui/file/587fda618dc1703c1b1b1929c547700ba9080b979b4c91ec611c4a33c7c485c9/detection
https://twitter.com/fbgwls245/status/1364077993811869698
https://1.bp.blogspot.com/-6vdYWSVCzTc/YDUpkKIpRiI/AAAAAAAAYo4/BFEjRI0vgrcvoyfIRsTTxmFfmCiMgF7KQCLcBGAsYHQ/s944/note-22-2-21.jpg
https://twitter.com/James_inthe_box/status/1453803246657556481

PacwwupeHue: .lock
3anucka: readme.txt

Email: off_the grid@tutanota.com, wee_wee@tutanota.com

Pesyneratbl aHanusos: VT + AR
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I watim o ey | besbiory
Rixawery |
Wy oy Db N anarp L v S v m W T i W Q2 D e P P D L T
peergral i ; MOLDOEE

e
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=== BJIOK CCbIJIOK n CITACUBOK = BLOCK OF LINKS AND THANKS ===

BHumaHune!

UNLOCK

Odainbl, 3awndpoBaHHble ThunderX, MoOxHO gewundpoBaThb!
PekomeHAyl 06paTUTbCHA N0 _3TOW CCbiAKe K Malknay [xuanecnu >>

* % %

Wnn nuumnte B Tesorion, y HUX eCcTb GecnnaTHblli AewndpoBUmnK >>

*
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https://www.virustotal.com/gui/file/a676af4c720a6da5ef22ef3a178dc9348a45f6e4101c85a356079c0edf6e2550/detection
https://app.any.run/tasks/ef4e6277-faab-4a5c-9c75-056259b52ffe/
https://1.bp.blogspot.com/-1HDYeuGQAc0/YXr6h1mX2FI/AAAAAAAAanE/RMWcGPIy0Jkup9WmzUXwHWkMl43gV8nMQCLcBGAsYHQ/s846/note-12-9-21.png
https://1.bp.blogspot.com/-bX5uVEoYYNM/X2EVlLCpMhI/AAAAAAAAVi8/FjlztDJHbDwIRH_m0yrmPYZWu6E04P4GQCLcBGAsYHQ/s1600/unlock3.png
https://twitter.com/demonslay335/status/1305934117767348225
https://www.tesorion.nl/thunderx-ransomware-analysis-and-a-free-decryptor/
https://1.bp.blogspot.com/-hVm9d3uWv8M/X2-M1LPzAGI/AAAAAAAAVwQ/BxssfuDBP4McPH1VCva1i1ledfWJAMjPwCLcBGAsYHQ/s765/decryptor.png

Thanks:

SIRi, Michael Gillespie

Andrew Ivanov (author)

Tesorion

to the victims who sent the samples

© Amigo-A (Andrew lvanov): All blog articles. Contact.
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https://1.bp.blogspot.com/-dKH21b0Rez8/V7wlH7UufMI/AAAAAAAABM4/9dz-mLgRy4sAnOJVa-qLHY7MMMJDzoNUQCLcB/s1600/big-thanks2.png
https://id-ransomware.blogspot.com/p/contact.html

