DarkSide
[

DarkSide Ransomware

DarkSide Hand-Ransomware

(wndpoBanbLMK-BbIMOraTesnb, RaaS) (nepBoMCTOYHUK)
Translation into English

OTOT KpMNTO-BbIMOTraTenb WKdpyeT AaHHbIe BusHec-nonb3oBaTenen n npegnpuaTuii ¢ nomoublo Salsa20+RSA-1024, a
3atem TpebyeT BblKyn B HECKONBbKO MUIMIIMOHOB Aonnapos B BTC, 4yTo6bl BepHyTb dhainbl. OpurnHanbHoe Ha3BaHuve:
DarkSide. Hanucan Ha Python.

O6GHapyXeHuA:

DrWeb -> Trojan.Encoder.32305, Trojan.Encoder.32386, Trojan.Encoder.33337

BitDefender -> Gen:Variant.Razy.734971

Avira (no cloud) -> TR/Crypt. XPACK.Gen

ESET-NOD32 -> A Variant Of Generik. MMUYADA

Kaspersky -> Trojan-Ransom.Win32.Gen.xyl

Malwarebytes -> Ransom.DarkSide

Rising -> Ransom.Gen!8.DE83 (CLOUD)

Symantec -> ML.Attribute.HighConfidence

Tencent -> Win32.Trojan.Crypt.Edxi

TrendMicro -> TROJ_GEN.R002H09H820, Ransom.Win32.DARKSIDE.THHABBOA

© lNeHeanorusa: Sodinokibi / REvil ? => DarkSide > BlackMatter

VI306pa>KeHV|e — JIOroTun ctatbun

K 3awwmdpoBaHHbIM harnam gobaensercsa pacwumpexmve: .<random>
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BHumaHue! HoBble paclumperuns, email n TEKCTbI O BbIKyNe MOXHO HaWTU B KOHLIE CTaTby, B 0BHOBMEHMAX. Tam MoryT
ObITb pasnuynsi ¢ NepBoHaYanbHbIM BapyaHTOM.

Hauyanom pacnpocTpaHeHust MOXHO cuMTaTh nosiBreHne Ha popymax knbep-aHaerpayHaa B Havane asrycta 2020 r.
OpueHTNPOBaH Ha aHrMoNA3bIYHbIX NOMb30BaTENEN, YTO HE MELLAET PacnpoCTPaHATbL ero No BCeEMy MUPY.

3anucka c TpeboBaHnem Bbikyna Ha3biBaeTca: README.<random>.TXT

Mpumep 3anuckum ot Beimoratenen: README.97866000. TXT

Co.qepx(aHMe 3anUCKU O BbiKyne:
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----------- [ welcome to Dark ] ------------->
What happend?
Your computers and servers are encrypted, backups are deleted. We use strong encryption algorithms, so you cannot
decrypt your data.
But you can restore everything by purchasing a special program from us - universal decryptor. This program will
restore all your network.
Follow our instructions below and you will recover all your data.
Data leak
First of all we have uploaded more then 100 GB data.
Example of data:
- Accounting data
- Executive data
- Sales data
- Customer Support data
- Marketing data
- Quality data
- And more other...
Your personal leak page: http://darksidedxcftmga.onion/blog/article/id/***
The data is preloaded and will be automatically published if you do not pay.
After publication, your data will be available for at least 6 months on our tor cdn servers.
We are ready:
- To provide you the evidence of stolen data
- To give you universal decrypting tool for all encrypted files.
- To delete all the stolen data.
What guarantees?
We value our reputation. If we do not do our work and liabilities, nobody will pay us. This is not in our
interests.
All our decryption software is perfectly tested and will decrypt your data. We will also provide support in case
of problems.
We guarantee to decrypt one file for free. Go to the site and contact us.
How to get access on website?
Using a TOR browser:
1) Download and install TOR browser from this site: https://torproject.org/
2) Open our website: http://darksidfqzcuhtk2.onion/***
When you open our website, put the following data in the input form:

Key:

*** [Bcero 567 3HakoB]

!l DANGER !'!'!

DO NOT MODIFY or try to RECOVER any files yourself. We WILL NOT be able to RESTORE them.
!l DANGER !'!!

MepeBoa 3anUCKN Ha PyCCKUM A3bIK:
----------- [0o6po noxanosaTk B Dark] ------------->
Yto cnyunnocs?

Balum komnbloTepbl U cepBepbl 3alUnMpPOBaHbl, pe3epBHble KONuK yaaneHbl. Mbl UCNonb3yem HageXHble anropuTMbl
LWncppoBaHmMs, NOITOMY Bbl HE CMOXETE paclundpoBaTh CBOM AaHHbIE.

Ho Bbl MOXeTe Bce BOCCTaHOBUTb, KyMNMB Y HAC CreumanbHyo NporpaMmmy - yHUBepcarbHbIi gelmndpartop. ATa
nporpammMa BOCCTaHOBUT BCIO Bally CETb.

CnepyinTe HaWMM MHCTPYKLMSIM HUXKE M Bbl BOCCTAHOBUTE BCE CBOW AaHHbIE.

YTe4yka gaHHbIX

Bo-nepBbix, Mbl 3arpy3unu 6onee 100 I'b gaHHbIX.
Mpumep gaHHbIX:

- [aHHble ByxranTepckoro y4yeTa

- icnonHutenbHble AaHHbIe

- [laHHble 0 npogaxax

- OaHHble cnyx6bl nogaepku

- MapkeTuHroBble gaHHble

- [laHHble O KayecTBe

- I mHoroe gpyroe ...
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Bawa nuyHas ctpanuua ytedku: http://darksidedxcftmqa.onion/blog/article/id/***

[aHHble NpeaBapuTenbHO 3arpyxeHbl 1 ByayT aBToMaTuyeckn onyonmMKoBaHbl, €Cnu Bbl HE 3annaTuTe.

Mocne nybnukauun Bawm gaHHble ByayT OOCTYMHbI HE MeHee 6 MecsLeB Ha Hawwmx cepsepax tor cdn.

MbI roToBbI:

- Ytobbl NpenocTaBuTbL BaM AokasaTenbCcTBa YKpadeHHbIX OaHHbIX

- Utobbl NpenocTaBUTbL BaM yHMBEPCASbHBIA MHCTPYMEHT A1 AeluMdpoBaHNA BCex 3aliMgpoBaHHbIX daiinos.
- Yoanutb Bce yKpaAeHHble AaHHbIE.

Kakune rapaHTun?

Mol gopoxum ceoen penyTtauunen. Ecnv mbl He Byaem BbINOMHATL CBOK paboTy n 06a3aTenscTBa, HaM HUKTO He Byaet
nnaTuTb. OTO HE B HALUMX MHTEpecax.

Bce Hawwm nporpammbl 4ns AelmdpoBaHmsa OTIMYHO NPOTECTUPOBAHBI 1 pacLUMPYOT BalLK AaHHble. Mbl TakKe oKaxem
noaaepkKy Npy BO3HUKHOBEHMS nNpobnem.

Mbl rapaHTupyem 6ecnnaTHyto pacumdpoBKy ogHoro darina. 3anguTe Ha CanT U CBSXKUTECH C HAMW.

Kak nonyumTb goctyn Ha cant?

Mcnonbays 6paysep TOR:

1) 3arpysaute n yctaHoBute 6paysep TOR c atoro canta: https://torproject.org/

2) Otkpowite Haw canT: http://darksidfqzcuhtk2.onion/***

Korga Bbl oTKpbIBaeTe Halwl Beb-cawT, BBeauTe B hopMy BBOAA CrieaytoLive AaHHble:

Kntou:

*** [Bcero 567 3HaKoB]

I ONMACHOCTb !!!

HE U3MEHAWTE u HE MNbITAUTECH BOCCTAHOBWTb dbaiinbl camoctosTensHo. Mbl HE cMoxeMm mx
BOCCTAHOBUTb.

I ONACHOCTb !I!

TexHn4yeckue getanu

PacnpoctpaHsieTcs kak RaaS Ha dopymax knbep-aHaerpaynaa. Micnonbayet ceTb Tor Ans canta u nybnvkaumm Tam xe
yKpageHHoW MHopMaLmm KOMMaHUn-XepTBs.

=

TeKkcT co CKpUHLLOTA:

Darkside

Let's start

We are a new product on the market, but that does not mean that we have no experience and we came from nowhere.
We received millions of dollars profit by partnering with other well-known cryptolockers.

We created DarkSide because we didn't find the perfect product for us. Now we have it

Based on our principles, we will not attack the following targets:

» Medicine (hospitals, hospices).

» Education (schools, universities).

» Non-profit organizations.
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» Government sector.

We only attack companies that can pay the requested amount, we do not want to kill your business.

Before any attack, we carefully analyze your accountancy and determine how much you can pay based on your net
income.

You can ask all your questions in the chat before paying and our support will answer them.

We provide the following guarantees for our targets:

» We guarantee decryption of one test file.

» We guarantee to provide decryptors after payment, as well as support in case of problems.

» We guarantee deletion of all uploaded data from TOR CDNs after payment.

If you refuse to pay:

» We will publish all your data and store it on our TOR CDNs for at least 6 months.

» We will send notification of your leak to the media and your partners and customers.

* We will NEVER provide you decryptors.

We take our reputation very seriously, so if paid, all guarantees will be fulfilled.

If you don't want to pay, you will add to the list of published companies on our blog and become an example for others.

lMepeBoa Ha pycCcKum A3bIK:

Darkside

[aBarite Ha4yHEM

Mkl HOBBIM MPOAYKT Ha PbIHKE, HO 3TO HE 3HAYUT, YTO Y HAC HET OMbITa U Mbl MPULLAN U3 HAOTKYAA.

Mbl nony4mnu npubbine B MUIINIMOHbLI AOMNAPOB, COTPYAHMYAs C APYTYIMU U3BECTHBIMU KPUMTO-ITOKEPAMMU.

Mel cosganu DarkSide, notomy 4To He Hawnm Ansa cedsa naeanbHOro npoaykTa. Tenepb Y HAac OH ecTb

Mcxops M3 Hawmx NpUMHLUMNOB, Mbl He ByeM aTtakoBaTb CrieayloLime Lenu:

* MeaunumHa (60nbHULBI, XOCMUCHI).

» ObpasoBaHue (LIKOMbl, yHNBEPCUTETHI).

* HekoMMepyeckue opraHusaumm.

» [ocynapCTBEHHbIN CEKTOP.

Mbl aTakyem TONbKO KOMMaHMK1, KOTOPblEe MOTYT 3anfaTuTb 3anpoLUEHHYH0 CYMMY, Mbl HE XOTUM rybuTtb BaLl B13HecC.
Mepen ntobor atakon Mbl TLATENBHO aHANU3MpyeM Bally Oyxrantepuio 1 onpeaernsiemM, CKOrMbKO Bbl MOXETE 3annaTuTb,
Mcxoas U3 Ballero YMCToro goxoaa.

Bbl MOXeTe 3agaTth Bce MHTEepecyLne Bac BONpPOChHI B HaTe nepen onnarTon, u Halwua cny>|<6a noagaepP>XKn OTBETUT Ha HUX.

Mbl npegocTaBnsem crnegyolme rapaHTum A Halwux Lenew:

* Mbl rapaHTupyem pacumdpoBKy OQHOro TECTOBOrO channa.

* Mbl rapaHTupyem npegocTasnenve gemndpaTopoBs Nocne onnarbl, a Takke NoAAEPXKKY B Criyyae BO3HUKHOBEHWS
npobnem.

* Mbl rapaHTMpyeM yganeHue Bcex 3arpyxeHHbix AaHHbix n3 TOR CDN nocne onnatbl.

Ecnu Bbl 0TKasbIBaeTech NNatuTh:

* Mbl ony6nvkyem Bce Bawuv gaHHble n 6ygem xpaHuTtb ux Ha Hawmnx TOR CDN B TedeHne Kak MUHUMYM 6 MecsiLeB.
* Mbl oTnpaBuM yBeAOMIEHME O BaLLE YTeYKe CPeACcTBaAM MAaCCOBOM MHpOpMaL MK, BalLMM NapTHEPaM U KIMEHTaM.
* Mbl HUKOI'JA He npegocTaBim BaMm gelumdpaTtopsbl.

MbI 04eHb Cepbe3HO OTHOCMMCS K CBOEW penyTaumu, No3TOMYy B Criydae onnarbl BCe rapaHTum 6yayT BbIMOMHEHbI.
Ecnu Bbl He xOTWUTe NNaTuTb, Bbl 4O6aBUTECH B CMNCOK OMyONMKOBaHHbIX KOMMNAaHWI B HaleM bnore 1 ctaHeTe NpUMepPoM
ONs Opyrux.

MoxeT pacnpocTpaHsaTbCa NyTEM B3rioMa Yepes HesalmLeHHyo KoHgpurypauuto RDP, ¢ nomousto email-cnama u
BPEAOHOCHbIX BINOXEHWU, 06MaHHbIX 3arpy3ok, 60THETOB, 3KCMIIONTOB, BPEAOHOCHOWN pekrnaMbl, BEG-UHXKEKTOB,
hanbLUNBbLIX OGHOBMEHWI, NEepenakoBaHHbIX U 3apPaXEHHbIX MHCTannATopoB. Cm. Takke "OCHOBHbIE CNOCOObI
pacnpocTpaHeHns KpUnToBbIMOraTenen" Ha BBOAHOW CTpaHuLe brnora.

Hy>xHO Bcerga ncnonb3oBatb AKTyanbHYH aHTUBUPYCHYIO 3awmTy!!!
Ecnu Bbl npeHebperaeTe KOMMNEKCHOW aHTMBMPYCHOM 3awmTon knacca Internet Security unm Total Security, To xoTs Obl
[enanite pe3epBHOE KOMMPOBaHME BaxKHbIX bannos no metoay. 3-2-1.
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» /lcnonb3yeT napy MeTo4oB Ans npoBepku npuHaanexHoctu MK k HekoTopbiM cTpaHam CHI™ (nposepsieT
GetSystemDefaultUILanguage - a3bik cuctembl, GetUserDefaultLangID - s13bik nonb3oBaTens no ymonyaHuio). Takum
0o6pa3oM, He JOoMmKeH WndpoBaTh anrnbl N3 3TUX CTPaH.

> lMepepn wncppoBaHMeM 3aBepLIaeT criefyloline NpoLuecchl, KOTOpble MOryT NnoMeLlaTh WdPoBaHuio daiinos:

sql

oracle
ocssd
dbsnmp
synctime
agntsvc
isqlplussvc
xfssvcecon
mydesktopservice
ocautoupds
encsvc
firefox
tbirdconfig
mydesktopqos
ocomm
dbeng50
sqbcoreservice
excel
infopath
msaccess
mspub
onenote
outlook
powerpnt
steam
thebat
thunderbird
visio
winword
wordpad
notepad

Cnucok chanoBbIX pacLiMpeHnn, noAseprarolmnxcs WndgpoBaHuio:

Bce dainbl, kpoMe Tex, YTO HaxXoAsATCA B CMCKaX NpornyckaeMblxX paclumpeHui, annos, nanok, NpoLeccos.

3710 pokymeHThl MS Office, OpenOffice, PDF, TekcToBble charnbl, 6a3bl AaHHbIX, doTorpadumn, Mmysbika, BUaeo, dannebl
o6pa3o., apxuBbl 1 Mp.

Cnucok nponyckaemMbiX pacluMpeHUn:

.386, .adv, .ani, .bat, .bin, .cab, .cmd, .com, .cpl, .cur, .deskthemepack, .diagcab, .diagcfg, .diagpkg, .dll, .drv, .exe, .hip,
.hta, .icl, .icns, .ico, .ics, .idx, .key, .Idf, .Ink, .lock, .mod, .mpa, .msc, .msi, .msp, .msstyles, .msu, .nls, .nomedia, .ocx, .pdb,
.prf, .ps1., .rom, rtp, .scr, .shs, .spl, .sys, .theme, .themepack, .wpx (50 pacwmpennin).

Cnu1cok nponyckaeMbIX AUPEKTOPMIA:

windows
appdata
application data
boot

google

mozilla

program files
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program files (x86)
programdata
system volume information
tor browser
windows.old

intel

msocache
perflogs

x64dbg

public

all users

default

Cnucok nponyckaemMbix ¢ansnoB:
$recycle.bin

config.msi

$windows.~bt

$windows.~ws

Cnucok nponyckaeMbIX NPOLLeCCOoB:
vmcompute.exe

vmms.exe

vmwp.exe

svchost.exe

TeamViewer.exe

explorer.exe

®dannbl, cBA3aHHbIe ¢ 3TUM Ransomware:

acer.exe - UCMNonHseMbI doansn

README.<random>.TXT - Ha3BaHue daiina c TpeboBaHneM Bbikyna
<random>.exe - cryyanHoe Ha3BaHWe BpegOoHOCHOro danna

Basic Propartes

PacnonoxeHus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peecTpa, cBA3aHHble ¢ 3TUM Ransomware:
CM. HXe pe3ynbTaThbl aHanm3os.

717


https://1.bp.blogspot.com/-1qgHZHEu7Io/XzLShPA-T2I/AAAAAAAAUz0/Swe-Yr36O0MHsxaszStZDvMDKQ1CV0raQCLcBGAsYHQ/s1600/info_1.png

MbloTeKcbl:

MbtoTtekc Global\\3e93e49583d6401ba148cd68d1f84af7 cosgaetcs, 4ToObl Morna paboTaTb TONbKO OAHa KOnust

Ransomware.
CM. HWXKe pesynbkTaTthbl aHanm3oB.

CeTeBble NOAKITHOYEHUA U CBA3M:

Tor-URL: xxxx://darksidedxcftmqga.onion/

Email: -

BTC:

CM. HWXKe B OBHOBMNEHUSIX ApYyrie agpeca U KOHTaKTbl.
CM. HWXKe pesynbTaTbl aHanM3os.

PesynbraTbl aHanm3os:

v Triage analysis >>

® Hybrid analysis >>

X VirusTotal analysis >>
A Intezer analysis >>

% ANY.RUN analysis >>

X VMRay analysis >>

W) VirusBay samples >>

[l MalShare samples >>

% AlienVault analysis >>
CAPE Sandbox analysis >>
© JOE Sandbox analysis >>

CTeneHb pacnpoCTpaHEHHOCTU: CPenHsAs.

Moapo6Hble cBefeHus cobupatoTes perynsipHo. MNpuckinante o6pasLbl.

=== ACTOPUSA CEMENCTBA === HISTORY OF FAMILY ===

=== BJIOK OGHOBJIEHUW === BLOCK OF UPDATES ===

BapwuaHT ot 11 aBrycta 2020:
MocTt B TBUTTEPE >>
Paclumpenue: .2b026f49
3anuncka: README.2b026f49.TXT
Pesynerathl aHanusos: VT + HA
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» CopepxaHue 3anucku oT BbiIMoraTenei:
----------- [ Welcome to Dark ] ------------->
What happend?

Your computers and servers are encrypted, backups are deleted. We use strong encryption algorithms, so you cannot
decrypt your data.

But you can restore everything by purchasing a special program from us - universal decryptor. This program will restore all
your network.

Follow our instructions below and you will recover all your data.

Data leak

First of all we have uploaded more then 100 GB data.

Example of data:

- Accounting data

- Executive data

- Sales data

- Customer Support data

- Marketing data

- Quality data

- And more other...

Your personal leak page: http://darksidedxcftmqa.onion/blog/article/id/6/dQDcIB_6Kg-c-
6fJesONyHoaKh9Bt18j9Wkw2inG8072jWaOcKbrxMWbPfKrUbHC

The data is preloaded and will be automatically published if you do not pay.

After publication, your data will be available for at least 6 months on our tor cdn servers.
We are ready:

- To provide you the evidence of stolen data

- To give you universal decrypting tool for all encrypted files.

- To delete all the stolen data.
What guarantees?

We value our reputation. If we do not do our work and liabilities, nobody will pay us. This is not in our interests.

All our decryption software is perfectly tested and will decrypt your data. We will also provide support in case of problems.
We guarantee to decrypt one file for free. Go to the site and contact us.

How to get access on website?

Using a TOR browser:

1) Download and install TOR browser from this site: https://torproject.org/

2) Open our website:
http://darksidfgzcuhtk2.onion/K71D6P88YTX04R3ISCJZHMD51YV55V9247QHJYOHJYUXX68H2PO5XPRIR5SP2U6G8
When you open our website, put the following data in the input form:

Key:

pr9gzRnMz6qEwr6ovMTO0cbjd9yT56NctfQZGIiVVL [Bcero 567 3HakoB]

' DANGER !!

DO NOT MODIFY or try to RECOVER any files yourself. We WILL NOT be able to RESTORE them.
' DANGER !

» Ccblnkun Ha coobLleHne Ans nocTpagaBLUEro:

http://darksidedxcftmqa.onion/blog/article/id/6
http://darksidedxcftmqa.onion/blog/article/id/6/dQDcIB_6Kg-c-
6fJesONyHoaKh9Bt18j9Wkw2inG8072jWaOcKbrxMWbPfKrUbHC
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» Coo0LleHre ans nocTpagasLlen KoMNaHum:
EBSCO.com - More then 100 GB sensitive data.
Automatic leak publication:
We downloaded a lot of interesting data from your network.
Included:

Accounting data

Executive data

Sales data

Customer Support data

Marketing data

Quality data

And more other...
if you need proofs, we are ready to provide you with it.
The data is preloaded and will be automatically published if you do not pay.

After publication, your data will be available for at least 6 months on our tor cdn servers.

» CoobLieHne ana nocTpagasLuelt KoMnaHumM 10 U nocne BBoAa Knoya:
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Cymma Bbikyna: $ 2,000,000/ 193.247 BTC / 22810.219 XMR

Monero-koLuenexk:
86R5YKD3DbMTJ1mgqiYjjsVULxwcxN5h5YyJt7Sz4B20ZEpZCnGBDZY4DG293xeeZSeF6iaDJgAoRVMeQXgUNM5x3fzyZru
BTC-kowwenek: bc1gena2vfl7xhc5ad7q06eeuyd563ykxmwardnt2d

BapwuaHT o1 26 aBrycrta 2020:
[ocT B TBUTTEPE >>

Pacwuperune (npumep): .97866079
CoobuieHne >>

O6GHoBneHue ot 13 HoAGpsA 2020:
Cratba Ha cante BleepingComputer >>

Mporpamma-seimoratens DarkSide co3gaeT B VipaHe 6a3y anst xpaHeHus ykpageHHoM MHdopMauuu.

DarkSide Ransomware pabotaet kak RaaS, rae paspabotunku oTBevaroT 3a nporpammupoaHue MO Ransomware n
cauvTa nnaTtexen, a adUNMpoBaHHbIE NMULA HAHUMAKOTCA AN B3noMa NpeanpuaTui U WndpoBaHUa UX YCTPOWCTB.
Pa3paboTtumkn 3abupatot 10-25%, a adpdunmposaHHble nuua nony4vatot 75-90% o1 nobbix NPOM3BEAEHHBIX UMY
BbIKYMHbIX Nnatexen. Ytobbl npeceyb BbIMOraTenbCTBO MPaBOOXPAHUTENBHbIE OpraHbl Y KOMMaHWUKM, 3aHMMalLLnecs
Knbepbe3onacHOCTb0, aKTUBHO MbITatoTCA 3abroKMpoBaTh CalThbl yTeYkM AaHHbIX. Bonpekn atomy DarkSide 3asBnseT, 4To
OHM MMAaHUPYIOT Co34aTb pacnpefeneHHyo "yCTOMUYMBYHO CMCTeMY XpaHeHns" B MipaHe Ansa XxpaHeHus yKkpageHHbIX AaHHbIX
XXepTBbl B TEYEHNE LLIECTU MECALIEB.

MpenctaButens DarkSide 3asiBnsieT, 4TO He pa3peLuaeT aTaku Ha:

- MeguumHckne ydpexaenus (6onbHULbI, XOCNUCHI);

- obpasoBaTtebHble yupexaeHust (LLUKOMbl, yHUBEPCUTETHI);

- HEKOMMEPYECKNe opraHm3aunm;

- FOCYAapCTBEHHbIV CEKTOP.

Ho caepxut nu DarkSide cBoe ob6elaHne He HauenmMBaTbCsl Ha HUX, MOKaXXeT Bpemsi.

O6HoeneHue ot 10 gekadbps 2020:
Coo0bLeHune >>
Tor-URL: xxxx://darksidfqzcuhtk2.onion
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https://1.bp.blogspot.com/-LByNsZ7EZe8/XzLXwSjSPQI/AAAAAAAAU0Q/8CIOAmgkDdgQ0aldxJtZC_HDUX_-IV4ZgCLcBGAsYHQ/s1600/site_3-ransom2.png
https://1.bp.blogspot.com/-Hpzq-4sTOFw/XzLXwS8PJ7I/AAAAAAAAU0U/NDcvphrML_If6wTJOla8KKLZz5jxrYU7QCLcBGAsYHQ/s1600/site_3-ransom.png
https://www.blockchain.com/ru/btc/address/bc1qena2vfl7xhc5ad7q06eeuyd563ykxmwardnt2d
https://twitter.com/GrujaRS/status/1298685750989524992
https://twitter.com/malwrhunterteam/status/1326603138128863238
https://1.bp.blogspot.com/-B89nfSo3oB0/X62SB3L_WTI/AAAAAAAAWj8/X1O3cNEIqdAtvhnWlm-qWBI5YbevvFozwCLcBGAsYHQ/s1391/raas.jpg
https://www.bleepingcomputer.com/news/security/darkside-ransomware-is-creating-a-secure-data-leak-service-in-iran/
https://twitter.com/Kangxiaopao/status/1336992602202234880
https://1.bp.blogspot.com/-usJ9-LZDbm8/X9JpxBo0RKI/AAAAAAAAXTU/5htf4jGl3i8Ly_eP-ywBqZDnESa-3oo6gCLcBGAsYHQ/s1855/Eo3ytM2XEAMNmMa.jpg
https://1.bp.blogspot.com/-PRSeq5eCRs8/X9JpzwZeo0I/AAAAAAAAXTY/R2o-qMGHRSsXn73avb7mSmSaPU2d4v_wACLcBGAsYHQ/s1000/Eo3ykNiXUAQoTHf.jpg

O6HoBneHue ot 11 AHBapsa 2021:

CneumnanucTsl BitDefender Boinyctnnu gewmndpoBLumvk ang dannos, 3awmdgpoBaHHbix DarkSide Ransomware.

O6HoBneHue ot 12 auBapsa 2021:
CoobuleHue >>
Coo0bLeHune >>

BbiMoraTtenu BHeCnM n3aMeHeHus B LUNdpoBaHue n coobwmnm ob atom Ha opyme.

BapwuaHT ot 15 ssHBaps 2921:
Coo0bLeHune >>

Pacwwmpenue (npumep): .c06622a1

3anucka (npumep): README.c06622a1.TXT

LLtamn gatel: 23 nekabps 2020.

PesyneraT aHanusos: VT + VMR

» O6GHapyxeHus:

DrWeb -> Trojan.Encoder.33337

ESET-NOD32 -> A Variant Of Win32/Filecoder.DarkSide.A
TrendMicro -> Ransom.Win32.DARKSIDE.SMYAAK-B
BapuaHT o1 24 sauBaps 2021:

CoobuieHne >>

Pacwmpenne: .c06622a1

Tor-URL: darksidedxcftmqa.onion/***

Tor-URL: darksidfgzcuhtk2.onion/***

URL: securebestapp20.com

BapwuaHT ot 3 cheBpans 2021:
Pacwuperne: .0b4dc49f

MprMepbl 3anncok:
README.418990b0.TXT
README.Ob4dc49f. TXT

PesynbtThl aHanm3os: VT + AR + A

» OGHapyxeHus:

DrWeb -> Trojan.Encoder.33337

ALYac -> Trojan.Ransom.DarkSide
BitDefender -> Gen:Heur.Ransom.RTH.1
ESET-NOD32 -> A Variant Of Win32/Filecoder.DarkSide.A
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https://twitter.com/malwrhunterteam/status/1348888212626935809
https://twitter.com/3xp0rtblog/status/1348902184180707328
https://1.bp.blogspot.com/-XjN7BvYVRps/X_1MWotMkqI/AAAAAAAAYAo/sHqeLa9UvsIl7xrQBxYhZNmXDPn7efDbgCLcBGAsYHQ/s1375/Erg2ezRW8AE0bZQ.jpg
https://1.bp.blogspot.com/-zGPajPHrYTM/YALmndA4hVI/AAAAAAAAYG8/jTPwEG2qFN4xKz5O6BZzqJDm4nYRtYHhgCLcBGAsYHQ/s1718/message-eng.png
https://1.bp.blogspot.com/-M9_hUXmXVoc/YALmsMY7euI/AAAAAAAAYHA/jL42p3rtiZA5gBqHj5-9HoeLJAyzPHh0gCLcBGAsYHQ/s1715/message-rus.png
https://twitter.com/GrujaRS/status/1350025837203042311
https://www.virustotal.com/gui/file/0839aabe5fd63b16844a27b3c586c02a044d119010a1a40ee4035501c34eae0d/detection
https://www.vmray.com/analyses/0839aabe5fd6/report/overview.html
https://twitter.com/GrujaRS/status/1353332445668663297
https://www.virustotal.com/gui/file/1cc7c198a8a2c935fd6f07970479e544f5b35a8eb3173de0305ebdf76a0988cb/detection
https://app.any.run/tasks/a1a56950-24f5-421c-aac4-c0f4b490bfd9/
https://analyze.intezer.com/files/1cc7c198a8a2c935fd6f07970479e544f5b35a8eb3173de0305ebdf76a0988cb

Malwarebytes -> Ransom.DarkSide
Symantec -> Ransom.Darkside
TrendMicro -> Ransom.Win32.DARKSIDE.SMYAAK-B

AE .

) s e

All olf your fles 2o ononypled! = Allof your files an encrypted)
F LI

Find README SedcA9f, TAT and Follow el » Find R EADME.Obdsc 83 TXT andl Follow Instructices|
B

L |

A 8w

BapwuaHT 28 cheBpans 2021:
CoobugHne >>

®ann: calimalimodumator.exe
Pesynbratel aHanmsos: AR + AR + VT + HA
BapuaHT 28 deBpans 2021:

CoobLeHue >>

Pacwwnpenune: .0b4dc49f

3anuncka: README.Ob4dc49f. TXT

URL: xxxx://darksidfqzcuhtk2.onion/***
dann: homie.exe, MicSwitch.exe
PesynbraTel aHanmsos: AR + VT + |A

O6HoeneHue ot 11 mapTta 2021:
Coo0bLieHune >>
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https://1.bp.blogspot.com/-oJn2kgqQ9BY/YD1MTiX5VrI/AAAAAAAAYrY/bSf83dSKTnET-xBET_Z8TAYxIHaTmrapwCLcBGAsYHQ/s1037/wallp-note.BMP
https://1.bp.blogspot.com/-MSBsqZV9WPs/YD1MTWtuAmI/AAAAAAAAYrU/DtN9sI037gwFBNP2EpFwyloXBrIr4nljQCLcBGAsYHQ/s790/screen-1.png
https://1.bp.blogspot.com/-4ChgA-Pqimk/YD1MibELrII/AAAAAAAAYrc/28m5-JnCEuwEcAzuFopHsmUpIAYXAtb6ACLcBGAsYHQ/s1014/site-01.png
https://1.bp.blogspot.com/-IKUV0Gx22WI/YD1MiU3Z3xI/AAAAAAAAYrg/dwBq76BxOxoDHmutpPLx2enNXS4Pwpi_QCLcBGAsYHQ/s1014/site-02.png
https://twitter.com/petrovic082/status/1365937209145196545
https://app.any.run/tasks/5269d0cd-d898-4fae-b03e-1564b648692b/
https://app.any.run/tasks/6b92bc48-9aeb-45a2-8907-5d1f0729233d/
https://www.virustotal.com/gui/file/976c584484439e923426502f11e0f4c22af249b7b2e889ec6432c4b4008d8abf/detection
https://www.hybrid-analysis.com/sample/976c584484439e923426502f11e0f4c22af249b7b2e889ec6432c4b4008d8abf/603b972f17b0ec625d4cef3b
https://twitter.com/petrovic082/status/1365962597527388161
https://app.any.run/tasks/3073e7be-cfc7-46af-a82b-4adfd8ab3e66/
https://www.virustotal.com/gui/file/bafa2efff234303166d663f967037dae43701e7d63d914efc8c894b3e5be9408/detection
https://analyze.intezer.com/#/files/bafa2efff234303166d663f967037dae43701e7d63d914efc8c894b3e5be9408
https://1.bp.blogspot.com/-MP3KaQA2Hcw/YD1OKcyb6VI/AAAAAAAAYsE/g5EMCrFkojQslb82zlGm_mZACoTkasEsACLcBGAsYHQ/s1081/note_2.png
https://1.bp.blogspot.com/-9h91swPfSIY/YD1OON60BsI/AAAAAAAAYsI/q83VTew98gEbZhHR3q-v8r51m2W1uYARQCLcBGAsYHQ/s1014/site-01.png
https://1.bp.blogspot.com/-WktEZJWBlS4/YD1OROYIWnI/AAAAAAAAYsM/-BsiOVLNAPU2X1Y9LoUKqDqCIxGd5QucgCLcBGAsYHQ/s1014/site-02.png
https://twitter.com/3xp0rtblog/status/1369727944210456578

|AHiats Frogram] Durkfide 10 Ransaresrs

BapwuaHT o1 1 masa 2021:
CoobLleHune >>

PacwupeHnune: .425b93ba

3anucka: README.425b93ba. TXT
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https://1.bp.blogspot.com/-C9_BbNisPX0/YEuFPdNMC5I/AAAAAAAAYyk/Q1ZyXcL2C0gdAbYabwrMoXFO_pk0bVNQQCLcBGAsYHQ/s1438/01.png
https://1.bp.blogspot.com/-CyV9hG-FhRs/YEuFSD6XMhI/AAAAAAAAYyo/Evmn38igw-o770PqZXlMj4hUGXbekWzJwCLcBGAsYHQ/s1438/02.png
https://1.bp.blogspot.com/-7d48V46FGaM/YEuFYsN036I/AAAAAAAAYys/aeyR9QUf7xMQbMNohDbQMWehWg0B3b2-gCLcBGAsYHQ/s1438/03.png
https://1.bp.blogspot.com/-Wpn45r6MP7M/YEuFbfoTgJI/AAAAAAAAYyw/3Rox2x1DsrYb5KKzx4x-Jt2g3ZYwslKTwCLcBGAsYHQ/s1438/04.png
https://1.bp.blogspot.com/-c3PbrOu92Fo/YJk_cpbLYzI/AAAAAAAAZRo/MjLHRuYhUV4H4zCcYlUe3bAEZlZ6JpMbACLcBGAsYHQ/s1278/note-1-5-21.png

Welcomae to DarkSide!

All Your Files Are Encrypted!

Fmiz'README_AZSbB:!ba.TxT And Faollow Instructions!

Tor-URL: hxxx://dark24zz36xm4y2phwe7yvnkkkkhxionhfrwp67awpb3r3bdcneivoqd.onion/*
PesynetaThl aHanusos: VT + AR

» O6GHapyxeHus:

DrWeb -> Trojan.Encoder.33763

BitDefender -> Trojan.GenericKD.46189032

ESET-NOD32 -> A Variant Of Win32/Filecoder.DarkSide.B

Malwarebytes -> Ransom.DarkSide

Microsoft -> Ransom:Win32/DarkSide.DAIMTB

TrendMicro -> Ransom_DarkSide.R002C0ODE121

Coob6LeHue ot 18 masa 2021:

Cratbsa Ha canTte BleepingComputer >>

Beimoratenu, ncnonbayowme DarkSide Ransomware, cobpanu ¢ noctpagasLumx okorno 90 MUnmmMoHoOB JONNapoB B BUAe
BbIKyMna, BbIMIA4YE€HHOro XepTBaMu 3a NnocneaHme OeBaTb MecsLeB Ha Heckonbko BTC-kowenbkoB. [NogcunTaHo, 4to
paspabotynkm DarkSide Ransomware nonyynn ns o6uiern npnbbinm GUTKONMHLI Ha cymmy 15,5 mnH gonnapos. ®Gunuansi
Uny napTHepbl 0ObIYHO NOMYyYatoT NbBUHYIO A0S0 AEHET, MOTOMY YTO OHW AenarT 0onblUyo YacTb paboThl: B3nambiBaloT
CETU XepTB, KpaayT AaHHble 1 pa3BepTbiBaloT BpeaoHocHoe MO ans wudpoBaHus dainos. B cnyyae ¢ DarkSide oHu
nony4anu ot 75% 0o 90% npubbinu, B 3aBMCMMOCTM OT pa3mepa Bbikyna.

Coob6LeHue ot 18 noHsa 2021:

OnemeHTbI BeiMoratenscTea (email-agpeca, BTC-kowenek) 6yayT ngeHtndpuumpoBatbcest Ha cante "ID Ransomware" kak
"Fake DarkSide".

Cratbsa TrendMocro >>

Cratbsa BpeepingComputer >>

Ot nmenn DarkSide ¢ 4 ntoHsa 2021 roga npoBOANTCA MOLLEHHMYEeCKas email-komnaHusa, HaueneHHas Ha email-agpeca
KOMMaHWIM 3HEPreTM4ecKom 1 NULLIEBON NPOMBILLNEHHOCTU. HuKakux pakTuyeckmx atak He Oblno NPoCcnexXeHo.
LleneBble cTaHbl: ApreHTuHa, ABcTtpanus, KaHaga, CLUA, Benvkobputanusa, MHaus, Kutain, Konymous, Mekcuka,
HupepnaHgbl, Tavnaxg,

Email: darkside@99email.xyz, darkside@solpatu.space

BTC: bc1qcwrl3yaj8pgevj5hw3363tycx2x6m4nkaaqd5e

Cymma Bbikyna go 100 BTC.

Subject: Hacking [REDACTED: company name] servers

Hi this is DarkSide,

t took us a lot of time to hack your servers and access all youwr accouniing reporting. Also, we got
access to many financal documents and other data that can greatly affect your reputation if we
sblish them. It was difficult. but luck was helped by us - one of your employees is extremely

alified in network security Bssues. You could hear about us from the press - recently we held
a successiul attack on the JB5.

your confidential information, we require not 20 much - 100 bitcoane. Think
=nits may be imténested not o But also the tax sérice

nd other anganizations. if they are in open access ... We are not go

to wait long - you have

Qi it wallet — [REDACTED]

» O6pa3sel TeKCTa INEKTPOHHOIo NUCbMa:

Hi, this is DarkSide.

It took us a lot of time to hack your servers and access all your accounting reporting. Also, we got access to many financial
documents and other data that can greatly affect your reputation if we publish them.

It was difficult, but luck was helped by us - one of your employees is extremely unqualified in network security issues. You
could hear about us from the press - recently we held a successful attack on the Colonial Pipeline.

15/17


https://1.bp.blogspot.com/-AwZXBxtFRrc/YJk_gLI4TsI/AAAAAAAAZRs/OtkIB0c_C7I-xcNZxt_d1cB9-4v4UcrhgCLcBGAsYHQ/s1088/wallp-note.jpg
https://www.virustotal.com/gui/file/156335b95ba216456f1ac0894b7b9d6ad95404ac7df447940f21646ca0090673/detection
https://app.any.run/tasks/1168d937-7bd0-41b0-98ee-d8d0baf84279/
https://www.bleepingcomputer.com/news/security/darkside-ransomware-made-90-million-in-just-nine-months/
https://www.trendmicro.com/en_ca/research/21/f/fake-darkside-campaign-targets-energy-and-food-sectors.html
https://www.bleepingcomputer.com/news/security/fake-darkside-gang-targets-energy-food-industry-in-extortion-emails/
https://1.bp.blogspot.com/-5jG251MWWNg/YM4PSHpUXgI/AAAAAAAAZtQ/-MA1NyU4JdYOgc0ftgYb8NyCpuHTxVPXACLcBGAsYHQ/s707/DarkSide-Fake-Ransom.png

For non-disclosure of your confidential information, we require not so much - 100 bitcoins. Think about it, these documents
may be interested not only by ordinary people, but also the tax service and other organizations, if they are in open access
.. We are not going to wait long - you have several days.

Our bitcoin wallet - bc1qcwrl3yaj8pgevj5hw3363tycx2x6m4nkaaqdse

BUTKOMH-KOLLENEK B KOHLIE KaXKaoro NnMcbMa OAuHaKOB AN Bcex Lenen. Ha MoMeHT HanucaHusa aToro coobleHus Ha BTC-
KOLLENEK nnaTexu He nocTynanmu.

Kpome paccbinku Lenesbix email-nncem Te e 3110yMbILUNEHHUKM 3an0oNHUITM KOHTaKTHble (DOPMbI Ha calTax HeKOTOPbIX
komnaHun. CogepkaHue Takoe Xe, kak 1 B email-nucemax. OauH IP-agpec otnpasutenen, 205.185.127.35, okasancs
BbIXOAHbIM Y3riom ceTtu Tor.

«B uenowm, aTa kamnaHusa BbIMAANUT OUNETAHTCKOW MO CPABHEHMWIO C U3BECTHLIMU NPEAbIAYLLMMU MEPONPUATUSIMM
DarkSide. Mbl cuntaem, 4to 60MbLUMHCTBO KOMMNaHUA He ByayT NnaTtuTb 3Ty CyMMY, MOKa He noryyar Kakue-nmoo
pearbHble foKa3aTenbCcTBa TOro, YTO CETb Oblfla CKOMNPOMETUPOBaHA U KOHUAEHLMANbHbIE MOTYT ObITb
onybnunkoBaHbl», - coobuaet Trend Micro.

*kk

Wtak, npoekt DarkSide 3akpbIT, @ Ha ero ocHoBe Obln 3anyLLeH APYroi BbIMOraTeNbCKUM NPOEKT, KOTOPbIN
HasbiBaeTcsi BlackMatter Ransomware. /lccnenoBarteny cuntatoT ero npsimbiM npogosrkeHmem DarkSide, Ho Tak nn Ha
camoM Aene, HAKTO He 3HaeT.

Cchbinka Ha oTAenbHYyO cTaThio B [lamkecTe >>

Cratbs Ha cavite BleepingComputer >>

WcecneposaHus npekpaLleHbl. Cratbs 3aKpblTa.

=== BJIOK CCbIJIOK n CMTACUBOK = BLOCK OF LINKS AND THANKS ===

BHumaHune!

UNLOCK

daiinbl MOXHO pacwudpoBaTh!
CkauvaliTe DarkSide Decryptor no cchiike >>
MpoyTuTe MHCTPyKUuo Ha caiiTe BitDefender.

Added later:

&"HH
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https://id-ransomware.blogspot.com/2021/07/blackmatter-ransomware.html
https://id-ransomware.blogspot.com/2021/07/blackmatter-ransomware.html
https://www.bleepingcomputer.com/news/security/darkside-ransomware-gang-returns-as-new-blackmatter-operation/
https://1.bp.blogspot.com/-Q_h258sDBpw/YX1tuhanMQI/AAAAAAAAan8/ry2vg8_uJoM66HPeNqW2Ngng5EbLE1WwgCLcBGAsYHQ/s464/closed.jpg
https://1.bp.blogspot.com/-eUDaWlGmgJQ/WZMKlrJUISI/AAAAAAAAGb4/pFWka_el0m4zNCp1sWRL4e57LzN5VXV1ACPcBGAYYCw/s1600/unlock3.png
https://labs.bitdefender.com/2021/01/darkside-ransomware-decryption-tool/
https://1.bp.blogspot.com/-NxV9vR1nE1Y/WZQYi2T5QnI/AAAAAAAAGdw/BvgU_0B4a-wuPVu4sn27zwmiAljKsWcVQCPcBGAYYCw/s1600/dob.jpg
https://www.bleepingcomputer.com/news/security/darkside-new-targeted-ransomware-demands-million-dollar-ransoms/
https://labs.bitdefender.com/2021/01/darkside-ransomware-decryption-tool/
https://www.bleepingcomputer.com/news/security/darkside-ransomware-decryptor-recovers-victims-files-for-free/

MalwareHunterTeam, Ravi, Michael Gillespie
Andrew Ivanov (author)

Vitali Kremez, Lawrence Abrams,

to the victims who sent the samples

© Amigo-A (Andrew lvanov): All blog articles. Contact.
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https://1.bp.blogspot.com/-dKH21b0Rez8/V7wlH7UufMI/AAAAAAAABM4/9dz-mLgRy4sAnOJVa-qLHY7MMMJDzoNUQCLcB/s1600/big-thanks2.png
https://id-ransomware.blogspot.com/p/contact.html

