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Deobufscate API calls and strings in unpacked Emotet samples.

Description:

Helper plugin for the analysis of unpacked Emotet samples. Locate dynamically imported
API functions and add tags to make them easily searchable.
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Bookmarks Tags Tag Types

Location Data Preview
P04082035..CloseHandle call sub 481376
ped4e1fs5b.CreateFilel call sub 481376
pe4e17e2. ExitProcess call sub 481376
pede2edf. .FreelLibrary call sub 481376
ped4e1f8c..GetCommandLinel call sub 481376
P0401328..GetModuleHandleA call sub 481376
P0401487..GetProcessHeap call sub 481376
ped4e14be..GetProcessHeap call sub 481376
pe4e14a2. HeapAlloc call sub 481376
Pe4014d6..HeapFree call sub 481376
Pe4e134c..LoadlLibraryA call sub 481376
P04e2d4b. LoadlLibraryW call sub 481376
pe4e2ed5..LoadlLibraryl call sub 481376
pedelfdc..LocalFree call sub 481376
P0402d83..MAPTAdminProfiles call get api
P0402db5..MAPIFreeBuffer call get api
ped4e2d6d..MAPIInitialize call get api
Pe482dac..MAPTLogonEx call get api
pe4e2dce..MAPIUninitialize call get api
P0401601..MultiByteTowWideChar call sub 481376

ARARTAEIE MultibwvtaTolkhi darhar call cubh AG127A8

sub_ 402d32:

mov eax, dword [data 41481c]
mov edx, @xcf8ceafs

push esi { saved esi}

add eax, @xlc

mov ecx, @xe3a6ed93

push eax {var_ 8}

push exidd {var c}

call sub 401376 // LoadLibraryw
pop ecx {var c} {exidd}
call eax

mov ecx, dword [data 41481c]
xor esi, esi

mov dword [ecx+@x4], eax
test eax, eax

] Ox4802e20
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Replace obfuscated strings with their original value.
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str DLLPathEx:
8841313 44 Ac 4Ac 5@ 61
pe41314e@ c9 42 17 2e bc 20

@e41315@ str_userenv.dll:
88413158 75 73 65 72 65 bR

c7 3b 48 d2 f8 a7

ped41317e 6t 6C 65 22 2e 6
00413180 1d 1f b3 79 fa ec

License

This plugin is released under a MIT license.

Metadata Version

2
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